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VISITORMANAGEMENT SYSTEMIS AND 
METHODS 

PRIORITY CLAIMAND CROSS-REFERENCE 
TO RELATED APPLICATIONS 

0001. The present application claims priority as a continu 
ation to U.S. nonprovisional patent application Ser. No. 
13/058,858, filed Feb. 12, 2011, which is a national stage 
entry of PCT/US09/53828, filed Aug. 14, 2009, which claims 
priority to U.S. provisional patent application Ser. No. 
61/189,166, filed Aug. 15, 2008. 
0002 Each patent application identified above is incorpo 
rated by reference in its entirety to provide continuity of 
disclosure and for all other purposes. 

TECHNICAL FIELD 

0003 Embodiments of the present invention relate gener 
ally to visitor management for controlled-access environ 
ments. More particularly, embodiments of the present inven 
tion address improved management of visitors, vehicles, 
packages and the like with reduced risk to personnel manag 
ing visitor greeting, facilitation, management, security and 
Surveillance during a visit to a facility/environment and spe 
cifically to an integrated and automated capability to perform 
identity, personal and non-personal data management, access 
control, Surveillance, communications, tracking and monitor 
ing, enrollment and credential Vetting methods for people and 
vehicles visiting an access-controlled environment. 

BACKGROUND 

0004 Visitors need to be received and welcomed in a 
business environment and most businesses employ one or 
more dedicated receptionists to meet and greet visitors and to 
facilitate their visit by providing them with directions, deliv 
ering requested information to visitors and serving as a 'gate 
keeper to the business. When a visitor arrives, the reception 
ist typically queries the visitor about the purpose of their visit; 
examines and validates the visitor's credentials to establish 
identity; establishes the visitor's status and decides to allow 
or disallow the visit; registers an allowed visitor by logging 
identity data in some form or fashion; notifies the visitors 
host/destination of the visitor's arrival; provides directives to 
the visitor to complete the visit either by providing directions 
to the host, destination or visiting venue, advising as to how 
the visit will occur and transpire; opens or removes any physi 
cal barrier to the entry (e.g., opening a locked entrance or 
raising a barrier preventing entry of the visitor to the access 
controlled environment); receives and/or delivers goods, 
packages, etc. that the visitor is there to deliver or pick up; 
provides information about the business and/or the visit in a 
variety of ways (e.g., publications, printed materials, elec 
tronic presentations, etc.). In many situations, visitors arrive 
at an environment (e.g., a campus, building, parking lot) in a 
vehicle. The environment may have restrictions, allowing 
only certain vehicles to enter. For example a military base 
may only allow registered vehicles belonging to the military 
and/or to military personnel that have necessary documenta 
tion and clearances to enter the environment. Occasionally, 
there are requirements for processing, registering, and allow 
ing other vehicles on a short-term or long-term basis into the 
environment. Visitors seeking access to an environment may 
have to register themselves individually as well as registering 
a vehicle to enter the environment and may be monitored 
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during their presence in the environment. Specific needs per 
taining to security requirements of an environment govern 
Such processes, procedures, and policies. In the current Secu 
rity environment. Such requirements are more critical and 
must be implemented and enforced consistently, thoroughly 
and unemotionally. Embodiments of visitor management sys 
tems, access control systems, visitor monitoring systems and 
the like disclosed and claimed hereinfulfill one or more needs 
in this art, and provide a variety of reception, security, and 
access-control functions using consolidation of business and 
security approaches and delivering those through one or more 
virtualization appliances, methods, and processes. 

SUMMARY 

0005. Some embodiments of the present invention include 
apparatus, methods, techniques and systems for managing 
visitors and/or vehicles in an access-controlled environment. 
One or more greeting stations can be connected to a plurality 
of answering stations via a network to provide remote assis 
tance with visitors, who also can use automated aspects of a 
greeting station for facilitating a visit to the environment. 
Available answering stations are prioritized based on col 
lected visitor data so that skills-based routing/evaluation can 
be used to determine a visitor's needs. For environments that 
include vehicle use within the environment, additional fea 
tures are provided, such as responders for use by visitors 
and/or vehicles so that visitor and/or vehicle movement can 
be monitored. Digital signage connected to the network used 
in connection with monitoring also helps in monitoring 
responders and in providing specific messaging, information 
and instructions to visitors and vehicles as needed. When used 
in connection with barriers and the like, such visitor monitor 
ing systems can also limit visitor and vehicle movement to 
specified areas of the environment, enhancing visitor and 
vehicle flow management as well as security of the environ 
ment and personnel working therein. Some embodiments of 
these visitor monitoring systems can be adapted for use in 
connection with providing traveler assistance and consular 
services for various types of individuals. 

BRIEF DESCRIPTION OF DRAWINGS 

0006. The present invention will be readily understood by 
the following detailed description in conjunction with the 
accompanying drawings in which: 
0007 FIG. 1 shows a block diagram of one or more 
embodiments of a visitor management system apparatus. 
0008 FIG. 2 shows one embodiment of a visitor manage 
ment system greeting station. 
0009 FIG. 3 shows an exemplary configuration of one or 
more embodiments of a visitor management system using at 
least one greeting station. 
0010 FIG. 4A shows user/visitor options available to a 
user/visitor at an exemplary greeting station of one embodi 
ment. 

0011 FIG. 4B shows menu options available to a visitor/ 
employee at an exemplary first entry point station of one 
embodiment. 
0012 FIG. 5A is a flow diagram of an exemplary process 
executed in a visitor management system apparatus such as a 
greeting station. 
0013 FIG. 5B is a flow diagram illustrating an exemplary 
process for assessing a visitor's disability and/or language 
barrier/restriction. 



US 2014/011 1304 A1 

0014 FIG.5C is a flow diagram illustrating a continuation 
of an exemplary process to assess a visitor's disability status. 
0015 FIG. 6 shows exemplary menu options offered by an 
answering service at an answering station executing on an 
information appliance, computing device and/or communi 
cation device. 
0016 FIG. 7 shows an exemplary main process for a visi 
tor management system embodiment answering service 
being executed at an answering station information appli 
ance, computing device and/or communication device. 
0017 FIG.8 shows an exemplary visitor interaction with a 
visitor management system embodiment when a visitor 
selects Option 405, Employee Entry from the option menu 
of FIG. 4A. 

0018 FIG.9 shows an exemplary visitor interaction with a 
visitor management system embodiment when a visitor 
selects Option 410, General Enquiries and Customer Ser 
vice of FIG. 4A. 

0019 FIG. 10 shows an exemplary visitor interaction with 
a visitor management system embodiment when a visitor 
selects Option 420, View Directory and Speak With An 
Employee of FIG. 4A. 
0020 FIG. 11 shows an exemplary visitor interaction with 
a visitor management system embodiment when a visitor 
selects Option 430, Mail and Goods Delivery of FIG. 4A. 
0021 FIG. 12 shows an exemplary visitor interaction with 
a visitor management system embodiment when a visitor 
selects Option 440, Pre-Scheduled Visitor Appointments of 
FIG. 4A. 

0022 FIG. 13 shows a flow diagram of an exemplary 
creation and update of an employee's time/attendance record. 
0023 FIG. 14 shows exemplary options presented by a 
visitor management system greeting station placed in a reg 
istration parking area. 
0024 FIG. 15 shows an exemplary visitor and vehicles 
reception and/or monitoring system embodiment. 
0025 FIG. 16 shows exemplary system and method 
embodiments for receiving visitors and vehicles in an access 
controlled environment. 
0026 FIG. 17 is a flow diagram of an exemplary process 
for initial Screening of a vehicle at an access-controlled envi 
ronment entry point. 
0027 FIG. 18 illustrates instructions for a vehicle operator 
identified by license plate photo when both the vehicle and the 
operator are found eligible to enteran access-controlled envi 
rOnment. 

0028 FIG. 19 illustrates instructions for an operator iden 
tified by license plate photo when an operator and/or a vehicle 
needs to register and get credentials to enter an access-con 
trolled environment. 
0029 FIG. 20 is a flow diagram showing an exemplary 
process embodiment for receiving arriving vehicles at an 
access-controlled environment. 
0030 FIG. 21 is a flow diagram showing an exemplary 
process embodiment for vehicles departing an access-con 
trolled environment. 

0031 FIG. 22 shows an exemplary visitor/vehicle moni 
toring system embodiment with active monitoring of visitors 
and/or vehicles in an access-controlled environment. 

0032 FIG. 23 is an exemplary telematics system embodi 
ment used in connection with one or more industrial and/or 
production process streams and associated equipment. 
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0033 FIG. 24 shows an exemplary visitor badge produced 
on or with an integrated responder (RFID card in this 
example). 
0034 FIG. 25 shows an exemplary scanner configuration, 
for example as a matrix. 
0035 FIG. 26 shows an exemplary multi-level access 
controlled environment usable with a scanner array or matrix 
embodiment. 
0036 FIG. 27 is a flow diagram of an exemplary process 
embodiment for active monitoring and tracking visitors and/ 
or vehicles inside an access-controlled environment. 
0037 FIG. 28 is a flow diagram of an exemplary process 
embodiment for wayfinding for visitors and/or vehicles 
inside an access-controlled environment. 
0038 FIG. 29 shows an exemplary targeted consumer 
exchange system embodiment that includes a virtual trading 
room embodiment, electronic coupon system embodiment, 
and individual-consumer-oriented marketing system 
embodiment. 
0039 FIG. 30 shows an exemplary process for an exem 
plary targeted consumer exchange system embodiment that 
includes a trading system embodiment, electronic coupon 
system embodiment, and individual-consumer-oriented mar 
keting system embodiment outside a store. 
0040 FIG. 31 shows an exemplary process flow for an 
exemplary targeted consumer exchange system embodiment 
that includes a trading system embodiment, electronic cou 
pon system embodiment, and individual-consumer-oriented 
marketing system embodiment inside a store. 
0041 FIG. 32 shows exemplary functions available to a 
marketer in a targeted consumer exchange system embodi 
ment. 

0042 FIG. 33 shows exemplary functions available to a 
manufacturer in a targeted consumer exchange system 
embodiment. 
0043 FIG. 34 shows exemplary processes available to 
store owners in a targeted consumer exchange system 
embodiment. 
0044 FIG. 35 shows an exemplary virtual medical con 
Sulting system embodiment implemented in connection with 
a pharmacy-situated patient station. 
0045 FIG. 36 is a flow diagram of an exemplary process at 
a patient station in a pharmacy in a virtual medical consulting 
system embodiment. 
0046 FIG.37 is a flow diagram of an exemplary process at 
a consultant station in a virtual medical consulting system 
embodiment. 
0047 FIG. 38 is a flow diagram of an exemplary process 
between a first pharmacy patient station and a second phar 
macy consultant station in a medical consulting system 
embodiment. 

DETAILED DESCRIPTION 

0048. The following detailed description will refer to one 
or more embodiments, but the present invention is not limited 
to such embodiments. Rather, the detailed description and 
any embodiment(s) presented are intended only to be illus 
trative. Those skilled in the art will readily appreciate that the 
detailed description given herein with respect to the Figures is 
provided for explanatory purposes as the invention extends 
beyond these limited embodiments. 
0049 Certain terms are used throughout the description 
and claims to refer to particular system components. As one 
skilled in the art will appreciate, computer and other compa 
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nies may refer to components by different names. This dis 
closure does not intend to distinguish between components 
that differ insubstantially. Phrases such as “coupled to and 
“connected to' and the like are used herein to describe a 
connection between two devices, elements and/or compo 
nents and are intended to mean physically and/or electrically 
either coupled directly together, or coupled indirectly 
together, for example via one or more intervening elements or 
components or via a wireless connection, where appropriate. 
The term “chip’ refers broadly to a hardware device that 
operates in a prescribed manner, for example to process data, 
and can include various types of such devices (for example, a 
field-programmable gate array (FPGA), a digital signal pro 
cessing (DSP) chip, an application-specific integrated circuit 
(ASIC), an integrated circuit (IC), etc.). The term “system” 
refers broadly to a collection of two or more components and 
may be used to refer to an overall system (e.g., a computer 
and/or communication system or a network comprising one 
or more computers, communication components, etc.), a Sub 
system provided as part of a larger system (e.g., a Subsystem 
within an individual computer), and/or a process or method 
pertaining to operation of such a system or Subsystem. In this 
specification and the appended claims, the singular forms 'a. 
“an and “the include plurals unless the context clearly 
dictates otherwise. Unless defined otherwise, technical and 
Scientific terms used herein have the same meanings that are 
not inconsistent to one of ordinary skill in the art relevant 
Subject matter disclosed and discussed herein. 
0050 Reference in the specification to "some embodi 
ments,” “one embodiment,” “an embodiment, etc. of the 
present invention means that a particular feature, structure or 
characteristic described in connection with such embodiment 
(s) is included in at least one embodiment of the present 
invention. Thus, the appearances of the noted phrases in vari 
ous places throughout the specification are not necessarily all 
referring to the same embodiment. 
0051. The visitor management and related systems deliver 
improved performance of many functions previously per 
formed by a human receptionist, security guard, and/or assis 
tant performing functions of value in an environment. The 
visitor management system and other, related systems dis 
closed herein reduce an environments security vulnerabili 
ties by reducing physical exposure of individuals to potential 
threats and by timely tailoring of access-control methods in 
response to changing security requirements and settings. The 
visitor management system is a self-servicing solution that 
makes a remote human attendant available using conferenc 
ing (audio and/or visual) when requested by the visitor. The 
visitor management system also enables cost reduction of 
operations by performing trivial business functions and Sav 
ing the costs otherwise incurred in adding staff to perform the 
same functions. The underlying philosophy in Such a visitor 
management system is “Self Service When You Want 
It Live Assistance When You Need It. 

0052 Apparatus, systems and methods for facilitating 
entry and monitoring of a visitor, vehicle, package, etc. in a 
physical-access-controlled environment include a greeting 
station configured as an information appliance connected to 
one or more answering stations and/or answering station ser 
Vice applications running on computing, communication and/ 
or information devices that are physically and/or logically 
connected to the environment network permanently or tem 
porarily using various types of connectivity and/or commu 
nication. Different types of architecture, methods and con 
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figurations can connect greeting and answering stations to 
form a physical and/or logical system or network in embodi 
ments of the present invention. Such apparatus, systems and 
methods for facilitating employee, visitor, and vehicle entry 
into a physical-access-controlled environment offers many 
benefits, including data gathering related to visitors, employ 
ees, and vehicles and allowing selected employees, visitors, 
vehicles physical access to a controlled environment. Visi 
tors disability requirements can be assessed and accommo 
dated by modifying system appliances and other devices 
operations and configurations to meet the assessed require 
ments to permit interactive communication between the sys 
tem and the individual and/or vehicle. Also, employee and/or 
visitor language needs can be assessed to allow system modi 
fication to permit employee/visitor interactive communica 
tion with the system. Skill-based routings of visitor requests 
contact a live assistance via audio and/or video, finding a live 
assistant operating an answering station located inside or 
outside the environment and fulfilling the visitor's contact 
request. 

0053 Embodiments allow a visitor to establish an audio/ 
Video session between a greeting station (or other visitor 
usable or vehicle communication appliance) and an indi 
vidual other than a live assistant whose contact information 
was manually or automatically selected by the visitor (or 
communication device in a vehicle). A responder (e.g., 
selected equipment, an individual or live assistant) can pro 
vide access to the controlled environment via algorithmic 
response, keyboard, keypad, number pad, dial pad, mouse 
click and/or touch capability from the respondent’s commu 
nication device, during or after the session. Other systems 
controlling environment access points (e.g., security systems, 
electronics controlling access barriers, etc.) also can be linked 
to the system. The system can open entry barriers to permit 
physical access to the controlled environment and allow the 
employee, visitor, and/or vehicles access using one or both of 
automated and/or human decisions based on the employee, 
visitor, and/or vehicle data presented to the visitor manage 
ment system. Individuals inside the environment can perform 
area Surveillance in and around a greeting station or other 
component of the visitor management system from an 
answering station device. Also, text and/or graphical/picture 
maps and directions for destinations inside the environment 
can be printed by a system device. 
0054 Individuals operating answering stations can initiate 
a call and/or take control of a greeting station from the 
answering station and interact on the employee/visitors 
behalf (e.g., providing inputs, making selections on agreeting 
station display, etc.), irrespective of the physical location of 
the greeting station device (collocated or remotely located). 
Likewise, an individual operating an answering station can 
take control of a display Screen and display maps, drawings, 
pictures etc. and/or to draw, highlight, scribble on Such 
objects to assist a visitor. Also, an individual operating an 
answering station remotely can enter visitor data prior to the 
visitor's arrival or during while the visitor is present. 
Employee data, meeting schedules, etc. can be downloaded, 
entered, updated, etc. to facilitate a pre-scheduled visit, for 
example based on an office scheduling system. Finally, 
embodiments of the visitor management system provide 
emergency communications, for example by delivering infor 
mation about the emergency, instructions to follow, display 



US 2014/011 1304 A1 

ing emergency exit routes, etc. and opening all controlled 
access points for exits simply (e.g., by pressing or clicking on 
a single button). 
0055 Embodiments of the present invention can improve 
human resource, skills and time utilization, especially com 
pared to individuals performing Such tasks (e.g., a reception 
ist, security guard, payroll clerk, etc.) Direct savings can be 
realized in terms of employment costs by reduction or aug 
mentation of staff and increased productivity of existing staff. 
Security and surveillance of the environment is improved, 
including the ability to monitor and perform Surveillance 
remotely from a wide variety of safe locations. Extended 
hours of reception coverage can be provided without impair 
ing service delivery. Moreover, the remote participation 
aspect of the visitor management system reduces exposure of 
environment personnel to active security threats and Vulner 
abilities. 

0056 Visitor flow management through environment 
access points is improved, as is traffic flow management in 
environments where employees/visitors bring in vehicles. 
Visitors and vehicles can be monitored and located more 
readily during a visit, and electronic visitor logs can be cre 
ated and maintained more effectively for business, security 
and forensic needs. Visitor/vehicle data is more accurate 
because the data is either entered by the visitor himself, or it 
is obtained through an automated capture process. Sudden 
changes in security situations can be addressed with more 
agility and can include emergency communication system 
providing employees and visitors with audio and visual com 
munications about emergencies, instructions to follow, emer 
gency routes, and opening access points for emergency exit. 
With regard to employees, automatic collection and disburse 
ment of employee data can be critical to Some business appli 
cations (e.g., employee arrival/departure records, links to 
payroll data, etc.). The system can accommodate the needs of 
visitors with disabilities and/or speakers of foreign lan 
guages. These embodiments also provide consolidation and 
virtualization of services delivery and management. 
0057 Reference is made in detail to several embodiments 
of the current invention, examples of which are illustrated in 
the accompanying drawings. A “visitor” (the term “visitor' as 
used herein can mean one or more than one person, for 
example a group of individuals) attempting to enter an envi 
ronment can be classified into three types. “Employees’ are 
people who work in the environment or are employed by one 
or more businesses located in that or another environment and 
need to visit the Subject environment for a specific purpose 
Such as performing duties and tasks assigned by an employer. 
“Trusted Visitors' are people other than Employees having a 
legitimate business need to visit and access the environment 
to perform tasks and duties (e.g., mail carriers, delivery per 
Sonnel, messengers, etc. who would have the trust of one or 
more environment's businesses to access one or more parts of 
the environment unescorted for short durations during speci 
fied or unspecified hours and/or days. “Occasional Visitors' 
are people other than Employees or Trusted Visitors having a 
need to visit and access the environment for specific business 
or personal needs (e.g., visiting an environment office or 
Employee, to attend meetings, Solicit, etc.) for a short or 
predefined period. Such visits may be scheduled or unsched 
uled. Based on size, geographical location, mission, different 
types of visitors described above (i.e., employees, trusted 
visitors and occasional visitors) may bring vehicles (or other 
transportation), equipment, or non-business assets inside the 
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environment temporarily or permanently. Additionally, visi 
tors of these defined types may also have physical or language 
limitations (e.g., hearing or visually impaired, wheelchair 
bound, etc.), or might not speak a common language. 
Employees and Trusted Visitors with such limitations often 
have predefined arrangements to accommodate their specific 
needs. For occasional visitors, however, assessing, determin 
ing and accommodating specific needs are made at the same 
time Such people seek access to the environment. 
0.058 Generally a reception process (e.g., the job descrip 
tion of a receptionist) provides assistance in facilitating a visit 
and implementing security rules using a prescribed philoso 
phy about visitors in the environment. Most businesses 
reception areas are isolated from the rest of the business and 
are located at an environment border. Such as an entrance. In 
many cases, too, the reception area is detached from remain 
ing offices, which results in isolation of the reception area 
staff from other staff. Environments with large physical/geo 
graphical parameters normally have multiple reception areas 
at convenient locations around the environment. Addition 
ally, some environments have means in place to service the 
needs of visitors outside normal hours of operations. An 
after-hours answering service is one example of Such a sys 
tem, where an after-hours phone number is posted in the area. 
A person answering Such a call may be remotely located in 
another environment (in the same or a different city, state 
and/or country). Also, businesses normally use a variety of 
methods to disseminate business-related information (e.g., 
regarding operations, marketing, etc.) and/or product/service 
information relevant to visitors businesses, which can be 
disseminated via pamphlets, booklets, reports, etc. These 
publications also are available in a reception area. Another 
important function of the reception area is to keep visitors 
entertained while they are waiting, for example with elec 
tronic presentations, television, newspapers, magazines, etc. 
Other critical reception functions are identity management, 
enrollment, credential validation, Surveillance and access 
control validation/verification for the environment (e.g., 
buildings, campuses, complexes and military bases). Such 
functions typically use visual examination and validation of 
identification credentials, visitor registration, visit logs and/ 
or similar methods. Based on the environment’s security 
needs, a visitor and/or visiting vehicle (or other non-business 
assets) may need to be monitored while they are inside the 
environment. A variety of methods are used to monitor visi 
tors and/or vehicles inside the environment including security 
cameras, personal escorts, and other Surveillance modes. 
0059. In high security environments such as military 
installations and bases, identity management involves more 
than people alone, and extends to identity management of 
vehicles and other equipment entering and leaving secured 
areas, with or without visitors. If general access to the envi 
ronment is secured and physical access is controlled, then 
certain security-related functions are performed by one or 
more receptionist-type individuals who have specific identity 
management responsibilities for both visitors and equipment. 
Such functions involve validating the purpose of a visit, 
ensuring that vehicles and equipment allowed to enter the 
environment meet security guidelines. If they do, only then 
will the reception gatekeeper permit a visitor, vehicle or 
equipment access to a controlled area, usually by operating 
access-limiting points to allow physical entry to the environ 
ment. In some cases the person being visited must go to an 
entrance and escort a visitor to a meeting place. Such autho 
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rizations and validations sometimes involve people inside the 
environment who have authority and responsibility to either 
approve credentials remotely or to come to the reception area 
personally to escort visitors and vehicles inside the environ 
ment, staying with a visitor until the visitor and/or vehicle 
leaves the environment. For example, if a visitor has a meet 
ing with a given employee inside the environment, then the 
visitor may need to contact the employee, after which the 
employee may need to call the receptionist to let the visitor 
come to the employee's office, allow the visitor to bring a 
vehicle inside the environment, personally go to a reception 
area to receive the visitor, and/or send another person to the 
reception area as a representative to receive and accompany 
the visitor to the designated location inside the environment. 
All Such activities involve costs (e.g., employee time and lost 
productivity time while completing this process). 
0060. Often, if visitor flow is not high in an environment, 
then security functions are also performed by a receptionist. 
In environments that have relatively low visitor flow, recep 
tionists may be tasked with additional functions such as man 
aging employee arrival and departure records for time keep 
ing purposes, registering and/or inspecting vehicle 
authorizations for entering an environment, registering 
vehicles to grant entry to the environment, etc. There is, 
however, no real method for measuring productivity in each 
area of the business/security function assigned to the recep 
tionist for the reason that all these functions are dependent 
upon receptionist availability, which is an inverse function of 
visitor flow—the more visitors being processed, the lower the 
availability of a receptionist to perform additional tasks. 
0061 This becomes more complicated in environments 
with multiple entrances, each with a controlled access point, 
and in environments where visitors must enter together with 
vehicles or other transportation. In Such environments an 
additional task of non-person identity management (e.g., 
vehicle identity management) also must be performed. In 
view of increased security requirements in many settings 
these days, this also places receptionist/security individuals at 
greater risk and exposes them to potential security breach 
events. Staffing each Such entrance with human resources 
thus results in additional employment costs for "less produc 
tive' business functions and increases threats to personal 
security. Another problem involves staffing visitor entrances 
during breaks or other absences of a receptionist and/or secu 
rity guard, when replacement resources must be utilized from 
a resource pool which otherwise delivers a direct business 
related objective. All reception areas must be staffed, other 
wise Some method of notification needs to inform people 
inside the environment that a visitor has arrived. Such meth 
ods involve a “ring bell' to call, video capture of the visitor, 
and/or sending images to monitoring stations inside the envi 
rOnment. 

0062 Conventional visitor reception systems use a human 
receptionist to implement functions (e.g., visit facilitation, 
visit management, control and monitoring of physical access 
to the environment) critical to business environment safety, 
security and operations. Using human resources to deliver 
Such functions represents significant cost to a business, and 
increases management complexities with changing security 
or other requirements. Such costs can be substantial as Such 
individuals are likely to spend all or a substantial amount of 
their time performing relatively trivial functions deliverable 
by one or more embodiments disclosed herein. Also, for 
personal security, reception staff are exposed to potential 
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harm from a visitor and/or vehicle. Moreover, the ability to 
quickly react to a changed situation Such as security alerts, 
etc. is minimal in most conventional methodologies; enhanc 
ing Such capability is another cost factor to the environment. 
0063 Conventional reception methods also depend on 
certain methods of examining a visitor or vehicle for threat 
evaluation, Such as visual inspection by a receptionist, a “gut' 
feeling or vibe about a given situation, comparing a name, 
picture, license plate, etc. with a watch list, ensuring that a 
license plate actually belongs to the vehicle on which it is 
displayed, etc. Updating each entry points information 
incurs significant costs and may not be current or consistent, 
thus leaving a chance that someone or some vehicle repre 
senting a potential threat may enter the environment because 
the reception point did not have the latest information when 
processing the visitor and/or vehicle. If the environment 
requires monitoring of visitors and vehicles from entry time 
to departure, then an escort is provided to each visitor/vehicle, 
which utilizes significant human resources and adds consid 
erable operational costs to the environment as well as an 
increased exposure to security risks for the escorts. 
0064. A visitor management system that caters to the 
needs of a variety of visitors and performs a variety of visit 
management functions would represent a significant 
advancement in the field. A visitor management system 
according to one or more embodiments of the present inven 
tion includes identity management, registration, environment 
access control, Surveillance, visitor enrollment and credential 
vetting, advising a visitor about how the visit will be con 
ducted and facilitated, connecting the visitor to a destination 
or host using audio and/or visual methods, disseminating 
selected visitor information using audio, visual, and/or 
printed materials, examining documents to establish identity, 
collecting data to Verify identity, validating identity creden 
tials, examining vehicle clearance to enter, and validating the 
vehicle data before allowing access to the environment. There 
is also a need in the art to separate visitors and vehicles into 
two classes—those that have necessary identity and clearance 
credentials to enter the environment and those that do not 
have such credentials and will need Such credentials tempo 
rarily and/or permanently so that flow of each class of visitor 
and/or vehicle is managed efficiently and effectively. Further, 
in view of evolving and typically more demanding security 
needs, there is a need to monitor the visitor and/or vehicle 
inside an environment for the entire duration of their stay in a 
high security environment Such as military bases, etc. in an 
automated manner. There is also a need to improve environ 
ment access to authorized users by operating and removing 
barriers to entry (e.g., unlocking doors, raising barriers, open 
ing gates) either automatically or by taking input from other 
individuals and/or devices without distracting them from 
work or leaving their locations which may be collocated or 
remote. There is also a need to be able to connectaVisitor with 
an individual belonging to the environment (whether or not 
that individual is inside or outside the physical environmentat 
that time) using telephonic, video, audio or other methods if 
the visitor requests such connectivity for any reason (i.e., 
“live help'). Also, there is a need to improve personal security 
for individuals performing reception functions, by reducing 
their physical exposure while performing reception tasks and/ 
or inexpensively updating security watch lists, etc. in order to 
reduce access of unwanted persons or vehicles to a security 
controlled environment. 
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0065 Embodiments of a visitor management system pro 
vide apparatus-implemented systems and methods for virtual 
reception and/or visitor management at one or more environ 
ment access points. As used herein, the term “environment' 
applies to any area defined by limited access (e.g., a building, 
group of buildings, hospital, campus, airport, amusement 
park, Stadium, military or non-military base, etc.) where a 
receptionist or other, similar gatekeeper may be used. Where 
multiple buildings or the like are viewed as a single environ 
ment, the multiple areas may or may not be connected physi 
cally and/or logically using networking and communication 
technologies. The visitor management systems and methods 
are not limited to any particular environment, however, and 
may be used in any environment in need of reception assis 
tance. 

0066 FIGS. 1 and 2 illustrate a greeting station apparatus 
110 that can be used with embodiments disclosed herein, for 
example in an access area (e.g., a waiting room or reception 
area) that includes an entryway to a access-controlled envi 
ronment. Station 110 uses power and other outputs from a 
control module 111 that includes a touch screen 112 having 
an embedded camera and microphone 114. Touchscreen 112, 
a key pad, a Voice-activated control via microphone 114, a 
keyboard, etc. are examples of visitor option selection 
devices that visitors can use to make selections from various 
options available. One or more speakers 116 are provided 
near a proximity sensor 118 that transmits a signal when an 
individual approaches station 301 and has a sensor control 
119. Appropriate interfaces are also provided, such as a net 
work interface 120, USB I/O ports 122, a serial I/O port 124, 
video output port 125, camera/microphone interface 126 and 
an interface bus 128. One or more memory or storage units 
130 can store information and data, including video and/or 
audio loops to be played in operating the greeting station 301. 
One or more processors can be implemented, such as a gen 
eral-purpose processor 136, an audio processor 134 and/or 
others. Power is controlled and Supplied via a Voltage con 
verter and power distribution unit 138. As will be appreciated 
by those skilled in the art, other resources on or in a network 
to which station 110 is connected can be exploited by the 
greeting station 301 as needed. Answering stations discussed 
below and used in embodiments of the present invention can 
be of similar construction or may be designed as desktop units 
that use some or all of the features of the station 110 of FIGS. 
1 and 2. 

0067. An exemplary visitor management system (VMS) 
300 is shown in FIG. 3 where a greeting station 301 is an 
apparatus providing interactive communications between a 
“visitor (an employee, trusted visitor or occasional visitor, as 
above) and the VMS 300. A management console 308 can be 
provided to allow management of VMS 300 from a central 
location, as discussed in more detail below. Acquisition/col 
lection of visitor data and input devices are shown as Periph 
eral Input Devices 305, which are defined here as equipment, 
instruments, etc. used to provide user input for collection of 
visitor data by the VMS 300 and one-way or two-way com 
munication between the user and the system. One or more 
specialized input devices for collecting visitor data, referred 
to as Peripheral Biometric Data Capture Devices 303 are also 
shown, and provide biometric data such as user fingerprints, 
face images, retinal scans, etc. Such input components are 
interfaced with the system using an I/O interfacing port of the 
system. Examples of Such peripheral devices include key 
boards, mice, Scanners, barcode readers, etc., which allow 

Apr. 24, 2014 

visitors to enter visitor data Such as a visitor's name, a com 
pany affiliation, Scanned document data and information, etc. 
Visitor data collected during operation of VMS 300 can be 
stored on one or more memory devices or memory storage 
apparatus in network 311. Similarly, Peripheral Output 
Devices 307 are one or more devices providing system output 
to a user and include equipment, instruments, etc. delivering 
output from the system to a user in a variety of forms and 
fashions (e.g., printers, plotters, displays, etc.) Answering 
stations can be implemented on a variety of information, 
computing and/or communication devices for secure audio 
Video (AV) conferencing when a request for live assistance is 
made from the greeting station by a visitor or when an 
answering station user is selected for contact by a greeting 
station user. FIG. 3 shows an exemplary notebook computer 
answering station 310 communicating via the environment 
network 311 using wireless access pint 330, and a personal 
digital assistant (PDA) 315 using the same wireless access 
point 330 using one or more modes, protocols, connectivity 
methods and available networking technology for communi 
cation. A tablet PC answering station 320 and a personal 
computer answering station 325 are also connected to net 
work 311 similarly. 
0068 Individuals inside the environment can be contacted 
by a visitor at a greeting station 301 using an internal name 
option “View Directory and Speak With an Employee'420 in 
FIG. 4, which can use an active directory/employee data 
server 360. If the person contacted is not an answering station 
user, then a phone system in the environment can be used for 
audio communication between a greeting station visitor and 
the person being contacted, where the phone system is part of 
the prioritization of available answering stations and/or avail 
able responding resources and capabilities of individuals 
associated with the answering stations, for example within 
the environment and/or system 300. To execute such audio 
calls, the VMS 300 is integrated with a phone system in the 
environment. For illustration purposes, the visitor manage 
ment system is shown integrated with the Voice over Internet 
Protocol (VoIP) server 385 in FIG. 3, which provides voice 
phone services to VoIP phone set 350. The integration allows 
a visitor at greeting station 301 to talk to the person inside the 
environment, but also enables the person receiving the call to 
provide the visitor access to the environment (e.g., by unlock 
ing a reception area door, removing a barrier physically con 
trolling access to the environment) using a phone dial pad 
and, for example, entering a personal authorization code. In 
one embodiment, an entryway such as door 375 is located in 
an access area of an access-controlled environment and is a 
controlled environment access point coupled to a security 
control system 370 that can send an “unlock” signal to door 
375 in response to a variety of keys, including processes or the 
like according to one or more embodiments of the present 
invention. A person contacted inside the environment can 
authorize the VMS300 to use alternative methods to call, thus 
allowing the VMS to search and locate the person using a 
BlackBerry device 331, cellphone 335, Smartphone 340 or a 
POTS phone 345 at home or elsewhere. Irrespective of the 
location of the person being contacted (e.g., at home, travel 
ing, another city, state, etc.), the VMS 300 enables the 
answerer of a call from a greeting station 301 to remove the 
barrier of entry for the person who initiated the call by using 
his/her device of communication used for answering the call 
to enter his/her authorization code and grant the requester 
access to the environment by entering authorization code. 



US 2014/011 1304 A1 

VoIP server 385 is one example only and VMS 300 can use 
other types of phone systems such as analog or digital PABX/ 
PBX, SIP-based phones, etc. All the physical components 
used in a VMS embodiment can be interconnected physically 
and/or logically using networking, telecommunications and 
communications apparatus, processes, methods and tech 
nologies. All Such apparatus, processes, methods and tech 
nologies are shown as clouds in network 311, public switched 
telecommunications network (PSTN) 312 and cell network 
314. Physical and/or logical linking between devices and/or 
networks is shown as a communication link381 in FIG.3 for 
illustration purposes. 
0069 Visitor selection option devices such as those dis 
cussed in connection with greeting station 301 can provide 
visitor options like those shown in FIGS. 4A and 4B, overall 
operation of which are shown in one or more embodiments of 
the VMS 300 in FIGS. 5A, 5B and 5C. In operation, the 
process 500 begins at 501 with greeting station 301 initially 
waiting to sense a visitors presence in the access area where 
station 301 is situated near an entryway. When a visitor (e.g., 
employee, trusted visitor, occasional visitor) enters the greet 
ing station area at 510, a visitor proximity system in station 
301 notes the presence at 515 using one or more sensors. A 
variety of such proximity sensors are known and one or more 
of these can be utilized in embodiments of the present inven 
tion, as will be appreciated by those skilled in the art. Once a 
visitor is sensed, station 301 plays a greeting at 520 and 
instructs the visitor to approach station 301 to begin the visit. 
Using the visitor proximity system sensor(s), VMS300 moni 
tors at 525 whether or not the visitor has approached station 
301. If the visitor approaches station 301, then options such as 
those shown in FIG. 4A or 4B (discussed in more detail 
below) can be presented to the visitor. VMS 300 determines 
whether the approach was normal human behavior or not. 
This can be important because a variation in normal visitor 
behavior may indicate a potential disability and/or language 
restriction. VMS 300 uses one or more analyses to detect 
potential disabilities. For example, after reception area entry 
(determined, e.g., by a visitor detection system that includes 
a door sensor, switch, electric eye or the like), if the visitor 
does not approach station 301 or takes longer than an accept 
able time period to reach station 301, that behavior can be an 
indication that the visitor is “hearing impaired” and did hear 
the audio loop, or that the visitor does not understand the 
language being used in the station greeting. Where the visitor 
might need assistance in this regard, a sub-module 580 deter 
mines disability and/or language status and an assessment is 
made at 585, after which process 500 can be modified at 590 
to accommodate any visitor special needs. One exemplary 
operation of sub-module 580 is shown in FIG. 5B, which 
defines the process for identifying visitors with potential 
hearing impairment 592 and foreign language limitations 
591, then setting up a method for communicating, greeting, 
and facilitating visits for such individuals before returning to 
process 500 of FIG. 5A. Similarly, FIG. 5C illustrates one 
process 593 for identifying visitors who may be wheelchair 
bound or who may have a visual impairment and a method of 
notifying live assistants to provide personal service to Such 
visitors to facilitate their visit; returning to 580/585 in process 
SOO of FIG.S.A. 

0070 If no special needs are likely, then at 530 the visitor 
is presented with choices and instructions, such as those 
shown in FIGS. 4A and 4.B. Once the visitors input is 
received at 535, a decision is made at 540 about whether the 
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visitor likely needs live assistance, for example based on 
whether visitor inputs were received in a timely fashion. 
Interactive communications are provided by the visitor in 
form of option selections, user inputs, reading of requested 
documents, etc. Station 301 initiates, responds to and/or 
instructs the visitor by playing audio loops and displaying text 
and graphics messages. Where timely responses are received 
by VMS 300, the process 500 moves to the ladder of choices 
545, 550, 555, 560, 565. Where live assistance might be 
needed, the process 500 moves to call a live assistant at 595 
and initiates the session at 598. Where the ladder of choices is 
implemented, an appropriate process 570,572,574,576,578 
is executed. 

0071. One answering station response process 700 is 
shown in FIG. 7, which begins at 705 with the answering 
station being setto “available' status. The surveillance option 
can be selected at 707 and the answering station executes that 
module at 709. Otherwise, answering stations that are part of 
the VMS300 listen for and to calls from a connected greeting 
station at 710. The answering station device can continue to 
be useful for other business functions, such as a workstation 
or the like. When a call request is received by the answering 
station at 715, the “answerer can be presented at 720 with 
options shown in FIG. 6. If the answering station does not 
answer the greeting station call, then various steps 727, 729, 
765 can be executed to move back to “available' status. If the 
answering station operator accepts the request at 730, then the 
session is initiated and maintained at 740, allowing various 
other options at 745,747,750, 755, 760 and 765. The answer 
ing station operator can use this process to Surveil and moni 
tor the reception area where station 301 is installed using 
option 635 at any time, even when not “in session' with a 
visitor at the greeting station. The answering station operator 
can start the surveillance service 635 by bringing up the 
interface of FIG. 6 and selecting option 635. In response to 
contact from VMS 300, the answering station initiates a ses 
sion with the selected station 301, turns on one or more 
cameras and starts receiving video, audio and any other data 
feed. Another feature of this process answering station opera 
tor's ability to place a call on hold (e.g., to have an internal 
conversation private from the greeting station visitor), the 
answering station operator can select “Hold, option 605, 
which stops all communication from the answering station to 
the greeting station, but continues to provide data feed from 
the greeting station to the answering station and changes the 
“Hold' button to “Resume. Once the “Resume' button is 
selected, audio-video-data feed from answering station to 
greeting station resumes. Option 615 can add a scheduled 
visit as an alternate way of updating a calendar if the system 
is not set up to automatically update from server 360 of FIG. 
3, or if a visit needs to be scheduled between update intervals 
or instant arrangement. Option 620 allows the answering 
station operator to remotely print a visitor badge at a greeting 
station. Option 625 allows the answering station operator to 
grant access to the environment for the visitor at the greeting 
station. To further assist the visitor, the answering station 
operator can select option 630 and remotely display a map or 
instruction at the greeting station and/or take control of the 
greeting station display to draw, Scribble, etc. graphic/visual 
information for the visitor to make a point, elaborate, explain 
or simply facilitate a visit. 
(0072. When a visitor selects option 405 on menu 400 of 
FIG. 4 (an exemplary main menu), then the process 800 
shown in FIG. 8 is executed, where an access card can be 
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scanned at 805, read correctly at 810 (or re-read after an error 
at 815). If additional security data is required at 820, then such 
data can be provided by the employee at 825,830. Once the 
needed security data is collected, it significant processed at 
835 and validated 840 (failure leads to an error message 845 
and check on attempt number 850—a live assistant is called 
890 when too many attempts have been made). When security 
data has been validated, an electronic record is made 855 and 
the employee is allowed to enter 860, 865. Similarly, when 
option 410 of FIG. 4 is selected, the process flow 900 shown 
in FIG. 9 is executed, beginning with preparation of routing 
parameters 910 and locating an available answering station at 
920 that fits those parameters. A secure conference is estab 
lished between the answering and greeting stations at 925 
after which a decision to open the access door is made at 930 
(if the visitor is admitted, a badge can be printed at 935). 
0073. When option 420 of FIG. 4A is chosen, process flow 
1000 of FIG. 10 is executed, beginning with finding the cor 
rect employee at 1005, 1006, 1007. The employee is chosen at 
1008 and contacted via an available answering station at 1010 
or telephone 1011, if no answering station is available. 
Depending on the communication mode and the answerers 
decision, the visitor can be admitted at 1015 and a visitor 
badge printed at 1020. When option 430 of FIG. 4A is chosen 
(typically in connection with a trusted visitor), process flow 
1170 of FIG. 11 is executed, beginning with selecting a 
trusted visitor (or organization) at 1171 and then entering a 
pass code or other authorization at 1172 (as with the other 
processes noted herein, audio and/or video loops can be 
played to assist the visitor in the identification, registration, 
etc. processes), which can be verified at 1173. If the code is 
not valid, then additional attempts can be made 1174 or live 
assistance can be sought at 1177. If a valid code is presented, 
then additional security data might be collected at 1175 (e.g., 
fingerprint or other biometric data 1176). Again, if the secu 
rity data fails, steps can be taken to deal with this, but vali 
dated security leads to creation of an electronic record of the 
visit 1179 and permitted entry into the environment at 1178 
(which can include tracking, as described in more detail 
below, and confirmation of departure, if desired). If the visitor 
chooses the final option 440 of FIG. 4A, process 1200 of FIG. 
12 is executed, beginning with presentation 1203 of sched 
uled visits near the current time from which the visitor may 
select at 1206 and supplement with additional information/ 
inputs at 1209. Visitor input at 1212 is used to place a call via 
answering station 1215, 1218 or via telephone 1215, 1221 to 
the visited individual, who can then do one or more of the 
following: open a door 1224, create an electronic record of the 
visit 1227, print a visitor badge 1230, and/or provide instruc 
tions to the visitor 1233. As with the other options, live 
assistance or a security call can be placed 1236 if appropriate. 
0074 At the end of each interactive process execution, 
the VMS 300 returns to its original state (e.g., providing a 
visitor with the options of FIG. 4A). As a safety mechanism, 
every transaction is Subject to a time limit for implementation 
and execution. Upon expiration of a time limit, system 300 
automatically abandons an uncompleted transaction and 
returns to its original state. This ensures that the system does 
not hang up or get stuck in a "resource waiting and error 
state. The system is configurable to collect operational and 
performance metrics that can be reported using management 
console 308, administrative software installed on any com 
puting or a device Such as a PC or notebook inside or outside 
the environment. 
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0075 Data required for execution for options 420 and 440 
of FIG. 4A can be collected and kept current (e.g., on an active 
directory and employee data server 360 of FIG. 3) by two 
methods—automatic extraction of data on a periodic basis 
from an active directory, lightweight directory access proto 
col or similar server that contains data about environment 
employees (e.g., names, phone numbers, alternate contact, 
email, etc. resources); and manual data entry that adds such 
data using the answering stations and/or console 308. The 
amount, type and limits of data that can be displayed for a 
visitor at station 301 are configured using console 308. Simi 
larly, access codes required in option 430 are provided and 
stored at station 301 using console 308. 
0076 An answering station service can be implemented 
(e.g., installed on a computing and/or communication device 
connected to the VMS 300) both physically and/or logically, 
for example as shown at 310,315, 320, 325 in FIG. 3. As a 
result of installation of this service, software all these devices 
and appliances now has the capability and capacity to respond 
to a live assistance call from a station 301 of FIG. 3. When a 
call is initiated by station 301, either by a visitor or a module 
such as 580 of FIG. 5, the call request is routed to the most 
appropriate available answering station that has the skills 
required to respond to that request, implementing a skills 
based routing process or the like. In this way the network 311 
prioritizes available answering stations to find the best-suited 
answering stations for the particular visitor data that has been 
collected. For example, if a notebook 310 running this service 
is operated by an environment employee who speaks Spanish, 
and operators of the other answering stations do not speak 
Spanish, then calls requesting assistance with a Spanish 
speaking visitor will be routed to station 310 even though the 
other answering stations are also available. Such “skills 
based routing or evaluation of the resources and capabilities 
of individuals associated with the answering stations can be 
an integral component of the system and various ways of 
implementing such routing are well known to those skilled in 
the art. When an answering station service starts, it provides 
specifics to station 301, where that information is stored 
during the session when the answering station is still available 
as part of VMS 300. If an answering station shuts down, that 
answering station’s presence and specifications are removed 
from the “SoftSwitch” at station 301. When the answering 
station rejoins VMS 300, the data is updated again. 
0077 Embodiments of the present invention also can 
maintain employee time records to assist with pay and ben 
efits. Such tracking enables a VMS300 to collect employees’ 
time and attendance data, which periodically can be uploaded 
to a backend business communication server 395 (as shown in 
FIG. 3), eliminating the need for human staff to perform this 
function. The employee time/attendance embodiments con 
tain the apparatus, configurations, devices, methods and pro 
cesses disclosed above. Variations to the VMS embodiments 
allow for recording employees’ work time and providing the 
data for utilization. A radio frequency identification (RFID) 
scanner, a barcode reader, or a Smart card reader is attached to 
the VMS and a smart card or RFID or bar coded card/tag is 
used as part of credentials presented by employees for access 
and authorization (e.g., ID cards, common access cards 
(CACs), entry cards, etc.) that are authenticated and validated 
by VMS 300 as part of its identity management function in 
controlling physical access controls. Such RFID cards/tags 
are commercially available with printable surfaces to print 
employee data, bar codes, employee pictures, etc. (referred to 
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as “employee identification data'). Each employee has only 
one associated RFID card/tag. 
0078. As seen in FIG.3, short range RFID scanner 390 is 
installed adjacent to access point 375 and communicates with 
VMS 300. An RFID system typically includes a database, 
memory, etc. inside the environment that stores employee ID 
data so that date and time of each employee's entry and 
departure are validated/captured and provided to VMS 300. 
Departure time typically might not be recorded without an 
employee-implemented process Such as designated exits 
equipped with RFID scanners, bar code or smart card readers 
because most conventional access points are only controlled 
for environment access, not departures. Backend business 
application time/attendance server 395 shown in FIG. 3 can 
be accessed by VMS 300 using network 311 connectivity. 
Station 301 periodically uploads employee time/attendance 
data to server 395, which can use or distribute the data to 
applications and processes used to calculate employee wages 
and benefits, etc. A process 1300 shown in FIG. 13 can be 
used to create and manage each employee's time and atten 
dance record. The employee time/attendance process can be 
implemented as part of the process in FIG.8. FIG. 13 shows 
the process flow, including getting identification data 1305, 
creating an entry time stamp 1310, monitoring the RFID 
scanner 390 at 1315, updating the record with departure data 
at 1320, and storing the complete time record at 1325. Pro 
cesses and automated tasks like periodic examination of 
records with missing departure times, unmatched arrival 
times, reported extended stays (that is, visitor stays in the 
environment beyond normal expected visit hours), error 
reporting, periodic uploading of data to the business server, 
archiving of data, etc. are handled using conventional meth 
ods of programming and data validation, and are well known 
to those skilled in the art. 

0079. The VMS 300 above (also referred to as an “access 
control system’) also can receive vehicles and control an 
access-controlled security system where vehicles and non 
business assets are also Subject to security validation and 
Verification methods, for example using a modified menu of 
options such as the one shown in FIG. 14. FIG. 15 is an 
exemplary configuration of such a vehicle-enabled VMS 
1500 and thus constitutes a visitor/vehicle management sys 
tem 1500. Vehicle entry in any environment (access-con 
trolled or not) has an inherent issue of flow management 
associated with it, which refers to the methods for moving a 
vehicle inside an environment, follow directions, follow a 
path, park the vehicle in a location, etc. Static signage is used 
as a tool for flow management in current systems. This static 
signage, however, is expensive to install, manage and main 
tain, and cannot react to changing environmental situations. 
0080 When implementing security measures to permit 
vehicles into an access-controlled environment, an identifier 
(e.g., barcodes, Stickers, transponders, descriptions in access 
lists, etc.) typically is issued and used for vehicles that are 
frequently brought into Such an environment. Such an iden 
tifier (and any accompanying documentation) is issued after 
pre-processing/collecting vital data about the vehicle, opera 
tor and/or owner. Individuals use visual inspection and/or 
technology-assisted processes to assess vehicles entering an 
access-controlled environment. Examples include visually 
inspecting a sticker, scanning a bar code, transponder auto 
mated response to system requests, etc. The access eligibility 
status of an individual to a secured access-controlled environ 
ment (or any restricted domain like computers, networks, 
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files, etc.) often is established using three factors: (1) Some 
thing the individual knows, (2) Something the individual has: 
and (3) confirming that the person in possession of (1) and (2) 
is the correct person. 
I0081. The degree of security and sensitivity can dictate 
how many of the three factors must be confirmed to establish 
the identity of an individual for that process and/or transac 
tion. For example, the following activities and corresponding 
identification confirmation techniques are used: (a) for writ 
ing a check, "Something you have (for example, a driver's 
license or other acceptable identification) may be sufficient; 
(b) for traveling by air, two forms of the same type of identi 
fications such as aboarding pass and a driver license might be 
required; and (c) for entering a military base, a common 
access card (CAC) as well as a biometric match of a finger 
print (that is, both “somethingyou have and “confirming you 
are the correct person’’) might be needed (for even more 
secure access control points, one may need also to know a 
pass code (adding 'something you know'). Again, proving 
identity typically by a combination of factors is a function of 
the degree of security enforced at controlled access points. 
I0082 Some access control system embodiments allow 
combinations these types of identifying factors before grant 
ing a visitor access to an access-controlled environment. The 
same types of measures are executed in a vehicle access 
control (VAC) system establishing vehicle identification. 
Classifications of “employees.” “trusted visitors' and "occa 
sional visitors' also apply to vehicles. Vehicles that belong to 
the access-controlled environment and gain access to that 
environment most frequently are viewed as having the same 
characteristics as employees. Similarly, vehicles that do not 
belong to that environment, but gain access to the environ 
ment regularly have the characteristics of “trusted visitors.” 
Finally, vehicles that access the environment occasionally are 
viewed as "occasional visitors. An important aspect of 
embodiments of the VAC system is to establish that the 
vehicle seeking entry is “the correct vehicle.” This is done by 
attaching a unique signature to each vehicle, similar to fin 
gerprint, which is carried by one and only one vehicle. In 
Some embodiments, a responder is paired to a given visitor, 
establishing an “visitor identity link’ that can be used in 
tracking, monitoring and processing data concerning a visi 
tor's visit to the access-controlled environment. Similarly, a 
responder can be paired to a vehicle to establish a “vehicle 
identity link that can be used in similar fashion in tracking, 
monitoring and processing data concerning a given vehicle in 
the access-controlled environment. A VAC system includes 
essentially the same apparatus, methods, processes, etc. of a 
VMS or other access control system. Components, methods 
and processes are added to enable vehicle clearance and 
reception, flow management, and authentication, validation 
and verification of visitor and vehicle credentials for identity 
management, greeting, and facilitation. A VAC system 1500 
is shown in block form in FIG. 15 and uses additional com 
ponents when compared to the VMS 300 of FIG. 3. 
0083. At a given outer access point, one or more cameras 
380 can be mounted where needed and connected to the 
network 311. A weigh scale (which can be part of a controlled 
access point 375) under the pavement before an access point 
gets a vehicle gross weight at that access point, helping to 
classify the vehicle type. Such scales are commercially avail 
able for similar purposes. One or more responders 377 (i.e., 
devices having unique identification signatures that either 
advertise the signature or respond to a request for identifica 



US 2014/011 1304 A1 

tion; e.g., RFID cards/tags, barcodes, transponders, Blue 
tooth devices, infrared devices, radio devices, etc.) can be 
attached permanently or temporarily to a vehicle that will 
have a unique signature while the responder is associated with 
the vehicle. If the vehicle belongs to the environment (e.g., an 
“employee' status), then that vehicle's responder is perma 
nently attached to the vehicle and can be matched to a vehicle 
weight, license number, etc. Security concerns about 
responders removed from authorized vehicles and being used 
on other vehicles are addressed by a validation and verifica 
tion system. 
0084. A scanner 382 (RFID readers/scanners, radio 
receivers, Bluetooth devices, bar code readers, etc.) in FIG. 
15 receives advertised or reply signals from responders 377. 
Two types of scanners are advantageous here, active scanners 
and passive scanners. Active Scanners listen for and to any 
advertised information from responders, while passive scan 
ners need to be activated to get responder data. Either type of 
scanner can be used in embodiments of a VAC system, 
depending on the particular system. Each responder 377 must 
function with at least one scanner 382. A responder dispenser 
388, located in the environment or on its periphery as depicted 
in FIG. 15, physically dispenses visiting vehicle responders 
377 (when authorized by the system to do so) and can be a 
metallic sleeve in which responders 377 are loaded. A spring 
in the top/lid of dispenser 388 pushes responders 377 down 
for dispensing to vehicles. A slot at the bottom is normally 
closed and electronic circuitry controls sliding the slot open, 
dispensing one responder at a time, and providing the signa 
ture of the responder to the VAC system, which can then 
associate identification signature data with visitor data and/or 
vehicle data for the visitor/vehicle to which the responder was 
dispensed (or assigned). Dispenser 388 can connect to VAC 
network 311. A responder collector 389 collects temporarily 
issued responders from visitor vehicles as they exit the system 
1500. Collector 389 can read the signature of a responder 377 
dropped in the collector 389 and inform VAC system 1500 
that the responder was collected and the visiting vehicle 
allowed to leave the environment. Like dispensers 388, col 
lectors 389 can be located in the environment or on its periph 
ery, and physically receive responders when deposited by 
departing visitors and/or vehicle operators. Electronic cir 
cuitry used to read collected responder data also has a net 
work interface that allows dispenser 389 to network with the 
VAC system 1500. Digital signage displays 387 in FIG. 15 
provide visual and/or audio directions to visitors and assist 
with vehicle flow management. The digital signs 387 can be 
installed at each access control point 375, at selected loca 
tions inside the environment, and can be updated automati 
cally by VAC system 1500, by authorized personnel oversee 
ing system 1500, and also can provide emergency or other 
notifications to vehicle operators or a specific vehicle opera 
tOr. 

0085 FIG. 16 shows a physical implementation of VAC 
system 1500 for visitor and vehicle reception and monitoring 
in an environment. Environment buildings 1180, 1190 and 
1191, registration parking area 1140, and secured parking 
space 1150 are access-controlled facilities. An outermost, 
first barrier 1110 (an outer access point 375) is a perimeter 
barrier that controls access to the environment generally. 
Access to points inside the environment perimeter is con 
trolled using barriers 1110, 1111, 1120, 1130 at one or more 
access points. Once a vehicle enters the environment, barrier 
1110 directs occasional visitors (and possibly trusted visitors) 

Apr. 24, 2014 

away from the access point to the buildings, directing Such 
visitor traffic to the registration area 1140 via barrier 1120. 
Barrier 1120 controls access to registration area 1140, which 
can have a lower access control level. Access to the secured 
parking area 1150 is controlled by access point barriers 1111, 
1130 and vehicles admitted to area 1150 via barrier 1130 are 
prohibited from entering the building area that is accessible 
via barrier 1111. In the embodiment(s) shown in FIG. 16, all 
access points are controlled by central a security station 1160. 
Vehicles in FIG.16 are for illustration to demonstrate one or 
more embodiments of the access control system. 
I0086. In FIG.16 agreeting station 301 and scanner 382 are 
placed at the outermost environment boundary entry points 
and can be used for registering visitors and vehicles, if either 
or both need to be registered before granting access. Impor 
tant decisions are usually made at this point (e.g., whether or 
not to allow or refuse access; if allowed, evaluating limits to 
impose for areas of the environment). Cameras 380 also are 
placed at the first entry point. The placements shown in FIG. 
16 are for illustration purpose only and other considerations 
will be apparent to those skilled in the art. The barriers shown 
in FIG. 16 do not need to be installed in the same configura 
tion. For example, when barriers 1110 and 1111 are placed in 
this fashion, the access control system will not send a request 
to open inner barrier 1111 unless and until outer barrier 1110 
is closed, providing added security and control by allowing 
one or very few vehicles to enter the environment in a con 
trolled fashion and to isolate any vehicle that tries to enter the 
controlled environment without proper identification. 
I0087. If a vehicle passes the initial access point barrier and 
is determined to be authorized for access to the building area 
(for example, via scanners 382 adjacent to one or more bar 
riers), then digital signage 387 can be immediately configured 
to provide instruction/direction to the appropriate barrier and/ 
or parking area. Speed, as well as accessibility, can be con 
trolled using the barriers. As noted above, greeting station 301 
is located at the initial access point. Another greeting station 
301 can be placed in the registration area 1140 to assist 
visitors (e.g., trusted and/or occasional visitors). The second 
greeting station 301 in area 1140 also can be used to make 
Sure that a non-employee who entered using greeting station 
301 outside the access-controlled environment has “checked 
in” in a timely manner. Moreover, additional cameras 380 can 
be used in the registration and other areas to track and record 
visitor movements. These cameras might include audio 
recording, too. To accommodate visitors who do not have 
pre-issued responders, a responder dispenser 388 is placed 
adjacent greeting station 301 in area 1140. Temporarily 
issued responders can be returned at the conclusion of a visit 
by placing the responder in a responder collector 389 at the 
exit/access point of the outer perimeter of the access-con 
trolled environment. Other uses and configurations of the 
components discussed and disclosed herein will be apparent 
to those skilled in the art. 

I0088 Operation of the system of FIG. 16 includes two 
processes—one for entering the environment, the other for 
leaving. When a visitor in a vehicle arrives at the outmost 
entry point of the environment, they encounter perimeter 
barrier 1110. At this point, visitor and/or vehicle status can be 
classified. In either case, process 1700 of FIG. 17. A scale 
transmits gross vehicle weight data at 1710 to the access 
control system (e.g., via a network connection shown in FIG. 
15), which gives the vehicle classification (e.g., car, truck, 
etc.). At 1720 cameras 380 image the front and the rear of the 
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vehicles (or any vehicle parts that assist in identifying the 
vehicle and/or its operator), reading the license plate(s), and 
sends this data. If the vehicle has a responder, the Scanner at 
the access point reads the identification signature at 1725 and 
forwards that data to the access control system. At 1730 the 
access control system runs a "data check that can verify that 
the front and the rear license plates match; determine the type 
of vehicle using a weight-type classification table and any 
other available data pertaining to vehicle type; verify that any 
detected identification signature is associated with the license 
plate and/or type of vehicle (if no identification signature is 
attached to the vehicle, the access control system then clas 
sifies the vehicle as an "occasional visitor' and permits entry 
Subject to further actions such as vehicle registration); and 
checks to ensure that any vehicle identification signature, 
license plate and/or the vehicle type are not on a watch list for 
refusing entry to the environment. 
0089. If the system does not validate all parameters at 
1735, and evaluates the information as a potential security 
threat, then a live assistance call is initiated by the external 
greeting station 301 to an available answering station, with 
notification of the problem (e.g., license plates do not match, 
mismatched identification signature and vehicle type, etc.). 
The answering station operator can conduct further inquiry 
and/or can instruct the operator of the vehicle seeking 
entrance on the next steps, for example exiting the vehicle, 
waiting for security personnel to arrive, turning around and 
leaving, etc. If the access control system validates all param 
eters at 1735, the system can now begin identity management 
at 1740 of the operator and occupants. Once determined to 
have an acceptable visitor status, the vehicle operator is 
informed by the access control system of the vehicle's status 
using a greeting station display, visual display and/or audio 
loop. A modified version of greeting station menu options of 
FIG. 4B is presented to the operator after the vehicle's status 
is determined. Only two options are offered at this first greet 
ing station to determine the status of the operator. If the 
operator selects the “Employee' option, then employee pro 
cessing of FIG. 8 can be executed. If the operator selects the 
“Visitor option, then the visitor is advised to drive the 
vehicle to the registration area 1140 in FIG. 16. Shunting 
visitor traffic from the initial access point facilitates and man 
ages traffic flow. 
0090. At this stage, vehicle and operator status have been 
established and this is used for the flow management inside 
the controlled environment. Information can be conveyed to 
the operator using digital displays 387. If the vehicle has a 
valid identification signature (making it eligible to access the 
controlled environment) and the operator is determined to be 
an eligible employee to access the controlled environment, 
then a digital display 387 as shown in FIG. 18 will show a 
message such as “Proceed Straight” along with the license 
plate or other vehicle identifying information. If less than all 
required criteria are met (e.g., "employee' or vehicle status 
verified, but not both), then the operator might be asked to 
move the vehicle to the registration area 1140 for registration 
of the vehicle and/or the operator. In such a situation, the 
access control system can display a message on digital dis 
play 387 in FIG. 19 instructing the operator (via license plate 
and/or other vehicle identification information) to drive the 
vehicle to the registration area. 
0091. When a vehicle is sensed at barrier 1120 in FIG. 16, 
the barrier is lifted to allow access to area 1140 where vehicle 
and/or operator registration can be performed to acquire cre 
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dentials needed to enter a desired area. Registration is per 
formed at the registration area greeting station 301 placed in 
area 1140. Possible menu options available at this greeting 
station are shown in FIG. 14. If the visitor selects option 1410 
for vehicle registration, the access control system provides 
interactive directions and instructions to collect vehicle and 
operator data. When the system is successful in acquiring 
vehicle data, validating acquired data, and establishing eligi 
bility of the vehicle to enter the environment, a responder is 
dispensed and the responder's identification signature is 
added to the system for associating it with the particular 
visitor's vehicle information. All scanners within the envi 
ronment then can read the signature of the visitor's responder 
and pass it on to the system for validation. The system Vali 
dates the identification signature and performs actions like 
sending requests to the security control system370 for raising 
the barriers, opening doors, etc. If both the vehicle and the 
operator need to be registered, and if the vehicle was cleared 
but the operator was not, then the responder is not dispensed 
and the vehicle has to exit the registration parking space, 
unless some eligible operatoris associated with the vehicle, in 
which case the vehicle will be allowed to enter the environ 
ment with the eligible driver and will be tracked and treated 
accordingly. 
0092. One embodiment of a process 2000 for interaction 
with a visitor vehicle is shown in FIG. 20. A vehicle is sensed 
2005 at the entry point and a scanner 382 attempts to read an 
identification signature at 2010. When a signature is detected, 
photos are taken at 2012 and sent to the access control system 
along with the signature data at 2015. If no signature is 
detected, the system is so notified at 2015. A decision 2017 is 
made regarding the need for a responder so that a vehicle 
needing a responder can be directed at 2019 to a registration 
location like area 1140 of FIG. 16. A clearance check is 
performed at 2020 (a failed clearance check is referred to live 
assistance at 2021). A cleared vehicle/visitor is presented 
with the FIG. 4B options at 2022, allowing employee pro 
cessing at 2023 prior to a decision2025 to admit the employee 
to the environment area 2026. In situations where the “visi 
tor” option is chosen or where an employee is not eligible to 
enter a given area, the visitor/vehicle is advised 2027 to move 
to the registration area (again, perhaps area 1140). Data is sent 
to the access control system at 2030 to update the systems 
records and appropriate signage is displayed 2034 to assist 
the vehicle and open a barrier 2036. For options 1420, 1430, 
1440, 1450 of FIG. 14, processes such as those shown in 
FIGS. 9, 10, 11, 12, respectively, can be employed. 
0093. When a vehicle and operator entered an access 
controlled environment using an embodiment of the present 
invention, both vehicle and person had or were given unique 
identification signatures. For those that entered using a reg 
istration process, the identification signatures (e.g., badges, 
responders, etc. assigned temporarily) are collected at depar 
ture, for example using the process 2100 of FIG. 21. The exit 
scanners 382 at each barrier and/or access point read 
responder signatures at 2105 and pass that data to the access 
control system at 2110 for processing and requesting a secu 
rity control system to remove the relevant barriers to permit 
egress. Responders permanently assigned to a vehicle are not 
collected. As a scanner 382 reads a visitor's responder signa 
ture at 2115 at the last exit, the access control system displays 
a message at 2120 on a digital display to return the responder 
to a collector. Once a responder 377 is received by collector 
389 at 2125, the collector notifies the control system at 2130 
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of the responder signature that is returned. Upon receipt of 
Such information, the system will ask the security control 
system at 2135 to remove the last barrier so that the vehicle 
can exit the environment. Failure of proper execution of this 
departure process can prompt a live assistance call at 2140. 
0094. Embodiments of the access control system accord 
ing to the present invention significantly reduce the number of 
staffrequired to operate controlled access points, resulting in 
significant operational cost savings. Another benefit of these 
embodiments is that they reduce staffs exposure to potential 
security vulnerabilities and risks, especially before a visitor 
and/or vehicle has entered the controlled environment. Also, 
the access control system keeps an electronic log that can be 
used for forensic analysis and/or data Supply to other devices, 
components and applications, thus reducing redundancy in 
such efforts. 

0095 Some embodiments of the access control system 
actively monitor and report the location and presence of all 
visitors (including employees in some cases) and vehicles 
inside an access-controlled environment. Once visitors and 
vehicles have entered a controlled environment, especially 
those imposing high security levels (e.g., military bases), 
active monitoring of the visitors and the vehicles inside the 
environment is desirable or even required. Prior systems 
monitored using security cameras, physical escorts and glo 
bal positioning systems (GPS). In most situations, the move 
ment of visitors and vehicles in Such environments required a 
physical escort to ensure that visitors and vehicles traveled on 
a permissible route. These earlier systems had many inherent 
problems, such as requiring additional staff for escorts, staff 
ing security centers using security cameras to monitor move 
ment and location, etc. One common shortcoming of GPS 
monitoring is that the signals are usually not available inside 
a covered building and also can be affected by weather con 
ditions. Therefore such systems were not very useful in moni 
toring visitors because most facilities are brick and mortar 
and not under open skies. The inherent problem with security 
camera monitoring is that it is very difficult to cover every 
corner of a building with security cameras; there are always 
areas with no coverage. Also, because security camera-based 
monitoring is based on images of a given visitor, it is difficult 
to identify visitors among people whose images are captured 
using cameras. For example, a visitor in a uniform mixes well 
in an environment with other uniformed individuals. Those 
monitoring the environment with security cameras may not 
be able to identify the visitor. Therefore, there is a need for a 
system that can actively and unobtrusively monitor each visi 
tor and/or vehicle inside a controlled environment. 

0096. One or more embodiments of a visitor monitoring 
(VMon) system 2200 are shown in FIG.22, which augments 
earlier systems 300 and 1500, discussed in connection with 
FIGS. 3 and 15 above, respectively. In system 2200 scanners 
382 are implemented in the access-controlled environment to 
form a scanning device matrix 2282. Using responders 377 
(e.g., RFID cards/tags, Bluetooth devices, infrared devices, 
etc.) in or for specially designed visitor badges and vehicle 
identifiers which will have a closed circuit loop which will 
send alarms to a monitoring location when detached after the 
first installation, each visitor and vehicle is tracked and 
actively monitored. Similar to embodiments where employ 
ees’ credentials are produced on responders, visitor badges 
are produced on Such responders. In FIG. 22 uses responders 
in a manner analogous to that discussed above; vehicles car 
rying a responder will have a unique signature while the 
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responderis (permanently or temporarily) associated with the 
vehicle. Security concerns about responders being removed 
from authorized vehicles and being placed on unauthorized 
vehicles are addressed in a validation and verification system. 
Responders 377 can be dispensed and collected using equip 
ment 388, 389 discussed above. Scanners 382 are also the 
same type used in systems and methods discussed above. 
Digital signage displays 387 in FIG. 22 can be used inside 
buildings and in other locations to direct and assist pedestrian 
and vehicular traffic, including visitors carrying badges or 
other credentials that include responders that have identifica 
tion signatures. A display monitor 383 in FIG. 22 is used to 
show tracking and monitoring. This display can be provided 
a graphic representation via computer, television or other 
monitor device (e.g., similar to a radar or air traffic control 
depiction). 

(0097. An exemplary visitor badge 2284 of FIG. 24 is pro 
duced with an integrated responder (e.g., an RFID card/tag 
forming the number "127), is used to associate a visitor with 
an identification signature and is both a machine and a human 
detectable identifier. When a scanner 382 reads a responder 
signature, Scanner 382 sends the identification signature data 
to the VMon system where the signature is mapped to user/ 
visitor “127 to whom the badge was issued. In such an 
embodiment the visitor badge might be worn by a visitor or be 
in a vehicle (e.g., in a window so that the visitor badge acts as 
both an electronic identifier as well as a visual identifier, just 
as it would on a visitor badge worn on a lapel or the like). In 
FIG. 25 a matrix 2284 of scanners 382 is arrayed in rows and 
columns. The scanners 382 occupy X-Y coordinates in matrix 
2284, thus providing a way to locate each unique identifica 
tion signature by mapping it to a matrix scanner. The matrix 
2284 is configured so that a responder badge placed anywhere 
in the matrix will be read by 1-4 scanners. An area between 4 
scanners can be referred to as a cell. 

0098. As a visitor with badge moves around this matrix, 
the responder identification signature is read by one or more 
scanners 382, which transmit position data to the VMon sys 
tem 2200. Based on scanner location and time of the data 
collection, collected tracking data (i.e., both positional data 
and associated temporal data) corresponding to the responder 
is mapped to a cell (e.g., using a timestamp). Responder 
movement causes new scanners in a given scanner matrix to 
read the responder signature and to send responder signature 
data to the VMon system, which generates updated tracking 
data (also referred to as “visitor/vehicle movement data'), 
maps the responder to its assigned visitor and/or vehicle and 
plots the responder's location on a map or other graphical 
display of the environment. In a multi-story building sce 
nario, each building level has a similar scanner matrix on each 
floor and a third dimension referencing floor level is added to 
the matrix addressing scheme, which improves tracking/ 
monitoring capabilities further. An exemplary configuration 
of a third dimension is shown in FIG. 26. Using the level 
reference as the third dimension, the address of Scanner 
382C3 in FIG.25 is 1C3 if the visitor is on level 1, and 3C3 if 
on level 3. For vehicles, Scanners can be set at regular inter 
vals along roadways and other paths that are large enough for 
vehicular use. Again, mapping of vehicle progression through 
the environment and any deviations from appropriate routes, 
etc. can be collected and evaluated, providing data to security 
and other systems, and allowing digital signs 387, etc. to warn 
the vehicle operator of such deviations. 
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0099. In a system such as the one shown in FIG. 22, a 
responder dispenser 388 is placed in the same room with a 
greeting station 301. Dispenser 388 is configured as part of 
system 2200 by connecting it to network 311 and issues a 
responder (e.g., card 2284 in FIG. 24) upon authorization 
from the VMon system 2200 (which acquires the responder 
identification signature). Thereafter, before the responder is 
returned, the identification signature is associated with a label 
(e.g., "127 in FIG. 24) and system 2200 tracks the label and 
the visitor or vehicle to which the card was dispensed. Scan 
ner matrix 2284 are connected to network 311, as is display 
383, in a visitor/vehicle tracking location. Multiple displays 
383 can be configured and added to system 2200. One or more 
dispenser collectors 389 in FIG. 22 are placed at the last 
controlled environment access point(s)/exit(s) for reclaiming 
responders at the end of a visit. At least one digital signage 
display can be located inside the environment at the last exit. 
0100. In an exemplary process 2700 of FIG. 27, a visitor or 
a vehicle arrives at a greeting station 301 (e.g., at an outer 
access point) and is granted access to the environment at 
2705. The visitor/vehicle can be provided at 2710 with one or 
more responders 377 from a dispenser 388, which sends 
dispensed responder signatures at 2715 to the VMon system 
2200. System 2200 then associates the label and identification 
signature with the visitor/vehicle to which it was dispensed at 
2720, thereby “activating the monitoring of that visitor/ 
vehicle by creating an arrival record at 2725. Each visitor is 
instructed to keep the responder with him/her during his/her 
entire presence in the environment. Responders can be con 
figured to alert the system 2200 of any removal of the 
responder from a vehicle and/or visitors person, for example 
by the breaking of a magnetic loop or circuit that would be 
triggered by detachment of a responder from its intended 
location. As the visitor/vehicle enters the VMon system 2200, 
scanners 382 (e.g., Scanner matrices 2284) start reading and 
tracking the responder signature at 2727, sending any col 
lected tracking data to the VMon system, where the system 
maps the visitor/vehicle location over time at 2730, for 
example by timestamping data to allow reconstruction of a 
visitor's movement within the access-controlled environ 
ment. Vehicle movement can likewise be reconstructed using 
the tracking (position) data and any accompanying times 
tamped data. Whenever a visitor does not provide required 
action or data, or removes or tampers with a responder, for 
example, an alarm can be generated at 2799 by display 383. 
0101. At the end of a visit, when the visitor/vehicle is 
detected at an outer access point at 2735, the visitor/vehicle 
operator deposits the responder in a collector 389. Once the 
responder is returned to and read by collector 389 at 2740, it 
sends the responder signature to the system where the system 
finds the associated label and links it to the visitor and a 
departure record at 2745. Subsequently, the VMon system 
releases the responder identification signature (and thus the 
responder) and shows it as “available.”The visitor monitoring 
system then instructs the security management system at 
2750 to unlock the door or to raise the barrier at the exit/access 
point, creating a departure log of the visitor/vehicle. The 
visitor/vehicle exits the controlled environment upon 
completion of visit. 
0102 The VMon system 2200 also can be used for way 
finding, providing visitor/vehicle guidance in a controlled 
environment, and facilitating an unescorted visit. One 
embodiment of a process 2800 for wayfinding operation is 
shown in FIG. 28. When the visitor identifies a destination at 

Apr. 24, 2014 

2805 inside the controlled environment during the registra 
tion process directly or indirectly (e.g., by contacting an 
employee inside the environment or when Such identification 
is made by an answering station operator), an actual or virtual 
map from the greeting station to the destination is developed 
at 2808 by the VMon system. This map can plot and involve 
all of the Scanners and/or scanning cells in the path from the 
visitor's current location to the destination, identifying those 
scanners as “valid Scanners. The virtual map can be con 
Verted to pictures, maps and/or text directions by the system 
and be displayed on a station 301 display screen. The visitor 
then is given an option at 2810 to print the map to take along 
from the current location to the destination. If Such a map is 
presented to the visitor, the VMon system assigns a map 
number to the visitor's route that is associated with valid 
scanners along the route and the visitor's responder signature. 
When the visitor moves inside the environment, scanners read 
the responder's signature at 2820 and transmit the identifica 
tion signature information to the system. The system moni 
tors the valid scanners along the plotted path at 2825 and, as 
long as the scanners match the path list to the destination at 
2830, the system assumes the visitor/vehicle is on the correct 
path. If a scanner response is received that is not included in 
the path list, the system calculates at 2832 the deviation of the 
“off-path” reporting scanner from the closest“valid’ scanner 
provided to the visitor. The system then develops corrective 
instructions at 2834 to get the visitor back on the correct 
route. This information is sent to the first digital signage 
display at 2836 that the visitor is likely to encounter. Simul 
taneously, a security alert is sent at 2835 to the visitor move 
ment display 383. Process 2800 can detect when the last valid 
scanner on the route is reached at 2840, then reverse the route 
and scanner sequence to generate a “return route' at 2842 
after recording completion of the one-way segment at 2841. 
On the return trip to exit the environment, the same valid 
scanner path-tracking is used until the last scanner at the exit 
is detected at 2850, at which time a departure record is gen 
erated at 2851. 

(0103) TheVMon system 2200 can operate with distributed 
processing when multiple greeting stations 301 are installed 
in system 200. For example, the system can divide tasks 
among different greeting stations 301, with processed results 
sent to a central managing greeting station, console 308, or 
some other device that interfaces with the other system 
devices such as monitoring displays, digital signage displays, 
etc. For example, a first greeting station can receive responses 
from scanners 382 and record movement for a given visitor. If 
a particular type of exception or event occurs, that first greet 
ing station might pass off responsibility for that visitor to a 
second greeting station, which in turn passes responsibility 
for tracking the visitor to a third greeting station if another 
type of exception or event occurs. The second and third greet 
ing stations can Submit their processed information to a fourth 
greeting station that is configured to function as the managing 
greeting station. This managing device will send all alarms, 
notifications, etc. to monitoring displays, digital signage, etc., 
as well as notifying security personnel if there is a need for 
human intervention in the visitor's behavior. 

0104 Embodiments of the visitor monitoring system sig 
nificantly reduce the staff required to operate access points, 
track and actively monitor a visitor/vehicle inside a controlled 
environment, and provide a virtual escort in Such environ 
ments, thus resulting in significant operational cost savings. 
The VMon system also enables monitoring and tracking of 
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visitors and vehicles in all areas of the access-controlled 
environment, which may not be technically possible using 
conventional monitoring and tracking tools and techniques. 
Visitor monitoring systems according to one or more embodi 
ments of the present invention also reduce dangers to the 
environment and staffposed by potential security vulnerabili 
ties and risks. In addition, the system keeps electronic visitor 
and vehicle arrival, movement, and departure logs that may be 
used for forensic analysis and/or providing captured data to 
other devices, components, and applications, thus reducing 
redundant efforts and delivering cost savings. 
0105. Other embodiments of the VMS can be adapted for 
using the embodiments and examples shown in the Figures 
pertaining to the VMS and others. For example, the United 
States State Department has the responsibility for providing 
consular services to both U.S. citizens and visa services to 
non-U.S. citizens. The visas to enter the United States for 
non-U.S. citizens are issued after establishing eligibility of 
the applicants, estimating security risks, and delivering con 
Sular services. Because of the heightened security environ 
ment, delivering consular services now involves keeping 
applicants at a safe distance from consular and embassy 
buildings. Some or all of these objectives and tasks can be 
accomplished using embodiments of the visitor management 
system and/or a modified remote medical consulting system. 
Such a consular services system can identify individuals 
seeking consular services, Verify that they are eligible to 
receive such benefits, and eliminate undesired individuals 
from accessing embassy and/or consulate buildings while 
mitigating the security Vulnerabilities and threats. Such 
embodiments enable the person seeking service to fill out 
electronic forms, pay required fees using cash, credit or debit 
methods, inquire about the status of a case already being 
processed, research a topic of interest in a related field from 
internal and external resources, and Such operations that are 
normally performed in a face to face consular service delivery 
session. Moreover, such services can be provided to individu 
als in locations that are remote relative to the physical loca 
tions of an embassy and any associated offices. For example, 
a French citizen might be traveling the United States and 
require assistance from either the United States State Depart 
ment or the French Embassy in the United States. Rather than 
having to travel to such an agency's physical location, and 
rather than being limited to the restricted assistance that can 
be provided by telephone or online, one or more embodi 
ments of a consular services system could provide enhanced 
interactive assistance to the French traveler. Such embodi 
ments use the same basic processes involving skilled-based 
routing for connecting the consular services seekers and the 
most competent individuals at the designated providers. The 
VMS, when connected with an electronic signature capture 
device, biometric identification device, and machine readable 
passport reading device, is embodied in traveler assistance 
stations (TAS), which can be implemented as station 110 of 
FIG. 1, for example, using the proximity detection system 
like that discussed in connection with greeting station 301, 
above, and various input devices, including a passport reading 
device and analogous user option selection devices. 
0106 TAS can help citizens to obtain consular services 
Such as reporting birth of a child, reporting a lost passport, 
sending emergency messages to families in a home country, 
requesting new or replacement passports, etc., by obtaining 
required information and digitally filling out applications, 
paying fees and Scheduling appointments with the closest 
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embassy or consulate location. Also, TAS can print maps, 
provide directions, print government or non-government 
forms (such as IRS or similar agency forms), and deliver other 
information. Such services can be directed to citizens outside 
the country following one path and non-citizens seeking the 
benefit of a visa on another path. The services are delivered in 
one of a select group of standard languages such as “English 
and others spoken and understood in the region of deploy 
ment. The services are provided by augmenting the methods 
and processes described above to address the needs of indi 
viduals dealing with consular and related issues. Other tools 
and the like can be provided. Such as an intranet/internet 
browser, connectivity to intranet and internet resources, capa 
bilities to temporarily store information if a link between the 
service provider and service seeker is broken for any reason, 
and using security methods to protect data during storage, 
transmission, and permanent storage and processing. 
0107 Non-citizens visiting a country who entered the 
country on certain types of visas may be required, prior to 
departure, to establish that they have complied with the terms 
of a visa during their stay in that country and that they have 
not been committed any violation of law that would restrict 
one’s status to leave the host country freely. Establishing such 
facts may require Some critical functions at the time of depar 
ture (e.g., establishing eligibility to depart the country in good 
standing, virtually or physically verifying documents needed 
for departure (such as passport information), arrival/depar 
ture records, establishing the identity of the departing person, 
validating that the departing person is not a person of interest 
to any security or other government agency, and that the 
departing person has met all required conditions of their stay 
Subject to which a visa to enter the country was granted). Such 
embodiments can interface, integrate and/or exchange data 
with other systems owned and operated by other entities such 
as citizenship and immigration services, airlines, and/or law 
enforcementagencies and authenticate the visitor's departure 
status from the host country. Currently, this is a manual pro 
cess performed by authorized officials at an airport or other 
departure point. 
0108. One method for providing consular services using a 
traveler assistance station coupled to a network begins with 
the traveler assistance station detecting the proximity of a 
user and prompting the user to enter user data (e.g., by typing 
in information, Scanning a passport, visa or other document, 
referencing data already stored in the system, making an 
option selection, providing biometric data, etc.) to establish 
the user's identity and the user's immigration or traveler 
status. Like other embodiments discussed above, the consular 
services system can prioritize available answering stations, 
phones, etc. based on the provided user data. A person 
answering the traveler assistance station can conference with 
the user at the station, print a document or authorization for 
the user, notify governmental authorities of the location of the 
traveler assistance station in the event that the user needs 
assistance or for security reasons. 
0109. With TAS installed at airports and other departing 
locations, travelers can scan boarding passes, scan passports 
and Submit the biometric data Such as fingerprints, etc. The 
collected data will be compared to the country's security and 
law enforcement databases. If the person is cleared to depart, 
they are issued a departure clearance and or a printed autho 
rization on a boarding card or similar departure document. If 
the visitor is not cleared to depart, designated officials will be 
notified of the presence of the visitor at the TAS station Like 
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VMS embodiments, answering station services will be pro 
vided by authorized officials and an answering station atten 
dant will have capabilities like the ones discussed above in the 
VMS, for example for conferencing with a traveler assistance 
station, printing a document or authorization at a traveler 
assistance station, or notifying other governmental personnel 
of the traveler assistance station's location. 

0110. A Supply chain management system (which 
includes, comprises or is related to a targeted consumer 
exchange system, a trading exchange system, an individual 
consumer-oriented electronic coupon system, and/or an indi 
vidual-consumer-oriented marketing system) uses apparatus, 
methods, processes, and functions in specific configurations, 
methods, networking architecture and integration with some 
conventional techniques to provide advantages in retail and 
other fields of business by bringing such manufacturers, mar 
keters, retailers and the consumers into a virtual trading room 
to exchange information and transact business. The appara 
tus, configurations, architecture, methods and techniques 
described herein are used to bring together all trade partners 
(that is, consumers, manufacturers, marketers, retailers and 
wholesalers), referred to herein as “sellers, and service deliv 
ery personnel of such sellers in a virtual trading process where 
a consumer can make informed purchasing decisions, select 
brands and quantities, obtain desired services, and preserve 
historical data of purchases for future decisions, budgeting, 
monitoring, and convenient shopping. Moreover, consumers 
can create a social network of shoppers who can share their 
experiences, Write blogs, share recipes and events, exchange 
ideas, make barter arrangements, and sell and exchange 
goods, ideas, data, processes, methods or procedures for 
monetary or non-monetary benefits or consideration, and 
help other consumers through their experiences. In some 
cases, parties otherwise considered “sellers’ might be con 
Sumers in the sense that they, too, can use embodiments of the 
present invention to purchase products and services and con 
duct other activities using Such embodiments and thus be end 
users of these embodiments. 

0111. Manufacturers can offer custom products based on 
specific consumer needs, provide information about nutrition 
values, and other helpful information about their products, 
announce their product roadmaps and/or make a product 
more attractive to the consumer by offering competitive 
advantages for a specific consumer using a mix of sales and 
marketing techniques, providing infomercials, studies, Sur 
Veys, etc. to a captive or subscribing audience. Moreover, 
supply and flow of product in merchant retail facilities can be 
improved and be performed with more precision and timeli 
ness than with earlier systems. Marketers can direct custom 
marketing to individuals, as opposed to current marketing 
methods on a national, regional or group basis. The targeted 
consumer exchange system also enables the marketer to offer 
just-in-time personalized marketing (e.g., just-in-time dis 
counts, coupons and/or incentives) to a captive consumer 
while that consumer is shopping. Through the system, elec 
tronic authentication-code-protected coupons that have ran 
domly generated authentication codes are offered to a captive 
audience that is inclined (or has indicated an inclination) to 
purchase a competitive product and collect real time return on 
investment (ROI) data for each marketing dollar spent on 
Such coupons in any given market or region, at each retail or 
wholesale location, at any given time or duration, and to 
timely determine and quantify the Success of any marketing 
campaign, thereby enabling the marketers to adjust their cam 
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paign during execution, which is not available in the current 
art of marketing. For example, ifa campaign target was to sell 
100,000 units of a particular ketchup brand and 20,000 units 
are sold on the first day, then the marketer can adjust the 
duration of campaign, adjust coupon values, and identify the 
stores where most of the coupons are used and, if needed, 
increase the coupon value in areas where response is slow. 
This is not available in current marketing methods. Similarly, 
the marketer may decide to stop issuing a coupon, limit quan 
tities, and/or change the coupon value in a particular Zip code, 
thereby allowing the marketer to track the ROI data (includ 
ing, e.g., collecting real-time ROI data on each marketing 
dollar spent) which currently takes a significant time period 
(e.g., several months) to track and for the most part is inac 
curate using current methodologies. Coupons are currently 
printed in newspapers, etc., are taken to a store and redeemed. 
The store collects these and sends the collected coupons to a 
manufacturer, who sends money to the store. Unfortunately, 
Such programs are not timely—there is little chance for 
adjustment and control by sellers of any kind. Most such 
programs have 45 day cycles that define when data can be 
collected, evaluated and changes implemented to reflect con 
Sumer practices, attitudes, behavior. Moreover, changes in 
Supply of a product, popularity (or lack thereof) in a given 
area or market, etc. can only be addressed on 45-60 day 
intervals. Using embodiments of the present invention, Such 
changes can be made on a daily or even hourly basis. 
0112 Sellers can offer customized, personalized, and 
competitive services to consumers and collect important con 
Sumer buying habit data to develop new consumer offerings 
and create new business models. Sellers also can promote 
their business by offering personalized services and market 
ing strategies for specific market segments and population 
demographics and collect vital data about missed opportuni 
ties (e.g., by not carrying a particular brand in an area where 
demand is already generated by manufacturers and/or mar 
keters). 
0113. Additional components are introduced to the appa 
ratus, practices, and methods disclosed above with regard to 
the visitor management and other systems, etc. to create new 
apparatus, practices, and methods of doing trade using the 
targeted consumer exchange system. “Web-servers' are 
devices that use an operating system and a set of application 
Software and services that allow users to access the server 
with available methods, technologies, and protocols to 
receive desired service (for example, buying, selling, and 
making financial transactions using electronic commerce 
methods (e-commerce)). “Database servers' are computers 
that use an operating system and set of application Software to 
create, read, update, and delete data using services defined in 
database management Software. "External storage' is a mag 
netic, optical, etc. media and any device that reads from 
and/or writes to Such media using computing, storage, and 
retrieval techniques, being connected to a computer, comput 
ing device, system, network, etc. using physical and/or logi 
cal connectivity. “Web-based applications are software 
applications that deliver business solutions and reside on 
web-servers. These software applications are available to 
users via Internet or Intranetarchitecture and access methods. 
“Databases are collections of data conventionally stored on 
database servers and managed using Software applications 
and database management Software. “Human interfacing 
devices” (HIDs) enable one-way or two-way communication 
between machines (such as computers) and human beings 
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(for example, keyboards, mice, touch screens, displays, etc.). 
"Data communications equipment are electronic compo 
nents that enable communications between devices and 
equipment using defined protocols and the like. 
0114 “Consumer interface devices” (CIDs) deliver func 
tions similar or analogous to those described in connection 
with the greeting stations and answering stations of the visitor 
management system and other systems described above. 
Examples of Such devices will be small or large appliances 
that operate like a greeting station, answering station, etc. 
Printers are connected to a computing, communication, or 
similar devices and provide physical output from Such 
devices. “Scanners' receive an advertised data signal from a 
responder, or send a request for identification when a 
responder is sensed, wherein the responder identifies itself in 
response to Such a request. Functionally, there are two types 
of scanners available for this function, active scanners and 
passive scanners. Active scanners listen to advertised infor 
mation from responders and passive scanners are activated to 
get information from a responder. Either type of scanner can 
be used in embodiments of the Supply chain management 
system. Responder and Scanner types must match. Examples 
of scanners are RFID readers/scanners, radio receivers, Blue 
tooth devices, bar code readers, etc. One or more components 
are configured and linked together to develop a network of 
appliances, services, applications, codes, micro-codes, pro 
cesses, methods, interfaces, data acquisition and processing 
techniques/systems, reporting and information presentation 
methods, systems and techniques, and interfaces to link to 
other systems, networks, devices, applications, data, codes 
and micro-codes to deliver or perform methodologies and 
processes discussed below and their equivalents. 
0115. In one embodiment of the supply chain management 
system architecture, one or more CIDS are connected together 
either physically or logically with web servers, database serv 
ers, external storage, human interfacing devices, printers, 
scanners and data communication equipment configured to 
function as a virtual trading room. The Supply chain manage 
ment system components defined above may be mounted on 
mobile platforms such as shopping carts, shopping baskets, 
personal mobility devices (power wheelchairs, Scooters, 
etc.), etc. The Supply chain management system components 
are configured to work together or as a stand-alone system. 
The system can download, retrieve, process, store and peri 
odically update data of interest, local or remote copies of 
product and service catalogs, business rules/methods, data 
acquisition methods, data processing methods, processes, 
computing methods, processes, algorithms, code(s), and 
information delivery methods, storage methods, store-and 
forwarding methods in any visual, audio, legible, electronic, 
and/or optical form and fashion using any locally attached, 
remotely located, networked or stand-alone devices, meth 
ods, and processes used to deliver Such data and information 
in the form and fashion required by the Supply chain manage 
ment system. The appliances and/or devices can be integrated 
with other devices, equipment, Systems, methods, processes, 
and applications located locally, remotely, attached to Such 
appliances physically or logically using any methods, proto 
cols, connectivity architectures, code(s), and/or algorithms. 
0116 FIG. 29 shows one embodiment of a supply chain 
management system 2900 that functions as a virtual trading 
room in some embodiments. In some embodiments of the 
present invention, system 2900 might be organized as a con 
Sumer club or Subscription service that provides consumers 
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with special programs and discounts, as well as access to the 
devices, etc. making up system 2900. Various seller devices 
(e.g., computers, etc.) are found in marketers’ domains and 
marketers’ devices 2950, manufacturers’ domains and manu 
facturers’ devices 2940, suppliers domains and suppliers 
devices, retail facilities devices, etc. and can access network 
2910, for example using communications devices 2909 con 
nected to network 2910 via a secured access 2908 or a public 
access 2907. Such seller devices can access the systems 
product and service catalogs to add, update, modify, and 
remove products and services. They also can define, update, 
modify, adjust and delete marketing campaigns (for example, 
campaigns providing money saving or similar coupons to 
consumers) and receive ROI quick reports for Such cam 
paigns by tracking coupon use as coupons are serialized, 
distributed, and redeemed electronically. Marketing cam 
paigns can be adjusted in a number of ways—e.g., adjusting 
one or more time limits pertaining to the marketing campaign, 
adjusting coupon invalidation deadlines, adjusting coupon 
re-issuance to customers after non-use by a previous cus 
tomer, adjusting coupon values and/or adjusting availability 
and/or values of coupons in some stores where response is 
slow. 

0117 Various connectivity, server, management, etc. 
devices 2960 are connected to the network via a local con 
nectivity/networking architecture 2974 and communication 
devices 2909 to facilitate the various functions of system 
2900 for example, management servers 2961, database 
servers 2962, e-commerce servers 2963, web servers 2964, 
streaming data devices 2965, mobile device servers 2966, 
email and text messaging servers 2967, file and application 
servers 2968, content management servers 2969, real time 
communication servers 2971, external storage devices 2972 
(also referred to as “network memory storage apparatus), 
and certificate servers 2973. Retail facilities provide access to 
network 2910 and the domains, apparatus and services avail 
able thereon and therethrough using consumer information 
processing equipment, which includes equipment and appa 
ratus used by consumers and by store owners and operators to 
access network 2910 and perform the various functions dis 
cussed herein. 

0118. The Supply chain management system can be avail 
able to in-store shoppers, shoppers using internet or other 
non-traditional purchase methods to make current purchasing 
decisions, and to people who want to do their homework 
before shopping (e.g., comparing prices, preparing an opti 
mized shopping list, selecting a convenient time to visit a 
store), and selecting a preferred method of shopping Such as 
pick-up, in-store shopping, pre-paid ordering, home delivery, 
etc. Product lists can be accumulated overtime, and Such lists 
allow online/immediate comparison pricing by consumers 
and merchants/suppliers. The user interfaces are provided 
with multi-lingual and other capabilities so that a consumer 
can select the language of his/her choice and/or make a selec 
tion to accommodate a user's disabilities (for example, to 
assist users who are hearing-impaired, sight-impaired, mobil 
ity-impaired, etc.). 
0119. A scanner matrix 2924 as defined in connection with 
FIGS. 25 and 26, above, is implemented inside retail facilities 
such as store domain 2920 to provide information about loca 
tion of items in the store, shopping routes through the store, 
guidance in the store, locating a check-out location 2925. 
2926, and any other similar, monitoring and location services. 
The Supply chain management system also can include a 
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repository of product catalogs installed on database servers 
using a centralized or distributed architecture. A "central 
ized' architecture is defined as logical or physical consoli 
dated Storage of all catalogs (or catalog data) in one place and 
on one or more database servers, whereas a “distributed 
architecture refers to catalogs or catalog data logically or 
physically spanning more than one database server, located in 
the same place or dispersed geographically. Each catalog can 
represent a specific consumer need. For example, a “Grocery 
Catalog can include items commonly found in a household 
pantry (canned vegetables, oatmeal, Soft drinks, etc.). An 
"Apparel Catalog may include products like shirts, pants, 
scarves, ties, etc. Each catalog can have multiple categories 
and include goods from multiple sellers and/or locations, with 
a number of items manufactured or commercially available in 
Such category. Catalogs are accessible by authenticated and 
authorized consumers who have devices and network connec 
tivity using appropriate devices, such as web interfaces, shop 
ping cart-mounted devices, cell phones, PDAS or similar 
devices in a store. Manufacturers and marketers can access 
catalogs through secured access via the internet or private 
networks (both physically and virtually, using one or more 
user interfaces and the web services). Retailers and whole 
salers can access the targeted consumer exchange system 
catalogs in a similar manner. Each user group can access 
catalogs for specific purposes defined through the user inter 
faces. 

0120. The supply chain management system delivers ser 
vices to both in-store and off-store shopping customers 
through consumer information processing equipment Such as 
CIDs and internet/intranet access equipment. For example, a 
consumer can access and research prices, availability, coupon 
offerings, store payment policies and services available (for 
example, home delivery or pick-up). Consumers also can 
purchase items, prepare shopping lists, select the store(s) to 
purchase from, and/or the date and time when the purchases 
will be made. If the store offers delivery or pick-up service 
(when the order is picked up by store staff, packed, and made 
ready for pick-up) then services such as pre-paying by credit 
card or payment at pick-up can be used. The consumer also 
can save (upload) a shopping list for future reference, print it 
to take along, download it to a personal device Such as a Smart 
phone 2931, phone 2932, PDA 2933, laptop 2934, notebook 
2935, desktop 2936, etc. or forward it to stores electronically 
via network 2910 and retrieve it from the network 2910 (or 
one of the devices 2960 connected to network 2910) on one of 
a number of in-store remote consumer devices, such as CID 
2922, can operate as a stand-alone or networked system. 
Remote consumer device 2922 can be a CID mounted on a 
shopping cart or be provided as a hand-held device by the 
store, accessed by entering an authentication code provided to 
the consumer during an off-store session using the internet or 
intranet. A portable terminal of this type can be found in U.S. 
Pat. No. 6,595,417, issued to O'Hagan et al., the entire dis 
closure of which is incorporated by reference for all purposes. 
These remote consumer devices gather consumer informa 
tion and store the collected consumer information on one or 
more network memory storage devices or apparatus. Such as 
external storage devices 2972. Such consumer information 
can include consumer buying practices, consumer shopping 
practices, consumer price sensitivity, consumer feedback 
regarding use of the system, consumer demographics, and 
consumer payment and pre-payment methods (in-store and 
external) using checks, cash, debit cards, credit cards or food 
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stamps. Likewise, seller information is collected from sellers, 
retail facilities and the like and stored on one or more network 
memory storage devices or apparatus. Such collected seller 
and/or consumer information can then be made available to 
various network devices, such as remote consumer devices 
and/or CIDs, for example. 
0121 When in a store, a consumer can use CID 2922 
(again, standalone, networked, or shopping cart-mounted) to 
download previously-prepared shopping lists forwarded to 
the store earlier. CID 2922 intelligently prepares an in-store 
shopping route from the current location, and can rearrange 
the order of items on the shopping list to match the shopping 
route. An in-store CID 2922 can notify the consumer about 
the next item to be picked up, checking off items already 
picked up. This can be done with consumer inputs using a 
touch screen or scanning picked-up items using a barcode/ 
UPC scanner or the like. If the store has responders on prod 
ucts, such as radio frequency identification (RFID) tags, then 
the scanner (RFID reader in this example) will scan and read 
the product pickup. The CID can automatically prepare a sale 
ticket, which is transmitted to the store point of sale system 
when the consumer is ready to check out. The in-store CID 
also can be used to find in-store locations of new items that 
were not included in the original shopping list, or if there was 
no shopping list. When the customer is at the checkout 
counter, a CID or HID (e.g., standalone, networked or cart 
mounted devices) can communicate wirelessly with a check 
out counter printer or other printer or electronic device and 
print coupons for the products in the shopping list or redeem 
by other electronic methods. A checkout person can use these 
bar-coded coupons to credit the consumer purchases. If no 
shopping list was prepared in advance, then the consumer can 
be notified (based on the location of the cart in the store) 
which manufacturers are offering sale coupons in the present 
aisle or location (for example, the dairy case). The consumer 
may decide to accept or deny a coupon; Such coupons can be 
printed or redeemed by other electronic methods at check-out 
and credit will then be provided to the consumer. If a coupon 
is not redeemed within areasonable time period (for example, 
two hours), then the coupon is invalidated and reissued to 
another customer (where invalidation and re-issuance criteria 
can be adjusted by a marketer accessing the network). A 
shopping cart-mounted CID 2922 can communicate con 
stantly with other CIDs in the store. If communication fails, 
then store management and the shopper can be notified of the 
failure. Moreover, if a CID is taken out of a pre-defined area 
and cannot be tracked by the scanner matrix, the CID can 
generate a loud, audible noise to identify potential theft or 
removal of the CID from the permissible use area in the store. 
I0122) An RFID scanner constantly evaluates items in the 
cart with RFID tags by Scanning the tags and preparing an 
accurate checkout sale ticket that can be transmitted to the 
point of sales system at the checkout counter or allow the 
consumer to pay by credit or debit card at a consumer inter 
face checkout device (e.g., self-serve checkout) or at the cart 
and provide sales data and payment information to the store 
point of sales system or other store owned and/or operated 
computing or data acquisition system in electronic, printed, 
visual, audio or any other format commonly used to commu 
nicate data and information in the industry. A consumer can 
touch a live assistance button on a CID touch screen and be 
connected to an answering service operator 2927 located 
locally (e.g. at a customer service desk in the store) or 
remotely using two-way video and/or audio conferencing. 
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The answering person can take control of the CID and 
remotely deliver visual or audio responses and/or directions 
to the consumer. 
0123. Among other benefits of Supply chain management 
system, sending shoppers just-in-time electronic coupons (or 
other just in time discounts, coupons and/or incentives) with 
short validity periods enables manufacturers, marketers, Sup 
pliers and other sellers to personalize and focus marketing of 
products and services to individual purchasers right at the 
time of purchase and to know the immediate and/or precise 
needs of the customer. Authentication codes on electronic 
coupons validate coupons and capture data about redemp 
tions such as date, time, store, Zip code, etc. Authentication 
and electronic redemption methods offered by embodiments 
of the Supply chain management system also mitigate against 
fraudulent use of counterfeit coupons. Recent data Suggest a 
Substantial increase in forgery in current discount coupon 
systems and other Such practices which significantly hurts 
retailers and manufacturers. Also, embodiments of the Supply 
chain management system help sellers optimize their use of 
resources based on key metrics, data and trends delivered by 
the system (for example, balancing staff assignments by 
using predicted consumer traffic data and other similar met 
rics) in a timely fashion. Retailers and wholesalers can pub 
lish in-store location maps and can use the interface to tie to 
their inventory system or point of sales system for electronic 
check-out or reduced consumer wait at the check-out. 

012.4 Medical consultants deliver services by visually and 
physically examining the patient, interrogating the patient 
about his/her condition, and collecting data (e.g., blood pres 
Sure, pulse, temperature, etc.) to narrow the causes for a 
patient's medical condition ("diagnosis). The consultant 
may have the patient undergo tests performed by machines 
and other individuals, and may use Such test results to refine 
a diagnosis of the patient’s medical condition. During or upon 
conclusion of Such consultation, the medical consultant gen 
erates notes using methods such as writing, audio/video 
recording, etc. Those notes typically become part of the 
patient’s medical record (also referred to as “patient historical 
data'). At each visit, data such as weight, body temperature, 
blood pressure, etc. are collected as "vital data.” The consult 
ant reviews and considers current and historical data during 
patient consultation and treatment. 
0.125 Patient historical data typically includes the 
patient’s personal information, medical history, family his 
tory, and any medical and treatment related notes, test results, 
radiography images, previous medical treatments and, in 
Some countries, financial information Such as the patients 
insurance data, etc. Authorized health care service providers 
Such as physicians, consultants, pharmacists, etc. look at this 
record before providing new or continuing treatment. Strict 
security/privacy/regulatory requirements in most developed 
countries safeguard patient medical records and data; devel 
oping and under-developed countries may not have Such strict 
requirements. It is imperative for a consultant to establish 
positive identity of the patient. 
0126 Hospitals, clinics and physicians establish their 
physical locations where they provide healthcare to patients. 
Patients typically have to go to Such locations to have medical 
conditions diagnosed and treatments prescribed. The short 
age of medical consultants and the costs of establishing new 
facilities leave a large patient base in urban and rural areas 
without prompt and ready medical treatment nearby. Travel 
ing to such locations economically impacts patients (e.g., lost 
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work/productive time, travel expenses). The situation is 
worse for highly qualified and experienced specialists such as 
oncologists, cardiologists, etc., who are in acute shortage in 
developed countries and might not even be available to 
patients in some urban areas. In most developing countries, 
the healthcare delivery infrastructure is almost non-existent 
and there are areas where no doctor is available to provide 
treatment to patients in need of healthcare. 
0127. Remote examination of and consultation with 
patients with no assistance at the patient’s location is typi 
cally inadvisable since the patient may need assistance with 
medical equipment, documents and other materials, prescrip 
tion and other information, etc. On the other hand, hospitals, 
clinics, etc. do not want to have to establish Such remote 
locations themselves, if possible. Embodiments of the present 
invention of the present invention provide examination/con 
Sultation locations at pharmacies, which provide professional 
personnel already onsite, and typically offer patients loca 
tions that are convenient, since pharmacies are found quite 
readily in many countries and communities. No new facilities 
have to built, no new staff has to be hired, yet professional 
assisted examination and consultation can be provided using 
embodiments of the present invention. 
0128 Apparatus, methods, systems and processes accord 
ing to embodiments of the present invention enable medical/ 
healthcare providers to deliver services in areas closer to a 
patient’s residence and enable one or more of the following: 
consultation with patients, remote examination, vital data 
collection, providing medication prescriptions, test prescrip 
tions, etc. at a remote pharmacy location; consultation among 
several medical consultants, keeping the patient included in 
Such consultation; patient self check-in at an emergency room 
or other facility with the option of consulting with a remotely 
located consultant (e.g., in another emergency room, etc.) in 
non-life-threatening emergencies (e.g., Stomachache, head 
ache, toothache, high temperature, etc.). 
I0129. Further equipment, devices and components are 
added to previously defined apparatus (e.g., shown in FIGS. 1 
and 2) as part of a remote medical consulting system. For 
example, the system includes two displays for each consult 
ant station (used by medical consultants)—a picture 
archiving communication system (PACS) display using a 
high-resolution color and gray scale display for radiography, 
computed tomography, and magnetic resonance imaging is 
added as a second display to the apparatus of FIG. 1 (in 
addition to the conferencing screen that is already available) 
to enable display of radiographic (X-ray or like), computed 
tomography (CT-Scan or like), or magnetic resonance (MRI 
or like) images during consultation with the patient and/or 
other consultant. Also, one or more stations can pull radio 
graphic, tomography, or MRI data from one or more local or 
remote “image servers' connected to the environment net 
work physically and/or logically so that the station has com 
munication access to the image servers. An authorized user of 
a station can retrieve medical images required during a con 
Sulting session from an image server. One or more stations 
also can conference additional stations in an audio and/or 
Video conference during a consulting session. Alternatively, if 
the medical consultant needs to contact another consultant 
who is available by phone, an audio only call is made from the 
consultant station. Each station can also control the patient 
station camera (e.g., pan, tilt, Zoom) to examine the patient. 
The consultant station can implement an emergency triage 
process, which is known to any person skilled in medical 
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consulting, to identify the needs of a person at the patient 
station. Forapatient station, a weight scale, sphygmomanom 
eter (blood pressure gauge) and thermometer are added to the 
appliance of FIG. 1. These devices measurements are pro 
vided to the remote medical consulting system using integra 
tion or interfacing techniques. 
0130 Patient identification data readers (e.g., driver 
license reader, document Scanner, barcode scanner, magnetic 
card reader (e.g., for medical cards, credit cards, etc.), and 
signature pad, etc.) can be added as input peripherals to the 
patient station as well as the consultant stations. The remotely 
operated pan, tilt, and Zoom (PTZ) camera can be controlled 
by both the patient station and the consultant station. Patient 
stations can be connected to consultant stations using avail 
able networking technologies, methods, and protocols. A 
secure link can be used between each patient station and 
consultant station, including among three or more stations. 
0131 The remote medical consulting system uses the con 
Sultant's eyes, ears and brain and the hands of a patient (or 
trained assistant) at a patient station to replicate collocated 
consultation at a consulting location. For example, a patient 
can point to a body area where there is pain or press the 
patient’s abdomen at points to identify where there is pain and 
the extent and quality of pain (moving up, moving down, 
throbbing, constant, etc.) 
0.132. In an embodiment of the present invention shown in 
FIG. 35, a patient consultant station 3500 has one or more 
peripheral input devices 3505 (e.g., electronic signature pad, 
touch screen, document scanner, barcode reader, keyboard, 
mouse). A printer is attached as part of the peripheral output 
device group 3510. Such peripheral input/output devices can 
include patient station communication apparatus—speakers, 
microphones, display Screens, touch screens, cameras, etc. 
used to allow communication between a patient and a medical 
consultant during a session. Patient data collection apparatus 
also is provided in each station 3500. For example, a blood 
pressure gauge 3502, scale 3504 and thermometer 3506 are 
all integrated and/or interfaced with station 3500 in FIG. 35. 
Other patient data collection apparatus devices can be 
included, as will be appreciated by those skilled in the art. The 
patient station 3500 also uses an encrypted data storage appa 
ratus 3507 that is coupled to station 3500 so that data acquired 
from the patient (e.g., through patient inputs, patient vitals 
that are collected, Scanned documents and other information, 
etc.) is stored during a given consultation session. The data is 
encrypted to protect patient confidentiality and privacy, but 
the encrypted data remains on the station storage apparatus 
3507 in case of a problem (e.g., loss of power, disconnection 
between the two or more participants, etc.) so that all of that 
data does not need to be re-acquired when the problem is 
corrected. Patient Station 3500 is connected to a network 3511 
that can include any required server devices and storage appa 
ratus appropriate to the uses described herein (e.g., a medical 
records server and storage apparatus 3512, a medical images 
server and storage apparatus 3514 and a management station 
3516). 
0133. A consultant station 3530 in FIG. 35 also has com 
munication apparatus similar to the patient station communi 
cation apparatus. Moreover, the consultant station 3530 has 
one or more various patient data evaluation apparatus devices 
that permit the consultant to evaluate patient data collected 
and sent by the patient station to the consultant station. For 
example, the patient data evaluation apparatus has peripheral 
output devices 3531 which includes two displays—a normal 
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video display 3532 (e.g., appropriate for video conferencing) 
and a PACS display 3533 to view images. Station 3530 like 
wise has similar peripheral input devices 3535. A printer, 
plotter and/or other printing device along with other digital, 
optical, and magnetic devices are attached as part of periph 
eral output device group 3531. For purposes of illustration, 
multiple consultant stations 3530 have a similar configura 
tions. As noted above, a medical images server 3514, a medi 
cal records server 3512, and a management station 3516 are 
also coupled to the network 3511 in the exemplary system 
3599. The medical images server stores radiographic (e.g., 
X-ray), CT-scan or MRI images of patients. Medical records 
server 3514 stores medical records and registration data for 
all patients. Management station 3516 adds, configures, 
monitors and removes data, or performs other administrative 
tasks as might be required for the exemplary system. 
I0134. A patient station can be installed in a private room, 
referred to herein as a “patient room' or any other relatively 
private location in a pharmacy. The patient room can be 
supervised by a professional member of the pharmacy's staff. 
Retail pharmacies are an appropriate location for Such patient 
rooms because they are already associated with healthcare 
and are found in urban and rural areas. Signs displayed in the 
patient room can inform patients that this facility is for a 
non-emergency, follow-up, non-life-threatening treatment 
and reception only; if the patient is experiencing more serious 
conditions (e.g., chest pains, bleeding, or a broken bone), then 
the patient should not use the remote medical consulting 
room and should instead notify pharmacy staff, call emer 
gency medical services or the like. 
0.135 When the patient arrives at a consulting room, the 
patient status is either an “existing patient (with patient 
historical data at one or more accessible locations) or a “new” 
patient (possibly without any accessible patient historical 
data). The patient initiates a consultation request by proving 
his/her identity and, in some cases, selecting a consultant 
station 3530 for the consultation. A new patient also can 
register with a facility equipped with a consultant station 
3530. If a patient station 3500 is associated with a number of 
consultant stations 3530 located in different facilities, then 
the patient station provides a list of available facilities. The 
patient chooses the desired facility contact for consultation 
and treatment. An interactive guidance system at the patient 
station displays images and audio loops to assist the patient in 
proving identity (e.g., presenting a drivers license, a health 
care-issued card and/or other documents to satisfy security 
requirements) and the patient's age. For new patient registra 
tion, patients are asked questions normally asked during 
healthcare facility registration. If a document must be 
uploaded to the healthcare facility, a Scanner can scan and 
upload the patient data. The patient may need to sign docu 
ments such as HIPAA privacy notices and certifications that 
the patient does not believe his condition is life threatening. 
An existing patient can prove his identity by satisfying at least 
two of the following requirements: (1) Something the patient 
has (e.g., a driver's license, healthcare-issued card), (2) Some 
thing the patient knows (e.g., date of birth, Social security 
number, etc.), and/or (3) biometric proof. 
I0136. Once identity is established, patient station 3500 
sends that data to medical records server 3512 (which func 
tions as a "patient historical data memory storage apparatus' 
or the like) to retrieve patient historical data or, for a new 
registration, to register the patient and obtain a medical 
records number. The patient then provides vital data using 
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patient station devices and answers questions regarding cur 
rent medical condition, which can conform to any jurisdic 
tion's medical procedures. Upon receipt of vital data and 
question responses, a report is created for the consultant using 
a standard healthcare reporting format. The patient station 
then requests an audio-video (AV) conferencing session with 
the selected consultant station and, if none is selected, then 
the patient’s conference is referred to the healthcare facility 
that is closest to the patient station. 
0.137. At the consultant station, the consultant proves his 
identity, authorization, and eligibility to provide consultation 
(e.g., proving at least two of the three security conditions 
defined above), verified by an independent healthcare autho 
rization system. Such a system can be included in manage 
ment station 3516. The consultant can use the consultant 
station only after being verified and authorized. During the 
session, the consultant station can "listen' for requests to 
establish a session with patient stations. 
0138 Upon receiving a request to begin a consulting ses 
sion (e.g., AV conference), a verified consultant acknowl 
edges the consultation request and receives medical report 
and medical record locator information from the patient sta 
tion (e.g., collected vital data, other collected patient data, 
patient station location, etc.). The consultant can then review 
any received data and consult with the patient. For visual 
examination the physician can control a patient station cam 
era to pan, tilt and Zoom to visually examine the patient. For 
physical examination the physician can ask the patient and/or 
an authorized assistant to perform certain requested actions 
while the physician monitors these activities using the com 
munication apparatus at the consultant station. If the consult 
ant needs patient medical images, the consultant can request 
and display the images on the PACS display. While connected 
to the system, the consultant station creates, manages and 
updates a list of all other consultant stations configured as a 
group using the management station. 
0.139. During consultation, if the consultant needs to con 
tact a second consultant, the first consultant can select the 
second consultant from a list if that consultant is available at 
another consultant station or alternatively can contact by 
phone. If the second consultant is available at another con 
Sultant station, a request for AV conferencing is initiated by 
the first consultant station. When the consultant at the second 
consultant station accepts the request, an AV conference ses 
sion is established between the first and second consultant 
stations. The first consultant station can share (subject to 
authorization) medical images, medical records and/or 
examination data with the second consultant station in real 
time. To have a private conversation, the first consultant sta 
tion can select a “Hold' button that stops the AV stream to the 
patient station, resuming the patient station conference by 
selecting "Resume' on the display. A consultant station also 
can take control of the patient station display to show images, 
writings, scribbling, drawings, etc. on the patient station 
screen to explain a point to the patient. 
0140. The consultant can request a prescription or test for 
the patient at the consultant station and sign it using consult 
ant station signature pad. Such prescription or test document 
can be printed at the patient station printer and/or simulta 
neously at a pharmacy Subscribing to the system, or can be 
uploaded in digital form to a pharmacy system if Such system 
is interfaced with the remote medical consulting system. At 
the conclusion of the consultation session, the patient station 
and any consultant station can be “reset to be available for 
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the next consultation session. Resetting a patient or consult 
ant station can include making Sure that all screens, printers, 
etc. (i.e., input, output and other devices) are clear of any 
confidential medical and/or personal information about the 
patient or the nature of the consultation that was conducted. 
Also, the patient station and/or consultant station can be 
disinfected to provide a clean working location for the par 
ticipants in the next consultation. In addition to those 
described above, process embodiments are shown in FIGS. 
36, 37 and 38. 
0.141. In FIG. 36 illustrates a patient station process 3600 
and begins with a patient arriving at a pharmacy patient sta 
tion3605, which displays required disclosures and the like at 
3608 and allows the patient to acknowledge such disclosures 
at 3610. The patient can then select a healthcare facility from 
an available facilities list at 3612 and register at 3615, if a new 
patient. The patient, whether new or previously registered, 
has their registration verified at 3620. Vital signs are then 
collected at 3625, as are answers to medical questions at 
3630. A patient medical condition report is started and gen 
erated at 3635, which also begins the encrypted patient data 
recording process, noted above. A consultation session is then 
commenced and conducted at 3640. At the conclusion of the 
session, a session is properly concluded with the transmission 
of an “end session' signal at 3645, which also clears the 
encrypted patient data stored on the storage apparatus of the 
patient station. 
0.142 FIG.37 tracks a consultant station process 3700 that 
begins with a consultant logging in a consultant station at 
3710, which requires positively establishing the consultants 
identity, which can include something they have (e.g., ID 
card), something they know (e.g., authorization code), and 
biometric confirmation of the consultant's identity (e.g., fin 
gerprint). The consultant accepts a consultation request at 
3715 and reviews patient data that can include the patients 
medical record at 3716. If the consultant needs one or more 
medial images, those can be obtained at 3720. Likewise, if the 
consultant wishes to bring in a second consultant on the 
consultation, that can be done at 3725 by either using another 
consultant station at 3727 or by phone at 3728. When the 
consultation is complete at 3730, the session/consultation is 
ended at 3735, which includes erasing any encrypted patient 
data maintained at the patient station involved. Conclusion of 
a consultation also can generate a signal to the patient station 
to automatically disinfect itself (e.g., using automated disin 
fectant sprays and the like) when the patient station is clear of 
any people. 
0143. In some embodiments of the present invention, a 
patient station can be installed in a pharmacy where only 
pharmacy technicians work and a consultant station installed 
in another pharmacy where a licensed pharmacist is present. 
In current practice, pharmacy technicians typically fill pre 
Scriptions, but only licensed pharmacists consult with 
patients about questions they may have about the prescrip 
tion. In such an embodiment, for example as shown in FIG. 
38, the process 3800 begins with a patient or physician sub 
mitting a prescriptionat3805. A pharmacy technician fills the 
prescription at 3810, after which a consultation is initiated 
between a patient station at the first pharmacy location and a 
licensed pharmacist at a second pharmacy location with a 
consultant station at 3820. 

0144. Embodiments of the remote medical consulting sys 
tem provide a significant advancement in tele-medicine and 
enable physicians and other consultants to consult with 
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patients without being in the same location. This not only 
addresses the current shortage of physicians, medical special 
ists and other consultants, but also enables medical services 
delivery in rural areas, war Zones, and/or where medical 
resources and/or infrastructure are scarce. The remote medi 
cal consulting system provides tele-medicine services any 
where in the world and makes medical services available to 
more patients without significant travel. The retail pharmacy 
industry benefits by optimizing its investment in pharmacy 
buildings, providing extended healthcare options to the 
patients. Healthcare facilities can increase their presence 
without new buildings, new equipment and/or staffing with 
on-site medical staff. Patients enjoy significant economic 
benefits by avoiding unnecessary travel to remotely located 
healthcare facilities and gain access to various levels of medi 
cal consultation from their own location. On a global level, 
patients in other countries can consult with experts and spe 
cialists without having to travel to such countries where those 
experts reside. 
0145. In the area of manufacturing and industrial opera 

tions, embodiments of the visitor management station, 
remote medical consulting stations, and other systems 
described herein also can be utilized for remote operation of 
equipment and telematics. Telematics (the combination of 
telecommunications and informatics) refers to the collection 
of a defined set of data using equipment, devices, processes 
and components and then sending the collected data to a 
remote location. Most of this is done using automated pro 
cesses. There are, however, situations when such automation 
does not work and human intervention is required to start, 
stop, assist in, reconfigure, or continue an operation. Oil 
drilling, dam operations, and industrial batch processing are 
Some examples of telematics and batch operations which 
require human intervention from time to time to start, stop, 
assist in, reconfigure, or continue an operation. Any 
unplanned or non-programmed occurrence may require 
human intervention to get desired results. For example, in an 
industrial operation using a sequence of processing steps, 
malfunctions in one step or in the sequencing of Such steps 
can lead to system-wide failures, Snags, etc. 
0146. Using the event handler assembly operation of visi 
tor management system and consultant stations, above, 
human intervention can be provided using a telephone or cell 
phone dial pad, or by clicking buttons in answering station 
devices attached to a production or other network. An indus 
trial/production process stream monitoring system 2300 is 
shown in FIG. 23, where an exemplary industrial and/or pro 
duction process stream 2375 that implements batch opera 
tions or the like is monitored by a system monitor 2390 that 
provides process stream data to a system station 2301 con 
figured similarly to the visitor stations, answering stations, 
consultant stations and patient stations described in connec 
tion with various embodiments above. When a malfunction or 
other problem is detected by monitor 2390, a message or 
other data is sent via network 311 to a remote control device 
(e.g., a cell phone 335, Smartphone 340, PDA 331 or other 
remote control user device). As noted above, human interven 
tion to address the malfunction and/or problem can be pro 
vided via a dial pad, touchpad, touch screen or other user 
input mechanism. These operations are similar to opening 
and closing a barrier Such as doors, gates, etc. in the visitor 
management system and are similar to operation of a remote 
camera, Vital sign gathering equipment, etc. in the remote 
medical consulting system. Such industrial embodiments 

Apr. 24, 2014 

enable people to monitor, run and troubleshoot production 
and manufacturing operations from remote locations. Such 
embodiments yield Substantial savings by reducing down 
time, allowing remote diagnosis of Some types of problems 
and corrections, and by avoiding lost productivity, transpor 
tation expenses and/or isolation of staff of the individuals 
who otherwise would need to be on site to address such 
potential issues. Other industry and/or process-oriented solu 
tions are obtained by inducing and or modifying the opera 
tional process defined in this disclosure. 
0147 Many features and advantages of the invention are 
apparent from the written description, and thus, the appended 
claims are intended to coverall Such features and advantages. 
Further, numerous modifications and changes will readily 
occur to those skilled in the art, so the present invention is not 
limited to the exact operation and construction illustrated and 
described. Therefore, described embodiments are illustrative 
and not restrictive, and the invention should not be limited to 
the details given herein but should be defined by the following 
claims and their full scope of equivalents, whether foresee 
able or unforeseeable now or in the future. 

The application is claimed as follows: 
1. A system for controlling access to an access-controlled 

environment, the system comprising: 
a network comprising one or more server devices and a 
memory device; 

a visitor access point comprising a greeting station con 
nected to the network, wherein the greeting station is 
configured to collect visitor data; and 

a plurality of answering stations, wherein each answering 
station is configured to present an answering station 
operator with a plurality of options for dealing with a 
visitor calling from the greeting station, the plurality of 
options comprising granting a visitor access to the envi 
ronment, 

wherein the network is configured to prioritize available 
answering stations in the plurality of answering stations 
based on collected visitor data. 

2. The system of claim 1 further comprisingaphone system 
connected to the network, wherein the phone system is 
included in the prioritization of available answering stations. 

3. The system of claim 2 wherein the visitor data comprises 
at least one of the following: a visitor name, a visitor company 
affiliation, one or more physical disabilities of a visitor, lan 
guage limitations of a visitor, visitor biometric data, and 
scanned document information. 

4. The system of claim 1 further comprising: 
a first area inside the environment; 
a second area inside the environment; 
a vehicle access point configured to collect vehicle data 

from a vehicle at the vehicle access point: 
whereinvehicle data collected at the vehicle access point is 

stored in the memory device, 
further wherein, based on vehicle data, the vehicle access 

point either refuses vehicular access to the environment, 
or grants vehicular access to the first area, or grants 
vehicular access to the second area. 

5. The system of claim 4 wherein the first area is configured 
to perform at least one of the following: collect visitor data, 
collect vehicle data, register a vehicle, and register a visitor. 

6. The system of claim 5 further comprising a plurality of 
signs configured to provide instructions to vehicles and 
vehicle operators inside the environment, the plurality of 
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signs being connected to the network and the instructions 
being based on at least one of vehicle and visitor data. 

7. The system of claim 6 further comprising: 
a plurality of responders, wherein each responder has a 

unique identification signature; and 
a plurality of scanners situated in the environment, wherein 

each scanner is configured to detect a responder identi 
fication signature and to provide position data about the 
position of each responder to the network. 

8. The system of claim 6 further comprising: 
a scanner matrix inside the environment, the scanner 

matrix connected to the network; 
a plurality of responders, wherein each responder com 

prises a unique identification signature; 
wherein the system is configured to collect tracking data 

for each responder, the tracking data comprising: 
positional data comprising mapping each responders 

position in the scanner matrix; and 

22 
Apr. 24, 2014 

temporal data comprising timestamps associated with the 
positional data; 

wherein the combination of positional data and temporal 
data provides a record of movement of each responder 
throughout the scanner matrix and any departures of a 
responder from the Scanner matrix: 

a display connected to the network, wherein the display is 
configured to display the position of each responder in 
the environment. 

9. The system of claim 8 wherein the scanner matrix com 
prises at least one of the following: a 3-dimensional matrix in 
one or more buildings; an array of scanners along roads and 
paths traveled by vehicles in the environment. 

10. The system of claim 9 further comprising digital sig 
nage inside the environment, wherein the digital signage is 
configured to provide assistance and instructions from the 
networkin response to detection of a specific responderby the 
scanner matrix. 


