
(12)UK Patent Application „81GB ,„>2572925 ,,3,A
(43) Date of A Publication 16.10.2019

(21) Application No: 1910795.2

(22) Date of Filing: 29.07.2019

(30) Priority Data:
(31) 2019054461 (32) 22.03.2019 (33) JP

(71) Applicant(s):
Uhuru Corporation
4th Floor, Hulic Kamiyacho Building,
4-3-13 Toranomon, Minato-Ku 1050001, Tokyo, Japan

(72) Inventor(s):
Koyo Takenosh ita
Atsushi Kojo

(74) Agent and/or Address for Service:
Kilburn & Strode LLP
Lacon London, 84 Theobalds Road, London, 
Greater London, WC1X 8NL, United Kingdom

(51) INT CL:
G06Q 70/10(2012.01) G06F 16/90 (2019.01)

(56) Documents Cited:
JP 2014146722 A
(POPOV), 30 April 2018 (version 1.4.3), "The Tangle", 
IOTA Foundation, [online], Available from: https:// 
www.iota.org/research/academic-papers [Accessed 
20 August 2019]

(58) Field of Search:
Other: INTERNET

(54) Title of the Invention: Device managment system, device managment method. Information processing 
device, device, and program
Abstract Title: Using a tangle distributed ledger to store loT device manufacturing, activation or update 
information

(57) A distributed ledger registers manufacturing process 
information, activation information or information about 
updates to a device, such as an Internet of things (loT) 
device. The distributed ledger may be a blockchain such 
as Ethereum (RTM) or a directed acyclic graph (DAG) 
such as a tangle. Manufacturing information may include 
a device ID, component ID, manufacturing line ID and 
manufacturing time information indicating when a 
component was inserted into the device. Activation or 
updating information may include a device ID, verification 
time information indicating when the device was activated 
or updated, a hash value of a file used to activate or 
update the device, and the device’s digital signature. The 
manufacturing, activation or update information may be 
registered in the distributed ledger during the 
manufacturing, activation or update process, respectively. 
Update information may also be registered in the 
distributed ledger at predetermined times. Storing device 
information in a distributed ledger prevents falsification of 
the information and allows anyone to check its 
trustworthiness. For example, the device may be a 
camera 1606-1608 in a human tracking system 1600. A 
distributed ledger 1602 records information about the 
camera’s manufacture, activation or updates to provide 
an evidentiary record of the camera’s reliability.
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TITLE OF THE INVENTION

DEVICE MANAGEMENT SYSTEM, DEVICE MANAGEMENT METHOD, 
INFORMATION PROCESSING DEVICE, DEVICE, AND PROGRAM 

BACKGROUND OF THE INVENTION

Field of the Invention
[0001] The present invention relates to a device 
management system, a device management method, an information 
processing device, a device, and a program.

Description of Related Art
[0002] In recent years, technologies for connecting 
Internet of things (loT) devices such as sensors, cameras, and 
household electrical appliances to networks and controlling the 
loT devices or utilizing data from the loT devices have been 
widely used as loT has spread. When loT devices are utilized, 
the loT devices are required to be reliable. Information for 
guaranteeing reliability of loT devices, for example, includes 
manufacturing information, such as components which are used 
and places in which the loT devices are manufactured. The 
information for guaranteeing reliability is similarly required 
for all other devices without being limited to loT devices.
[0003] In the invention disclosed in Japanese Unexamined 
Patent Publication No. 2014-146722, in a management device for 
a semiconductor device, information regarding a manufacturing 
condition or the like for a process of manufacturing a 
semiconductor device is recorded in a database in association 
with a fingerprint pattern formed on the semiconductor device. 
In this configuration, as it is more difficult to artificially 
rewrite a fingerprint pattern formed in the semiconductor 
device, the reliability of information of the semiconductor 
device increases.
[0004] In the technology disclosed in Japanese Unexamined 
Patent Publication No. 2014-146722, information regarding a
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semiconductor device is checked (traced) by a database. At that 
time, however, an electron microscope for observing a 
fingerprint pattern formed on the semiconductor device is 
necessary. Therefore, when the electron microscope is not 
prepared, a fingerprint pattern can be checked only in a special 
environment without knowing whether the fingerprint pattern is 
falsified. In the technology disclosed in Japanese Unexamined 
Patent Publication No . 2014-146722, a case in which information 
regarding the database is rewritten is not considered.

SUMMARY OF THE INVENTION

[0005] The invention provides a device management system, 
a device management method, an information processing device, 
a device, and a program capable of improving device reliability. 
[0006] According to an aspect of the invention, a device 
management system includes: a distributed ledger; registration 
means for registering at least one piece of information in the 
distributed ledger among manufacturing information which is 
information regarding a process of manufacturing a device, 
activation information which is information regarding a process 
of activating the device, and updating information which is 
information regarding a process of updating the device; and 
information reading means for reading the information 
registered in the distributed ledger.
[0007] Further features of the present invention will 
become apparent from the following description of exemplary 
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Fig. 1 is a block diagram illustrating a 
configuration of a device management system according to a first 
embodiment of the invention.
[0009] Fig. 2 is a block diagram illustrating IcT devices 
managed by the device management system 1 illustrated in Fig.
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1 .
[0010] Fig. 3 is a block diagram illustrating a 
configuration of a terminal device which is an example of an 
information processing device 2 illustrated in Fig. 1.
[0011] Fig. 4 is a block diagram illustrating a 
configuration of a device which is an example of an loT device 
5 illustrated in Fig. 2.
[0012] Fig. 5 is a diagram illustrating a configuration 
in which an example of a distributed ledger technology is 
applied in the device management system 1 illustrated in Fig.
1.
[0013] Fig. 6 is a diagram illustrating a tangle which is 
an example of a distributed ledger on which information 
regarding a management target device is registered in the device 
management system 1 illustrated in Fig. 1.
[0014] Fig. 7 is a block diagram illustrating a 
configuration related to registration of manufacturing 
information of the devices managed by the device management 
system 1 illustrated in Fig. 1.
[0015] Fig. 8 is a flowchart illustrating a process related 
to registration of manufacturing information of devices managed 
by the device management system 1 illustrated in Fig. 1.
[0016] Fig. 9 is a block diagram illustrating a 
configuration related to registration of activation 
information of the devices managed by the device management 
system 1 illustrated in Fig. 1.
[0017] Fig. 10 is a flowchart illustrating a process 
related to registration of activation information regarding the 
devices managed by the device management system 1 illustrated 
in Fig . 1.
[0018] Fig. 11 is a block diagram illustrating a 
configuration of registration of updating information of the 
devices managed by the device management system 1 illustrated 
in Fig. 1.
[0019] Fig. 12 is a flowchart illustrating a process 
related to registration of updating information of the devices 
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managed by the device management system 1 illustrated in Fig.
1.
[0020] Fig. 13 is a flowchart illustrating a process of 
registering the updating information of the devices managed by 
the device management system 1 illustrated in Fig. 1 at 
predetermined times.
[0021] Fig. 14 is a block diagram illustrating a 
configuration in which a device manufacturing distributed 
ledger 101 and a device change history distributed ledger 102 
are referred to in the device management system 1 illustrated 
in Fig. 1.
[0022] Fig. 15 is a flowchart illustrating a process of 
referring to the device manufacturing distributed ledger 101 
and the device change history distributed ledger 102 in the 
device management system 1 illustrated in Fig. 1.
[0023] Fig. 16 is a block diagram illustrating a 
configuration of Example 1 in which the device management system 
according to the invention is applied.
[0024] Fig. 17 is a block diagram illustrating a 
configuration of Example 2 in which the device management system 
according to the invention is applied.

DESCRIPTION OF THE EMBODIMENTS

[0025] Embodiments of a device management system 
according to the invention will be described with reference to 
the drawings .
(First embodiment)
[0026] Fig. 1 is a block diagram illustrating a 
configuration of a device management system according to a first 
embodiment of the invention. A device management system 1 
according to the embodiment is configured by connecting a 
plurality of information processing devices 2 via a network 3. 
The network 3 is, for example, a peer-to-peer (P2P) network. 
The network 3 may be a wired network or may be a wireless network. 
The network 3 is, for example, an Internet network. The device 
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management system 1 uses a distributed ledger technology. Each 
of the plurality of information processing devices 2 forms a 
node in the distributed ledger technology. In the device 
management system 1 according to the embodiment, a tangle of 
IOTA is used as a distributed ledger, but the invention is not 
limited thereto and another distributed ledger may be used. For 
example, a blockchain of Ethereum may be used as a distributed 
ledger .
[0027] Fig. 2 is a block diagram illustrating IcT devices 
managed by the device management system 1 illustrated in Fig.
1. The device management system 1 performs management of loT 
devices 5. The loT devices 5 are connected to the information 
processing device 2 via the network 4. The information 
processing device 2 performs operation control of the loT 
devices 5. The network 4 may be a wired network or may be a 
wireless network. The network 4 is, for example, an Internet 
network. The loT devices 5 may be any sensors that detect 
existing change amounts such as natural phenomena such as 
temperature, humidity, pressure, an amount of light, or volume 
or a movement speed and acceleration of a direction or a position 
of an object. The loT devices 5 may be cameras capable of 
imaging a periphery. The loT devices 5 may be any products such 
as household electronic apparatus such as an air conditioner, 
an automobile, and a robot. In the device management system 
1 according to the embodiment, devices to be managed are the 
loT devices, but the invention is not limited thereto. In the 
device management system according to the invention, devices 
not connected to a network may be managed. The loT devices 5 
may be devices that form nodes in the distributed ledger 
technology.
[0028] Fig. 3 is a block diagram illustrating a 
configuration of a terminal device which is an example of an 
information processing device 2 illustrated in Fig. 1. The 
information processing device 2 may be a device generally called 
a PC (personal computer) or may be a device called a workstation, 
a mainframe, or a supercomputer. The information processing 
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device 2 may be a device called a smartphone or a tablet. The 
information processing device 2 may be any of various devices 
having a function specific to the device, such as a sensor 
function or a camera function in addition to a computer function 
Here, a configuration of the terminal device 11 which is an 
example of the information processing device 2 will be described 
The terminal device 11 includes a processing unit 12 that 
performs various processes, an input/output unit 13 through 
which an operant performs input and output, a storage unit 14 
that stores various kinds of data or a program operated in the 
processing unit 12, and a communication unit 15 that performs 
communication via networks 3 and 4. The terminal device 11 may 
be a device that is managed by the device management system 1 
according to the embodiment. All devices which can be connected 
to the Internet are loT devices which are management targets 
of the device management system 1 according to the embodiment. 
[0029] The processing unit 12 is an arithmetic device 
called a Central Processing Unit (CPU) or an Micro Processing 
Unit (MPU). The processing unit 12 executes a program stored 
in the storage unit 14. The input/output unit 13 is an 
input/output device such as a keyboard, a mouse, or a display. 
The storage unit 14 may be any existing storage device such as 
a Random Access Memory (RAM) , a Read Only Memory (ROM) , a hard 
disk, a magnetic storage device, or an optical storage device. 
The plurality of information processing devices 2 may all have 
the same configuration or each device may have a different 
configuration from the other devices.
[0030] Fig. 4 is a block diagram illustrating a
configuration of a device which is an example of the loT device 
5 illustrated in Fig. 2. The device 16 includes a processing 
unit 17 that performs various processes, a device function 
execution unit 18 that performs a function specific to the 
device, a storage unit 19 that stores various kinds of data and 
a program operating in the processing unit 17, and a 
communication unit 20 that performs communication via the 
network 4. The processing unit 17 is an arithmetic device such 
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as a CPU or an MPU. The processing unit 17 executes a program 
stored in the storage unit 19. The storage unit 14 may be any 
existing storage device such as a RAM, a ROM, a hard disk, a 
magnetic storage device, or an optical storage device. The 
plurality of ToT device 5 may all have the same configuration 
or each device may have a different configuration from the other 
devices .
[0031] The device function execution unit 18 is configured 
to perform a function specific to the device. When the device 
16 is a sensor, the device function execution unit 18 includes 
a detection element that detects a target and a control unit 
that controls the detection element. When the device 16 is a 
camera, the device function execution unit 18 includes an image 
sensor that images surroundings, an image processing unit that 
performs image processing on a captured image obtained by the 
image sensor, and a control unit that controls the image sensor 
and the image processing unit. When the device 16 is an air 
conditioner, the device function execution unit 18 includes a 
driving unit that drives each configuration related to 
refrigeration cycle, a detection unit that detects temperature 
or humidity, and a control unit that controls the driving unit 
and the detection unit. When the device 16 is an automobile, 
the device function execution unit 18 includes a driving unit 
that drives each configuration related to driving of an 
automobile, a detection unit that detects a situation related 
to safety outside of the automobile, a situation related to 
comfort inside the automobile, or the like, and a control unit 
that controls the driving unit and the detection unit. When 
the device 16 is a robot, the device function execution unit 
18 includes a driving unit that drives the robot, a detection 
unit that detects a surrounding situation of the robot, and a 
control unit that controls the driving unit and the detection 
unit. When the device 16 is a robot, ToT devices which are 
management targets of the device management system 1 according 
to the embodiment may be manufactured by the robot. In this 
way, ToT devices with higher reliability can be manufactured.
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[0032] Fig. 5 is a diagram illustrating a configuration
in which an example of a distributed ledger technology is 
applied in the device management system 1 illustrated in Fig. 
1. The device management system 1 according to the embodiment 
includes full nodes that include a tangle which is an example 
of a distributed ledger, as nodes, and light wallets that have 
no tangle. The full node synchronizes the tangle which the full 
node has with the tangles which the other full nodes have. The 
light wallet is also called a light node . Here, the light wallet 
is called a light node. The light node places a small burden 
on an operation since the light node itself has no tangle and 
management or the like of the tangle is thus unnecessary. 
However, when the light node obtains information from the full 
node to operate, there is concern of slight delay occurring in 
a process due to a communication time. The full node has the 
burden of management of its own tangle, but no communication 
is necessary since the full node can operate without depending 
on another device by using the tangle that it has . In the device 
management system 1, charge may be paid between devices or for 
transmission and reception of information occurring between 
devices. A charge amount is small for transmission and 
reception of a small amount of information. However, by paying 
a charge amount in IOTA which is virtual currency, it is possible 
to construct a system appropriate for micropayment. The 
information processing device 2, the loT device 5, the terminal 
device 11, and the device 16 may be full nodes or light nodes.
[0033] Fig. 6 is a diagram illustrating a tangle which is
an example of a distributed ledger on which information 
regarding a management target device is registered in the device 
management system 1 illustrated in Fig. 1. The tangle uses a 
directed acyclic graph (DAG). In the device management system 
1 illustrated in Fig. 1, registering information in a 
distributed ledger includes recording a transaction (TX) in a 
tangle. When a new transaction is recorded, a proof of work 
(PoW) is executed. By using the tangle of IOTA as a distributed 
ledger, it is possible to accelerate a registration speed in 
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the distributed ledger.
[0034] Fig. 7 is a block diagram illustrating a 
configuration related to registration of manufacturing 
information of the devices managed by the device management 
system 1 illustrated in Fig. 1. A device manufacturing 
distributed ledger 101 is a distributed ledger in which 
manufacturing information which is information regarding a 
process of manufacturing a device managed by the device 
management system 1 is registered. Hereinafter, the device 
managed by the device management system 1 will be referred to 
as a management target device. The device manufacturing 
distributed ledger 101 is a tangle which the full node included 
in the device management system 1 has. The terminal device 11 
registers manufacturing information 16a in the device 
manufacturing distributed ledger 101. The manufacturing 
information 16a is a transaction in the device manufacturing 
distributed ledger 101. The manufacturing information 16a is 
information at the time of manufacturing of the management 
target device. The manufacturing information 16a is generated 
whenever a component included in the management target device 
is selected and assembled in the process of manufacturing the 
management target device. For example, when a circuit board 
A which is a component included in the management target device 
is selected and electronic components B (a CPU, a memory, and 
the like) are mounted on the circuit board A in the process of 
manufacturing the management target device, the manufacturing 
information 16a for the circuit board A is generated and the 
manufacturing information 16a for the electronic components B 
is generated for the management target device.
[0035] The manufacturing information 16a includes a 
device ID with which a management target device is able to be 
specified, a component ID with which a component included in 
the management target device is able to be specified, a 
manufacturing line ID with which a manufacturing line in which 
the component indicated by the component ID is inserted into 
the management target device is able to be specified, and 
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manufacturing time information indicating a time at which the 
component indicated by the component ID is inserted into the 
management target device. The manufacturing information 16a 
is information in which the component ID, the manufacturing line 
ID, and the manufacturing time information are associated with 
the device ID. To specify a worker or a manufacturing device, 
the manufacturing line ID may include a worker staff ID or a 
manufacturing device (robot) ID.
[0036] Fig. 8 is a flowchart illustrating a process related 
to registration of manufacturing information of devices managed 
by the device management system 1 illustrated in Fig. 1. Fig. 
8 illustrates a process performed by the terminal device 11. 
First, the processing unit 12 of the terminal device 11 detects 
whether there is newly generated manufacturing information 16a
(step S801). A manufacturing staff member may operate the 
input/output unit 13 of the terminal device 11 and input the 
manufacturing information 16a to the terminal device 11. When 
a robot manufactures the management target device, the robot 
may input the manufacturing information 16a to the terminal 
device 11 via the communication unit 15 of the terminal device 
11.
[0037] In step S801, when there is newly generated 
manufacturing information 16a, the processing unit 12 registers 
the manufacturing information 16a in the device manufacturing 
distributed ledger 101 (step S802) and ends the process. When 
there is no newly generated manufacturing information 16a in 
S801, the processing unit 12 ends the process directly. The 
terminal device 11 registering the information in the device 
manufacturing distributed ledger 101 may be one of the 
information processing device 2, the loT device 5, and the 
device 16 or may be the management target device. In general, 
the device manufacturing process is separated into a plurality 
of processes such as mounting, assembling, inspection, and the 
like of components. The manufacturing information 16a may be 
recorded for each process or may be recorded at least once in 
a final assembly and inspection process.
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[0038] Fig. 9 is a block diagram illustrating a 
configuration related to registration of activation 
information of the devices managed by the device management 
system 1 illustrated in Fig. 1. The device change history 
distributed ledger 102 is a distributed ledger in which 
activation information 16b which is information regarding a 
process of activating the management target device is 
registered. The device change history distributed ledger 102 
is a tangle which a full node included in the device management 
system 1 has. The device change history distributed ledger 102 
may be the same distributed ledger as the device manufacturing 
distributed ledger 101. The terminal device 11 registers the 
activation information 16b in the device change history 
distributed ledger 102. The activation information 16b is a 
transaction in the device change history distributed ledger 102 
The activation information 16b is information at the time of 
activation of the management target device. The management 
target device manufactured in the manufacturing process 
performs an activation process at the time of activation. In 
the activation process, the management target device is 
initialized and activated. In the embodiment, the management 
target device includes a ROM storing a program, a CPU executing 
the program stored in the ROM, and a secure element. The secure 
element may be a trusted platform module (TPM), a subscriber 
identity module (SIM), or a secure application module (SAM) with 
tamper resistance or another existing configuration may be 
installed. The secure element may not necessarily have tamper 
resistance as long as the secure element has a function capable 
of preserving a verification key of a digital signature. For 
example, a structure called Trustzone existing separately from 
a normal memory in the CPU may be used. When the process of 
activating the management target device is performed, the 
activation information 16b is generated.
[0039] The activation information 16b includes a device 
ID with which the management target device is able to be 
specified, verification time information indicating a time at 

11



which the process of activating the management target device 
is performed, a hash value of a file of data and a program used 
in the process of activating the management target device, and 
a digital signature for the management target device. The 
activation information 16b is information in which the 
verification time information, the hash value, and the digital 
signature are associated with the device ID.
[0040] Fig. 10 is a flowchart illustrating a process 
related to registration of activation information regarding the 
devices managed by the device management system 1 illustrated 
in Fig. 1. Fig. 10 illustrates a process performed by the 
terminal device 11. First, the processing unit 12 of the 
terminal device 11 detects whether there is newly generated 
activation information 16b (step S1001). The management 
target device may input the activation information 16b to the 
terminal device 11 via the communication unit 15 of the terminal 
device 11. The management target device may register the 
activation information 16b in the device change history 
distributed ledger 102.
[0041] In step S1001, when there is newly generated 
activation information 16b, the processing unit 12 registers 
the current activation information 16b in the device change 
history distributed ledger 102 (stepS1002) and ends the process 
When there is no newly generated activation information 16b in 
step S1001, the processing unit 12 ends the process directly. 
The terminal device 11 registering the information in the device 
change history distributed ledger 102 may be one of the 
information processing device 2, the loT device 5, and the 
device 16 or may be the management target device.
[0042] Fig. 11 is a block diagram illustrating a 
configuration of registration of updating information of the 
devices managed by the device management system 1 illustrated 
in Fig. 1. The device change history distributed ledger 102 
is a distributed ledger in which updating information 16c which 
is information regarding a process of updating the management 
target device in addition to the activation information 16b is 
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registered. The device change history distributed ledger 102 
is a tangle which the full node included in the device management 
system 1 has. The terminal device 11 registers the updating 
information 16c in the device change history distributed ledger 
102. The updating information 16c is a transaction in the 
device change history distributed ledger 102. The updating 
information 16c is information at the time of updating of the 
management target device. The management target device 
activated in the activation process performs an updating 
process of performing updating of a program during an operation. 
For example, the management target device receives a firmware 
patch, a program adding a new function in a function specific 
to the management target device, a program correcting bugs, and 
various kinds of data via the Internet and updates a program 
which is executed in the management target device by the 
received program or the like . In the embodiment, the management 
target device has firmware (FW) which is executed in the 
management target device and a file (File) of data used when 
a program executed in the management target device is executed. 
The firmware is also a kind of program. When the process of 
updating the management target device is performed, the 
updating information 16c is generated. The process of updating 
the management target device may include updating firmware or 
a configuration file of the management target device by, for 
example, the terminal device 11. In this case, the terminal 
device 11 registers the updating information 16c regarding the 
updating in the device change history distributed ledger 102. 
[0043] The updating information 16c includes a device ID 
with which the management target device is able to be specified, 
verification time information indicating a time at which the 
process of updating the management target device is performed, 
a hash value of a file of data and a program used in the process 
of updating the management target device, and a digital 
signature of the management target device. The updating 
information 16c is information in which the verification time 
information, the hash value, and the digital signature are 
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associated with the device ID.
[0044] Fig. 12 is a flowchart illustrating a process 
related to registration of updating information of the devices 
managed by the device management system 1 illustrated in Fig. 
1. Fig. 12 illustrates a process performed by the terminal 
device 11. First, the processing unit 12 of the terminal device 
11 detects whether there is newly generated updating 
information 16c (step S1201) . The management target device may 
input the updating information 16c to the terminal device 11 
via the communication unit 15 of the terminal device 11. The 
management target device may register the updating information 
16c in the device change history distributed ledger 102.
[0045] When there is newly generated updating information 
16c in step S1201, the processing unit 12 registers the current 
updating information 16c in the device change history 
distributed ledger 102 (step S1202) and ends the process. When 
there is no newly generated updating information 16c in step 
S1201, the processing unit 12 ends the process directly. The 
terminal device 11 registering the information in the device 
change history distributed ledger 102 may be one of the 
information processing device 2, the loT device 5, and the 
device 16 or may be the management target device.
[0046] Not only when there is new updating information 16c 
(the updating information 16c is updated) but also when the 
information is not updated, the terminal device 11 may register 
the updating information 16c indicating a current state of the 
management target device in the device change history 
distributed ledger 102 at predetermined times. The updating 
information 16c indicating the current state of the management 
target device includes a device ID with which the management 
target device is able to be specified, verification time 
information indicating a current time, a hash value of a file 
of data and a program currently executed in the management 
target device, and a digital signature of the management target 
device. The updating information 16c is information in which 
the verification time information, the hash value, and the 
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digital signature are associated with the device ID.
[0047] Fig. 13 is a flowchart illustrating a process of 
registering the updating information of the devices managed by 
the device management system 1 illustrated in Fig. 1 at 
predetermined times. Fig. 13 illustrates a process performed 
by the terminal device 11. First, the processing unit 12 of 
the terminal device 11 checks whether a predetermined time has 
passed from the registration of the previous updating 
information 16c (step S1301) . The predetermined time 
determined in step S1301 may be decided in response to a 
frequency at which the management target device can be falsified 
The predetermined time may be constant or variable. The 
management target device may input the updating information 16c 
to the terminal device 11 via the communication unit 15 of the 
terminal device 11. The management target device may register 
the updating information 16c in the device change history 
distributed ledger 102.
[0048] When the predetermined time has passed in step S1301, 
the processing unit 12 registers the current activation 
information 16b in the device change history distributed ledger 
102 (step S1302) and ends the process. When the predetermined 
time has not passed in step S1301, the processing unit 12 ends 
the process directly. The terminal device 11 registering the 
information in the device change history distributed ledger 102 
may be one of the information processing device 2, the loT device 
5, and the device 16 or may be the management target device. 
Through the process illustrated in Fig. 13, countermeasurescan 
be taken against falsification in which a non-updated state is 
simulated despite the updating of the management target device, 
and thus a current situation of the management target device 
is correctly reflected in the device change history distributed 
ledger 102.
[0049] Fig. 14 is a block diagram illustrating a
configuration in which a device manufacturing distributed 
ledger 101 and a device change history distributed ledger 102 
are referred to in the device management system 1 illustrated 
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in Fig. 1. In the device management system 1, for example, the 
terminal device 11 refers to the manufacturing information 16a 
registered in the device manufacturing distributed ledger 101, 
the activation information 16b registered in the device change 
history distributed ledger 102, and the updating information 
16c registered in the device change history distributed ledger 
102 .
[0050] Fig. 15 is a flowchart illustrating a process of 
referring to the device manufacturing distributed ledger 101 
and the device change history distributed ledger 102 in the 
device management system 1 illustrated in Fig. 1. Fig. 15 
illustrates a process performed by the terminal device 11. 
First, the terminal device 11 determines whether a process of 
checking reliability of the management target device has 
occurred (step S1501) . The process of checking reliability of 
the management target device includes, for example, a process 
of checking a state of the management target device when a 
certain suspicious motion occurs in a certain operation of the 
management target device. The process of checking the 
reliability of the management target device includes, for 
example, a process of checking reliability of the management 
target device when data from a certain management target device 
is used. The process of checking the reliability of the 
management target device includes, for example, a process of 
checking reliability of the management target device when a 
certain management target device is driven and controlled. The 
process of checking the reliability of the management target 
device includes, for example, a process of checking the state 
of the management target device when auditing or the like of 
a certain management device is necessary.
[0051] The t erminal device 11 ends the process directly 
when the process of checking the reliability of the management 
target device has not occurred in step S1501. When the process 
of checking the reliability of the management target device has 
occurred in step S1501, the terminal device 11 acquires in step 
S1502 the device ID used to specify which device is the 
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management target device checking current reliability. The 
device ID may be acquired by inputting the device ID from the 
input/output unit 13, may be acguired by receiving the device 
ID from the outside via the communication unit 15, or may be 
acquired by reading the device ID from the storage unit 14. 
Further, in step S1502, the terminal device 11 reads the 
manufacturing information 16a with regard to the acquired 
device ID from the device manufacturing distributed ledger 101, 
reads the activation information 16b with regard to the acquired 
device ID from the device change history distributed ledger 102, 
and reads the updating information 16c with regard to the 
acquired device ID from the device change history distributed 
ledger 102 .
[0052] Subsequently, the terminal device 11 determines 
the manufacturing information 16a, the activation information 
16b, and the updating information 16c read in step S1501 and 
checks the current reliability of the management target device 
(step S1503) . In step S1504, after control based on the current 
reliability of the management target device which is a 
determination result of step S1503 is performed, the process 
ends. For example, when the manufacturing information 16a read 
from the device manufacturing distributed ledger 101 includes 
information regarding components other than components 
scheduled at first, control in which the management target 
device is not used can be performed. For example, when the 
updating information 16c read from the device change history 
distributed ledger 102 includes information regarding 
irregular updating, control in which the management target 
device is not used can be performed. For example, when there 
is no suspicious point in the manufacturing information 16a, 
the activation information 16b, and the updating information 
16c, control in which the management target device is used as 
a reliable device can be performed. The terminal device 11 
performing the process of Fig. 15 may be one of the information 
processing device 2, the loT device 5, and the device 16 or may 
be the management target device. In this way, according to the 
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embodiment, a traceable environment can be supplied to the 
management target device. According to the embodiment, a third 
party can be supplied with grounds for asserting that the 
management target device is a legitimate device.
[Example 1]
[0053] Fig. 16 is a block diagram illustrating a 
configuration of Example 1 in which the device management system 
according to the invention is applied. This example is an 
example in which the device management system according to the 
invention is applied to a human tracking system that tracks 
human footprints. A human tracking system 1600 includes 
surveillance cameras 1606, 1607, and 1608 which are management 
target devices. Information regarding manufacturing, 
activation, and updating of the surveillance cameras 1 606, 1607 
and 1608 is registered in a distributed ledger 1602 at all such 
time. The reliability of the surveillance cameras 1606, 1607, 
and 1608 is guaranteed by the distributed ledger 1602. The 
distributed ledger 1602 refers to a distributed ledger 1601 in 
which evidence which is grounds for qualification as a reliable 
device is registered.
[0054] A face image of a person 1605 is registered in the 
distributed ledger 1604. The surveillance cameras 1606, 1607, 
and 1608 acquire an action history of the person 1605 passing 
installation positions of the surveillance cameras 1606, 1607, 
and 1608 by matching face images registered in the distributed 
ledger 1604 with face images of the person captured by the 
cameras. The action history is registered in a distributed 
ledger 1603. When the action history is registered, 
reliability of imaging results of the surveillance cameras 1606 
1607, and 1608 is ensured with reference to the distributed 
ledger 1602. In a shop 1609, an action pattern, a purchase 
tendency, or the like of the person 1605 can be analyzed and 
used for product purchase or product development with reference 
to the distributed ledger 1603.
[Example 2]
[0055] Fig. 17 is a block diagram illustrating a 
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configuration of Example 2 in which the device management system 
according to the invention is applied. This example is an 
example in which the device management system according to the 
invention is applied to a dangerous vehicle determination 
system that determines a dangerous driving vehicle. A 
dangerous vehicle determination system 1700 includes 
surveillance cameras 1705 and 1706 which are management target 
devices. The surveillance cameras 1705 and 1706 are mounted 
on a vehicle 1704. The surveillance camera 1705 performs 
forward imaging with respect to the vehicle 1704 and images a 
driving situation of a front traveling vehicle 1707. The 
surveillance camera 1706 performs rearward imaging with respect 
to the vehicle 1704 and images a driving situation of a rear 
traveling vehicle 1708. Information regarding manufacturing, 
activation, and updating of the surveillance cameras 1705 and 
1706 is registered in a distributed ledger 1702 at all such time. 
The reliability of the surveillance cameras 1705 and 1706 is 
guaranteed by the distributed ledger 1702. The distributed 
ledger 1702 refers to a distributed ledger 1701 in which an 
evidence which is a ground for qualification as a reliable 
device is registered.
[0056] The driving situations or vehicle numbers of the 
front traveling vehicle 1707 and the rear traveling vehicle 1708 
imaged by the surveillance cameras 1705 and 1706 are registered 
in a distributed ledger 1703. The surveillance cameras 1705 
and 1706 can acquire a vehicle number of a vehicle which has 
been driven dangerously previously with reference to content 
previously registered in the distributed ledger 1703. The 
surveillance cameras 1705 and 1706 can notify a smartphone 1710 
of a driver driving the vehicle 1704 or a navigation system 1709 
mounted on the vehicle 1704 of concern of the front traveling 
vehicle 1707 or the rear traveling vehicle 1708 being 
dangerously driven by matching the vehicle number of the front 
traveling vehicle 1707 or the rear traveling vehicle 1708 which 
is being currently imaged with the vehicle number of the vehicle 
acquired from the distributed ledger 1703 and has been driven 
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dangerously previously.
[0057] (1) According to the present invention, there is 
a device management system including a distributed ledger (the 
device manufacturing distributed ledger 101 or the device 
change history distributed ledger 102); registration means 
(S802, S1002, S1202, or S1302) for registering at least one 
piece of information in the distributed ledger among 
manufacturing information which is information regarding a 
process of manufacturing a device, activation information which 
is information regarding a process of activating the device, 
and updating information which is information regarding a 
process of updating the device; and information reading means 
(S1502) for reading the information registered in the 
distributed ledger. Thus, the device management system 
capable of improving reliability of the device is provided. By 
registering information regarding the device in the distributed 
ledger, the information can be kept from being falsified. When 
information is registered in a public distributed ledger, a 
system can be provided so that anybody can refer to information 
regarding the device. Thus, anybody can check reliability of 
the device.
[0058] (2) According to the present invention, the 
distributed ledger may be a tangle (see Fig. 6) . Thus, 
registration in the distributed ledger can be performed in real 
time. Unlike other distributed ledgers in which a fee is 
necessary at the time of registration, registration in the 
distributed ledger can be performed free of charge. It is 
possible to provide the scalable system. It is possible to 
provide the system with high affinity with micropayment in which 
virtual currency IOTA is used.
[0059] (3) According to the present invention, the 
manufacturing information may include a device ID with which 
the device is able to be specified, a component ID with which 
a component included in the device is able to be specified, a 
manufacturing line ID with which a manufacturing line in which 
the component indicated by the component ID is inserted into 
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the device is able to be specified, and manufacturing time 
information indicating a time at which the component indicated 
by the component ID is inserted into the device, and the 
manufacturing information is information in which the component 
ID, the manufacturing line ID, and the manufacturing time 
information are associated with the device ID. Thus, it is 
possible to provide the system with the improved reliability 
at the time of manufacturing of the device.
[0060] (4) According to the present invention, the 
activation information can include a device ID with which the 
device is able to be specified, verification time information 
indicating a time at which the process of activating the device 
is performed, a hash value of a file used in the process of 
activating the device, and a digital signature by the device, 
and the activation information is information in which the 
verification time information related to the process of 
activating the device, the hash value related to the process 
of activating the device, and the digital signature are 
associated with the device ID. Thus, it is possible to provide 
the system with improved reliability at the time of activation 
of the device.
[0061] (5) According to the present invention, the 
updating information may include a device ID with which the 
device is able to be specified, verification time information 
indicating a time at which the process of updating the device 
is performed, a hash value of a file used in the process of 
updating the device, and a digital signature by the device, and 
the updating information is information in which the 
verification time information related to the process of 
updating the device, the hash value related to the process of 
updating the device, and the digital signature are associated 
with the device ID. Thus, it is possible to provide the system 
with improved reliability at the time of updating of the device. 
[0062] (6) According to the present invention, the digital 
signature may be a digital signature obtained by encrypting the 
hash value of the file with a private key. Thus, information 
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regarding the device registered in the distributed ledger, the 
information can be further kept from being falsified.
[0063] (7) According to the present invention, the device 
may be an loT device. Thus, it is possible to improve the 
reliability of the loT device which is likely to be attacked 
by malware or the like at the time of access to the Internet. 
According to the present invention, even when a program 
controlling the loT device is rewritten by, for example, malware 
rewritten information is registered in the distributed ledger. 
Therefore, a current situation of the loT device can be known, 
and thus an operant can obtain a basis for decision when the 
operant determines whether to utilize the loT device.
[0064] (8) According to the present invention, there is 
a device management method of performing management of a device 
using a computer. The method includes: registering at least 
one piece of information in the distributed ledger among 
manufacturing information which is information regarding a 
process of manufacturing a device, activation information which 
is information regarding a process of activating the device, 
and updating information which is information regarding a 
process of updating the device; and reading the information 
registered in the distributed ledger. Thus, the device 
management method capable of improving reliability of the 
device is provided. By registering information regarding the 
device in the distributed ledger, the information can be kept 
from being falsified. When information is registered in a 
public distributed ledger, a system can be provided so that 
anybody can refer to information regarding the device. Thus, 
anybody can check reliability of the device.
[0065] (9) According to the invention, there is provided 
an information processing device including registration means 
for registering at least one piece of information in the 
distributed ledger among manufacturing information which is 
information regarding a process of manufacturing a device, 
activation information which is information regarding a process 
of activating the device, and updating information which is 
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information regarding a process of updating the device. Thus, 
when the information processing device registers the 
information regarding the device in the distributed ledger, the 
information regarding the device can be kept from being 
falsified. It is possible to provide the information with high 
reliability.
[0066] (10) According to the invention, there is provided 
an loT device including registration means for registering at 
least one piece of information in the distributed ledger among 
manufacturing information which is information regarding a 
process of manufacturing a device, activation information which 
is information regarding a process of activating the device, 
and updating information which is information regarding a 
process of updating the device. Thus, when the loT device 
registers the information regarding the device in the 
distributed ledger, the information regarding the device can 
be kept from being falsified. It is possible to provide the 
information with high reliability.
[0067] (11) According to the invention, there is provided 
a program causing a computer to function as registration means 
for registering at least one piece of information in the 
distributed ledger among manufacturing information which is 
information regarding a process of manufacturing a device, 
activation information which is information regarding a process 
of activating the device, and updating information which is 
information regarding a process of updating the device. Thus, 
the program capable of improving reliability of the device is 
provided. By registering information regarding the device in 
the distributed ledger, the information can be kept from being 
falsified. When information is registered in a public 
distributed ledger, a program can be provided so that anybody 
can refer to information regarding the device. Thus, anybody 
can check reliability of the device.
[0068] (12) According to the invention, in the program, 
the distributed ledger may be a tangle. Thus, registration in 
the distributed ledger can be performed in real time. Unlike 
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other distributed ledgers in which a fee is necessary at the 
time of registration, registration in the distributed ledger 
can be performed free of charge. It is possible to provide the 
scalable program. It is possible to provide the program with 
high affinity with micropayment in which virtual currency IOTA 
is used.
[0069] (13) According to the invention, in the program, 
the manufacturing information may include a device ID with which 
the device is able to be specified, a component ID with which 
a component included in the device is able to be specified, a 
manufacturing line ID with which a manufacturing line in which 
the component indicated by the component ID is inserted into 
the device is able to be specified, and manufacturing time 
information indicating a time at which the component indicated 
by the component ID is inserted into the device, and the 
manufacturing information is information in which the component 
ID, the manufacturing line ID, and the manufacturing time 
information are associated with the device ID. Thus, it is 
possible to provide the program with improved reliability at 
the time of manufacturing of the device.
[0070] (14) According to the invention, in the program, 
the activation information may include a device ID with which 
the device is able to be specified, verification time 
information indicating a time at which the process of activating 
the device is performed, a hash value of a file used in the 
process of activating the device, and a digital signature by 
the device, and the activation information is information in 
which the verification time information related to the process 
of activating the device, the hash value related to the process 
of activating the device, and the digital signature are 
associated with the device ID. Thus, it is possible to provide 
the program with improved reliability at the time of activation 
of the device.
[0071] (15) According to the invention, in the program, 
the updating information may include a device ID with which the 
device is able to be specified, verification time information 
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indicating a time at which the process of updating the device 
is performed, a hash value of a file used in the process of 
updating the device, and a digital signature by the device, and 
the updating information is information in which the 
verification time information related to the process of 
updating the device, the hash value related to the process of 
updating the device, and the digital signature are associated 
with the device ID. Thus, it is possible to provide the program 
with improved reliability at the time of updating of the device. 
[0072] (16) According to the invention, in the program, 
the registration means may register the manufacturing 
information in the distributed ledger when the device is 
manufactured through the manufacturing process. Thus, it is 
possible to provide the program with improved reliability at 
the time of manufacturing of the device.
[0073] (17) According to the invention, in the program, 
the registration means may register the activation information 
in the distributed ledger when the device is activated through 
the activation process. Thus, it is possible to provide the 
program with improved reliability at the time of activation of 
the device.
[0074] (18) According to the invention, in the program, 
the registration means may register the updating information 
in the distributed ledger when the device is updated through 
the updating process. Thus, it is possible to provide the 
program with improved reliability at the time of updating of 
the device.
[0075] (19) According to the invention, in the program, 
the registration means may register the updating information 
in the distributed ledger for each predetermined time. Thus, 
it is possible to check a situation of the device for each 
predetermined time and it is possible to provide the program 
with improved reliability of the device.
[0076] While the present invention has been described with 
reference to exemplary embodiments, it is to be understood that 
the invention is not limited to the disclosed exemplary 
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embodiments. The scope of the following claims is to be 
accorded the broadest interpretation so as to encompass all such 
modifications and equivalent structures and functions.
[0077] This application claims the benefit of Japanese 
Patent Application No . 2019-054461, filed March22 2019, which 
is hereby incorporated by reference wherein in its entirety.
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WHAT IS CLAIMED IS:

1. A device management system comprising:
a distributed ledger;
registration means for registering at least one piece of 

information in the distributed ledger among manufacturing 
information which is information regarding a process of 
manufacturing a device, activation information which is 
information regarding a process of activating the device, and 
updating information which is information regarding a process 
of updating the device; and

information reading means for reading the information 
registered in the distributed ledger.

2. The device management system according to claim 1, 
wherein the distributed ledger is a tangle.

3. The device management system according to claim 1 
or 2, wherein the manufacturing information includes a device 
ID with which the device is able to be specified, a component 
ID with which a component included in the device is able to be 
specified, a manufacturing line ID with which a manufacturing 
line in which the component indicated by the component ID is 
inserted into the device is able to be specified, and 
manufacturing time information indicating a time at which the 
component indicated by the component ID is inserted into the 
device, and the manufacturing information is information in 
which the component ID, the manufacturing line ID, and the 
manufacturing time information are associated with the device 
ID.

4. The device management system according to any one 
of claims 1 to 3, wherein the activation information includes 
a device ID with which the device is able to be specified, 
verification time information indicating a time at which the 
process of activating the device is performed, a hash value of 
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a file used in the process of activating the device, and a digital 
signature of the device, and the activation information is 
information in which the verification time information related 
to the process of activating the device, the hash value related 
to the process of activating the device, and the digital 
signature are associated with the device ID.

5. The device management system according to any one 
of claims 1 to 4, wherein the updating information includes a 
device ID with which the device is able to be specified, 
verification time information indicating a time at which the 
process of updating the device is performed, a hash value of 
a file used in the process of updating the device, and a digital 
signature of the device, and the updating information is 
information in which the verification time information related 
to the process of updating the device, the hash value related 
to the process of updating the device, and the digital signature 
are associated with the device ID.

6. The device management system according to claim 4 
or 5, wherein the digital signature is a digital signature 
obtained by encrypting the hash value of the file with a private 
key.

7. The device management system according to any one 
of claims 1 to 6, wherein the device is an loT device.

8. A device management method of performing 
management of a device using a computer, the method comprising:

registering at least one piece of information in a 
distributed ledger among manufacturing information which is 
information regarding a process of manufacturing a device, 
activation information which is information regarding a process 
of activating the device, and updating information which is 
information regarding a process of updating the device; and 

reading the information registered in the distributed
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ledger .

9. An information processing device comprising:
registration means for registering at least one piece of 

information in a distributed ledger among manufacturing 
information which is information regarding a process of 
manufacturing a device, activation information which is 
information regarding a process of activating the device, and 
updating information which is information regarding a process 
of updating the device.

10. An loT device comprising:
registration means for registering at least one piece of 

information in a distributed ledger among manufacturing 
information which is information regarding a process of 
manufacturing a device, activation information which is 
information regarding a process of activating the device, and 
updating information which is information regarding a process 
of updating the device.

11. A program causing a computer to function as 
registration means for registering at least one piece of 
information in a distributed ledger among manufacturing 
information which is information regarding a process of 
manufacturing a device, activation information which is 
information regarding a process of activating the device, and 
updating information which is information regarding a process 
of updating the device.

12 .
distributed

The program 
ledger is a

according to claim 11, wherein the 
tangle .

13 . The program according to claim 11 or 12, wherein 
the manufacturing information includes a device ID with which 
the device is able to be specified, a component ID with which 
a component included in the device is able to be specified, a 
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manufacturing line ID with which a manufacturing line in which 
the component indicated by the component ID is inserted into 
the device is able to be specified, and manufacturing time 
information indicating a time at which the component indicated 
by the component ID is inserted into the device, and the 
manufacturing information is information in which the component 
ID, the manufacturing line ID, and the manufacturing time 
information are associated with the device ID.

14. The program according to any one of claims 11 to
13, wherein the activation information includes a device ID with 
which the device is able to be specified, verification time 
information indicating a time at which the process of activating 
the device is performed, a hash value of a file used in the 
process of activating the device, and a digital signature of 
the device, and the activation information is information in 
which the verification time information related to the process 
of activating the device, the hash value related to the process 
of activating the device, and the digital signature are 
associated with the device ID.

15. The program according to any one of claims 11 to
14, wherein the updating information includes a device ID with 
which the device is able to be specified, verification time 
information indicating a time at which the process of updating 
the device is performed, a hash value of a file used in the 
process of updating the device, and a digital signature of the 
device, and the updating information is information in which 
the verification time information related to the process of 
updating the device, the hash value related to the process of 
updating the device, and the digital signature are associated 
with the device ID.

16. The program according to any one of claims 11 to
15, wherein the registration means registers the manufacturing 
information in the distributed ledger when the device is 
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manufactured through the manufacturing process.

17. The program according to any one of claims 11 to
16, wherein the registration means registers the activation 
information in the distributed ledger when the device is 
activated through the activation process.

18. The program according to any one of claims 11 to
17, wherein the registration means registers the updating 
information in the distributed ledger when the device is updated 
through the updating process.

19. The program according to any one of claims 11 to
18, wherein the registration means registers the updating 
information in the distributed ledger at predetermined times.
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