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1. Title of Invention
METHODS OF SCRAMBLING AND UNSCRAMBLING A VIDEO SIGNAL, A

SYSTEM, AN ENCODER, A DECODER, A BROADCAST SERVER, AND A

DATA MEDIUM FOR IMPLEMENTING THE METHODS

2. Claims
1/ A method of scrambling & video signal {(S) using an

encryption key (K;} for contreolling access to audiovisual
informatien, the method being characterized in that the
video signal 1s scrambled by applying (38) a tattooing
function to the video signal using a marking key (36)
derived from the encryption key, the tattoocing function
including a parameter for regulating the amplitude of the
tattooing that enables the visibility thereof in the
video signal to be adjusted.

2/ A scrambling method according to claim 1,
characterized in that the audiovisual information is

accessible from a broadcast server (10).

3/ A scrambling method according te claim 1 or claim 2,
characterized in that the audiovisual information is
stored on a data medium (12} that is accessible for
reading.

4/ A scrambling method according to any one of claims 1
to 3, characterized in that the tattooing function is
applied to motion vectors (V4 Vs, V,, V,} obtained by
encoding {20) the video signal (8).

5/ A scrambling.methéd according to claim 4,
characterized in that the tattooing function is applied
to a frequency representation (F,, F,) of said motion

vectors.

6/ A scrambling methed according to claim 5,
characterized in that the scrambling comprises the
following steps:
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- selecting (28) motieon vectors (Vg, V., V., Vq) from
a set (24) of motion vectors obtained by encecding the
video signal; |

- separating abscissa and ordinate components of the
selected vectors in two vectors respectively referred to
as the abscissa vector (V,) and the ordinate vector (Vo)

- applying (32) a one-dimensional DCT type transform
to each of said two vectors;

- applying (38} the tattooing function using the
marking key (36) to the components (F,, F,) of the DCT
transforms of the abscissa and ordinate vectors; and

‘- performing an inverse DCT transform on the
abscissa and ordinate vectors and recombining them so as
to provide new values for the selected motion vectors,

after tattooing.

7/ A scrambling method according to any one of claims 4
to 6, characterized in that the motion vectors {(Vgr Vs,
V,, V,) are extracted directly from the encoded video
stream (BS), the video signal being scrambled (46) after
being encoded (20).

8/ A scrambling method. according to any one of claims ¢
to &, characterized in that the motion vectors {Ver Vs,
V,, V,) are selected while encoding (20) the video signal,
the videc signal then being scrambled (46) while it is
being encoded.

8/ A scrambling method according to any one of claims 1
to 8, characterized in that the scrambling is combined
with invisible tattooing of the video signal (S) by
applying a tattooing functicn using a tattooing key
including information concerning author rights.

10/ A scrambling method according to claim 9,
characterized in that the author rights information
includes an identifier (UID) of the video and an
identifier of the author having rights over the video.
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11/ A scrambling method according to claim 9 or claim 10,
characterized in that said. tattooing key is combined with
the marking key (26) using a function presenting one-to-
one correspondence to generate a new marking key used
instead of the marking key (36) for scrambling the video
signal (8). ‘

12/ A scrambling method according to any cone of claims 1
to 11, characterized in that the video signal (S) is
encoded (20) in conformity with the MPEG-2 or the MPEG-4
standard.

13/ A scrambling metheod according to any one of claims 1
to 12, characterized in that spectrum spreading is

performed on the marking key (36).

14/ A scrambling method acceording to any cne of claims 1
to 13, characterized in that each image is scrambled by a
marking key (36) obtained by permutation of the marking
key of the preceding image.

15/ A method of unscrambling a video signal {S) using a
decryption key (K;), the method being characterized in
that the unscrambling is performed on a signal scrambled
by & method according to any one of claims 1 to 14.

16/ An unscrambling method according to claim 15,
characterized in that the unscrambling comprises the
following steps:

- selecting motion vectors (V' V'y, V',, V'y} from a
set of motion vectors obtained by encoding the video
signal;

- separating the abs¢issa and ordinate components of
the selected vectors in two vectors referred to
respectively to as the abscissa vector (V',) and the

ordinate vector (V' );
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- applying a one-dimensicnal DCT type transform to
each of said two vectors;

- applying a tattooing function using a marking key
(36) derived from the decryption key to. the components
(Fyr Fy) of the DCT transforms of the abscissa and
ordinate vectors; and ‘

- applying an inverse DCT transform to the abscissa
and ordinate vecteors and recombining them tc produce the
new values of the selected motion wvectors.

17/ An unscrambling method according to claim 15 or claim
16, characterized in that each image is unscrambled by a
marking key obtained by permutation of the marking key of
the preceding image.

18/ An encoder including means for analyzing motion, the
encoder being characterized in that it further comprises
means. for scrambling a video signal (S) by implementing a
method accerding to any one of claims 1 to 14.

19/ A decoder, characterized in that it includes means
for unscrambling a video signal (S8) by implementing an
unscrambling method according te any cone of claims 15 to
17.

20/ A server (10) for broadcasting a video signal (8),
the mserver being characterized in that it includes means
for scrambling the video signal (S} by implementing a
method according to any one of claims 1 to 14.

21/ An access terminal (1&) for connection to an
information transmission network (14) to receive a video
signal (S} broadcast over said network, the terminal
being characterized in that it includes means for
unscrambling the video signal (S) by implementing a
method according to any one of claims 15 to 17.
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22/ A computer-readable data medium (12), characterized
in that it includes means for storing a video signal (S)
that has been scrambled using a method according to any
one of claims 1 to 14.

23/ A system for scrambling and unscrambling a video
signal (S) using an encryption key (K,) for contrelling
access to audiovisual information, the system comprising
a broadcast server (10) for broadecasting the video signal
(S5) associated with storage means (12) for storing the
video signal (8), and connected to an information
transmission network (14) for broadcasting the video
signal (8), the system being characterized in that it
includes means for scrambling the video signal (S) by
implementing a method according to any one of claims 1 to
14.

24/ A scrambling and unscrambling system according to
claim 23, characterized in that it further comprises an
access terminal (16) connected to the information
transmission network (14), saild access terminal {(186)
including means for unscrambling the video signal (S) by
implementing a method according to any one of claims 15
to 17.
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3. Detailed Descriptionof Invention
The present invention relates to a method of

scrambling a video signal using an encryption key for
controlling access to audiovisual information transmitted
by a broadcast server.

The invention also provides a method of unscrambling
a video signal, and a system, an encoder, a decoder, a
broadcast server, and a data medium for implementing said
methods.

There exist numerous scrambling methods implemented
for controlling access to audiovisual information. For
example, one solution is provided by the DVB Scrambling
method of the digital video broadcasting {DVB)
consortium.

Those methods generally make use of an encrypticn
key for scrambling the video signal. The scrambling is
generally based on performing an exclusive-OR (XOR)
operation between the non-scrambled stream and the
encryption key.

For example, in the context of broadcasting
programs, a user desiring teo access audiovisual
information receives the scrambled signal together with a
message of the Entitlement Control Messagé {ECM} type
which represents an MPEG-2 Transport Stream {(MPEG-2 TS)
packet conveying, amongst other things, a decryption key
associated with the encryption key. It is the decryption
key which is used for unscrambling the videa.

Unfortunately, the result of that type of scrambling
method is to supply the user with a video signal that is
scrambled but that cannot be viewed. The scrambled video
signal does not make it possible for the user to get some
idea 'of the audiovisual content prior to unscrambling.

The present invention seeks to remedy that drawback
by providing a method of unscrambling a videc signal that
enables the video content to be scrambled while
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nevertheless ensuring that it remains viewable to some
extent.

To this end, the invention provides a scrambling
method of the above-specified type, characterized in that
the video signal is scrambled by applying a tattocing
function to the wvideo signal using a marking key derived
from the encryptiocn key, the tattooing function including
a parameter for regulating the amplitude of the tattooing
that enables the visibility thereof in the wvideo signal
to be adjusted.

A scrambling method of the invention may further
comprise one or more of the following characteristics:

- the audiovisual information is accessible from a
breadcast server;

- the audiovisual information is stored on a data
medium that is accessible for reading;

- the tattooing function is applied to.motion
vectors obtained by encoding the videc signal;

- the tattooing function is applied to a frequency
representation of said motion vectors;

~ the scrambling comprises the following steps:

. selecting motion vectors from a set of motion
vectors obtained by encoding the video signal;

. separating abscissa and ordinate components
of the selected vectors in two vectors respectively
referred to as the abscissa vector and the ordinate
vectbr;

. applying a one-dimensional Discretes Cosine
Transform (DCT) type transform to each of said two
vectors; - ‘

. applying the tattooing function using the
marking key to the comporents of the DCT transforms of
the abscissa and ordinate vectors; and

. performing an inverse DCT transform on the
abscissa and ordinate véctors and recombining them so as
to provide new values for the selected motion vectors,
after tattooing:
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- the motion vectors are extracted directly from the
encoded video stream, the video signal being scrambled
after being encoded; .

- the motion vectors are selected while encoding the
video signal, the video signal then being scrambled while
it is being encoded; '

- the scrambling is combined with invisible
tattooing of the video signal by applying a tattooing
function using a tattooing key including information
concerning author rights; |

- the author rights information includes an
identifier of the video and an identifier of the author
having rights over the video;

- said tattooing key is combined with the marking
key using a function presenting one-to-one correspondence
to .generate a new marking key used instead of the marking
key for scrambling the videc signal;

- the video signal is encoded in conformity with the
MPEG-2 or the MPEG-4 standard;

- spectrum spreading is performed on the marking
key; and

- each image is scrambled by a marking key obtained
by permutation of the marking key of the preceding image.

The invention alsoe provides a method of unscrambling
a video signal using a decryption key, the method being
characterized in that the unscrambling is performed on a
signal scrambled by a scrambling method as described
above.

The unscrambling method may further comprise one or
more of the following characteristics:

- it comprises the following steps:

. selecting motion wvectors from a set of motion
vectors obtained by encoding the video signal;

. separating the abscissa and ordinate
components of the selected vectors in two vectors
referred to respectively to as the abscissa vector and
the ordinate wvector:
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. applying a one-dimensional DCT type transform
to each of said two vectors;

. applying a tattooing function using a marking
key derived from the decryption key to the components of
the DCT transforms of the abscissa and ordinate vectors:;
and '

. applying an inverse DCT transform to the
abscissa and ordinate vectors and recombining them to
produce the new values of the selected motion vectors;
and

- each image is unscrambled by a marking key
obtained by permutation of the marking key of the
preceding image.

The invention also provides an encoder including
means for analyzing motion, the encoder being
characterized in that it further comprises means for
scrambling a video signal by implementing a scrambling
method as described above.

'The invention also provides a decoder, characterized
in that it includes means for unscrambling a video signal
by implementing an unscrambling method as described
above. '

The invention also provides a video signal breadcast
server characterized in that it includes means for
scrambling the video signal by implementing a. scrambling
method as described above.

' The invention also provides an access terminal for
connection to an information transmission network to
receive a video signal broadcast on the network, the
terminal being characterized in that it includes means
for unscrambling the video signal by implementing an
unscrambling method as. described above.

The invention also provides a computer-readable data
medium, characterized in that it includes means for
storing a video signal scrambled using a scrambling
method as described above.
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Finally, the invention alsc provides a system for
scrambling and unscrambling a video signal using an
encryption key for contrelling access to audiovisual
information, the system comprising a broadcast server for
broadcasting the video signal associated with storage
means for storing the video signal, and connected to an
information transmission network for broadcasting the
video signal, the system being characterized in that it
includes means for scrambling the video signal by
implementing a scrambling method as described above.

A scrambling and unscrambling system of the
invention may also include the characteristic whereby it
includes an access terminal connected to the information
transmission network, said access terminal including
means for unscrambling the video signal by implementing
an unscrambling method as described above.

The invention will be better understcod from the
following description, given purely by way of example-and
made with reference ta the accompanying drawings.

The system shown in Figure 1 comprises a server 10
for broadeasting audiovisnal information steored in i
database 12 connected thereto.

The broadcast server 10 is of conventional type and
comprises, for example, a central processor unit (CPU)
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associated with randem access memory (RAM) and read-only
memory (ROM) for implementing a method of scrémbling
audiovisual information that is to be broadcast.

The broadcast server 10 is alsc connected to an
information transmission network 14, such as the
Interﬁet. Scrambled audiovisual information can thus be
transmitted via this network to at least one identified

.client_terminal 146.

Means for secure data exchange using a conventiocnal

protocol are installed on the broadcast server 10 and

also on the client terminal 16.

The installation of such secure data exchange means
is necessary for implementing a method of exchanging
confidential data, as described below with reference to
Figure 4.

The scrambling method shown in Figure 2 is
implemented by the broadcast server 10 using its software
and hardware means. Its function is to process a video
signal in order to scramble it.

In this implementation, the broadcast server 10
includes an encoder 20, e.g. an MPEG-2 encoder, adapted
to receive as input a source video.signal 3 and to
deliver as output an encoded binary signal ready to be
modulated prior to being broadcast over the network 14.

In this case, the client terminal 16 is provided
with an MPEG-2 type decoder in order tc be able to decode
and display the source signal S.

The broadcast server 10 can also use an MPEG-4
standard enceder, .in which case the c¢lient terminal
decoder 16 must likewise comply with the MPEG-4 standard.
It is also possible to use any other encoder that scans
motion in a multidimensional sequence including a time
component.

In conventional manner, the encoder 20 has a module
22 for estimating motion which associates a matrix of
motion vectors 24 with a given image of the video signal
5.
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This matrix of motion vectors serves to generate a
predicted image of the image in gquestion on the basis,
for example, of the preceding image of the video signal,
by moving macroblocks of pixels thereof. as a function of
the motion vectors.

As a result, it is possible to transmit only the
matrix 24 of motion vectors and the content of a residual
image that is the result of taking the difference between
the image under consideration and its predicted image, in
order to enable the decoder to restore the image under
consideration. Starting from the preceding image, it is
possible to reconstruct the predicted image on decoding
using the matrix 24 of motion vectors, and it is then
possible to restore the image under consideration by
adding the transmitted residual image’ to the predicted
image. This conventional method enables the video signal
S to be compressed efficiently.

The matrix 24 of motion vectors shown in this figure
comprises nine motion vectors V, to V,. Naturally, the
number of motion vectors is generally greater. Only nine
are shown in order to clarify the description below.

During a step 26, the broadcast server 10 generates
an encryption key K; associated with the video signal S.
This key is stored in the database 12 together with the
corresponding audiovisual data.

Thereafter, during a step 28, the broadcast server
10 s&lects in pseudo-random manner from said encryption
key a set 30 of moticon vectors from the motion vectors of
the matrix 24. 1In this example, the selected set of
motion vectors is constituted by the vectors Vg V,, V,,
and Vg.

Thereafter, the server 10 separates the abscissa and
ordinate components cof the selected vectors into twe
vectors referred respectively as the abscissa vector Vv,
and the ordinate vector V,. Thus, the vector V, comprises
four components representing the abscissas of the four
vectors in the set 30, i.e.:
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Ve = Veer Vsyr Vo Vo)

Similarly, V, comprises four components taken from
the ordinates of the four vectors of the set 30, i.e.:

Vy = (Veyr Vsyr Vayr Vol

During fecllowing step 32, the broadcast server 10
applies a transform of the one~-dimensional DCT type to
each of these two vectors.

This produces two vectors F, and F, representing the
vectors V, and V, respectively, but in the frequency
domain.

These two new vectors have the following components:

Fy = (Fgur Foxs Fper Fy) and Fy = (Fg, Fyyp Fpyp Fyy)

During a step 34 following the step 26 of generating
the encryption key, the broadcast server 10 generates a
marking kKey 36 representing a binary version of the
encryption key K;, in which zero values are replaced by
the value -1.

In order to make the scrambling even more robust, it
is advantageous also to spread the spectrum of the
marking key 36. To do-this, the marking key is
oversampled and then random noise is added thereto.
Redundarncy is thus created in the marking key which is,
in addition, scrambled by the noise.

The marking key has as many binary components as
there are motion vectors selected during step 28, i.e.
the marking key 36 has as many components as each of the
vectors F, and F,. In this example, a marking key 36 is
shown that has four binary components, with the first and

last components having the wvalue -1 and the second and

third components having the value 1.

The marking key 3¢ obtained during step 34 is
inserted into the selected moticn vectors during a step
38 by applying the following tattooing functicn:

if Wy = -1, then F'X, = FX; + Wya and F'Y;, = FY,,

else F'X, = FX; and F'Y, = ¥Y, + W,

where W;, FX;, FY;, F'¥;, and F'Y, represent,
respectively, the i-th components of the marking key 36,
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of the vectors F, and F,, and of new values F', and F', for

v
the vectors F, and F, after tattooing.

o is a coefficient that is selected a priori,
representing the strength of the marking. The greater
the value of a, the greater the modification to the
frequency components of the selected motion vectors, and
the greater the extent to which the scrambling is visible
in the video signal.

As a result of this operation, on leaving step 38,
the following two vectors are obtained:

F'y = (Feer Flses Floer Foi) and F'y = (F'g,, Fy Fpy, Fly)

The method then moves onto a step 40 during which
the broadcast server 10 applies an inverse DCT transform
to the vectors F', and F', so as to output two vectors V',
and V', in which all of the components differ from the
components of the vectors V, and V,. Thus, it can be seen
that the insertion of the marking key 36 into the
selected motion vectors is spread over all of the
components thereof.

Thereafter, the server 10 combines the new
components of the vectors V', and V', so as to
reconstitute a set 42 of four motion vectors
corresponding to scrambled values for the initially
selected vectors V,, Vg, V,, and V.

These new motion vectors are written'V‘s, Vg, V',
and V',.

' These new vectors V';, V'y, V',, and V', replace the
vectors Vg, Vg5, V,, and Vg in order to provide a new matrix
44 of moticn vectors., This new matrix 44 makes it
possible on decoding to obtain a scrambled version of the
initial image under consideration.

The set of steps enabling the matrix 44 to be
generated from the matrix 24 of motion vectors, i.e. the
set constituted by the steps 26, 28, 32, 34, 38, and 40
is referred to below as the scrambler module and is given
an overall reference 46.
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In the encoder 20, in conventional manner, motion
estimation is reiterated on each image of the video
signal 5 so as to obtain, at the output from the enccder
20, a scrambled binary signal BS' in which all of the
matrices of motion vectors are scrambled, and which can
be stored in the database 12 prior to being broadcast
over the network 14,

On each iteration, it is possible to implement a
conventional permutation on the marking key prior to
inserting it in the following video image so as to make
the key even more difficult to detect. '

Optionally, the above-described method includes a
step (not shownf of invisible tattooing of the video
signal S.

This tattooing is performed in conventional manner
by applying a tattooing function to the signal, for
example a function similar to that described above, hut
with a value for o that is low enough for the tattocoing
to be invisible, and using a second marking key. This
second marking key, referred to as the "tattooing key” is
constituted, for example, by an identifier of the author
having rights in the video.

The tattooing step can be performed independently of
the scrambling, and either before or after the scrambler
module 46. '

The tattooing step may alsc be combined with
scrambling. It is possible to correlate the tattooing
key and the marking key 36 using a function providing
one-tc-one correspondence such as an XOR function so as
to generate a new marking key referred to as the
"tattooed marking key". This tattcoed marking key is
then used by the scrambler module 46 instead of the
marking keay 36.

‘The one-to-one relationship of the correlation
function makes it possible to ensure that the signal can
be unscrambled without necessarily removing its
tattooing.
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Figure 3 shows a second implementation of the
scrambling method shown in Figure 2,

Whereas in the preceding example, the scrambler
module 46 is shown aé being an integral portion of the
encoder 20 and as operating after a step 22 of estimating
motion, the implementation of Figure 3 shows a scrambler
module 46 that is independent of the encoder 20.

In this implementation, the video signal S is
initially processed by the encoder 20 to provide a binary
signal BS at its output.

The binary signal BS is then input to a syntax
analyzer 58 capable of automatically extracting. the
matrix 24 of motion vectors. As before, this matrix 24
is input to the scrambler module 46 so as to obtain, at
the output thereof, a new matrix 44 that is scrambled.

Finally, during a last step 60, the new matrix 44 is
reintroduced into the binary signal BS, replacing the old
matrix 24 so as to provide the scrambled binary signal
BS'. This operation is performed on all of the matrices
of motion vectors in the binary signal BS.

In this implementation, the above-described
tattooing step can likewise be performed either
independently of the scrambler module 46, or in
combination with scrambling.

Since the client terminal 16 is provided with a
decoder that is compatible with the MPEG-2 standard, it
is cépable of decoding the binary signal BS' broadcast by
the broadecast server 10.

In addition, if the client terminal 16 possesses the
encryption key K,, it is also capable of reconstituting
proper values for the scrambled motion vectors by
implementing a method that is the dual of the scrambler
module 46 as described above. This dual method, referred
to as an unscrambler method, is described in detail helow
with reference to Figure 5.
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To enable the client terminal 16 to perform
unscrambling, a method of transmitting the encryption key
K, is described with reference to Figure 4.

During a first step 50, the client terminal 16
downloads a scrambled binary video signal BS' from the
broadcast server 10.

During the following step 52, the user terminal 16
requests the broadcast server 10 to download an
unscrambling application to view the content of the video
of interest.

On receiving this request, the broadcast server 10
generates an identifier UID and a secret key K; obtained
by applying a hashing function to the identifier UID and
a master key Kg.

During the following step 54, the broadcast server
send the unscrambling application requested by the client
terminal 16. In secure manner, this application includes
the identifier UID and the secret key:Ks. The key K; is
stored by the user terminal in a manner that is securs.
Therefore the user cannot access it.

Thereafter, during a step 56, a method of purchasing
the rights to view the video is implemented between the
client terminal 16 and the broadcast server 10. Once
purchase has been performed, the broadcast server 10
extracts from the database 12 the encryption key K; that
enables the video content to be unscrambled and it
enciphers it using an encryption function E which
depeﬁds on the secret key K,.

This produces an enciphered encryption key K.
Finally, during a final step 58, the broadcast
sarver 10 transmits the enciphered encryption key to the

client terminal 16.
The client terminal can restore the encryption key K;

from the enciphered encryption key and the secret key K

stored in the downloaded application, using a decryption
function Dgg that is the dual of the encryption function

Eqs-
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The client terminal 16 includes a decoder 60 shown
in Figure 5.

The decoder 60 receives as input the scrambled
binary video signal BS' and it outputs the unscrambled
and decoded signal S ready for display on a display
screen of the client terminal 16. '

The decoder 60 includes in particular a module &2
for extracting motion vectors. This extraction module 62
cutputs a matrix 64 of motion vectors identical to the
matrix 44.

At least part of this matrix 64 comprises motion
vectors that are scrambled, which it delivers to the
input of an unscrambler module 66 of the decoder 60. The
unscrambler module 66 has conventioconal software means for
implementing a method comprising a first step 68 for
pseudo-random selection of motion vectors. During this
step, the selection is implemented using the encryption
key K, in the same manner as the in step 28, i.e. using
the same pseudo-random selection algorithm. As a result,
the vectors that are selected during this step are the
same vectors as those that were selected during the step
28. This constitutes the set 42 of vectors V', V',, V',,
and V',.

Thereafter, the abscissa and ordinate components of
thase four vectors are separated into two vectors
referred to respectively as the abscissa vector V', and
the brdinate vector V',.

Puring the following step 70, a one-dimensional DCT
type transform is applied to each of these two vectors V'
and V'_,

This produces the two above-described vectors F', and
F',, representing each of the vectors V', and V', in the
frequeancy domain.

%

‘During a step 72 identical to the step 34, the
client terminal 16 generates the marking key 36 from the
encryption key K,. In the same manner as above, spectrum
spreading may also be performed on the marking key 36.
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During the step 72 following the step 70, the
marking key 36 which was inserted in the components of
the motion vectors selected during scrambling of the
video signal S, is now removed from said vectors by
applying the follow1ng function, which is a dual of the
above-described tatt001ng function:

if W, = -1, then F'X;, = FX; - W;a and F'Y; = FY

else F'X;, = FX; and F'Y;, = FY, - Wa,

Az a result of this operation, on leaving step 72,

ir

the following two vectors are obtained:

Fy = (Fexr Foxr Fpyr Foe) and Fy = (Fgy, Fgyy Fypr Fyy)

The method then moves onte a step 74 during which an
inverse DCT transform is applied to the vectors F, and F,
to obtain the two vectors V, and V, respectively
comprising the abscissa components and the ordinate
components of the unscrambled selected motion vectors.

Thereafter, the components of the vectors V, and V,
are combined so as to reconstitute the set 30 comprising
the motion vectors Vv, V., Vé, and V,.

As a result, at the output from the unscrambler
module 6&, there is provided the matrix 24 of unscrambled
motion vectors.

As for scrambling the signal S during encoding,
unscrambling can be performed independently of decoding,
by a method that is the dual of the method described with
reference to Figure 3,

"It can clearly be seen that a method of the
invention for scrambling a video signal makes it possible
to improve the broadcasting of paid-for audiovisual
content by enabling the transmitted video signal to be
scrambled but without preveriting it being viewed by a
user who is potentially interested.

Another advantage of the above-described invention
is that it enables invisible tattooing of the video
content to be combined with scrambling thereof.
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4. Brief Description of Drawings

- Figure 1 is a diagram showing the structure of a
system for brecadcasting a video signal using a method of
the invention.

- Figure 2 shows the various steps of a first
implementation of the scrambling method of the invention.
~ Figure 3 shows the various steps of a second
implementation of a scrambling method of the invention.

- Figure 4 shows a method of exchanging keys for
unscrambling a video signal scrambled using a method of
the invention.

~ Figure 5 shows the various steps of an
unscrambling method of the invention.

1. Abstract

The invention relates in particular to a method of
scrambling a video signal (8) using an encryption key (Kp)
for controlling access to audiovisual information. The
video signal is scrambled by applying (38) a tattooing
function to the video signal by using a marking key (36)
derived from the encryption key, the tattooing function
including a parameter for regulating the amplitude of
tattooing so as to enable the visibility of the tattocing
in the wvideo signal to be adjusted. The invention also
provides a dual unscrambling method, and a system, an
enceder, a decoder, a broadcast server, and a data medium
for implementing said methods.

2. Representative Drawing
Fig. 2
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