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ABSTRACT

Computer system and method for providing a failure resistant

data processing service
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The present invention relates to a data processing system, such as a client-
server system, that uses one or more Web services as potential replacements if
the server computer and / or a component that is used by the server computer
for providing a particular data processing service becomes unavatiable.
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Computer Systems And Methods For Providing Failure Protection

Fleld of the Invention

The present invention relates to the field of data processing, and more
particularly without limitation to failure resistant data processing techniques.

Background and Prior Art

Many of today’s database architectures rely on a central database approach. A
central database has the advantage of providing a single point of access for
data storage and quick and efficient searching.

On the down side, a single, centralised database aiso provides a single point of
failure. For example, the server hosting the centralised database may go down.
Without a redundant system in piace, such as mirroring, the loss of the server
will generally enforce a network-wiie work stoppage.

The same applies analogously to data processing services provided by so-
called Web services. Web services are an emerging technology that offers the

dual promise of simplicity and pervasiveness. Web services represent the next

- level of function and efficiency in e-business. A Web service can be viewed as

any mechanism by which an application or data processing service can be
provided to other applications on the Intemet.

Web servicas may be informational or trangactional. That is, some services
provide information of interest to the requestor while other services may actuaily
lead to the invocation of business procedures. Exampies of publicly available
Web services today inciude stock quote services, services to retrieve news from
Web news sources, and cutrency conversion services.
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One example of Web services are the services responsive to simple object
access protocol (SOAP) messages. SOAP is an application invocation protocol
that defies a protocol for exchanging information encoded as XML messages.
Normally these services are described by WSDL (Web Service Description
Language) notation stored in WSDL documents. A WSDL document can be
stored in numerous ways such as in a file, in a DB2 XML registry / repository, or
in a DB2 based UDDI registry, for example. UDDI (Universal Description,
Discovery, Integration) is a protocol for de_scribing Web services such that
interested parties may easily discover them.

Service
praviders may register their services in a UDDI, specifying technical information
about how to invoke the service. Often a WSDL document is stored in a UDDI
registry in order to define the messages a particular Web services accepts and
generates.

The design of UDDI allows enterprises that own Web service enabled
applications to publish data about themselves and their services. By providing
this information, UDDI implements a simplified form of searching for those
interested in locating a particular service in which to fulfil an application process.
The conventional UDDI search is focussed on single search criteria such as
business name, business location, business categories, business identifier,
service type by name, and discovery URL (Uniform Resource Locator).

Various approaches for implementing Web services are known from the prior
art, such as from US patent applications 20030093436A1, 20030055368A1,
20030055624A1. 20030018661, 20030110242, 20030163513A1,

20040064503A1, 20040045005A1, 20040003130A1, 20030187841A1.

However. a common disadvantage of Web services is that they present a single
point of failure just like common central databases do. If a Web service fails the
respective informational and / or transactional data processing service provided
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by the Web service becomes unavailable. For example, this can be caused by
a failure of the web server that provides the Web service.

Summary of the Invention

The present invention provides for a server computer system that has means
for receiving a request from a client computer system. The server computer
system has means for accessing a data processing component for processing
the request. The data processing component can be an integral part of the
server computer system or an external component that is closely or loosely
coupled to the server computer system. For example, the data processing
component is an internal or external database.

The means for accessing the data processing component are adapted to send
the client’s request to a Web service, if the data processing component
becomes unavailable. The Web service that receives the request from the
server computer system performs substantially the same data processing
service, such as informational and / or transactional data processing services,
as the default data processing component. Hence, the Web service provides a
backup for the data processing component which makes the server computer
system more failure resistant with respect to data processing services provided
in response to client requests. In fact, depending on the properties of the
selected Web service, the requesting client may not even recognise that a
failure of the default data processing component of the server computer system
has occurred as the same or a substantially similar result is provided from the
Web service.

This approach has the advantage of providing a single point of access for
receiving the client request while avoiding the single point of failure problem.

In accordance with a preferred embodiment of the invention the server
computer system has storage means for storing a locator of the Web service.
For example, a pre-defined URL of the Web service and a WSDL description of
the Web service is stored in the storage means. In case of failure of the default
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data processing component, the Web service is accessed using the URL and
WSDL description stored in the storage means.

In accordance with a preferred embodiment of the invention a plurality of Web
services Is used as potential replacements for the default data processing
component. This plurality of Web services can be pre-selected and stored in a
static list or it can be dynamic.

A dynamic list of potential replacement Web services for the failing data
processing component can be provided by querying a UDDI In order to identify
a plurality of Web services that match a given profile. The query returns a set of
Web services that offer similar data processing services as the data processing
component. A ranking value is calculated for each Web service of the plurality
of Web services which are thus identified. The ranking value can be calculated
using a pre-defined criterion, such as the cost of the Web service, its
availability, the quality of the services provided etc.

After the dynamic list of Web services has been generated an attempt is made
to access the Web service having the highest ranking value in the list. If the
highest ranking Web service of the dynamic list is unavailable or does not
deliver a desired result, an access attempt to the second highest ranking Web
service of the dynamic list is made etc., until an operational Web service in the
list is found.

For example, a Web service of a supplier provides information regarding
availability and cost of a service, product or material required by a client. If the
Web service does not deliver a desired result, i.e. an offer that meets the
client’s requirements in terms of cost and/or availability, the next Web service
on the list is used, etc.

In accordance with a further preferred embodiment of the invention the format of
the request received from the client computer system is transformed to a format
in compliance with the WSDL description of the replacement Web service.
Likewise the format of the Web services response is transformed back into the
domain of the client computer system. Again, the WSDL description of the Web
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service can be used as an input parameter for performing the back
transformation.

In another aspect the invention relates to a client computer system. The client
computer system is coupled to a server computer system that provides a data
processing service to the client computer system. When the server computer
system becomes unavailable the client computer system resends its request for
the data processing service to a replacement Web services. As in the server
computer embodiments, the client computer system can store a predefined URL
and WSDL of a single Web service that can act as a replacement in case of
failure of the server computer system or a static list of potential replacement
Web services. As a further alternative a dynamic list of potential replacement
Web services is generated in response to failure of the server computer system.

In still another aspect the present invention relates to a data processing system
that has a plurality of client computer systems and at least one server computer
system that provides data processing services to the client computer systems.
Both the client computer systems and the server computer system store one or
more locators of potential replacement Web services in case of failure of the
server computer system and / or failure of the default data processing
component that is accessed by the server computer system for providing the
data processing service.

This way a two stage mechanism is provided as a failure protection:

The first stage is constituted by the server computer system. If the default data
processing component used by the server computer system for providing the
data processing service fails, the server computer system forwards the client
request for the data processing service to a replacement Web service.

The second stage for the failure protection is constituted by each individual
client computer system. If the server computer system itself goes down, it
cannot provide access to one of the replacement Web services. In this case an
afflicted client computer system autonomously determines a replacement Web
service and re-sends its requests to the replacement Web service.
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If, for example, static lists containing locators of potential replacement Web
services are stored both in the server computer system and the client computer
systems and if the default data processing component used by the server
computer system for providing the data processing service fails, the server
computer system uses its static list of Web services in order to identify a
replacement Web service. If the server computer system itself goes down, the
afflicted client computer systems use their private static lists in order to
autonomously identify respective replacement Web services.

In order to limit the administrative overhead for maintaining the static lists of
replacement Web services in the server computer system and the client
computer systems it is preferred that the static list of the server computer
system is updated more frequently than the static lists in the client computer
systems.

Brief Description of the Drawings

In the following preferred embodiments of the invention are described In greater
detail by way of example only by making reference to the drawings in which:

Figure 1 is a block diagram of an embodiment of a failure resistant data
processing system,

Figure 2 shows a flowchart illustrating a preferred mode of operation of the
data processing system of figure 1.

Figure 3 shows an aiternative embodiment of the data processing system
of figure 1,

Figure 4 shows a flowchart illustrating a preferred embodiment of a method
for generating assorted list of potential replacement Web services,

Figure shows a block diagram of an alternative embodiment of the data
processing systems of figures 1 and 3,

Figure 6 is a flowchart illustrating a preferred mode of operation of the data
processing system of figure 5.



10

15

20

25

CA 02494443 2005-01-26

Detailed Description

Figure 1 shows data processing system 100 that has at least one server
computer 102. A plurality of client computers is coupled to server computer 102
via a computer network such as Internet 106. For convenience of explanation
only client computer 104 is considered in the following.

Client computer 104 has processor 108 for running program 110. Program 110

implements the HTTP protocol for communicating with server computer 102 via
Internet 106.

Likewise server computer 102 has processor 112 for running program 114.
Program 114 implements the HTTP protocol for communicating with client
computer 104. Program 114 has program module 116 for accessing database
118 that is coupled to server computer 102. Further, program 114 has program
module 120 for accessing a Web service.

Server computer 102 has storage 122 for storing the URL and the WSDL
description of replacement Web service 124.

In operation program 110 of client computer 104 sends client request 126 to
server computer 102 via Internet 106. Client request 126 can be of an
informational or transactional nature depending on the application. For
example, client request 126 specifies a database query.

When server computer 102 receives client request 126 program module 116 is
invoked in order to execute the query as specified in client request 126. When
database 118 is unavailable program module 120 is invoked.

Program module 120 reads the URL of the replacement Web service 124 from
storage 122 as well as the WSDL description of the replacement Web service.
Program module 120 reformats client request 126 in order to generate Web
service request 128 that is in compliance with the WSDL description of
replacement Web service 124. If client request 126 has a format that is
acceptable to Web service 124 no such reformatting is necessary.



10

15

20

25

30

CA 02494443 2005-01-26

8

Program module 120 sends Web service request 128 to Web service 124 via
Internet 106. Web service 124 returns Web service response 130 to server
computer 102. Web service response 130 is reformatted in order to transform it
back into the client domain, if necessary. The resulting server response 132 is
sent from server computer 102 to client computer 104 via Internet 106.

In one application server computer 102 belongs to an operator of a wireless
mobile telecommunication network. Subscriber information of the registered

users of the telecommunication network is stored in database 118. This

information includes the payment histories of the subscribers and a credit rating.

Client computer 104 is located at a point of sales that offers subscription
agreements for the telecommunication network. When an individual enters the
point of sales and requests a subscription agreement, personal data that
unequivocally identify the individual, such as the individual's name and birthday,
are entered into client computer 104.

Client request 126 contains the individual’'s name and birthday in order to
specify a corresponding database query. |f database 118 is available it is
checked by querying database 118 whether the individual is already a
subscriber. If this is the case credit rating information is returned from database
118 and sent to client computer 104 by means of server response 132. Based
on the credit rating information the subscriber’'s request for entering an
additional subscription agreement can be accepted or declined. This is
especially important if the subscription agreement encompasses the sale of a
subsidised cellular phone. Only if the subscriber is sufficiently credit worthy the
operator has a reasonable chance of recovering the cost for the subsidised
cellular phone that is given to the subscriber as a part of the aaditional
subscription agreement.

If database 118 becomes unavailable due to a hardware or software failure or
due to servicing, program module 120 is invoked. Program module 120 reads
the URL of a replacement Web service that delivers credit rating information.
Examples of such Web services include Dunn & Bradstreet, Credit Reform, etc.
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Program module 120 transforms client request 126 into Web service request
128 using the WSDL description of the replacement Web service.

The Web service response 130 containing the requested credit rating
information of the individual is received by server computer 102 and is
transformed back by program module 120 into the format of the client domain.
The resulting server response 132 containing the credit rating information is
sent back to client computer 104. As a result client computer 104 receives the
same or substantially similar information as to the individual’'s credit rating. This
has the advantage that an informed decision can be made regarding

acceptance or refusal of the individual's request for entering a subscription
agreement.

It is to be noted that server computer 102 can also use Web service 124 if the
requested credit rating information is not stored in its database 118. This can
be due to the fact that the individual is not a subscriber and / or due to
corruption of database 118. In both instances the requested information is not
available from the default resource, i.e. database 118, such that replacement
Web service 124 is used instead.

Figure 2 shows a corresponding flowchart. In step 200 the server computer
receives the client request. The client request can be of an informational or
transactional nature. For example, the client request specifies a database

query.

In step 202 the server computer sends the query that is specified in the client
request to the database. The database can be closely or loosely coupled to the
server computer. In particular, the database can be an integral part of the
server computer or it can be an external database. For example, the database
is provided by a default Web service. In this case the server computer performs
the database access via the Internet.

In step 204 the server computer determines whether a query result has been
received. For example, if no result has been received within a predefined time
window after the query has been sent in step 202, the server computer's
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determination is that the database is unavailable. In this case the control goes
to step 206 where the URL and WSDL of a replacement Web service is read.
In step 208 the client request is transformed to a corresponding Web service
request. Preferably the transformation is performed using the WSDL
description of the replacement Web service in order to bring the client request
into conformity with the format and structure of messages that are acceptable
by the replacement Web service.

In step 210 the web service request is sent to the replacement Web service via
the Internet using the URL read in step 206.

In step 212 a response is received from the replacement Web service
containing the query result. The Web service response is transformed back to
the client domain in step 214. Again the WSDL of the replacement Web service
can be used for the back transformation for inversion of the transformation from
the client domain to the Web service domain. In step 216 the resulting
response is returned to the client.

If the database is available the control goes directly from step 204 to step 218
where the response provided by the database is returned to the client.

Figure 3 shows an alternative embodiment of data processing system 100.
Elements of figure 3 that correspond to elements of figure 4 are designated by

the same reference numerails.

In contrast to the embodiment of figure 1 the replacement Web service that is to
be used in case of failure of database 118 is not predefined. Rather storage
122 stores a predefined UDDI query 134. Program 114 has an additional
program module 136 for reading UDDI query 134 and sending it to UDDI 138
via Internet 106. Further, program 114 has program module 140 for calculating
ranking values for the potential alternative Web services returned from UDDI
138. For example, a ranking value is calculated using a number of predefined
criteria such as the cost, availability, coverage, last update etc., of a given Web

service or a combination of such criteria.

The results are stored as table 142 in storage 122.
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In operation server computer 102 receives client request 146 as in the
embodiment of figures 1 and 2. When database 118 is unavailable program
module 136 is invoked. Program module 136 reads UDDI query 134 from
storage 122 and sends UDDI query 134 to UDDI 138.

UDDI 138 returns response 144 that contains the URLs and WSDLs of the Web
services registered in UDDI 138 that match UDDI query 134. When server
computer 102 receives response 144 program module 140 is invoked in order
to calculate a ranking value for each of the potential replacement Web services
identified in response 144. The Web services are sorted by the ranking values
which provides table 142 that is stored in storage 122.

In the example considered here response 144 identifies a plurality of Web
services A, B, C, ... together with the respective WSDL descriptors. Program
module 140 calculates a ranking value for each of these Web services, such as
ranking value X for Web service A, ranking value Y for Web service B, ranking
value Z for Web service C, etc.

After table 142 has been generated and stored in storage 122 program module
120 is invoked. Program module 120 reads the URL of the highest ranking
Web service identified in table 142. In the example considered here this is the
URL A of Web service A 124. Program module 120 also reads the WSDL
descriptor of Web service A from table 142 in order to transform client request
126 to Web service request 128.

Program module 120 sends Web service request 128 to Web service A 124.
Upon receipt of Web service response 130 it transforms the Web service
response 130 back into the client domain to provide server response 132.
However, if no Web service response 130 is received from Web service A 124
within a predefined time window program module 120 reads the URL and
WSDL descriptor of the second highest ranking Web service B from table 142 in
order to attempt usage of the Web service B as a replacement for database
118. If Web service B is also unavailable, an attempt is made to use the next
highest ranking Web service C instead, etc.



10

15

20

25

30

CA 02494443 2005-01-26

12

Figure 4 illustrates the procedure for generating table 142 stored in storage 122
In the embodiment of figure 3. In step 400 failure of a default component that
usually provides a given informational and / or transactional data processing
service is diagnosed by the server computer. In the preferred embodiment
considered in figure 3 the default component is database 118.

In step 402 the UDDI query is read from the storage of the server computer and
sent to the UDDI via the Internet.

In step 404 a set of URLs and respective WSDLs is received. The set of URLs
identifies potential replacement Web services that match the UDDI query. In
step 406 ranking values are calculated for the Web services identified in the set
received in step 404. In step 408 the Web services are sorted by their ranking
values and the resultant sorted list is stored in step 410. In the example
considered in figure 3 the sorted list provides table 142.

Figure 5 shows a block diagram of a further preferred embodiment of data
processing system 100. Elements in the embodiment of figure 5 that
correspond to elements in the embodiments of figures 1 or 3 are designated by

the same reference numerails.

In the preferred embodiment of data processing system 100 considered in
figure 5 server computer 102 is substantially identical to server computers 102
of figures 1 or 3. In contrast to the embodiments of figures 1 and 3 program
110 of client computer 104 also has a program module 120 for accessing
replacement Web service 124. Further, program 110 has program module 146
for accessing server computer 102 via Internet 106 and storage 122 for storage
of the URL(s) of one or more potential replacement Web services in a static or
dynamic list. Preferably an application program runs on processor 108. By
means of the application program a client request 126 can be specified and
entered into the program 110.

In operation program module 146 sends client request 126 to server computer
102 via Internet 106. When database 118 is not available server computer 102
uses the replacement web service 124 in order to provide server response 132
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to client computer 104. If server computer 102 is down client computer 102
does not receive server response 132 within a given time frame.

In this case program module 120 of program 110 is invoked in order to directly
access replacement Web service 124 from client computer 104. In this
scenario program module 120 of program 110 internally transforms client
request 126 to Web service request 128 in order to send Web service request
128 from client computer 104 to web service 124. Web service response 130 is
received by program module 120 of program 110 of client computer 104 and is
transformed back into the client computer’'s domain.

The embodiment of figure 5 is particularly advantageous as it provides a
protection against failure of server computer 102. If server computer 102 is
down client computer 104 can directly access a replacement Web service in
order to obtain the required informational and / or transactional data processing
service.

In case static lists of replacement Web services are stored in storages 122 of
the client computers 104 and server computer 102 it is advantageous to
minimise the administrative overhead involved in maintaining these static lists
by updating the static lists stored in the client computers 104 less frequently
than the static list stored in storage 122 of server computer 102. This takes into
account that failure of server computer 102 is a relatively unlikely event.

Figure 6 shows a flowchart illustrating a preferred mode of operation of the
embodiment of data processing system 100 shown in figure 5. In step 600 the
client request 1s sent to the server computer. In step 602 it is determined
whether a response is received from the server within a predefined time frame
after sending the client request.

If no response is received within the time frame the control goes to step 604
where the URL and WSDL of a replacement Web service is read from the
storage of the client computer. In step 606 the client request is transformed into
a Web service request in compliance with the WSDL descriptor of the
replacement Web service. In step 606 the Web service request is sent from the
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client computer to the replacement Web service. In step 610 the client
computer receives the Web services response which is transformed back into
the client domain in step 612 by reformatting the Web service response into a
format understandable by an application program of the client computer that

requires the response. In step 614 the response is processed by the
application program.

If a server response is received the control directly goes from step 602 to step
614 instead.
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List of Reference Numerails

100 data processing system
102 server computer
104 client computer

106 Internet

108 processor

110 program

112 processor

114 program

116 program module
118 database

120 program module
122 storage

124 web service

126 client request

128 web service request
130 web service response
132 server response
134 UDDI query

136 program module
138 UDDI

140 program module
142 table

144 response

146 program module
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CLAIMS:

1. A method of providing failure protection for a plurality of client computer

systems, the method comprising:

sending, by one of the plurality of client computer systems, a request for
providing a data processing service to a server computer system, the
server computer system being independent of the client computer
system and utilizing a default data processing component to process

requests from the plurality of client computer systems;

autonomously determining, by the one of the piurality of client computer

systems, a plurality of replacement web services,;

ranking, by the one of the plurality of client computer systems, the plurality

of replacement web services to determine a highest ranked

replacement web service,

wherein the plurality of replacement web services are ranked

according to a selection criterion;

selecting, by the one of the plurality of client computer systems, the

highest ranked replacement web service when the server computer

system Is unavaiiable,

wherein the server computer system is unavailable if the one of the

plurality of client computer systems does not receive a response

from the server computer system within a predetermined amount of

time; and

re-sending, by the one of the plurality of client computer systems, the
request to the selected highest ranked replacement web service when

the server computer system is unavailable,

wherein the selected highest ranked replacement web service serves
as a replacement for the server computer system when the server

computer system is unavailable.
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The method of claim 1, further comprising:
determining the plurality of replacement web services by querying a

Universal Description Discovery Integration registry.

The method of claim 1, further comprising storing a list of the plurality of

replacement web services.

The method of clam 3, wherein the list of the plurality of replacement web

services Is static.
The method of claim 3, further comprising:
accessing a directory to identify the plurality of replacement web
services;
The method of claim 1, further comprising:
transforming a format of the request into a format of the selected
highest ranked replacement web service.

The method of claim 1, further comprising:

transforming a format of a response of the selected highest ranked
replacement web service into a format of the one of the plurality of

client computer systems.

A client computer system for communicating with a server computer system,
the client computer system comprising:

a storage device;

a processor in communication with the storage device; and

iInstructions stored in the storage device which, when executed by the

processor are adapted to:

send a request for providing a data processing service to the server
computer system, the server computer system being independent

of the client computer system and utilizing a default data
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processing component to process requests from a plurality of client

computer systems;

autonomously determine, independent of communication with the
server computer system, the plurality of replacement web services,
and store a locator of each of the plurality of replacement web

services in the storage device;

rank the plurality of replacement web services according to a selection

criterion to determine a highest ranked replacement web service;

select the highest ranked replacement web service when the server

computer system is unavailable,

wherein the server computer system is unavailable if the client
computer system does not receive a response from the server

computer system within a predetermined amount of time; and

re-send the request to the selected highest ranked replacement web

service when the server computer system is unavailable,

wherein the selected highest ranked replacement web service serves
as a replacement for the server computer system when the server

computer system is unavailable.

The client computer system of claim 8, wherein the storage device is adapted

to store a list of the plurality of replacement web services.

The client computer system of claim 9, wherein the list of the plurality of

replacement web services is static.

The client computer system of claim 9, further comprising instructions stored
In the storage device which, when executed by the processor are adapted to:

query a Universal Description Discovery Integration registry to identify

the plurality of replacement web services.

The client computer system of claim 8, further comprising instructions stored

in the storage device which, when executed by the processor are adapted to:
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transform a format of the request into a format of the selected highest
ranked replacement web service.

The client computer system of claim 12, further comprising instructions stored

In the storage device which, when executed by the processor are adapted to:

receive a description of the selected highest ranked replacement web

service as an tnput for performing the transformation.

The client computer system of claim 8, further comprising instructions stored

In the storage device which, when executed by the processor are adapted to:

transform a format of a response of the selected highest ranked

replacement web service into a format of the client computer

system.
The client computer system of claim 14, further comprising instructions stored
In the storage device which, when executed by the processor are adapted to:

receive a description of the selected highest ranked replacement web

service as an input for performing the transformation.
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