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(57) Abrégée/Abstract:
A method for authenticating an item comprising an RFID having a memory for storing an identifier and a secret key, and a built-in
hashing function, Is disclosed. According to the method of the invention, the output of the RFID of the item to be authenticated Is
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(57) Abrege(suite)/Abstract(continued):

compared with the output of the RFID of a genuine item. To that end, a random number Is transmitted to the item to be
authenticated with zero as parameters. The RFID 's identifier, the random number, and the secret key are concatenated and use
as Input of the bullt-in hashing function that result is output with the RFID identifier. The RFID 's identifier and the random number
are then transmitted to the RFID of the genuine item that returns its identifier and the output of the built-in hashing function
computed with the RFID 's identifier of the item to be authenticated, the random number, and the secret key. If the results of both
built-in hashing functions are identical, the item Is authenticated else, it is counterfeiting.
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(57) Abstract: A method for authenticating an item comprising an RFID having a memory for storing an identifier and a secret
key, and a built-in hashing function, is disclosed. According to the method of the invention, the output of the RFID of the item to
& be authenticated is compared with the output of the RFID of a genuine item. To that end, a random number is transmitted to the
& item to be authenticated with zero as parameters. The RFID 's identifier, the random number, and the secret key are concatenated
N and use as input of the built-in hashing function that result is output with the RFID identifier. The RFID 's identifier and the random
number are then transmitted to the RFID of the genuine item that returns its identifier and the output of the built-in hashing function
computed with the RFID 's identifier of the item to be authenticated, the random number, and the secret key. If the results of both
built-in hashing functions are identical, the item is authenticated else, it is counterfeiting.
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METHOD AND SYSTEMS USING RADIO FREQUENCY IDENTIFIER

TAGS FOR COMPARING AND AUTHENTICATING ITEMS

Field of the Invention

The present 1nvention relates generally to method and

systems

o —

ror

P —

preventing counterfeiting of 1tems and more

specifically to method and systems using RFID for authenti-

cating 1tems by comparing the i1tem to be authenticated with

a simllar genuline 1tem.

Background of the Invention

Conventional method and apparatus exist for making 1t

difficult to counterfeit high value 1tems such as rare wines

and perfumes, or documents such as o:

o —
b

ficial documents and

financial document. A basic concept to assure that the 1tem

P — P —

1s genulne requires a form of verification of the 1tem, such

as 1dent]

example,

ProCcess

o [ |

fiers to confirm the 1tems as belng genulne. For

U.S. Patent Application 2004/0000987 discloses a

P —

1or

Tdentifier

detecting check fraud wusing Radio Freqguency

(RFID) tags. According to this invention, the

system comprises a first device for receiving from a payor a

request to create a check having a radio freguency i1identi-

provided

fier (RFI

D)

for

tag associlated therewith. A second device 1s

receiving from a payee a request to validate a

check having an RFID tag associated therewith. The system

further

provided

comprises an RFID repository. A processor 1S

P —

1or

(1) receilving check information from the payor,

(11) wupdating the RFID repository with check 1nformation

receilived

informati

fr

OrIl

om the payor, (111) recelving scanned check

from the pavyee, (1v) comparing the scanned check
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information received from the payee with certain information

P —
b

retrieved from the RFID repository, and (v) determining 1f

o —

the check 1s wvalid based upon the comparison of the scanned

check 1nformation received from the payee with the certain

information retrieved from the RFID repository. Preferably,

the RFID repository comprises a central RFID repository.

Likewise, U.S. Patent 6,226,619 discloses a method and

P —

system for preventing counterfeiting of an i1tem, 1ncluding

an 1nterrogatable tag attached to the i1tem. The 1tem

o —

includes visible indicia for comparison with  secret,

non-duplicable 1nformation stored 1n the tag designating

authenticity.

According to these methods and systems, 1t 1s possible

to ensure that a given document has been 1ssued by the

relevant person, or that an 1tem has been manufactured by

o —

"1c1al document

the relevant manufacturer, or that a given o

has been 1ssued by the relevant administration. As mentioned

above, these methods and systems are based upon 1dentifiers

encoded within the RFIDs however, such 1dentifiers can be

duplicated on other RFIDs using a RFID scanner and writer.

Therefore, there 1s a need for a method and systems for

improving authentication.

Summary of the Invention

P —

Thus, 1t 1s a broad object of the 1invention to remedy

P —

the shortcomings of the prior art as described here above.

P —

It 1s another object of the 1nvention to provide an

improved method and systems for ascertalining that an i1tem

has been produced, 1ssued, Or manufactured by the
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administration, the person, or th

do so, using a radio freguency tag

1t

o —

1s a further object of th

improved method and systems for

PCT/EP2006/067458

e manufacturer entitled to

1dentifier.

e 1nvention to provide an

ascertalning that an 1tem

has been produced, 1ssued, or manufactured by the admini-

stration, the person, or the manufacturer entitled to do so,

by comparing the

genuline

— N

1tem, using a radio freque

1s still a further obj

1tem to be authenticate with a similar

ncy tag i1dentifier.

P —
—

ect of "he 1nvention to

provide an 1mproved method and systems for ascertaining that

an 1l1tem

has been produced, 1ssue

adminlistration, the person, or th

do so, using a radio

1s hardly duplicable.

o —

The accomplishment of these

d, or manufactured by the

e manufacturer entitled to

frequency tag 1dentifier that content

and other related objects

1s achieved by a RFID for authenticating an 1tem to which

sald RF:

an 1den

‘D 1s assoclated, said RF-

D having a memory storing

tifier and a secret key, and a built-in hashing

function, said RFID being adapted

o —

or,

- receilving a check command comprising two arguments a and

b;
- set
sald

ASH S ON-

P —

ting the wvalue of sailid parameter a to the wvalue of

o

o —
—

ldentifier 1f said parameter a 1s received eqgqual to

- concatenating said arguments a and b with said secret

key 1n a variable C;

o —

- computing the result H of said built-i1n hashing function

having said variable C as input; and,
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o —

- transmitting the wvalue o sald identifier and said

result H,

o —

and by a method for authenticating a first 1tem

comprising an RFID as described above, using the reference

P —

® and the RFID of a second i1tem, said RFID of said second 1tem

being as described above and said second 1tem being a

o —
p—

genulne 1tem, said method comprising the steps of,

- generating a random number;

- transmitting a first request with zero and said random

10 number R as arguments, to said first 1tem;

- receiving two values 1n response to said first request

from said first i1tem;

P —

- transmitting a second request with the first of said two

P —
b

values and said random number as arguments, to the RFID of

15 sald second i1tem;

- receilving two values 1n response to said second request

o —

from the RFID of said second i1tem;

o —

- comparing the second values of said two values received

from said first 1tem and said RFID of said second 1tems.

o —

20 Further embodiments of the 1nvention are provided 1n

the appended dependent claims.

o

Further advantages of the present invention will become

o —
—

apparent to the ones skilled 1in the art upon examlnation of

the drawings and detailled description. It 1s 1intended that

25 any addilitional advantages be 1ncorporated herein.
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Brief Description of the Drawings

P —

Figure 1 depicts an example of the architecture of a

"

passive RFID tag.

Figure 2 comprises figures Z2Z2a and 2b. Figure 2Z2a shows

5 an RFID system with a reader having an antenna and an RFID

tag having a dipole antenna. Figure 2b 1llustrates the

signal emitted by the antenna of the reader and the

Ik

modulated signal reflected by the RFID tag.

Figure 3 1s a flow chart diagram i1llustrating the logic

10 operating 1n the RFIDs attached to the i1tems to be authenti-

P —

cated, according to the method of the i1nvention.

Figure 4 1llustrates the main steps for preparing the

1tems to be authenticated.

o P

Figure 5 depicts the method o the 1nvention for

P —

15 authentlicating an 1i1tem, based upon the comparison of the

P —
—

1tem RFID's response with the RFID's response of a genulne

1tem.

Figure 6 1s a book comprising the references and the

P —

RFIDs o©of genuine 1tems, used for authenticating 1tems

20 wilthout requiring the complete genulne i1tems.
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Detailed Description of the Preferred Embodiment

According to the 1nvention, a Radio Frequency IDenti-

fier (RFID) tag 1s embedded within the 1tem to authenticate.

Such RFID 1s preferably a short reading distance range RFID

e.g., a RFID running at 13.56 MHZ. Each RFID comprises a

memory Ifor storing a unigque 1dentifier, such as an EPC,

referred to as MyId in the following, a secret key, referred

to as SK 1n the following, and a built-i1n function which

returns a result H(x) when being fed by a variable x, where

P —

H(x) 1s the hashing of the 1nput variable x according to an

algorithm such as "The MD5 Message-Digest Algorithm", RFC
1321 from R.Rivest, or the "Secure Hash Algorithm 1", RFC
3174.

REID systems

P —
b

The core of any RFID system 1s the 'Tag' or 'Trans-

ponder', which can be attached to or embedded within

objects, wherein data can be stored. An RFID reader, generi-

cally referred to as reader 1n the following description,

sends out a radio frequency signal to the RFID tag that

broadcasts back 1ts stored data to the reader. The system

works basically as two separate antennas, one on the RFID
tag and the other on the reader. The read data can either be

transmitted directly to another system like a host computer

through standard interfaces, or 1t can be stored 1n a

portable reader and later uploaded to the computer for data

P —
b

processing. An RFID tag system works effectively 1in environ-

ments with excessive dirt, dust, moisture, and/or poor

P —

visibility. It generally overcomes the limitations of other

automatic i1dentification approaches.
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Several kinds of RFID, such as piezoelectric RFID and

electronic RFID, are currently available. For example,

passive RFID tags do not require battery for transmission

since generally, they are powered by the reader using an

induction mechanism (an electromagnetic field 1s emitted by

the reader antenna and receilived by an antenna localized on

the RFID tag). This power 1s used by the RFID tag to trans-

mit a signal back to the reader, carrying the data stored in

the RFID tag. Active RFID tags comprise a battery to trans-

mit a signal to a reader. A signal 1s emlitted at a prede-

fined interval or transmit only when addressed by a reader.

When a passive High Frequency (HF) RFID tag 1s to be

read, the reader sends out a power pulse e.g., a 134.2KHz

power pulse, to the RFID antenna. The magnetic field gener-

ated 1s 'collected' by the antenna 1in the RFID tag that 1s

tuned to the same freguency. This received energy 1s rectil-

fied and stored on a small capacitor within the RFID tag.

When the power pulse has finished, the RFID tag 1mmediately
transmits back 1ts data, using the energy stored within 1ts

capaclitor as 1ts power source. Generally, 128 bits, 1nclud-

1ng error detection 1nformation, are transmitted over a

o —

period of 20ms. This data 1s picked up by the receilving

antenna and decoded by the reader. Once all the data has

been transmitted, the storage capacitor 1s discharged,

resetting the RFID tag to make 1t ready for the next read
cycle. The period between transmission pulses 1s known as
the 'sync time' and lasts between 20ms and 50ms depending on

the system setup. The transmission technigue used between

the RFID tag and the reader 1s Freqguency Shift Keving (FSK)

wlth transmissions generally comprised between 124.2kHz and

134.2kHz. This approach has comparatively good resistance to

o —

noise while also being very cost effective to i1mplement.
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The read-write RF.

in

by Steven Shepard,

that

fied. The write-once RFID tags di:

P —
—

PCT/EP2006/067458

write—-once, or read-write.
D tag comprises a read-only memory that 1is

ITts content can not be

P —

fer from the read-

they can be

wlth the reguired data e.g.,

posslible 1n the

o

technical

RELID (McGraw—-H11]

P —

“he number o:

P —

part number or seria.

D tags allow

programmed by the

P —

for full read-write

allowlng a user to update 1nformation stored 1n

P —

limit of the memory

the number of write cycles 1s limited

read cycles 1s not

analysis of RFID tag 1is

Networking

edition Hardcover.

P —
=

Filgure 1 depilcts an example of the architecture of a

shown,

105-2

provides current from
memory circuit 115, to

modulator 12Z2o5.

the antenna (105-1 and 100-2)

received

signal

(UHF') RFID tag 100. As
the dipole antenna comprising two parts 105-1 and

1s connected to a power generating circuit 110 that

to the 1logic and

the demodulator 120, and to the

o —

The 1nput of demodulator 120 1s connected to
for receiving the signal and

for transmitting the received signal to the logic and memory

circuit 115, after having demodulated the received signal.

The

memory circuit 115

ted.

o

input of modulator 125

The output o

(105-1 and 100-2)

o

1s connected to the logic and

for receiving the signal to be transmit-

modulator 125 1s connected to the antenna

been modulated 1n modulator 125.

The architecture of

P —

for transmitting the signal after 1t has

a semi-passive RFID tag 1s similar

to the one represented on figure 1,

the main di

P —

erence
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o —

being the presence o a power supply that allows 1t to

function with much lower signal power levels, resulting in
greater reading distances. Semi-passive tags do not have an

integrated transmitter contrarily to active tags that

comprise a battery and an active transmitter allowing them

to generate high freguency energy and to apply 1t to the

antenna.

As disclosed 1n "A basic 1introduction to RFID technol-

ogy and 1ts use 1n the supply chain", White Paper, Laran

RFID, when the propagating wave from the reader collides

o o

with tag antenna 1n the form of a dipole, part of the energy

1s absorbed to power the tag and a small part 1s reflected

back to the reader 1n a technigque known as back-scatter.

P —

Theory dictates that for the optimal energy transfer, the

P — P —

length of the dipole must be equal to half the wave length,

P —

or A/2. Generally, the dipole is made up of two A/4 lengths.

Communication from tag to reader 1s achieved by altering the

antenna 1nput 1mpedance 1n time with the data stream to be

transmitted. This results 1n the power reflected back to the
reader being changed 1n time with the data 1.e., 1t 1s

modulated.

Figure 2, comprising figures 2a and 2b, shows an RFID

system 200. As depicted on figure Z2Z2a, RFID system 200

comprises a reader 205 having an antenna 210. The antenna

210 emits a signal 215 that 1s received by an RFID tag 220.

Signal 215 1s reflected in RFID tag 220 and re-emitted as

11llustrated with dotted lines referred to as 225. Figure 2D

P —

11llustrates the signal 215 emitted by the antenna 210 of the

reader 205 and the signal 225 reflected by the RFID tag 220.

P —
b

As shown on figure 2b, the reflected signa. 225 18

modulated.
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o —

Rehavior of the RFID embedded within an i1tem

As mentilioned above, each RFID used for authenticating

an 1tem comprises an 1ntegrated c¢ircult 1mplementing a

memory for storing a unique 1dentifier referred to as Myld,

a secret key referred to as SK, and a built-in function H

returning H(x) when being fed with wvariable x, H(x) being

o —

the hashing of the input variable x according to algorithms

such as "The MD5S Message-Digest Algorithm" RFC 1321 from
R.Ri1vest or "Secure Hash Algorithm 1" RFC 3174.

P —

Fach RFID, upon reception of a request for operation

within 1ts operating frequency range, operates according to

P —
—

the logic shown on the flow chart diagram of figure 3. When

activated, the RFID 1s 1nitialised and 1t gets 1ts 1denti-

fier MyId and the stored secret key SK from 1ts memory (step

o —

300). Then, the RFID waits until the reception of a check

P —

request having a and b as parameters (step 305). If parame-

ter a 1s equal to zero (step 310), parameter a 1s set to

P —

MyId (step 315) 1.e., the wvalue of the RFID's 1dentifier.

P —

The wvalue of parameters a and b are then concatenated with

the secret key SK 1n wvariable C (step 320). When concate-

P —

nated, the result C 1s used as the 1input of the built-in

hashing function that output 1s referred to as h (step 325).

o —

The RFID's 1dentifier MyIlId and the result h of the built-in

hashing function are then returned by the RFID in a checked

command (step 330).
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Method for tagging the i1tems to be authenticated

When an 1tem should be authenticated according to the

P —

method of the 1nvention, 1t should comprise an RFID as the

one described by reference to figure 3. A genuline 1tem must

be gilven to the agency or organism that will authenticate

the 1tems for comparison purpose.

Figure 4 1llustrates the main steps for preparing the

l1tems to be authenticated. It 1nvolves four parties: an

RFID's manufacturer (400), the organisation distributing the

1tems to be authenticated (405), the 1tem's manufacturer

(410), and the agency or organism that will authenticate the

1items (415). Depending upon the 1tems, the 1tem's manufac-

turer can be the organisation distributing the i1tems to be

authenticated and/or the RFID's manufacturer can be the

item's manufacturer and/or the organisation distributing the

i1tems to be authenticated. Before selling or giving the

1tems to be authenticated, the organisation 405 distributing

the 1tems transmits a request for RFIDs, as the ones

described by reference to figure 3, to the RFID's manufac-

o —
p—

turer 400, as shown with arrow having the reference O. a

secret key does not already exists for this organisation

405, a secret key 1s generated. Such secret key can be

generated by a specialised company. The RFIDs are then

manufactured by the RFID's manufacturer according to the

specifications mentioned above, using the secret key associl-

ated to the organisation 405. The RFID's 1dentifiers are

determined according to standard methods e.g., continuous

numbering. The RFIDs are then shipped to the 1tem's manufac-

turer 410 which 1ntegrates them 1into the 1tems, as shown

with arrow having the reference ®@. The items comprising the

RFIDs are then transmitted to the organisation 405, as shown
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with arrow having the reference @. The organisation 405

gives one genulne 1tem to the agency or organism 415 that

wlll authenticate the i1tems by comparing the i1tems with the

received genuine 1tem, as shown with arrow having the

reference @,

Method for authenticating an item

P —

The method of the invention for authenticating an i1tem

o

1s based upon the comparison of the 1tem RFID's response

o
—

with the RFID's response of a genuine 1i1tem, as 1llustrated

on figure 5. For authenticating an 1tem 500, the agency 505

uses an RFID reader connected to a computer, a portable

computer, a hand-held device, or the 1like, running the

P —
—

algorithm of the authenticating method. The 1tem 500 1s

compared to the genuine 1tem 510. After having generated a
random number R according to a standard algorithm (step
515), the reader transmits a check request to the 1tem to be

authenticated (step 520), with arguments zero and R, as

illustrated with arrow having the reference ®. As mentioned

P —

above by reference to figure 3, the RFID of the i1tem to be

authenticated concatenates the RFID's 1dentifier, referred

to as Idl, the random number R, and the secret key stored

o —

within the RFID, and computes the result hl of the built-in

hashing function having this concatenated wvalue as 1input.

Result hl and the RFID's identifier are returned by the RFID

in the checked command, as i1llustrated with arrow having the

reference ©@. After receiving the checked command with

values Idl and hl (step 525), the reader performs a first

authentication using the returned RFID's 1dentifier Idl

(step 530). Such authentication can be done, for example, by

comparing the RFID's identifier Idl with the organisation

RFID's 1dentifiers that can be stored 1in a database. If the
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1tem 1s not authenticated, an alert 1s transmitted to the

user (step 535) and the authentication process 1s stopped.

o —
—

In the glven example, the user 1S informed of

counterfeiting. Such alert can be done, for example, through

a display or speaker. On a display, the alert can be done

with textual display such as "counterfeiting item", and/or

using a predetermined colour such as a red led. Using a

speaker, the alert can be done with volce synthesis such as

pronouncing "counterfeiting item", and/or using a predeter-

mined sound. If the 1tem 1s authenticated, the reader trans-
mits a check request to the genulne 1tem (step 540), with
arguments Idl and R, as 1llustrated with arrow having the

reference ®. As mentioned above by reference to figure 3,

the RFID of the genulne 1tem concatenates the i1tem RFID's

identifier Idl, the random number R, and the secret key

P —

stored within the RFID, and computes the result hZ2 of the

built-in hashing function having thilis concatenated value as

input. Result hZ and the RFID's i1dentifier IdZ are returned

by the RFID 1n the checked command, as 1llustrated with

arrow having the reference ®@. After receiving the checked

command with wvalues IdZ2 and hZ2 (step 545), the reader

o

compares the wvalues hl and hZ (step 550). If hl 1s equal to

P —

h2, the item is authenticated else, if hl is di:

P —
—

ferent than

h?2, the 1tem 1s counterfeiting. This authentication status

1s 1ndicated to the user (step 535 or 555). If the 1tem 1s

not authenticated, the user 1s forewarned as described above

(step 535). If the 1tem 1s authenticated, an alert 1s trans-

mitted to the user (step 555). Again, such alert can be

done, for example, through a display or a speaker. On a
display, the alert can be done with textual display such as
"Authenticated item", and/or using a predetermined colour
such as a green led. Using a speaker, the alert can be done

with voice synthesis such as pronouncing "authenticated
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item", and/or using a predetermined sound,
the predetermined sound characterising a

1tem.

PCT/EP2006/067458

different than

counterfeiting

As 1t will be obvious for the one skilled 1n the art 1n

o —

0 view of the present 1nvention, the complete genulne 1tem 1S

D can be used.

not required for the comparison, only 1ts RF.

P —

For sake of simplicity, the agency can create

a kind of book

comprising all the RFIDs of the genuine 1tems to be authen-

ticated as shown on figure 6. The book 600 comprises a

P —

10 plurality of pages and, on each page, one or several areas

605. Each area 605 comprises at least the

reference 610 and the genuine 1tem's RFID 61

1ng a particular genulne 1tem.

genuline 1tem's

5, characteris-

P —

the disclosed

The main advantage and characteristic o

15 invention relates to the fact that the authentication 1s

done by using a randomly generated number for proofing that

the suspilcious object 1includes an RFID tag hosting the

secret key SK. Any malicilous people would have to wvisit the

P —

whole set of randomly generated numbers to be able to build

P —

20 an RFID answering the expected result for any value of the

input. With a random number range that 1s lar

ge enough, this

would ask for a memory size which 1s not compatible with

what an RFID tag can host.

Naturally, 1n order to satisfy 1local and specific
29 requirements, a person skilled 1n the art may apply to the
solution described above many modifications and alterations

all of which, however, are 1included within the scope of

P —

protection of the 1nvention as defined by

claims.

P —
—

P —

the followiling




CA 02633882 2008-06-10

WO 2007/068519

1.

1S

15

Claims:

PCT/EP2006/067458

An RFID for authenticating an 1tem to which said RFID

assoclated, sailid RFID having a memory storing an 1denti-

fier and a secret key, and a buillt-in hashin

0 RE L

o —

D being adapted for,

g function, said

- recelving a check command comprising two parameters a

and D;

P —

- setting the value of said parameter a to the wvalue of

o

P —
—

sald 1dentifier 1f said parameter a 1s received eqgual to

ASH N ON-

- concatenating said parameters a and b with said secret

key 1n a variable C;

o —

- computing the result H of said built-in hashing function

having said variable C as 1input; and,

P —

- transmitting the wvalue o sald 1dentifi

result H.

The RFID of c¢laim 1 wherein sailid RFI

short reading distance range RFID.

ence and the RFID of a second i1tem, said RF

er and said

D 1s a passive

A method for authenticating a first 1tem comprising an

ID as described in c¢claim 1 or 1n claim Z,

using the refer-

o —

- sald second

D o:

i1tem being as described 1in c¢laim 1 or in c¢laim 2 and said

second 1tem being a genuline 1tem,

steps oI,

10
15
2.
3.
20  REF-
e

o
p—

- generating a random number;

sald method comprising the
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- transmitting a first request with zero and said

number R as parameters, to saild first i1tem;

random

- receiliving two values 1n response to sailid first request

from said first i1tem;

P —

- transmitting a second request with the first of said two

values and said random number as parameters, to the RFID

P —

of sald second 1tem;

- recelving two values 1n response to sailid second request

o —

from the RFID of said second i1tem;

o

- comparing the second values of said two values received

P —

from said first 1tem and said RFID of said second 1tems.

4 . The method of c¢laim 3 wherein said first 1tem 1s

P — P —

authenticated 1f said second wvalues o0 sald two values

received from said first 1tem and from the RFI

second 1tems are i1dentical.

P —

5. The method of either c¢laim 3 or c¢laim

o o —

comprising the step o

sald two values received from said first 1tem.

checking the wvalidity of the first of

P —

D of said

4  further

0

6. The method of any one of claims 3 to 5 further compris-

P —

1ng the step o

o

7. The method of claim 6 wherein sald step o©

the authentication status comprises the step of

sald authentication status.

o —

8. The method of claim 6 wherein said step ©

P —

the authentication status comprises the step of

nolise characterizing said authentication status.

indicating the authentication status.

1ndicating

displaying

indicating

emitting a
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9. An apparatus comprising means adapted for carrying out

P —

each step of the method according to any one of the claims 3

to 8.

10. A computer-like readable medium comprising instructions

P —

for carrying out each step of the method according to any

P —

one of the claims 3 to 8.
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