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Introduction
The present invention relates to the field of the security of security modules, these
modules being intended to contain personal data and secrets that allow access

to services or performances.

This invention applies more precisely to the Pay-TV field, in which a content is
broadcasted in the enciphered form, the deciphering of this content being autho-

rised in determined conditions.

State of the Art

In a well-known way, in order to be able to view a Pay-TV event, such as a film,
a sports event or a game in particular, several streams are broadcasted to a mul-
timedia unit, for example, a decoder. In particular, on one hand these streams is
the file of the event in the form of an enciphered data stream and on the other
handis a stream of control messages allowing the deciphering of the data stream.
The content of the data stream is enciphered by "control words" (Control words
= cw) that are regularly renewed. The second stream is called the ECM stream
(Entitlement Control Message) and can be formed in two different ways. Accord-
ing to a first method, the control words are enciphered by a key, called a trans-
mission key TK, which generally pertains to the transmission system between the
management centre and a security module associated with the receiver/decoder.
The control word is obtained by deciphering the control messages by means of
the transmission key TK.

According to a second method, the ECM stream does not directly contain the
enciphered control words, but rather contains information allowing the control
words to be determined. This determination of the control words can be carried
out by means of different operations, in particular by decryption, this decryption
can lead directly to the control word, which corresponds to the first method de-
scribed above, but the decryption can also lead to an item of data which contains
the control word, which must then be extracted from the piece of data. In partic-
ular, the data can contain the control word as well as a value associated with the

content to be broadcasted, and in particular the access conditions to this content.
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Another operation allowing the determination of the control word can use, for ex-

ample, a one-way hashing function of this information in particular.

In a way well known to those skilled in the art, the security module can essentially
be produced according to four different forms. One of these is a microprocessor
card, a smart card, or more generally an electronic module (taking the form of a
key, a badge,...). This type of module is generally removable and can be con-
nected to the decoder. The form with electric contacts is the most widely used,
but a connection without contacts is not excluded, for example of the ISO 14443

type.

A second known form is that of an integrated circuit shell placed, generally in an
irremovable and definitive way, in the decoder shell. One variant is made up of a

circuit mounted on a base or a connector such as an SIM module connector.

In a third form, the security module is integrated into an integrated circuit shell
also having another function, for example in a descrambling module of the de-

coder or the microprocessor of the decoder.

In a fourth embodiment, the security module does not take a material form, but
rather its function is only implemented in the form of software. Given that in the
four cases, although the security level differs, the function is identical, it concerns
a security module regardless of the way in which it carries out its function or the

form that this module may take.

At the time of the deciphering of a control message (ECM), it is verified, in the
security module, that the right to access the content in question is present. This
right can be managed by authorisation messages (EMM = Entitlement Manage-

ment Message) that load such a right into the security module.

The broadcasting of conditional access digital data is schematically divided into
three modules. The first module is responsible for the enciphering of the digital

data by control words cw and the broadcasting of this data.
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The second module prepares the control messages ECM containing the control

words cw, as well as the access conditions and broadcasts them for the users.

The third module prepares and transmits the authorisation messages EMM that
are responsible for defining the reception rights in the security modules con-

nected to the receivers.

While the first two modules are generally independent of the recipients, the third
module manages the set of users and broadcasts data for a user, a group of

users or all the users.

One of the methods for bypassing security, which is certainly difficult but feasible,
consists in analysing the content of an authorised security module (reverse engi-
neering) in order to imitate the security part (deciphering of the messages) by
short-circuiting the verification part of the rights. It is thus possible to produce a
"clone" of a genuine security module. Such a clone will therefore dispose of the
transmission key that will allow the deciphering of the control words cw contained
in the control messages ECM. As the rights are not verified in this clone, it will
function as the original with respect to the deciphering means without therefore
needing to dispose of the rights to carry out this deciphering.

In a Pay-TV system, it is possible to change the transmission key. For this, in
principle two methods can be used. The first consists in broadcasting the new
transmission key to all decoders. The latter can then be updated so that as soon
as the new key is used, they can decode the events. This type of update does
not allow the exclusion of a cloned decoder since it can also receive the update

messages since it disposes of the relevant deciphering keys.

Given that each security module includes at least one unique key, the second
approach consists in transmitting the new transmission key in a message en-
crypted by this unique key. In this case, the number of messages is at least equal
to the number of security modules installed in order to renew this transmission

key individually. It is known that if a module is disabled, (that is to say if the host



10

15

20

25

30

DK/EP 2052539 T3

4

apparatus is not supplied), it will not receive such a message and can no longer
offer to the user the services to which s/he would have a legitimate right when
the host apparatus is powered on. In order to avoid this situation, during the send-
ing of a message to a module, this message is repeated many times in order to

be sure that it has been received correctly by its recipient.

Due to the limited bandwidth available and in order to ensure that each subscriber
has received the new key, it is necessary to transmit the message before this
new key is used, for example one month in advance, each message being re-

peated at different time during the day.

Henceforth, the owner of a clone module will request the new transmission key
from the technician who has provided him/her with such a clone and who dis-
poses of means for extracting the new transmission key from an authentic mod-
ule. Once the key has been supplied, for example on the Internet, all the clones
can then be updated before the new key is activated. In this way, the clones al-

ways remain operational.

As a result, the sending of transmission keys both by global or individual trans-

mission presents drawbacks that do not allow the elimination of a cloned module.

Brief Description of the Invention

Therefore, the aim of the present invention is to propose a method to prevent the
abusive use of conditional access data, in particular by means of clones of secu-
rity modules whose security has been compromised.

This aim is achieved by means of a revocation method of security modules in-
tended to receive security messages broadcasted to a plurality of security mod-
ules, said security modules comprising at least one personal key, this method
comprising the steps, prior to revocation:

- division of the set of security modules into at least two groups,

- determination for each group of an asymmetrical key comprising a public key

and a plurality of different private keys,
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- loading of one private key per security module,

- preparing, in view of broadcasting, of one security message per group, said
message being encrypted by the public key of said group;

revocation consisting of the following steps:

- sending to each member of the same group for which the security module is
to be revoked, with the exception of the security module(s) to be revoked, of
a new private key corresponding to the public key of another group, each

private key being encrypted by the personal key of said security module.

An example of the generation of group asymmetric keys uses the Boneh-Franklin
system (Dan Boneh, Matthew K. Franklin: An Efficient Public Key Traitor Tracing
Scheme. CRYPTO 1999: 338-353). From a public key, it is possible to generate
a plurality of private keys, each allowing the decryption of a message encrypted

by the public key.

This allows a different key to be placed in each security module by sending a
limited number of different messages.

Brief Description of the Drawings
The invention will be better understood thanks to the following detailed descrip-
tion that refers to the enclosed drawings that are given as a non-limitative exam-

ple, in which:

- Figure 1 schematically shows a transmitter and a Pay-TV receiver,

- Figure 2 shows the distribution into 4 groups each comprising 3 security mo-

dules,

- Figure 3 shows the distribution of the groups after the revocation of a security

module.
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Detailed Description

In the field of the broadcasting of security messages, prepared and sent from a
management centre CG to a plurality of STB multimedia units, we are faced with
a trade-off between the global addressing, i.e. the same message for all the units,

and the individual addressing, i.e. a message for each unit.

In the first case, the system is fast because only one message allows, for exam-
ple, the transmission key to be changed. This is the key that encrypts the mes-

sages containing the control words cw.

It is possible to imagine the consequences of the second case as it must regularly

transmit information to each security module.

This is why the the solution according to the invention is to divide the set of se-
curity modules into groups, each group being able to contain several hundreds of
modules. According to one variant, each group includes 256 members. There-
fore, 1 million subscribers represent approx. 4000 groups, thus 4000 messages

to renew the transmission key or to update a security programme.

The management centre CG sends the security messages to the multimedia units
STB. These units STB comprise security means SC, illustrated in Figure 1 by a

plug-in smart card.

At the time of the personalisation of such a security module, the secrets keys
pertaining to each module are loaded. Each security module carries an identifi-
cation number UA that will allow the secrets keys introduced into a module to be

traced.

The management centre CG disposes of a database with the list of personal keys

for each security module.

The management of modules into groups can be carried out either during the

personalisation of the module (in general before delivery) or on site during start-
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up. According to our invention, a key or a piece of information is necessary to
access services controlled by the management centre. This can be an independ-
ent and supplementary step to the management of the rights. The fact that the
key or the information is accessible to all the security modules does not mean
that the services are accessible to subscribers disposing of these security mod-

ules.

As previously indicated, a security module is assigned to a group, for example
the group GrA. This assignation can be made either at the time of the initialisation
of the module, or by sending the personal private key corresponding to the group
GrA. The sending of this key is protected by the encryption of said key by one of
the personal keys of the security module. According to the example in Figure 2,
the security modules SC1A, SC2A and SC3A are part of this group GrA. The
secret information is encrypted by the key KGrA in the management centre CG
and deciphered by each private key of the security modules.

In the same way, other groups GrB, GrC or GrD also comprise security modules
SC..B, SC..C or SC..D.

Therefore, the set of security modules receives the secret information necessary
for the correct working of the conditional access system by sending as many dif-
ferent messages as there are groups. It is to be noted that the repetition of the
messages is not avoided in the case where the set-top-box have no return chan-
nel. The management center will repeat the messages according to a predefined
schedule, e.g. one per day at different time randomly selected.

At the time of the detection of a security module clone, for example, if such a
module has been compromised by the extraction of the keys, the personal private

key will be found in all the clones.

Once a clone is known, it is possible to determine which is the security module
that has been compromised by comparing the private key of this clone module

with the private keys stored in the management centre. The management centre
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keeps a copy of the private key loaded into each security module. According to
our example, the module to be revoked is the module SC1A. The group GrA will
thus dissappear as it is no longer possible to send secret messages encrypted
by means of the public key KGrA. Before stopping the sending of the messages
encrypted by the group key KGrA, all the security modules, with the exception of
corrupted security module, must change group.

In the example in Figure 3, the security module SC2A is moved into group B, the
module SC2A is moved to group D. This operation is carried out by sending the
group key of its new membership. This group key is encrypted by a personal key
of the security module so that this message can only be interpreted by the secu-
rity module concerned. Once the uncorrupted members have been removed from
the compromised group, the sending of messages with group key A is interrupted.
At this moment, all the clones cease to be operational as they can no longer

receive the secret information.

The moving of the members not revoked towards other groups can be carried out

either towards other existing groups, or by the creation of a new group.

The membership to a group is carried out as indicated by the presence of a
unique private key generated in a asymmetric system with a public key and a
plurality of private keys. According to another embodiment, a group identifier is
also transmitted so as to filter the messages pertaining to this group from other
groups. The secret information are encrypted by the public key of said group, and
the group identifier is added to said message. This allows to decrypt a message
and to realize that the content of same is random, due to the use of the wrong
key. The group identifier is preferably tested by the host apparatus which has
received this identifier from the security module. A security message is transmit-
ted to the security module only if it contains the same identifier of the security

module.

The secret information can take several forms. The document WO0156287 de-

scribes a method to combine information in order to obtain the control word. The
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secret information could either be the master control word that will be combined
with the control words CW contained in the control messages, or the key for de-

crypting a message containing the master control word.

Another form of secret information is a form of transmission key. This key is used
for decrypting the control messages ECM and extracting the control words. This

transmission key is changed every month, for example.

In practice, for example during a transmission key change, the sending of the
new key to all the security modules can take time. The security modules will thus
dispose of two pieces of secret information, one current and another ready to take
over. In the case of the transmission key, the header of the control message will
contain an indication to show which is the transmission key to be used. A simple
system is to define an even transmission key and an odd transmission key. The
control message ECM will contain a bit to define parity and thus the key to be
used.

In order to avoid giving ill-intentioned third parties time to find the secret piece of
information, provision is made according to one variant of the invention to encrypt
the secret piece of information by means of a release key. This key is global and
is used regardless of the group of the security module. Therefore each security
module will receive a message encrypted by the key of its group and encrypted
by a global key. It is also possible to send a release message with the release
key encrypted by the global key and additionally encrypted by the group key.

Shortly before the activation of the secret piece of information, for example the
transmission key, the management centre CG sends a message containing the
global key, encrypted according one of the embodiment described above. At this
moment, each module will be capable of disposing of the secret piece of infor-

mation thus allowing it to process the corresponding security data.
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Patentkrav

1. Fremgangsmade til tilbagekaldelse af sikkerhedsmoduler beregnet til at
modtage sikkerhedsmeddelelser, som udsendes ved et antal sikkerhedsmoduler,
hvilket sikkerhedsmodul omfatter i det mindste en personlig nagle, hvilken frem-

gangsmade omfatter forud for tilbagekaldelsen:

- inddeling af samlingen af sikkerhedsmoduler i i et mindste to grupper,

- bestemmelse, for hver gruppe, af en asymmetrisk nggle, som omfatter en
offentlig nagle og et antal forskellige private nagler, som muliggar dekrypte-
ring af en meddelelse, som er krypteret ved hjaelp af den offentlige nggle,

- indlaesning af en af de private nggler per sikkerhedsmodul, idet hvert modul
modtager sin forskellige private nggle, idet de private nggler svarer til grup-
pens offentlige nagle,

- transmission af en sikkerhedsmeddelelse per gruppe, idet meddelelsen er
krypteret ved hjeelp af gruppens offentlige nggle,

hvorved tilbagekaldelsen omfatter falgende trin

- sending til hvert medlem af den gruppe, hvis sikkerhedsmodul skal tilbage-
kaldes, bortset fra den eller de sikkerhedsmoduler, der skal tilbagekaldes,
en ny privat nggle, som svarer til en anden gruppes offentlige nogle, idet
hver private nagle krypteres ved hjeelp af det naevnte sikkerhedsmoduls per-
sonlige nggle, kendetegnet ved, at sikkerhedsmodulerne indeholder en
feelles nogle, at indholdet af sikkerhedsmeddelelsen overkrypteres ved
hjeelp af en frigarelsesnggle, hvilken frigarelsesnggle krypteres ved hjeelp af
sikkerhedsmodulernes feelles nggle og transmitteres lidt far indholdet af sik-

kerhedsmeddelelsen tages i brug.

2. Fremgangsmade til tilbagekaldelse ifglge krav 1, anvendt i et betalings-TV-
system, hvori strammen af audio/video-data er krypteret ved hjaelp af styreord

(CW), hvilke sidstnaevnte sendes i styremeddelelser (ECM), som er krypteret ved
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hjeelp af en transmissionsnogle, kendetegnet ved, at sikkerhedsmeddelelsen in-
deholder den ngdvendige transmissionsnggle til dechifreringen af styremedde-
lelserne (ECM).

3. Fremgangsmade til tilbagekaldelse ifglge krav 1, anvendt i et betalings-TV-
system, hvori strammen af audio/video-data er krypteret ved hjaelp af styreord
(CW), hvilke sidstnaevnte sendes i styremeddelelser (ECM), som er krypteret ved
hjeelp af en transmissionsnagle, kendetegnet ved, at sikkerhedsmeddelelsen in-
deholder en nggle til overchifrering af styreordene (CW).

4. Fremgangsmade til tilbagekaldelse ifglge krav 1, kendetegnet ved, at sik-
kerhedsmeddelelsen indeholder opdateringer af sikkerhedsmodulets software.

5. Fremgangsmade til tilbagekaldelse ifglge krav 1 til 4, kendetegnet ved, at
medlemmerne i en tilbagekaldt gruppegentildeles forskellige eksisterende grup-
per bortset fra den eller de sikkerhedsmoduler, der skal tilbagekaldes.

6. Fremgangsmade til tilbagekaldelse ifolge krav 1 til 4, kendetegnet ved, at
medlemmerne i en tilbagekaldt gruppe gentildeles en ny gruppe, bortset fra den
eller de sikkerhedsmoduler, der skal tilbagekaldes.
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