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within the browser; v) sending a message to the page server,
which message includes said cookie including the respective
selected monitoring information; and vi) receiving from the
page server, at least one page content item selected in depen-
dence on the selected monitoring information included in the
cookie.
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CONTENT MANAGEMENT

This invention relates to website content management, in particular to methods
and apparatus for communicating information concerning visitor behaviour to
content management systems to allow the content to be controlled in dependence

on current behaviour,

There has been a long standing desire to provide personalised websites to enhance
customer experience. This demands that the web content server constructing the
pages being viewed by the visitor (a content management system or “CMS”) is
able to select content that is appropriate to that visitor. To be really effective this

process needs real time information on the behaviour or status of the user.

It is also recognised that the best way of evaluating and analysing visitor
behaviour is by the collection of real time information from the client
environment by “web analytic” or “e-business intelligence systems” and the
analysis of this information to extract significant behaviour or changes in status.
This may be behaviour or status changes occurring within the current session or
life cycle information computed for the current visitor (for example recency —
how recently the user visited the site previously, frequency — the regularity with
which the user visits the site, latency — the average time between visits, etc). A
system which provides such a combination of functions can be described as a

behavioural analysis system or “BAS”,
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Traditionally the integration of CMS and BAS systems to provide effective

relevant real time customisation has been complex and expensive to implement.

It is an object of this invention to provide apparatus and methods which provide a

technical basis for achieving such integration.

According to a first aspect of the present invention there is provided a method for
receiving tailored pages within a browser running on a client device, the method
comprising the steps of;

browsing, in the browser, pages from a page server;

sending from an active page in the browser to a monitoring server, at least one
monitoring message including information concerning at least one of: interactions
with and performance of at least one page browsed within the browser running on
the respective client device;

receiving in the active page, from the monitoring server, a control message
including an instruction to generate a cookie within the browser including selected
monitoring information;

generating said cookie within the browser;

sending a message to the page server, which message includes said cookie
including the respective selected monitoring information; and

recelving from the page server, at least one page content item selected in

dependence on the selected monitoring information included in the cookie.
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Before the sending at least one monitoring message step, the method may
comprise the step of the browser receiving a page from the page server that
includes an instruction that causes the page to send a message to the monitoring
sever. The message may comprise a request for a page component. The message

may comprise the monitoring message.

According to a second aspect of the present invention there is provided a client
device arranged under the control of software for receiving tailored pages within a
browser running on the client device, the device being arranged to:

browse, in the browser, pages from a page server;

send from an active page in the browser to a monitoring server, at least one
monitoring message including information concerning at least one of: interactions
with and performance of at least one page browsed within the browser running on
the respective client device;

receive in the active page, from the monitoring server, a control message
including an instruction to generate a cookie within the browser including selected
monitoring information;

generate said cookie within the browser;

send a message to the page server, which message includes said cookie including
the respective selected monitoring information; and

receive from the page server, at least one page content item selected in

dependence on the selected monitoring information included in the cookie.

PCT/GB2007/000880
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According to another aspect of the present invention there is provided a method
for providing pages with tailored content to browsers running on client devices
comprising the steps of:

receiving at a monitoring server, from browsers running on client devices,
monitoring messages including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determining selected monitoring information based on the monitoring messages
received at the monitoring server;

sending from the monitoring server, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information determined in the
determining step;

receiving at a page server, the cookies generated by the browsers including the
respective selected monitoring information; and

providing to the respective browsers at least one page content item selected in
dependence on the selected monitoring information extracted from the respective

cookie.

According to another aspect of the present invention there is provided a system
for providing pages with tailored content to browsers running on client devices,
the system comprising a page server and a monitoring server and being arranged

under the control of software to:

PCT/GB2007/000880
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receive at the monitoring server, from browsers running on client devices,
monitoring messages including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determine selected monitoring information based on the monitoring messages
received at the monitoring server;

send from the monitoring server, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information;

receive at the page server, cookies generated by the browsers including the
respective selected monitoring information; and

provide to the respective browsers at least one page content item selected in
dependence on the selected monitoring information extracted from the respective

cookie.

According to a further aspect of the present invention there is provided a system
for providing pages with tailored content to browsers running on client devices,
the system comprising a page tailoring system and a monitoring system;

the monitoring system comprising a receive module for receiving, from browsers
running on client devices, monitoring messages including information concerning
at least one of: interactions with and performance of at least one page browsed

within the browser running on the respective client device;
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the monitoring system comprising a determination module for determining
selected monitoring information based on the monitoring messages received at the
monitoring system;

the monitoring system comprising a send module for sending, to active pages in
the browsers, respective control messages including an instruction to generate a
cookie within the browser including the respective selected monitoring
information;

the page tailoring system comprising a receive module for receiving cookies
generated by the browsers including the respective selected monitoring
information; and

the page tailoring system comprising a tailoring module for selecting for supply to
the respective browsers at least one page content item selected in dependence on

the respective selected monitoring information.

According to another aspect of the present invention there is provided a method
for setting first party cookies including monitoring information in browsers
running on client devices comprising the steps of:

receiving at a monitoring system, from browsers running on client devices,
monitoring messages including information concerning at least one of}
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determining at the monitoring system selected monitoring information based on

the monitoring meséages received at the monitoring system;
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sending from the monitoring system, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information determined in the

determining step.

According to yet another aspect of the present invention there is provided a
method for providing pages with tailored content to a browser running on a client
device comprising the steps of:

receiving at a monitoring server, from a browser running on a client device, at
least one monitoring message including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the client device;

determining selected monitoring information based on the monitoring message
received at the monitoring server;

sending from the monitoring server, to an active page in the browser, a control
message including an instruction to generate a cookie within the browser
including the selected monitoring information determined in the determining step;
receiving at a page server, the cookie generated by the browser including the
selected monitoring information; and

providing to the browser at least one page content item selected in dependence on

the selected monitoring information extracted from the cookie.

Each of the methods above, where context allows, may comprise the further steps,

before the above steps, of receiving, at the monitoring server, requests for page

PCT/GB2007/000880
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components from pages being browsed within the browsers and sending, from the
monitoring server, page components in response to those requests, which page
components are arranged to cause the pages being browsed to send the monitoring

messages.

Each of the messages referred to above may be HTTP messages, for example

HTTP requests.

In each case referred to above a plurality of cookies may be generated by each
page. That is to say there may be messages that include instructions to generate
more than one cookie, and/or there may be a plurality of messages each including

an instruction to generate one of a number of cookies.

Generally the page server will be in a different domain than the monitoring server.
However using the technique of sending messages including instructions
(typically HTTP messages including script - for example JavaScript or Visual
Basic Script) to generate first party cookies within the page allows
communication between the monitoring sever (which is in the "wrong" domain)
and the page server which by definition is in the domain of the page being

monitored and/or to be tailored.

The behaviour monitored and the precise nature of the monitoring information to
be included in the cookie is not restricted by the current technique and is a matter

for the monitoring techniques used. Similarly, the type of tailoring used is not
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restricted by the current technique and is a matter for the tailoring techniques

used.

Thus the present techniques provide a simple mechanism by which a content
management system (a page server/page tailoring system) can be passed
indications of the current status or current behaviour of a visitor browsing the site
in real time by a behavioural analysis system (monitoring server/system). This can
allow the content management system to select appropriate content to be

displayed to the visitor to influence or respond to their behaviour or status.

The present techniques make use of first party cookies to provide a means of
communication between the content management system and behavioural analysis
system even though the behavioural analysis system is not necessarily a first party
system. That is to say communication via first party cookies occurs even though
the behavioural analysis system is not necessarily in the same domain as the

content management system which is providing the web pages to the user.

The present techniques give various advantages:-

1. The system requires no back end integration with existing customer

analysis systems.
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2. Most content management systems commonly use first party cookies to
retain or signal visitor status between the pages or sections of a site it is managing

and this can facilitate implementation of the current techniques.

3. The ability to deploy behavioural analysis systems in domains other than
that of the website being browsed (eg as an apparent third party) allows solutions
to be provided in an application service provider model where the behavioural

analysis system is not known or operated by the website owner.

The current techniques are not limited to use with PCs acting as the client device,
but are suitable for use with any systems which have client devices running
browsers which are able to browse web pages and make use of HTTP or a similar

protocol which encompasses the concept of cookies.

Embodiments of the present invention will now be described, by way of example

only, with reference to the accompanying drawings in which:

Figure 1 schematically shows architecture which may be used in methods and/or

systems for providing tailored web pages;

Figure 2 shows a sequence diagram of client/server interactions in the operation of

methods and/or systems for providing tailored web pages.

PCT/GB2007/000880
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Figure 3 is a flow chart showing the processes carried out at a client device during

the operation of a method/system for providing tailored web pages;

Figure 4 is a flow chart showing the processes carried out at a behavioural

analysis system server in a method/system for providing tailored web pages; and

Figure 5 is a flow chart showing the processes carried out at a content

management system server in a method/system for providing tailored web pages.

Figure 1 schematically shows architecture which may be used in a method and/or

system for providing web pages having tailored content.

The architecture comprises a client device 1 which in this instance is a PC being
used by a user to browse web pages. The client device 1 operates under the
control of software and runs a browser 11 for viewing web pages 12 in a

conventional way over the internet.

A content management system 2 including a page server 21 is provided for
supplying web pages to requesting client devices 1. In the architecture shown in
Figure 1 there is only a single client device 1 shown, but it will be appreciated that
in practice there may be many client devices 1 each accessing web pages from the
content management system 2. The content management system 2 is arranged to
not only supply static or generic web pages to the client device 1, but also to

provide pages having content which is tailored to the client device and/or user.

PCT/GB2007/000880
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The content management system therefore comprises a server for tailoring web
page content, this may be the page server 21, or a separate server 22 within the

content management system 2.

The architecture also comprises a behavioural analysis system 3 which again is
connected to the internet and may communicate with the client device 1. The
behavioural analysis system 3 comprises a monitoring server 31 which is used for
gathering monitoring information concerning the user’s interaction with pages 12

running within the browser 11 on the client device 1.

To a large degree this monitoring operation is conventional and will make use of
client side page tagging techniques. Such client side page tagging techniques, in
themselves, are well understood and one such technique has been used for some
time by the applicants. An early version of tlﬁs technique is explained in detail in
the Applicant’s earlier applications WO01/69412 and W0O01/69386. In such

techniques it now typical to put some script (for example Java Script or Visual

Basic Script) within a selection or each and every page of a web site. As each

page is visited this script causes there to be communication with a server
responsible for the collection of events describing users journeys/interactions with
the website and managing any necessary interactions with the client. In the
present architecture it is the behavioural analysis system 3 which comprises a

server responsible for the collection of monitoring events.

PCT/GB2007/000880
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In the present system and method, as will be described in more detail below, the
behavioural analysis system 3 is arranged to analyse monitoring information from
the interactions which go on at the client device 1 and under certain circumstances
to identify selected monitoring information which it is considered may be useful
for the customer management system 2 in determining which tailored content to
provide to the client device 1. The analysis may be carried out by the monitoring

server 31 or by a separate server 32 of the behavioural analysis system.

Where there is monitoring information which is determined would be useful to the
content management system 2, this is communicated from the behavioural
analysis system 3 to the content management system 2 by the mechanism of the
behavioural analysis system 3 sending a message to a page 12 running within the
browser 11 on the client device 1 containing an instruction to generate a cookie
which includes the monitoring information. As this cookie is generated within the
page 12 which was supplied by the content management system server 2, the
cookie is a first party cookie within that domain. This means that once the cookie
has been generated within the browser 11 then when there is further
communication between the client device 1 and the content management system
2, the cookie will be included in the HTTP messages which are sent from the
client device 1 to the content management system 2. Thus the monitoring
information identified by the behavioural analysis system 3 as being potentially
useful for providing tailored content to the client device 1/user will be delivered to
the content management system 2. There it can be uséd to determine the content

which is provided to the client device 1/user by virtue of supplying a new page 12
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to the client device 1 and/or supplying particular page components/content to the

client device 1.

The exact behaviour which is required to trigger the behaviour analysis system 3
into sending monitoring information to the content management system 2 via the
technique described above is a matter of design choice. There is basically little or
no limit to the types of behaviour which may be monitored and acted upon and
similarly there is little or no limit to the type of data/information which can be
communicated from the behaviour analysis system 3 to the content management
system 2. There will, however, typically be practical limit on the volume of data
which can be transmitted via this technique due to the volume of data which can
be transmitted by setting one or more cookies i.e. by the allowed data size for

cookies.

The following are examples of the monitoring information that could be included
in a first party cookie set on the client device 1 in response to scripts sent by the
behaviour analysis system 3:

- High value customer not visited for several months, high defection
potential.

- Customer who has failed to successfully complete a registration form on
more than two occasions within the current session.

- A customer whose behaviour suggests that they are engaged in fraudulent

activity.

PCT/GB2007/000880
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When cookies containing such information are received by the content
management system 2, the action carried out is of course dependent on the set-up
of the content management system 2. Again the present techniques provide little
or no limitations on what actions may be carried out at that time. That is a matter

for the set-up of the content management system 2.

However, by way of example, in response to information being received via the
cookie that the customer is a high value customer that has not visited for several
months the content management system 2 could deliver a new page 12 to the
client device 1 or a page component to the existing page 12 offering the customer
a special offer, money off if an order is placed, or a questionnaire requesting the

user’s input on what they need from the system or so on.

On the other hand if the message in the cookie suggests that the user is engaged in
fraudulent activity this could be used to block access to certain information or

block certain functionality usually available via that website.

Figure 2 shows a sequence diagram for client/server interactions between the
client device 1, the content management system 2 and the behaviour analysis

system 3.

First the browser requests a web page and resources from the content management
system 2. In response to this, the customer management system 2 responds by

sending the requested resources including a page tag relating to the behaviour
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analysis system. Subsequent to this, site usage information is sent by the browser
11 to the behaviour analysis system 3. When the behaviour analysis system 3
recognises behaviour that it has been configured to report to the content
management system 2, the behaviour analysis system 3 sends a script to the
browser 11 to set a first party cookie providing monitoring information which can
be considered as “hints” to the content management system 2. Then where there
is subsequent communication between the browser 11 and the content
management system 2, the request to the content management system 2 will
include the first party cookie which in effect has been set up to include “hints” by
the behaviour analysis system 3. Then in response to these “hints” the content
management system 2 at its discretion may use the hints to provide the user, using

the client browser 11, with more pertinent content.

Figure 3 shows a flow chart of processes which occur within the client device 1
during the overall process described above. In step 301 the client device browses
a web page from the content management system 2. In step 302 a page supplied
from the content management system 2 and active in the browser requests script
from the behaviour analysis system 3. As a result of this, in step 303, the page
within the browser receives the script and begins monitoring activity. In step 304
monitoring messages generated under control of the received script are sent to the
behaviour analysis system 3. At some point in time in step 305, the page may
receive a script to set a first party cookie including monitoring information which
has been détermined by thc; behaviour analysis system 3. In step 306 the page

executes the script and sets the cookie which is a first party cookie as far as the
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content management system 2 is concerned. In step 307 as the user interacts with
the page in the browser 11 or navigates to another page in the same domain the
browser responds appropriately and this causes in step 308, the browser 11 to send
a request for another page or other content from the content management system
2. The first party cookie is sent along with this request. In step 309 the browser
receives further page content or a new page which may be tailored in response to

the content of the cookie sent to the content management system 2.

Figure 4 shows a flow chart of processes which occur at the behaviour analysis
system 3 as part of the overall process described above. In step 401 the behaviour
analysis system 3 receives a request for monitoring script from a page in a
browser 11. In step 402 the behaviour analysis system 3 sends the appropriate
script to the page. In step 403 the behaviour analysis system receives monitoring
messages from the browser and logs and analyses these monitoring messages as

appropriate.

In step 404 the behaviour analysis system 3 determines that there is selected
monitoring information which may be of use to the content management system 2
in dependence on the information which has been received via the monitoring

messages.

As aresult of this, in step 405 the behaviour analysis system 3 sends a script to the
page in the browser 11 to generate a cookie including the selected monitoring

information.

PCT/GB2007/000880
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Figure 5 shows a flow chart of processes which take place in the content

management system 2 as part of the overall process described above.

In step 501 the content management system 2 receives a request for a page from a

browser 11 running in a client device 1.

In step 502 the content management system 2 supplies the appropriate page to the
browser 11. This process of supplying pages in response to requests continues.

At some point in time the content management system 2 receives a further request
from the browser 11 accompanied by a first party cookie including monitoring
information which has been identified as potentially important by the behaviour
analysis system 3. In step 504 the content management system uses the content of
the cookie to determine content to be sent to the browser 11. In step 505 the
content management system 2 supplies tailored page content to the browser

running in the client device 1.

It will be appreciated that in the present technique, although a client device 1
might often be a personal computer running a browser such as MS Internet
Explorer, the techniques will also function with the client device being any device
1 running a browser which is able to receive pages, makes use of HTTP or a
similar protocol and can execute script to produce cookies which can accompany
requests. Thus, for example, the client device might comprise an embedded

browser and might comprise a set-top box, a mobile telephone or similar device.

PCT/GB2007/000880
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It will be appreciated that the content management system and behaviour analysis
system may each comprise a plurality of computers/servers and thus there may be
indirect or direct sending and receiving of messages between the page server and
the client device and between the monitoring server and the client device.
Moreover, some functions, analysis and processing of each system or each
“server” may be carried out by different computers — the expressions system and
“server” should be construed broadly to cover these possible arrangements. In
some situations the content management system may run on the same machine or

set of machines as the behaviour analysis system.

It will be appreciated that the present invention may be embodied in a method as
described above, a system as described above, a computer arranged under the
control of software to operate as a client device as described above, a content
management system as described above or a behaviour analysis system as
described above. The present invention may also be embodied in at least one
computer program comprising code portions which are arranged to cause at least
one computer to carry out a method described above and/or act as a system or
apparatus as described above. The computer program may be carried on
computer readable media comprising for example a CD-Rom, a DVD-Rom, a

flash memory device, a hard drive, a signal or so on.

PCT/GB2007/000880
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CLAIMS:

1. A method for receiving tailored pages within a browser running on a client
device, the method comprising the steps of:

browsing, in the browser, pages from a page server;

sending from an active page in the browser to a monitoring server, at least one
monitoring message including information concerning at least one of: interactions
with and performance of at least one page browsed within the browser running on
the respective client device;

receiving in the active page, from the monitoring server, a control message
including an instruction to generate a cookie within the browser including selected
monitoring information;

generating said cookie within the browser;

sending a message to the page server, which message includes said cookie
including the respective selected monitoring information; and

receiving from the page server, at least one page content item selected in

dependence on the selected monitoring information included in the cookie.

2. A method according to claim 1 which comprises, before the sending at
least one monitoring message step, the step of the browser receiving a page from
the page server that includes an instruction that causes the page to send a message

to the monitoring server.

3. A method according to claim 2, in which the message, which the .

instruction is to cause to generate, comprises a request for a page component.
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4. A method according to claim 2 or 3, in which the message, which the

instruction is to cause to generate, comprises the monitoring message.

5. A method according to any preceding claim in which each of the messages

referred to above is an HTTP message, for example an HTTP request.

6. A method according to any preceding claim in which a plurality of cookies

are generated by each page.

7. A method according to any preceding claim in which the control message

includes instructions to generate more than one cookie.

8. A method according to any preceding claim in which more than one
control message is received in the active page, each control message including an

instruction to generate one of a number of cookies.

9. A client device arranged under the control of software for receiving
tailored pages within a browser running on the client device, the device being
arranged to:

browse, in the browser, pages from a page server;

send from an active page in the browser to a monitoring server, at least one
monitoring message including information concerning at least one of: interactions
with and perfo;magce of at least one page br(‘)wseci wi:thin the browser running on

the respective client device;



10

15

20

WO 2007/107702 PCT/GB2007/000880

22

receive in the active page, from the monitoring server, a control message
including an instruction to generate a cookie within the browser including selected
monitoring information;

generate said cookie within the browser;

send a message to the page server, which message includes said cookie including
the respective selected monitoring information; and

receive from the page server, at least one page content item selected in

dependence on the selected monitoring information included in the cookie.

10. A method for providing pages with tailored content to browsers running
on client devices comprising the steps of:

receiving at a monitoring server, from browsers running on client devices,
monitoring messages including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determining selected monitoring information based on the monitoring messages
received at the monitoring server;

sending from the monitoring server, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information determined in the
determining step;

receiving at a page server, the cookies generated by the browsers including the

respective selected monitoring information; and
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providing to the respective browsers at least one page content item selected in
dependence on the selected monitoring information extracted from the respective

cookie.

11. A system for providing pages with tailored content to browsers running on
client devices, the system comprising a page server and a monitoring server and
being arranged under the control of software to:

receive at the monitoring server, from browsers running on client devices,
monitoring messages including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determine selected monitoring information based on the monitoring messages
received at the monitoring server;

send from the monitoring server, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information;

receive at the page server, cookies generated by the browsers including the
respective selected monitoring information; and

provide to the respective browsers at least one page content item selected in
dependence on the selected monitoring information extracted from the respective

cookie.
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12. A system for providing pages with tailored content to browsers running on
client devices, the system comprising a page tailoring system and a monitoring
system,

the monitoring system comprising a receive module for receiving, from browsers
running on client devices, monitoring messages including information concerning
at least one of: interactions with and performance of at least one page browsed
within the browser running on the respective client device;

the monitoring system comprising a determination module for determining
selected monitoring information based on the monitoring messages received at the
monitoring system;

the monitoring system comprising a send module for sending, to active pages in
the browsers, respective control messages including an instruction to generate a
cookie within the browser including the respective selected monitoring
information;

the page tailoring system comprising a receive module for receiving cookies
generated by the browsers including the respective selected monitoring
information; and

the page tailoring system comprising a tailoring module for selecting for supply to
the respective browsers at least one page content item selected in dependence on

the respective selected monitoring information.

13. A method for setting first party cookies including monitoring information

in browsers running on client devices comprising the steps of:
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receiving at a monitoring system, from browsers running on client devices,
monitoring messages including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the respective client device;

determining at the monitoring system selected monitoring information based on
the monitoring messages received at the monitoring system;

sending from the monitoring system, to active pages in the browsers, respective
control messages including an instruction to generate a cookie within the browser
including the respective selected monitoring information determined in the

determining step.

14. A method for providing pages with tailored content to a browser running
on a client device comprising the steps of:

receiving at a monitoring server, from a browser running on a client device, at
least one monitoring message including information concerning at least one of:
interactions with and performance of at least one page browsed within the browser
running on the client device;

determining selected monitoring information based on the monitoring message
received at the monitoring server;

sending from the monitoring server, to an active page in the browser, a control
message including an instruction to generate a cookie within the browser
including the selected monitoring information determined in the determining step;
receiving at a page server, the cookie generated by the browser including the

selected monitoring information; and
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providing to the browser at least one page content item selected in dependence on

the selected monitoring information extracted from the cookie.

15. A method according to any preceding claim in which the page server is in

a different domain than the monitoring server.
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