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(57) ABSTRACT 

A system and method for managing a network of nodes that 
share sensor data is presented. In one embodiment, the system 
and method clusters groups of nodes into Subnets. Nodes in a 
common Subnet share sensor data with other nodes in the 
Subnet at one rate, while nodes that are not in a common 
Subnet share sensor data at a second substantially reduced 
rate. 

16 Claims, 5 Drawing Sheets 
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1. 

DYNAMICFUSION MANAGEMENT 

FIELD 

Embodiments of the subject matter described herein relate 
generally to a system and method for optimizing utilization of 
bandwidth and computational resources of communications 
systems that share sensor data. 

BACKGROUND 

Sensor platforms, also referred to as nodes or virtual nodes, 
share sensor information across communications links that 
are generally not managed by the application at the physical 
layer. As the number of nodes increases, the volume of traffic 
increases, taxing the bandwidth capacity of communications 
links and the computational capacity of the nodes to process 
the shared sensor information. Prior art solutions assign 
groups of nodes into Smaller operating groups or Subnets. 
Typically this assignment of operating groups or Subnets is 
performed manually. Nodes within a subnet share sensor 
information, while nodes in different subnets do not directly 
share information with each other. 

Generally Subnets are designed to be small enough that 
sharing sensor data between nodes does not overwhelm the 
processing capability of any individual node or the commu 
nications links between nodes. If the sensor bandwidth is not 
correctly anticipated or the Subnets are not properly designed, 
nodes can become overwhelmed with sensor data and asso 
ciated data communications links between nodes can become 
congested. This can result in delays of important sensor data 
reaching a node or in the data not being communicated to the 
node at all. 
A target tracker receives sensor data about one or more 

targets from multiple nodes and fuses the sensor data about 
common targets from the multiple nodes. Typically the target 
tracker is configured Statically and attempts to keep up with 
the flow of sensor reports it receives. If more reports are 
received than the target tracker can process, the target tracker 
will fall behind, delaying the assimilation of sensor reports 
into useful tracking data. If the flow of sensor reports is 
Sustained at a greater rate than can be processes, the target 
tracker will drop reports. Important sensor data therefore 
would not be fused into the tracking data for one or more 
tracked targets. 

Advantages over the prior art are herewith provided in the 
following disclosure. 

SUMMARY 

Presented is a system and method for optimizing data 
fusion between nodes sharing sensor data. The system and 
method manages sensor nodes that share their sensor data 
with other sensor nodes and configures the virtual fusion 
nodes to prevent sensor data from overwhelming processing 
resources on the nodes and causing congestion on communi 
cation links between nodes. In various embodiments, the 
system and method reduces network latencies, reduces com 
putation loads on sensor nodes, and reduces bandwidth con 
Sumption on communications links. 

In one embodiment of the system and method, a Compu 
tational Resource Manager (CRM) manages bandwidth con 
Sumption in a network of nodes performing data fusion. The 
CRM applies a dynamic clustering algorithm to group nodes 
into Subnets, thereby reducing the number of sensor reports 
communicated between nodes in different Subnets, and 
reducing overall network bandwidth consumption. In another 
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2 
embodiment of the system and method, feedback loops allow 
the Fusion Monitor (FM) to monitor the computational load 
on the target tracker and adjust the target tracking algorithms 
to the volume of sensor data reports received by the target 
tracker, the data accuracy requirement, the data priority, and 
the objective system operational requirements. In yet another 
embodiment, the system and method drops sensor data 
reports in order to minimize the latency of the sensor reports 
shared by the target tracker. 
The features, functions, and advantages discussed can be 

achieved independently in various embodiments of the 
present invention or may be combined in yet other embodi 
ments further details of which can be see with reference to the 
following description and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying figures depict various embodiments of 
the dynamic fusion management system and method. A brief 
description of each figure is provided below. Elements with 
the same reference number in each figure indicated identical 
or functionally similar elements. Additionally, the left-most 
digit(s) of a reference number indicate the drawing in which 
the reference number first appears. 

FIG. 1 is an illustration of a sensor network prior to 
dynamic fusion management; 

FIG. 2 is an illustration of a sensor network with dynamic 
Subnets of one embodiment of the dynamic fusion manage 
ment system and method; 

FIG.3 is an illustration of the sensor network with dynamic 
subnets created by a modified hierarchical algorithm of one 
embodiment of the dynamic fusion management system and 
method; 

FIG. 4 is an illustration of the functional relationship of the 
computation resource manager and fusion manager in one 
embodiment of the dynamic fusion management system and 
method; and 

FIG. 5 is an illustration of a process flow of the fusion 
manager showing two feedback loops used to manage a target 
tracker running on a node of one embodiment of the dynamic 
fusion management system and method. 

DETAILED DESCRIPTION 

The following detailed description is merely illustrative in 
nature and is not intended to limit the embodiments of the 
invention or the application and uses of Such embodiments. 
Furthermore, there is no intention to be bound by any 
expressed or implied theory presented in the preceding tech 
nical field, background, brief Summary or the following 
detailed description. 
The Computational Resource Manager (CRM) 

Referring to FIG. 1, sensor platforms, or nodes 102, share 
sensor messages 108 having information about targets of 
interest, or targets 106, with each other node 102 across 
communications links 104. Every node 102 shares sensor 
messages 108 with every other node 102. As the number of 
nodes 102 increases, the number of sensor messages 108 in 
the sensor network 100 increases nearly exponentially. For 
example, Nnodes 102 will send N factorial (N) sensor mes 
sages 108 across the sensor network 100. 

Referring now to FIGS. 2, 3, and 4 the Computational 
Resource Manager 402 (CRM) determines which nodes 102 
should be clustered into logical groupings of nodes, or Sub 
nets 202, for sharing of sensor data 406 (not shown). The 
CRM 402 periodically utilizes a modified hierarchical clus 
tering algorithm to determine which nodes 102 can be advan 
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tageously grouped together into a Subnet 202. The modified 
hierarchical clustering algorithm differs from a manually 
assigned Subnet grouping in that the modified hierarchical 
clustering algorithm takes into account the present environ 
ment of the dynamically changing sensor network 200 when 
assigning nodes 102 to subnets 202, rather than merely divid 
ing the nodes 102 into subnets 202 irregardless of the envi 
ronment of the dynamically changing sensor network 200. 

To create a track of a target 106, sensor nodes 102 share 
sensor messages 108 having sensor data 406 with other sensor 
nodes 102, and the sensor data 406 is fused in the tracker 408 
to create an estimated position, Velocity and sometimes iden 
tification of the target 106. The sensor data 406 can come 
from a variety of different sensors, both fixed and mobile, 
Such as radar, for example from a phased array antenna, IR 
sensors, airplane transponders, IFF (Identify Friend-or-Foe) 
receivers, or triangulation of passive emitters. The sensor data 
406 can also be communicated across different data net 
works, non-limiting examples including TCP/IP. Link 16, and 
Military VMF networks. While data networks such as TCP/IP 
generally utilize higher capacity communication links 104. 
such as 1.544 Mb/s T1 links, data networks such as Link 11 
utilize lower capacity communication links 104 such as 25 
kb/s to 115 kb/s and are therefore more susceptible to con 
gestion if there are many sensors nodes 102 attempting to 
share sensor data 406. 

In one embodiment, to reduce the Volume of sensor data 
406 and sensor messages 108, sensor nodes 102 within the 
subnet 202 share sensor data 406 and sensor messages 108 
with other sensor nodes 102 in the subnet 202 at a high rate, 
and sensor data 406 and sensor messages 108 with sensor 
nodes 102 outside of the subnet 202 at a lower rate. For 
example, sensor nodes 102 within a subnet 202 share sensor 
data 406 and sensor messages 108 with every other sensor 
node 102 in the subnet 202 at a rate of 1 per second, but sensor 
data 406 and sensor messages 108 with sensor nodes 102 
outside the subnet 202 every 10 seconds. This reduces subnet 
to-subnet sensor data 406 and sensor messages 108 by a factor 
of 10, while still allowing every node 102 to still send sensor 
data 406 to other nodes 102. Sensor nodes 102 typically share 
sensor data 406 and sensor messages 108 inside the subnet 
202 at a rate that is 2 to 20 times the rate shared with sensor 
nodes 102 outside the subnet 202, however other rates are 
contemplated. 

In another embodiment, one or more nodes 102 are desig 
nated as gateway nodes 204. Gateway nodes send sensor data 
406 messages outside the subnet 202 and other nodes 102 in 
the subnet 202 do not transmit outside the subnet 202. 
Because communications are made through gateway nodes 
204, there are unutilized communications links 210 between 
nodes 102 of different subnets 202 that are not gateway nodes 
204. In various embodiments, either in combination or sepa 
rately, using Subnets 202, gateway nodes 204, and reducing 
inter-node message rate reduces the Volume of sensor data 
406 and sensor messages 108 sent by nodes 102 inside the 
subnet 202 to nodes 102 outside the subnet 202, thereby 
reducing the overall network bandwidth in the dynamically 
changing sensor network 200. 

In one embodiment, the CRM 402 assigns nodes 102 to 
Subnets based on changes in the environment, for example 
due to jamming or terrain 206 obscurations between nodes 
preventing them from communicating. In this case, a “max 
double' distance is used in the input weighting table to the 
modified clustering algorithm, which will prevent them from 
being clustered into the same Subnet. In another embodiment, 
the CRM 402 assigns nodes 102 to subnets based on the 
spatial relationship of nodes 102 to one another. Nodes 102 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
that are further apart are less likely to share common target 
sensor data 406 that needs to be fused to produce a track of a 
target 106, and therefore the sensor data 406 can be shared at 
a lower rate. In another embodiment, the CRM 402 deter 
mines whether two nodes 102 have a common Area of 
Responsibility (AOR) 208 in determining the distance 
between nodes 102. Nodes 102 with common mission 
responsibilities ideally should be grouped in common Subnets 
202. Because nodes 102 move over time and environments 
change, the CRM 402 periodically runs the modified cluster 
ing algorithm, reassigning nodes 102 to different Subnets 202 
as necessary to maintain efficient communications between 
nodes 102. In one embodiment, the CRM 402 repeatedly runs 
the modified clustering algorithm and assigns nodes 102 to 
subnets 202 multiple times per minute, for example every 10 
seconds. In this way, the CRM 402 dynamically adjusts the 
Subnets 202 to optimize the dynamically changing network 
200 to the changing environmental conditions. 
The main input to the modified clustering algorithm is a 

weighting table between nodes 102. In one embodiment, the 
closer in physical proximity the two nodes 102 are together, 
the lower the weight, and the farther away two nodes 102 are 
from each other, the higher the weight. The clustering algo 
rithm also has a “max double’ input to indicate that nodes 102 
should never be clustered together. 

Referring now to FIG. 4, in another embodiment, there are 
several inputs to the weighting table, which, for convenience 
only, are normalized so the Sum of each of the three across all 
nodes 102 is 1.0. There are provisions to allow for relative 
weighting of the three inputs: 

1.) Euclidian distance—difference between the xyz posi 
tions of the nodes 102; 

2.) Area of Responsibility 602 (AOR)—whether the two 
nodes 102 share the same AOR 602; and 

3.) Node connectivity how long the nodes 102 have been 
connected to each other or max double if they currently 
don’t have a connection. This weight is proportional to 
time if they have connectivity, and “max double' if the 
nodes 102 do not have connectivity. 

This approach is efficient for grouping nodes, taking into 
account that some nodes 102 should not be clustered together 
into subnets 102 due to communication issues or other fac 
tors. An exemplary hierarchical clustering algorithm is avail 
able at http://home.deipolimi.it/matteucc/Clustering/tutori 
all html/hierarchical.html. In one embodiment, a 
modification of this algorithm is the use of a unique value in 
the weighting table, designated as “max double', to prevent 
certain nodes 102 from being clustered together in the same 
subnet 202 if it is inappropriate to do so based upon environ 
mental conditions. 

Continuing to refer to FIG. 4, in one embodiment, the 
modified clustering algorithm of the present disclosure lever 
ages the “max double value to prevent certain nodes 102 
from being clustered into subnets 202, and exits the modified 
clustering algorithm when no more clusters can be formed 
without violating this constraint. In the modified clustering 
algorithm, the N*N proximity matrix is D=d(i,j). The clus 
terings are assigned sequence numbers 0, 1,..., (n-1) and 
L(k) is the level of the kth clustering. A cluster with sequence 
number m is denoted (m) and the proximity between clusters 
(r) and (s) is denoted d(r).(s). 
The modified clustering algorithm comprises the following 

steps: 
1. Begin with the disjoint clustering having level L(0)=0 
and sequence number m=0. 

2. Find the least dissimilar pair of clusters in the current 
clustering, say pair (r), (S), according to: 
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d(r), (S)-min d(i),(i), 

where the minimum is over all pairs of clusters in the 
current clustering. 

3. Determine if the distance dequals the max double value. 
If so, stop, as the number of clusters cannot be reduced 
any further. 

4. Increment the sequence number: m m+1. Merge clus 
ters (r) and (s) into a single cluster to form the next 
clustering m. Set the level of this clustering to 

5. Update the proximity matrix, D, by deleting the rows and 
columns corresponding to clusters (r) and (S) and adding 
a row and column corresponding to the newly formed 
cluster. The proximity between the new cluster, denoted 
(rs) and old cluster (k) is defined in this way: 

If the weight of either row/column being combined is set 
to max double, preserve the this max double value in 
the combined weight in the new d(k), (r.s). 

6. If all objects are in one cluster, stop; else go to step 2. 
For example, a weighting table created for five nodes is a 

5-by-5 table since there are five nodes, with nodes 1 thru 5 
corresponding to the rows and columns of the table. Table 1 
shows example distance weights for a weighting table, before 
normalization and weighting: 

TABLE 1. 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO 2179.23 1308.53 2120.78 2491.16 
Node 2 2179.23 O.OO 2950.25 3452.91 929.50 
Node 3 13O8.53 2950.25 O.OO 832.80 2844.OO 
Node 4 2120.78 3452.91 832.80 O.OO 3132.63 
Node 5 2491.16 929. SO 2844.OO 3132.63 O.OO 

Table 2 shows example distance weights for a weighting 
table, after normalization and weighting: 

TABLE 2 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO O.10 O.O6 O.10 O.11 
Node 2 O.10 O.OO O.13 O16 O.04 
Node 3 O.O6 O.13 O.OO O.04 O.13 
Node 4 O.10 O16 O.04 O.OO O.14 
Node 5 O.11 O.04 O.13 O.14 O.OO 

Table 3 shows example AOR 208 weights for a weighting 
table, before normalization and weighting: 

TABLE 3 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO 1.00 1.OO OSO OSO 
Node 2 1.00 O.OO 1.OO OSO OSO 
Node 3 1.00 1.00 O.OO OSO OSO 
Node 4 O.SO OSO OSO O.OO OSO 
Node 5 O.SO OSO OSO OSO O.OO 

Table 4 shows example AOR 208 weights for a weighting 
table, after normalization and weighting: 
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TABLE 4 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO O.15 O.15 O.08 O.08 
Node 2 O.15 O.OO O.15 O.08 O.08 
Node 3 O.15 O.15 O.OO O.08 O.08 
Node 4 O.08 O.08 O.08 O.OO O.08 
Node 5 O.08 O.08 O.08 O.08 O.OO 

Table 5 shows example connection or communication link 
104 weights for a weighting table, before normalization and 
Weighting: 

TABLE 5 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO 8X 1.OO 1.00 O.O3 
Node 2 8X O.OO 8X 1.00 1.OO 
Node 3 1.00 8X O.OO 1.00 1.OO 
Node 4 1.00 1.00 1.OO O.OO 1.OO 
Node 5 O.O3 1.00 1.OO 1.00 O.OO 

Utilizing “max’ weights precludes clustering of Some nodes 
102 due to lack of connectivity between nodes 1 and 2, and 2 
and 3. Table 6 shows example connection or communication 
link 104 weights for a weighting table, after normalization 
and weighting: 

TABLE 6 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO 8X O.OO O.OO O.OO 
Node 2 8X O.OO 8X O.OO O.OO 
Node 3 O.OO 8X O.OO O.OO O.OO 
Node 4 O.OO O.OO O.OO O.OO O.OO 
Node 5 O.OO O.OO O.OO O.OO O.OO 

Table 7 shows an example combined weighting table: 

TABLE 7 

Node 1 Node 2 Node 3 Node 4 Node 5 

Node 1 O.OO 8X O.21 O.17 O.19 
Node 2 8X O.OO 8X O.23 O.12 
Node 3 O.21 8X O.OO O.11 O.2O 
Node 4 O.17 O.23 O.11 O.OO O.22 
Node 5 O.19 O.12 O.2O O.22 O.OO 

Upon running the modified clustering algorithm, the output 
clusters are as follows. Cluster 0 contains nodes 1, 3, and 4: 
Cluster 1 contains nodes 2, and 5. Nodes 1, 3, and 4 therefore 
are grouped into one subnet 202, and nodes 2 and 5 become a 
second subnet 202. A gateway node 204 is selected using the 
closest node 102 between the two subnets 202 using the same 
weighting table as is used for the hierarchical clustering algo 
rithm. The two nodes 102 with the shortest distance, or lowest 
weight, between them are found by looping through the 
weighting table. The node 102 in the larger subnet 202 is 
designated a gateway node 204. 

Referring now to FIGS. 2 and 3, a more visual example of 
this algorithm is presented for purposes of illustration only. In 
FIG. 2, in the dynamically changing sensor network 200, 
there is no direct communication between the node 102 des 
ignated as S4 and the node 102 designated as S3 due to 
intervening terrain 206. In FIG. 3, in the updated sensor 
network 300, the nodes 102 have moved spatially and the 
terrain 206 is no longer blocking potential communications 
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between the node 102 designated S4 and the node 102 des 
ignated as S3. The algorithm dynamically adjusts the Subnets 
102 and communication links 104. (a) Nodes 102 designated 
S1, S2 and S3 are in close proximity, share past node connec 
tivity links 104, and share a common AOR 208. Therefore 
nodes 102 designated S1, S2 and S3 share subnet 302. (b) 
Nodes designated S3 and S4 are in close proximity and share 
a common AOR 208. However, node 102 designated S4 did 
not previously have a direct communications path (i.e., new 
communications link 304) in FIG. 2 due to the blocking 
terrain 206. Therefore, the node 102 designated S4 is not 
placed in subnet 302, but instead shares a new subnet 306 with 
node 102 designated S3. (c) For similar reasons, nodes des 
ignated S3 and S4 communicate via new communications 
link304 instead of using previous communications link308. 
(d) Nodes 102 designated S3 and S5 form subnet 310 form 
subnet 312 because they share previous communication link 
314. (e) Nodes designated S5 and S6 form subnet 312 because 
they share previous communication link316. Note that nodes 
102 designated S5 and S6 are not placed in subnet 302 or 
subnet 304 because they are not in the same AOR 208. 
The Fusion Manager (FM) 

In another embodiment, the Fusion Manager 404 (FM) 
uses a feedback control loop 410 to control each tracker 408 
it is managing. The FM404 monitors the incoming report rate 
and the tracker's 408 current processing rate. The FM 404 
determines when to attempt to change tracker 408 mode, 
either to obtain a faster mode if the tracker 408 is notable to 
process all incoming tracks using the current mode, or a 
higher quality mode, if the incoming report rate is less than 
what the tracker's 408 current mode can handle. In one 
embodiment, the tracker 408 can swap between 1:N tracks 
when the report rate is high compared what the tracker 408 
can handle and N:M tracks if the tracker 408 can support the 
additional tracks, and MHT if the tracker 408 has excess 
processing capacity. In another embodiment, the tracker 408 
can Switch modes between Greedy, Lagrange, and Munkres 
data fusion algorithms depending upon the tracker's 408 cur 
rent data fusion capacity. The FM 404 can also drop a certain 
percentage of incoming reports when that is necessary to 
avoid overloading the tracker 408 and causing too high a 
latency between a report arriving at the tracker 408 and the 
tracker 408 being able to fuse it. 

In one embodiment, the FM 404 selects sensor reports on 
the tracker 408 to be dropped based upon age of the sensor 
report and identification that the target is a target of interest, as 
specified in the mission requirements. Rather than configure 
a tracker 408 statically, the FM 404 dynamically selects the 
appropriate queue parameters for dropping or prioritizing 
sensor data 408 reports depending upon the ability of the 
tracker 408 to keep up with the incoming sensor data 406 
measurements, the age of the sensor data 408 reports, and the 
identification of the target 106 in the sensor data 406 reports. 
This selective prioritization and sensor data 406 report drop 
ping strategy results in improved latency management of 
important sensor data 406 and faster fusion of mission critical 
sensor data 406. 

Referring now to FIG. 5, in the outer feedback control loop 
500, the reports filter 502 receives sensor reports and calcu 
lates the incoming report rate 506. The filter 502 may drop 
some reports, and it passes the rest to the tracker 408. The rate 
control error term 504 is the difference of the incoming report 
rate 506 and the tracker processing rate 508. In the inner 
feedback control loop 510, latency control error 512 is 
derived from latency 514 measured in the tracker 408 (the 
time to fuse a report, primarily the time spent in the trackinput 
queue). The total control error term 516, the sum of rate 504 
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8 
and latency control errors 512, determines a tracker mode 
change and/or a report drop rate 518. The purpose of the inner 
feedback control loop 510 is to avoid the situation where a 
steady state could be reached in which incoming report rate 
506 is equal to tracker processing rate 508 but the tracker 
queue size is still large, hence causing large tracker latency 
514. 
The FM 404 controls tracker fusion latency 514 by switch 

ing tracker modes 520 and by dropping sensor reports as 
necessary. It also controls fusion quality by Switching to a 
better tracker mode 520 when the tracker's processing rate 
508 is higher than the incoming report rate 506. 
The embodiments of the invention shown in the drawings 

and described above are exemplary of numerous embodi 
ments that may be made within the scope of the appended 
claims. It is contemplated that numerous other configurations 
of a dynamic fusion management system and method may be 
created taking advantage of the disclosed approach. It is the 
applicants intention that the scope of the patentissuing here 
from will be limited only by the scope of the appended claims. 

What is claimed is: 
1. A system for managing nodes on a network, comprising: 
a plurality of nodes, each node reporting a sensor data to 

every other node of said plurality of nodes, and each 
node including a tracker for fusing a plurality of said 
sensor data from said plurality of nodes into a target 
track using a data fusion algorithm; 

a tracker manager monitoring said trackers and modifying 
said data fusion algorithm to change between a faster 
processing mode and a higher quality processing mode 
based at least in part upon a Volume of said plurality of 
said sensor data received by a tracker, and 

a clustering unit that groups said plurality of nodes into a 
plurality of subnets; 

wherein said tracker manager modifies said data fusion 
algorithm based at least in part upon a criteria selected 
from the group consisting of a data accuracy require 
ment, a data priority requirement, and a mission objec 
tive requirement; 

wherein each node of said plurality of nodes reports said 
sensor data to each of the other nodes in said plurality of 
nodes by sending a sensor message to the reported-to 
node at a first rate if the reporting node and the reported 
to node are in a same Subnet, and at a second rate if the 
reporting node and the reported-to node are in a different 
Subnet, said second rate being Substantially lower than 
said first rate; and 

wherein said clustering unit groups said plurality of nodes 
as a function of a connection time during which one or 
more of said nodes has shared a direct connectivity 
communications link with another of said nodes, and as 
a function of an environmental impairment of the direct 
connectivity communications link between said one or 
more of said nodes and said another of said nodes. 

2. The system of claim 1, wherein said first rate is between 
two and twenty times higher than said second rate. 

3. The system of claim 1, wherein said clustering unit 
groups said plurality of nodes as a function of a distance 
between each of said nodes. 

4. The system of claim 1, wherein said clustering unit 
groups said plurality of nodes as a function of an area of 
responsibility of each of said nodes. 

5. The system of claim 1, wherein said clustering unit 
periodically groups said plurality of nodes into a plurality of 
Subnets. 
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6. The system of claim 1, wherein said tracker manager 
instructs said tracker to drop at least one of said sensor data 
before processing by said data fusion algorithm. 

7. The system of claim 1, wherein said clustering unit may 
be provided with a "max double value designating a pair of 
nodes in said plurality of nodes which cannot be grouped 
within the same subnet, wherein said clustering unit creates a 
proximity matrix representing a disjoint clustering of indi 
vidual nodes in said plurality of nodes, wherein said cluster 
ing unit repeatedly clusters least-dissimilar pairs of clusters in 
the proximity matrix until (1) a proximity metric calculated 
between pairs of clusters is equal to the “max double' value 
for all such pairs or (2) all of the nodes in said plurality of 
nodes are in the same cluster, whereupon said plurality of 
nodes are grouped into subnets according to the resultant 
clusters. 

8. The system of claim 7, wherein an impairment of a direct 
connectivity communications link between said one or more 
of said nodes and said another of said nodes is designated 
within the proximity matrix using the “max double' value. 

9. A method for sharing sensor data between a plurality of 
nodes on a network, each node including a tracker for fusing 
a plurality of said sensor data from said plurality ofnodes into 
a target track using a data fusion algorithm, the method com 
prising: 

grouping a plurality of nodes into a plurality of subnets 
based at least in part upon a connection time during 
which a first node of said plurality of nodes has shared a 
direct connectivity communications link with another of 
said plurality of nodes, and upon an environmental 
impairment to the direct connectivity communications 
link between said first node and said another of said 
plurality of nodes: 

sharing a sensor data reported by said first node with every 
other node of said plurality of nodes by: 
(a) sending sensor messages at a first rate between said 

first node and each other node in a common subnet; 
and 

(b) sending sensor messages at a second rate between 
said first node and each other node of said plurality of 
nodes not in the common subnet, wherein said first 
rate is greater than said second rate; 

fusing said plurality of said sensor data from said plurality 
of nodes into said target track using said data fusion 
algorithm; 

modifying said data fusion algorithm to change between a 
faster processing mode and a higher quality processing 
mode based upon a volume measurement of said sensor 
data received by a tracker and a data fusion processing 
capability of said tracker; and 

modifying said data fusion algorithm based at least in part 
upon a criteria selected from the group consisting of a 
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data accuracy requirement, a data priority requirement, 
and a mission objective requirement. 

10. The method of claim 9, wherein said grouping is also 
based at least in part upon a criteria selected from the group 
consisting of a common mission objective, a distance 
between said first node and another of said plurality of nodes, 
and a previous grouping between said first node and another 
of said plurality of nodes. 

11. The method of claim 9, further comprising: 
discarding a sensor data, before processing by said data 

fusion algorithm, based at least in part upon said volume 
measurement. 

12. The method of claim 9, further comprising: 
discarding a sensor databased at least in part upon a mis 

sion objective. 
13. The method of claim 9, further comprising: 
receiving an information from said first node, said infor 

mation selected from the group consisting of a modified 
mission objective, a connection time during which said 
first node has shared a direct connectivity communica 
tions link with another of said plurality of nodes, a 
change in distance between said first node and another of 
said plurality of nodes, and an environmental impair 
ment to a direct connectivity communications link 
between the first node and another of said plurality of 
nodes; and 

performing said step of grouping said plurality of nodes 
into a plurality of subnets based at least in part upon said 
information. 

14. The method of claim 9, wherein said wherein said first 
rate is between two and twenty times faster than said second 
rate. 

15. The method of claim 9, wherein a “max double' value 
designates a pair of nodes in said plurality of nodes which 
cannot be grouped in the same subnet, and wherein the step of 
grouping a plurality of nodes into a plurality of subnets com 
prises: 

creating a proximity matrix representing a disjoint cluster 
ing of individual nodes in said plurality of nodes; 

repeatedly clustering least-dissimilar pairs of clusters in 
the proximity matrix until (1) a proximity metric calcu 
lated between pairs of clusters is equal to the “max 
double' value for all such pairs or (2) all of the nodes in 
said plurality of nodes are in the same cluster; and 

grouping said plurality of nodes into subnets according to 
the clusters output from the repeated clustering. 

16. The method of claim 15, wherein an impairment of a 
direct connectivity communications link between said one or 
more of said nodes and said another of said nodes is desig 
nated within the proximity matrix using the “max double 
value. 


