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gono
gooogao

class AtomicSwapContract:

O O struct HashLock{

O0O000Coin amount

0 00O0OAddress recipient

0O00Odbyte[] hashKey

oo}

O 0O public CreateHashLock(double amount, Address recipient, byte[] hashKey){
O0000O0Coin coin = WithdrawAmountFromSenderAccount(amount) 10
0 000OHashLock hashLock = new HashLock(coin, recipient, hashKey)
O0000PublishHashLockTransactionToSenderAccount(hashLock)

oo}

}

goooogad

O0000O000OhashkKeyDO OOQOOODODOOODODODOODODODODOODODODOOODOO
doooooboootooodooooobD bbb oo oD bbb Uooooooboo
gogooooboobobbdooooobbbbbuoouooooboob

goooogad

public Unlock(Address addressOfSmartContract, Address recipient, byte[] sec 20
retKey){

O0000OHashLock hashLock = ReadTransactionFromSender(addressOfSmartCon
tract)

OO0O0Od// Ensure the recipient of the hashLock is same as provided

I Y [ o Y Y Y [ |

OO0 o0ooooo s 0o oooooogdg

(0]

O assert(hashLock.recipient == recipient)

O// Ensure the hashes match, otherwise this transaction will fail

O byte[] hashOfSecretKey = Hash(secretKey)

O assert(hashLock.hashKey == hashOfSecretKey)

O0// Second participant receives the amount from the first participant.

0O SendTransaction(hashLock.recipient, hashLock.amount) 30

O Ooo0oooao
O O0OoQgogoao

OO0 Qo Qgooooooo
Oooooooood
oo oooooooo
Oooooooogdg
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao
Ooooooooao
Oooooooao
O Oo0ogoooooao
Ooooooooao

a 0

tract AtomicSwap {
struct Swap {

00 address sender;
address recipient;
uint startTime;
uint duration;
uint amount;

O Ooo0ooOoo

bool active;

O
O
O
O
O
O
} 50
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mapping(bytes32=0 Swap) swaps;

event SwapStart(address indexed sender,
O00000D0O0OO0Oaddress indexed recipient,
O0D0DO00D00O0OObytes32 indexed hashedSecret,

O0000000D0Ouint startTime,
O0000000O00Ouint duration,
O0D0D00DDOOduint amount);

function startSwap(address recipient, uint duration, bytes32 hashedSecre
ublic payable {

O Orequire(! swaps[hashedSecret].active);

O Orequire(msg.value O 0);
00O Swap memory swap;

O Oswap.sender = msg.sender;
O O swap.recipient = recipient;
O O swap.startTime = now;

O O swap.duration = duration;
0O 0Oswap.amount = msg.value;

O O swap.active = true;

O O swaps[hashedSecret] = swap;

O Oemit SwapStart(swap.sender, swap.recipient, hashedSecret, swap.start
, swap.duration, swap.amount);

vent SwapCancel(bytes32 indexed hashedSecret, uint time);

e
}
e
function cancelSwap(bytes32 hashedSecret) public {

O 0O Swap memory swap = swaps[hashedSecret];

O Orequire(swap.sender == msg.sender);

O Orequire(swap.active);

O Orequire(now 0O = swap.startTime + swap.duration);
O O swaps[hashedSecret].active = false;

O 0 msg.sender.transfer(swap.amount);

O Oemit SwapCancel(hashedSecret, now);

}
event SwapComplete(bytes32 indexed hashedSecret, uint time);
function completeSwap(bytes memory secret) public {

0O bytes32 hashedSecret = keccak256(secret);

Swap memory swap = swaps[hashedSecret];
require(swap.recipient == msg.sender);
require(swap.active);

require(now O swap.startTime + swap.duration);
swaps[hashedSecret].active = false;
msg.sender.transfer(swap.amount);

0
0
0
0
0
0
0
OOemit SwapComplete(hashedSecret, now);

O O0Oo0oo0oo0ooao

}

// auxilary function to get swap info

function getSwaplinfo(bytes32 hashedSecret) public view
O Oreturns(address sender,

O00000O0DOaddress recipient,

OO0O0O0O0OOduint startTime,

O0000Oduint duration,

OO00O0O0Oduint amount,

10

20

30

40

50



OoooooogoQodg
OooooogoQgdg
OO0 o0ooogoogoag

I e [ O

OO0 ooooooo0oooooDoDooooooDooDoDoDooooooooooaog
OO0 ooooouoo0gogUoUoooDoDooooUUUoooDoDoDoooogoUoooooooaog
I e e [ A e i Y Y
e e e e s I A B
booooooooooooooooooooooooboosOoooooboonoan

O oOooo

O0000Obool active) {

sender = swap.sender;
recipient = swap.recipient;
startTime = swap.startTime;
duration = swap.duration;
amount = swap.amount;

active = swap.active;

Ooooooooao
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Swap memory swap = swaps[hashedSecret];

// auxilary function to help calculate the hashed secret on chain
function hashSecret(bytes memory secret) public pure returns(bytes32){

O Oreturn keccak256(secret);
}
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