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EDGE DEVICE FACILITY TO SELECTIVELY LOCATE MISSING CHAT MESSAGES

BACKGROUND

[0001] One or more aspects relate, in general, to facilitating processing within a computing environment, and
more particularly, to facilitating selective locating of one or more missing chat messages for a user's edge device,
where the one or more missing chat messages are part of a message chat using a messaging system with end-to-

end encryption.

[0002] Messaging systems provide channels or pipelines of communication between messaging applications
executing on different user edge devices, including the sending and receiving of chat messages. A variety of
messaging systems or services exist, including instant messaging, such as via the Internet. Instant messaging
technology is a type of online chat that allows real-time message transmission over the Internet, or another computer
network. Certain messaging applications employ end-to-end encryption and store messages via local-based, edge

device storage only, that is, without any sever storage, such as cloud-based sever storage of messages.

SUMMARY

[0003] Shortcomings of the prior art are overcome, and additional advantages are provided herein through the
provision of a computer-implemented method of facilitating processing within a computing environment. The
computer-implemented method includes sending a locate chat message request from a user's edge device to at least
one other edge device of at least one other participant in a chat with the user via an end-to-end encryption
messaging system. The locate chat message request identifies at least one search parameter for the at least one
missing chat message of the chat on the edge device. The computer-implemented method further includes, based
on sending the locate chat message request, receiving at the edge device from the at least one other edge device,
the at least one missing chat message of the chat identified via the at least one search parameter. Advantageously,
improved processing within a computing environment is provided. In particular, a computer-implemented method is
provided to facilitate locating for an edge device one or more missing chat messages of a chat, where the chat is via

an end-to-end encryption messaging system.

[0004] In one or more embodiments, the locate chat message request includes a chat message restore
request, with the at least one missing chat message identified via the at least one search parameter being at least
one missing chat message of the chat to be restored on the edge device. In one embodiment, the at least one
search parameter is at least one metadata attribute of the at least one missing chat message. In one or more

embodiments, a metadata attribute of the at least one metadata attribute is selected from the group consisting of: a
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message identifier of the at least one missing chat message, and a message timestamp of the at least one missing
chat message. Advantageously, an edge device facility is provided to selectively restore at the edge device at least
one missing chat message of a chat via the end-to-end encryption messaging system. With the at least one search
parameter, the at least one missing chat message is located on the at least one other edge device and returned to
the user's edge device missing the chat message. With the at least one search parameter being at least one
metadata attribute of the missing chat message, selective locating and restoring of the at least one missing chat

message is provided.

[0005] In one or more embodiments, the chat message restore request further identifies a pagination
parameter, where the pagination parameter identifies a maximum number of missing chat messages to be received
based on the chat message restore request. In one embodiment, the receiving includes receiving at the edge device
from the at least one other edge device a maximum of x missing chat messages of the chat, where x is identified by
the pagination parameter. In one embodiment, the method further includes sending a further chat message restore
request from the edge device to the at least one other edge device of the at least one other participant in the chat for
a next set of x missing chat messages of the chat. Advantageously, providing a pagination parameter which
identifies a number of missing chat messages to be received based on the chat message restore request, allows for
selective bulk-restoring of multiple missing chat messages on the edge device. In one or more implementations,
pagination can be used to allow selective bulk-restoring of messages forward or backward from a particular chat
message identified by at least one metadata attribute. In addition, selective bulk-restoring of messages can be
repeated by sending a further chat message restore request from the edge device to the at least one other edge
device for a next set of x missing chat messages of the chat. In one embodiment, pagination can be continued in a

loop until all missing chat messages are restored on the edge device.

[0006] In one or more embodiments, the sending of the chat message restore request includes broadcasting
the chat message restore request from the user's edge device to multiple other edge devices of multiple other
participants in the chat, where the at least one other device is at least one other device of the multiple other edge
devices. Advantageously, in one embodiment, the chat can be a group chat, and sending the chat message retore
request includes broadcasting the chat message restore request from the user's edge device to multiple other edge
devices of multiple other participants in the chat. In one or more embodiments, the chat message restore request is

sent to a selected group of participants of the group chat, or to all participants of the group chat.

[0007] In one or more embodiments, the chat message restore request identifies multiple missing chat
messages of the chat to be restored on the edge device, and the receiving includes receiving at the edge device from
the multiple other edge devices multiple copies of one or more chat messages of the chat that were missing, where

chat messages of the chat received at the edge device from the multiple other edge devices are sorted by timestamp.
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Advantageously, multiple missing chat messages of the chat can be identified for restoring in the chat message
restore request, and the computer-implemented method can receive at the edge device from the multiple other edge
devices multiple copies of one or more chat messages of the chat that were missing, with the chat messages of the
chat received at the edge device from multiple other edge devices being sorted by timestamp to, for instance,
facilitate identifying at the edge device the multiple copies of the one or more chat messages of the chat that were

missing.

[0008] In one embodiment, the computer-implemented method further includes de-duplicating, at the edge
device, duplicate chat messages of the chat received from the multiple other edge devices to obtain de-duplicated
chat messages of the chat, and presenting by the edge device the de-duplicated chat messages of the chat to the
user. Advantageously, the computer-implemented method de-duplicates, at the edge device, duplicate chat
message of the chat received from the multiple other edge devices to obtain de-duplicated chat messages of the chat
for presentation to the user. By de-duplicating chat messages, the amount of chat message data to be stored at the

edge device is reduced, thereby facilitating processing within the edge device.

[0009] In one embodiment, the presenting includes displaying by the edge device the de-duplicated chat
messages reinserted in correct time sequence within the chat. In another embodiment, the presenting includes
displaying by the edge device the de-duplicated chat messages in correct time sequence separate from the chat.
Advantageously, presenting the de-duplicated chat messages of the chat to the user can include either reinserting in
correct time sequence the de-duplicated chat messages within the chat for display to the user, or displaying by the
edge device the de-duplicated chat messages in correct time sequence separate from the chat, for instance, as an

overlay, if desired.

[0010] In one or more embodiments, the locate chat message request includes a chat message search
request, and the at least one search parameter includes at least one search term for searching content of chat
messages in the chat. In one embodiment, the at least one missing chat message received at the edge device
contains a content-relevant result based on the at least one search term. Advantageously, selective searching for at
least one missing chat message for an edge device is provided, where the locate chat message request is a chat
message search request, and the at least one search parameter includes at least one search term for searching
content of chat messages in the chat. In this manner, a user can initiate a distributed search for the at least one
search term on other edge device(s) and receive at the user's edge device content-relevant results based on the at

least one search term.

[0011] In one or more embodiments, sending the chat message search request includes sending the chat

message search request from the user's edge device to multiple other edge devices of multiple other participants in
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the chat. In one embodiment, multiple copies of one or more chat messages of the chat are received at the edge
device from the multiple other edge devices and are sorted by timestamp. In one or more embodiments, the
computer-implemented method further includes de-duplicating, at the edge device, duplicate chat messages of the
chat received from the multiple other edge devices to obtain de-duplicated chat messages of the chat, and presenting
by the edge device the de-duplicated chat messages of the chat to the user. Advantageously, the chat message
search request can be sent to a selected group of participants to search for the at least one search term in locally-
saved chat messages of the chat. Further, the computer-implemented method includes de-duplicating, at the edge
device, duplicate chat messages of the chat received from the multiple other edge devices to obtain de-duplicated
chat messages of the chat for presentation by the edge device to the user, thereby facilitating processing within the

edge device.

[0012] Computer systems and computer program products relating to one or more aspects are also described

and claimed herein. Further, services relating to one or more aspects are also described and may be claimed herein.

[0013] Additional features and advantages are realized through the techniques described herein. Other

embodiments and aspects are described in detail herein and are considered a part of the claimed aspects.
BRIEF DESCRIPTION OF THE DRAWINGS

[0014] One or more aspects are particularly pointed out and distinctly claimed as examples in the claims at the
conclusion of the specification. The foregoing and objects, features, and advantages of one or more aspects are

apparent from the following detailed description taken in conjunction with the accompanying drawings in which:

[0015] FIG. 1 depicts one example of a computing environment to include and use one or

more aspects of the present invention;

[0016] FIGS. 2A-2C depict one example of the locate chat message module of FIG. 1,
including a message data search sub-module and a message data restore sub-module, in

accordance with one or more aspects of the present invention;

[0017] FIG. 3A depicts one example of a chat message restore process, in accordance with

one or more aspects of the present invention;

[0018] FIG. 3B depicts one example of a chat message search (and optional restore)

process, in accordance with one or more aspects of the present invention;
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[0019] FIG. 4A depicts another embodiment of a computing environment to include and use

one or more aspects of the present invention;

[0020] FIG. 4B depicts one example only of a message format sent via a messaging
application with end-to-end encryption, which is to incorporate and use locate chat message

processing, in accordance with one or more aspects of the present invention;

[0021] FIGS. 5A-5D depict one example of a chat message restore process, in accordance

with one or more aspects of the present invention;

[0022] FIGS. 6A-6E depict another example of a chat message restore process, in

accordance with one or more aspects of the present invention; and

[0023] FIGS. 7A-71 depict a further example of a chat message search and restore process,

in accordance with one or more aspects of the present invention.

DETAILED DESCRIPTION

[0024] In one or more aspects, disclosed herein are computer-implemented methods of facilitating processing
within a computing environment. The computer-implemented method includes sending a locate chat message
request from a user's edge device to at least one other edge device of at least one other participant in a chat with the
user via an end-to-end encryption messaging system. The locate chat message request identifies at least one
search parameter for the at least one missing chat message of the chat on the edge device. The computer-
implemented method further includes, based on sending the locate chat message request, receiving at the edge
device from the at least one other edge device, the at least one missing chat message of the chat identified via the at
least one search parameter. Advantageously, improved processing within a computing environment is provided. In
particular, a computer-implemented method is provided to facilitate locating for the edge device one or more missing

chat messages of a chat, where the chat is via an end-to-end encryption messaging system.

[0025] In one or more embodiments, the locate chat message request includes a chat message restore
request, with the at least one missing chat message identified via the at least one search parameter being at least
one missing chat message of the chat to be restored on the edge device. In one embodiment, the at least one
search parameter is at least one metadata attribute of the at least one missing chat message. In one or more
embodiments, a metadata attribute of the at least one metadata attribute is selected from the group consisting of: a
message identifier of the at least one missing chat message, and a message timestamp of the at least one missing

chat message. Advantageously, an edge device facility is provided to selectively restore at the edge device at least
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one missing chat message of a chat via the end-to-end encryption messaging system. With the at least one search
parameter, the at least one missing chat message is located on the at least one other edge device and returned to
the user's edge device missing the chat message. With the at least one search parameter being at least one
metadata attribute of the missing chat message, selective locating and restoring of the at least one missing chat

message is provided.

[0026] In one or more embodiments, the chat message restore request further identifies a pagination
parameter, where the pagination parameter identifies a maximum number of missing chat messages to be received
based on the chat message restore request. In one embodiment, the receiving includes receiving at the edge device
from the at least one other edge device a maximum of x missing chat messages of the chat, where x is identified by
the pagination parameter. In one embodiment, the method further includes sending a further chat message restore
request from the edge device to the at least one other edge device of the at least one other participant in the chat for
a next set of x missing chat messages of the chat. Advantageously, providing a pagination parameter which
identifies a number of missing chat messages to be received based on the chat message restore request, allows for
selective bulk-restoring of multiple missing chat messages on the edge device. In one or more implementations,
pagination is used to allow selective bulk-restoring of messages forward or backward from a particular chat message
identified by at least one metadata attribute. In addition, selective bulk-restoring of messages can be repeated by
sending a further chat message restore request from the edge device to the at least one other edge device for a next
set of x missing chat messages of the chat. In one embodiment, pagination can be continued in a loop until all

required missing chat messages are restored on the edge device.

[0027] In one or more embodiments, the sending of the chat message restore request includes broadcasting
the chat message restore request from the user's edge device to multiple other edge devices of multiple other
participants in the chat, where the at least one other device is at least one other device of the multiple other edge
devices. Advantageously, in one embodiment, the chat is a group chat, and sending the chat message retore
request includes broadcasting the chat message restore request from the user's edge device to multiple other edge
devices of multiple other participants in the chat. In one or more embodiments, the chat message restore request is

sent to a selected group of participants of the group chat, or to all participants of the group chat.

[0028] In one or more embodiments, the chat message restore request identifies multiple missing chat
messages of the chat to be restored on the edge device, and the receiving includes receiving at the edge device from
the multiple other edge devices multiple copies of one or more chat messages of the chat that were missing, where
chat messages of the chat received at the edge device from the multiple other edge devices are sorted by timestamp.
Advantageously, multiple missing chat messages of the chat can be identified for restoring in the chat message

restore request, and the computer-implemented method can receive at the edge device from the multiple other edge
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devices multiple copies of one or more chat messages of the chat that were missing, with the chat messages of the
chat received at the edge device from multiple other edge devices being sorted by timestamp to, for instance,
facilitate identifying at the edge device the multiple copies of the one or more chat messages of the chat that were

missing.

[0029] In one embodiment, the computer-implemented method further includes de-duplicating, at the edge
device, duplicate chat messages of the chat received from the multiple other edge devices to obtain de-duplicated
chat messages of the chat, and presenting by the edge device the de-duplicated chat messages of the chat to the
user. Advantageously, the computer-implemented method de-duplicates, at the edge device, duplicate chat
message of the chat received from the multiple other edge devices to obtain de-duplicated chat messages of the chat
for presentation to the user. By de-duplicating chat messages, the amount of chat message data to be stored at the

edge device is reduced, thereby facilitating processing within the edge device.

[0030] In one embodiment, the presenting includes displaying by the edge device the de-duplicated chat
messages reinserted in correct time sequence within the chat. In another embodiment, the presenting includes
displaying by the edge device the de-duplicated chat messages in correct time sequence separate from the chat.
Advantageously, presenting the de-duplicated chat messages of the chat to the user can include either reinserting in
correct time sequence the de-duplicated chat messages within the chat for display to the user, or displaying by the
edge device the de-duplicated chat messages in correct time sequence separate from the chat, for instance, as an

overlay, if desired.

[0031] In one or more embodiments, the locate chat message request includes a chat message search
request, and the at least one search parameter includes at least one search term for searching content of chat
messages in the chat. In one embodiment, the at least one missing chat message received at the edge device
contains a content-relevant result based on the at least one search term. Advantageously, selective searching for at
least one missing chat message for an edge device is provided, where the locate chat message request is a chat
message search request, and the at least one search parameter includes at least one search term for searching
content of chat messages in the chat. In this manner, a user can initiate a distributed search for the at least one
search term on other edge device(s) and receive at the user's edge device content-relevant results based on the at

least one search term.

[0032] In one or more embodiments, sending the chat message search request includes sending the chat
message search request from the user's edge device to multiple other edge devices of multiple other participants in
the chat. In one embodiment, multiple copies of one or more chat messages of the chat are received at the edge

device from the multiple other edge devices and are sorted by timestamp. In one or more embodiments, the
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computer-implemented method further includes de-duplicating, at the edge device, duplicate chat messages of the
chat received from the multiple other edge devices to obtain de-duplicated chat messages of the chat, and presenting
by the edge device the de-duplicated chat messages of the chat to the user. Advantageously, the chat message
search request can be sent to a selected group of participants to search for the at least one search term in locally-
saved chat messages of the chat. Further, the computer-implemented method includes de-duplicating, at the edge
device, duplicate chat messages of the chat received from the multiple other edge devices to obtain de-duplicated
chat messages of the chat for presentation by the edge device to the user, thereby facilitating processing within the

edge device.

[0033] In another aspect, a computer system for facilitating processing within a computing environment is
provided. The computer system includes a memory, and at least one processor in communication with the memory,
where the computer system is configured to perform a method. The method includes sending a locate chat message
request from a user's edge device to at least one other edge device of at least one other participant in a chat with the
user using an end-to-end encryption messaging system. The locate chat message request identifies at least one
search parameter for at least one missing chat message on the edge device. Based on sending the locate chat
message request, the at least one edge device receives from the at least one other edge device the at least one
missing chat message in the chat identified via the at least one search parameter. Advantageously, improved
processing within a computing environment is provided. In particular, the method facilitates locating for the edge
device one or more missing chat messages of a chat, where the chat is via an end-to-end encryption messaging

system.

[0034] In one or more embodiments, the locate chat message request includes a chat message restore
request, with the at least one missing chat message identified via the at least one search parameter being at least
one missing chat message of the chat to be restored on the edge device, and the at least one search parameter
being at least one metadata attribute of the at least one missing chat message. In one embodiment, a metadata
attribute of the at least one metadata attribute is selected from the group consisting of: a message identifier of the at
least one missing chat message, and a message timestamp of the at least one missing chat message.
Advantageously, an edge device facility is provided to selectively restore at the edge device at least one missing chat
message of a chat via the end-to-end encryption messaging system. With the at least one search parameter, the at
least one missing chat message is located on the at least one other edge device and returned to the user's edge
device missing the chat message. With the at least one search parameter being at least one metadata attribute of

the missing chat message, selective locating and restoring of the at least one missing chat message is provided.

[0035] In one embodiment, the chat message restore request further identifies a pagination parameter, where

the pagination parameter identifies a maximum number of missing chat messages to be restored based on the chat
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message restore request. In one embodiment, the receiving includes receiving at the edge device from the at least
one other edge device a set of x missing chat messages of the chat, where x is identified by the pagination
parameter. Advantageously, providing a pagination parameter which identifies a number of missing chat messages
to be received based on the chat message restore request, allows for selective bulk-restoring of multiple missing chat
messages on the edge device. In one or more implementations, pagination is used to allow selective bulk-restoring
of messages forward or backward from a particular chat message identified by at least one metadata attribute. In
addition, selective bulk-restoring of messages can be repeated by sending a further chat message restore request
from the edge device to the at least one other edge device for a next set of x missing chat messages of the chat. In
one embodiment, pagination can be continued in a loop until all required missing chat messages are restored on the

edge device.

[0036] In one or more embodiments, the sending includes broadcasting the chat message restore request
from the user's edge device to multiple other edge devices of multiple other participants in the chat, where the at
least one other edge device is at least one other edge device of the multiple other edge devices. Advantageously, in
one embodiment, the chat is a group chat, and sending the chat message retore request includes broadcasting the
chat message restore request from the user's edge device to multiple other edge devices of multiple other
participants in the chat. In one or more embodiments, the chat message restore request is sent to a selected group

of participants of the group chat, or to all participants of the group chat.

[0037] In one embodiment, the chat message restore request identifies multiple missing chat messages of the
chat to be restored on the edge device, and the receiving includes receiving at the edge device from the multiple
other edge devices multiple copies of one or more chat messages of the chat that were missing at the edge device.
In one embodiment, the chat messages of the chat received at the edge device from the multiple other edge devices
are sorted by timestamp, and the method further includes de-duplicating, at the edge device, duplicate chat
messages of the chat received from the multiple other edge devices to obtain de-duplicated chat messages of the
chat, and presenting by the edge device the de-duplicated chat messages of the chat to the user. Inone
embodiment, the presenting includes displaying by the edge device the de-duplicated chat messages reinserted in
correct time sequence within the chat.  Advantageously, multiple missing chat messages of the chat can be
identified for restoring in the chat message restore request, and the computer-implemented method can receive at
the edge device from the multiple other edge devices multiple copies of one or more chat messages of the chat that
were missing, with the chat messages of the chat received at the edge device from multiple other edge devices being
sorted by timestamp to, for instance, facilitate identifying at the edge device the multiple copies of the one or more
chat messages of the chat that were missing. Advantageously, the computer-implemented method de-duplicates, at

the edge device, duplicate chat message of the chat received from the multiple other edge devices to obtain de-
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duplicated chat messages of the chat for presentation to the user. By de-duplicating chat messages, the amount of

chat message data to be stored at the edge device is reduced, thereby facilitating processing within the edge device.

[0038] In one embodiment, the locate chat message request includes a chat message search request, and the
at least one search parameter includes at least one search term for searching content of chat messages in the chat,
where the at least one missing chat message received at the edge device contains a content-relevant result based
on the at least one search term. Advantageously, selective searching for at least one missing chat message for an
edge device is provided, where the locate chat message request is a chat message search request, and the at least
one search parameter includes at least one search term for searching content of chat messages in the chat. In this
manner, a user can initiate a distributed search for the at least one search term on other edge device(s) and receive

at the user's edge device content-relevant results based on the at least one search term.

[0039] In one or more embodiments, sending the chat message search request includes sending the chat
message search request from the user's edge device to multiple other edge devices of multiple other participants in
the chat. In one embodiment, multiple copies of one or more chat messages of the chat are received at the edge
device from the multiple other edge devices and are sorted by timestamp. In one implementation, the method
includes de-duplicating, at the edge device, duplicate chat messages of the chat received from the multiple other
edge devices to obtain de-duplicated chat messages of the chat, and presenting by the edge device the de-
duplicated chat messages of the chat to the user. Advantageously, the chat message search request can be sent to
a selected group of participants to search for the at least one search term in locally-saved chat messages of the chat.
Further, the computer-implemented method includes de-duplicating, at the edge device, duplicate chat messages of
the chat received from the multiple other edge devices to obtain de-duplicated chat messages of the chat for

presentation by the edge device to the user, thereby facilitating processing within the edge device.

[0040] In a further aspect, a computer program product for facilitating processing within a computing
environment is provided. The computer program product includes one or more computer-readable storage media
and program instructions embodied therewith. The program instructions are readable by a processing circuit to
cause the processing circuit to perform a method, which includes sending a locate chat message request from a
user’s edge device to at least one other edge device of at least one other participant in a chat with a user via an end-
to-end encryption messaging system. The locate chat message request identifies at least one search parameter for
at least one missing chat message of the chat on the edge device. Based on sending the locate chat message
request, the method includes receiving at the edge device from the at least one other edge device, the at least one
missing chat message of the chat identified via the at least one search parameter. Advantageously, improved
processing within a computing environment is provided. In particular, a method is provided to facilitate locating for an

edge device one or more missing chat messages, where the chat is via an end-to-end encryption messaging system.
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[0041] In one or more embodiments, the locate chat message request includes a chat message restore
request, with the at least one missing chat message identified via the at least one search parameter being at least
one missing chat message of the chat to be restored on the edge device, and the at least one search parameter
being at least one metadata attribute of the at least one missing chat message. In one embodiment, a metadata
attribute of the at least one metadata attribute is selected from the group consisting of: a message identifier of the at
least one missing chat message, and a message timestamp of the at least one missing chat message.
Advantageously, an edge device facility is provided to selectively restore at the edge device at least one missing chat
message of a chat via the end-to-end encryption messaging system. With the at least one search parameter, the at
least one missing chat message can be located on the at least one other edge device and returned to the user’s
edge device missing the chat message. With the at least one search parameter being at least one metadata attribute

of the missing chat message, selective locating and restoring of the at least one missing chat message is provided.

[0042] As noted, messaging systems provide channels or pipelines of communication between messaging
applications executing on different user edge devices, including the sending and receiving of chat messages. The
edge devices can be, or include, a variety of edge devices capable of sending and receiving chat message data,

such as smartphones, computers, laptops, tablets, etc.

[0043] A variety of messaging systems or services exist, including instant messaging, such as via the Internet.
Instant messaging technology is a type of online chat that allows real-time message transmission over the Internet, or
another computer network. Certain messaging systems, such as certain instant messaging systems, are end-to-end
encryption messaging systems that store messages via local-based, edge device storage only, that is, without any
server storage, such as cloud-based server storage of messages. An end-to-end encryption messaging system
maintains security of chat messages when in transit between ends, that is, between edge devices. In
implementation, the messaging application executing on the edge devices includes an encryption/decryption module
or process to encrypt chat messages before sending to one or more other edge devices via the messaging system,
and decrypt encrypted messages received from the one or more other edge devices. In this manner, chat messages
are maintained confidential while in transit. A variety of messaging applications use end-to-end encryption to ensure
private communication between users. The advantage of end-to-end encryption is that unauthorized persons cannot

access the message.

[0044] An issue arises when a user has lost the ability to access one or more chat messages of a chat on the
user’s edge device, such as might occur in connection with a chat using an end-to-end encryption messaging system
where message data is only stored locally. As used herein, one or more missing chat messages (i.e., lost data)
includes message data that the user previously received, but does not currently have a way to restore, search, copy,

or move, at a local device, nor from a backup, such as at the user's local edge device or a server of the messaging
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system, or a cloud-based storage. Chat messages can be missing (i.e., lost) from a user’s edge device for a variety
of reasons, for instance, the user's edge device is broken, impaired, or was misplaced or otherwise lost, and no
backup of the messaging system was done. Even where the user periodically performs a backup, such as on a
weekly basis, the user's edge device could have been broken or lost in-between backups, and therefore, chat
message data that was created between backups is lost to the user's edge device. In another example, a user could
have deleted one or more chat messages from a chat, either intentionally or mistakenly. In such a case, the
message data is lost and not included in a future backup of the message system data, nor if the user changes

phones and moves existing message data to the new phone.

[0045] With end-to-end encryption messaging systems, only participants in a chat have access to the chat
messages, with the messaging system server providing the channels or pipelines of communication between the
messaging applications executing on the different user edge devices. Disclosed herein, in one or more aspects, is a
locate chat message facility or module which provides selective searching and restoring of missing chat messages
(i.e., lost data) in an end-to-end encryption messaging system, while still respecting privacy of the messages. The
computer-implemented methods, computer systems and computer program products disclosed herein are for cases
where the missing chat messages are only stored on edge devices of participants of a chat, such as a group chat,

using an end-to-end encryption messaging system.

[0046] One or more aspects of the present invention are incorporated in, performed and/or used by a
computing environment. As examples, the computing environment can be of various architectures and of various
types, including, but not limited to: personal computing, client-server, distributed, virtual, emulated, partitioned, non-
partitioned, cloud-based, quantum, grid, time-sharing, clustered, peer-to-peer, mobile, having one node or multiple
nodes, having one processor or multiple processors, and/or any other type of environment and/or configuration,
including any type of edge device, etc., that is capable of executing a process (or multiple processes) that, e.g.,
perform locate chat message processing (e.g., chat message search and/or restore processing), such as disclosed

herein. Aspects of the present invention are not limited to a particular architecture or environment.

[0047] Various aspects of the present disclosure are described by narrative text, flowcharts, block diagrams of
computer systems and/or block diagrams of the machine logic included in computer program product (CPP)
embodiments. With respect to any flowcharts, depending upon the technology involved, the operations can be
performed in a different order than what is shown in a given flowchart. For example, again depending upon the
technology involved, two operations shown in successive flowchart blocks may be performed in reverse order, as a

single integrated step, concurrently, or in a manner at least partially overlapping in time.
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[0048] A computer program product embodiment (“CPP embodiment” or “CPP”) is a term used in the present
disclosure to describe any set of one, or more, storage media (also called “mediums”) collectively included in a set of
one, or more, storage devices that collectively include machine readable code corresponding to instructions and/or
data for performing computer operations specified in a given CPP claim. A “storage device” is any tangible device
that can retain and store instructions for use by a computer processor. Without limitation, the computer readable
storage medium may be an electronic storage medium, a magnetic storage medium, an optical storage medium, an
electromagnetic storage medium, a semiconductor storage medium, a mechanical storage medium, or any suitable
combination of the foregoing. Some known types of storage devices that include these mediums include: diskette,
hard disk, random access memory (RAM), read-only memory (ROM), erasable programmable read-only memory
(EPROM or Flash memory), static random access memory (SRAM), compact disc read-only memory (CD-ROM),
digital versatile disk (DVD), memory stick, floppy disk, mechanically encoded device (such as punch cards or pits /
lands formed in a major surface of a disc) or any suitable combination of the foregoing. A computer readable storage
medium, as that term is used in the present disclosure, is not to be construed as storage in the form of transitory
signals per se, such as radio waves or other freely propagating electromagnetic waves, electromagnetic waves
propagating through a waveguide, light pulses passing through a fiber optic cable, electrical signals communicated
through a wire, and/or other transmission media. As will be understood by those of skill in the art, data is typically
moved at some occasional points in time during normal operations of a storage device, such as during access, de-
fragmentation or garbage collection, but this does not render the storage device as transitory because the data is not

transitory while it is stored.

[0049] Computing environment 100 contains an example of an environment for the execution of at least some
of the computer code involved in performing the inventive methods, such as locate chat message module block 200.
In addition to block 200, computing environment 100 includes, for example, computer 101, wide area network (WAN)
102, end user device (EUD) 103, remote server 104, public cloud 105, and private cloud 106. In this embodiment,
computer 101 includes processor set 110 (including processing circuitry 120 and cache 121), communication fabric
111, volatile memory 112, persistent storage 113 (including operating system 122 and block 200, as identified
above), peripheral device set 114 (including user interface (Ul) device set 123, storage 124, and Internet of Things
(loT) sensor set 125), and network module 115. Remote server 104 includes remote database 130. Public cloud
105 includes gateway 140, cloud orchestration module 141, host physical machine set 142, virtual machine set 143,

and container set 144.

[0050] Computer 101 may take the form of a desktop computer, laptop computer, tablet computer, smart
phone, smart watch or other wearable computer, mainframe computer, quantum computer or any other form of
computer or mobile device now known or to be developed in the future that is capable of running a program,

accessing a network or querying a database, such as remote database 130. As is well understood in the art of
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computer technology, and depending upon the technology, performance of a computer-implemented method may be
distributed among multiple computers and/or between multiple locations. On the other hand, in this presentation of
computing environment 100, detailed discussion is focused on a single computer, specifically computer 101, to keep
the presentation as simple as possible. Computer 101 may be located in a cloud, even though itis not shown in a
cloud in Figure 1. On the other hand, computer 101 is not required to be in a cloud except to any extent as may be

affirmatively indicated.

[0051] Processor set 110 includes one, or more, computer processors of any type now known or to be
developed in the future. Processing circuitry 120 may be distributed over multiple packages, for example, multiple,
coordinated integrated circuit chips. Processing circuitry 120 may implement multiple processor threads and/or
multiple processor cores. Cache 121 is memory that is located in the processor chip package(s) and is typically used
for data or code that should be available for rapid access by the threads or cores running on processor set 110.
Cache memories are typically organized into multiple levels depending upon relative proximity to the processing
circuitry. Alternatively, some, or all, of the cache for the processor set may be located “off chip.” In some computing

environments, processor set 110 may be designed for working with qubits and performing quantum computing.

[0052] Computer readable program instructions are typically loaded onto computer 101 to cause a series of
operational steps to be performed by processor set 110 of computer 101 and thereby effect a computer-implemented
method, such that the instructions thus executed will instantiate the methods specified in flowcharts and/or narrative
descriptions of computer-implemented methods included in this document (collectively referred to as “the inventive
methods”). These computer readable program instructions are stored in various types of computer readable
storage media, such as cache 121 and the other storage media discussed below. The program instructions, and
associated data, are accessed by processor set 110 to control and direct performance of the inventive methods. In
computing environment 100, at least some of the instructions for performing the inventive methods may be stored in

block 200 in persistent storage 113.

[0053] Communication fabric 111 is the signal conduction paths that allow the various components of
computer 101 to communicate with each other. Typically, this fabric is made of switches and electrically conductive
paths, such as the switches and electrically conductive paths that make up busses, bridges, physical input / output
ports and the like. Other types of signal communication paths may be used, such as fiber optic communication paths

and/or wireless communication paths.

[0054] Volatile memory 112 is any type of volatile memory now known or to be developed in the future.
Examples include dynamic type random access memory (RAM) or static type RAM. Typically, the volatile memory is

characterized by random access, but this is not required unless affirmatively indicated. In computer 101, the volatile
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memory 112 is located in a single package and is internal to computer 101, but, alternatively or additionally, the

volatile memory may be distributed over multiple packages and/or located externally with respect to computer 101.

[0055] Persistent storage 113 is any form of non-volatile storage for computers that is now known or to be
developed in the future. The non-volatility of this storage means that the stored data is maintained regardless of
whether power is being supplied to computer 101 and/or directly to persistent storage 113. Persistent storage 113
may be a read only memory (ROM), but typically at least a portion of the persistent storage allows writing of data,
deletion of data and re-writing of data. Some familiar forms of persistent storage include magnetic disks and solid
state storage devices. Operating system 122 may take several forms, such as various known proprietary operating
systems or open source Portable Operating System Interface type operating systems that employ a kernel. The
code included in block 126 typically includes at least some of the computer code involved in performing the inventive

methods.

[0056] Peripheral device set 114 includes the set of peripheral devices of computer 101. Data communication
connections between the peripheral devices and the other components of computer 101 may be implemented in
various ways, such as Bluetooth connections, Near-Field Communication (NFC) connections, connections made by
cables (such as universal serial bus (USB) type cables), insertion type connections (for example, secure digital (SD)
card), connections made though local area communication networks and even connections made through wide area
networks such as the internet. In various embodiments, Ul device set 123 may include components such as a
display screen, speaker, microphone, wearable devices (such as goggles and smart watches), keyboard, mouse,
printer, touchpad, game controllers, and haptic devices. Storage 124 is external storage, such as an external hard
drive, or insertable storage, such as an SD card. Storage 124 may be persistent and/or volatile. In some
embodiments, storage 124 may take the form of a quantum computing storage device for storing data in the form of
qubits. In embodiments where computer 101 is required to have a large amount of storage (for example, where
computer 101 locally stores and manages a large database) then this storage may be provided by peripheral storage
devices designed for storing very large amounts of data, such as a storage area network (SAN) that is shared by
multiple, geographically distributed computers. 10T sensor set 125 is made up of sensors that can be used in Internet
of Things applications. For example, one sensor may be a thermometer and another sensor may be a motion

detector.

[0057] Network module 115 is the collection of computer software, hardware, and firmware that allows
computer 101 to communicate with other computers through WAN 102. Network module 115 may include hardware,
such as modems or Wi-Fi signal transceivers, software for packetizing and/or de-packetizing data for communication
network transmission, and/or web browser software for communicating data over the internet. In some

embodiments, network control functions and network forwarding functions of network module 115 are performed on
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the same physical hardware device. In other embodiments (for example, embodiments that utilize software-defined
networking (SDN)), the control functions and the forwarding functions of network module 115 are performed on
physically separate devices, such that the control functions manage several different network hardware devices.
Computer readable program instructions for performing the inventive methods can typically be downloaded to
computer 101 from an external computer or external storage device through a network adapter card or network

interface included in network module 115.

[0058] WAN 102 is any wide area network (for example, the internet) capable of communicating computer data
over non-local distances by any technology for communicating computer data, now known or to be developed in the
future. In some embodiments, the WAN may be replaced and/or supplemented by local area networks (LANS)
designed to communicate data between devices located in a local area, such as a Wi-Fi network. The WAN and/or
LANSs typically include computer hardware such as copper transmission cables, optical transmission fibers, wireless

transmission, routers, firewalls, switches, gateway computers and edge servers.

[0059] End User Device (EUD) 103 is any computer system that is used and controlled by an end user (for
example, a customer of an enterprise that operates computer 101), and may take any of the forms discussed above
in connection with computer 101. EUD 103 typically receives helpful and useful data from the operations of computer
101. For example, in a hypothetical case where computer 101 is designed to provide a recommendation to an end
user, this recommendation would typically be communicated from network module 115 of computer 101 through
WAN 102 to EUD 103. In this way, EUD 103 can display, or otherwise present, the recommendation to an end user.
In some embodiments, EUD 103 may be a client device, such as thin client, heavy client, mainframe computer,

desktop computer and so on.

[0060] Remote server 104 is any computer system that serves at least some data and/or functionality to
computer 101. Remote server 104 may be controlled and used by the same entity that operates computer 101.
Remote server 104 represents the machine(s) that collect and store helpful and useful data for use by other
computers, such as computer 101. For example, in a hypothetical case where computer 101 is designed and
programmed to provide a recommendation based on historical data, then this historical data may be provided to

computer 101 from remote database 130 of remote server 104.

[0061] Public cloud 105 is any computer system available for use by multiple entities that provides on-demand
availability of computer system resources and/or other computer capabilities, especially data storage (cloud storage)

and computing power, without direct active management by the user. Cloud computing typically leverages sharing of
resources to achieve coherence and economies of scale. The direct and active management of the computing

resources of public cloud 105 is performed by the computer hardware and/or software of cloud orchestration module
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141. The computing resources provided by public cloud 105 are typically implemented by virtual computing
environments that run on various computers making up the computers of host physical machine set 142, which is the
universe of physical computers in and/or available to public cloud 105. The virtual computing environments (VCEs)
typically take the form of virtual machines from virtual machine set 143 and/or containers from container set 144. ltis
understood that these VCEs may be stored as images and may be transferred among and between the various
physical machine hosts, either as images or after instantiation of the VCE. Cloud orchestration module 141 manages
the transfer and storage of images, deploys new instantiations of VCEs and manages active instantiations of VCE
deployments. Gateway 140 is the collection of computer software, hardware, and firmware that allows public cloud
105 to communicate through WAN 102.

[0062] Some further explanation of virtualized computing environments (VCEs) will now be provided. VCEs
can be stored as “images.” A new active instance of the VCE can be instantiated from the image. Two familiar types
of VCEs are virtual machines and containers. A container is a VCE that uses operating-system-level virtualization.
This refers to an operating system feature in which the kernel allows the existence of multiple isolated user-space
instances, called containers. These isolated user-space instances typically behave as real computers from the point
of view of programs running in them. A computer program running on an ordinary operating system can utilize all
resources of that computer, such as connected devices, files and folders, network shares, CPU power, and
quantifiable hardware capabilities. However, programs running inside a container can only use the contents of the

container and devices assigned to the container, a feature which is known as containerization.

[0063] Private cloud 106 is similar to public cloud 105, except that the computing resources are only available
for use by a single enterprise. While private cloud 106 is depicted as being in communication with WAN 102, in other
embodiments a private cloud may be disconnected from the internet entirely and only accessible through a
local/private network. A hybrid cloud is a composition of multiple clouds of different types (for example, private,
community or public cloud types), often respectively implemented by different vendors. Each of the multiple clouds
remains a separate and discrete entity, but the larger hybrid cloud architecture is bound together by standardized or
proprietary technology that enables orchestration, management, and/or data/application portability between the
multiple constituent clouds. In this embodiment, public cloud 105 and private cloud 106 are both part of a larger
hybrid cloud.

[0064] The computing environment described above is only one example of a computing environment to
incorporate, perform and/or use one or more aspects of the present invention. Other examples are possible.
Further, in one or more embodiments, one or more of the components/modules of FIG. 1 need not be included in the
computing environment and/or are not used for one or more aspects of the present invention. Further, in one or

more embodiments, additional and/or other components/modules can be used. Other variations are possible.
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[0065] By way of example, one or more embodiments of a locate chat message module and process are
described initially with reference to FIGS. 2A-3B. FIGS. 2A-2C depict one embodiment of locate chat message
module 200 that includes code or instructions to perform chat message search and/or restore processing, in
accordance with one or more aspects of the present invention, and FIGS. 3A-3B depict embodiments of a chat
message restore process and a chat message search (and restore) process, respectively, in accordance with one or

more aspects of the present invention.

[0066] Referring to FIGS. 1 & 2, locate chat message module 200 includes, in one example, various sub-
modules used to perform processing, in accordance with one or more aspects of the present invention. The sub-
modules are, e.g., computer-readable program code (e.g., instructions) and computer-readable media (e.qg.,
persistent storge (e.g., persistent storage 113, such as a disk) and/or a cache (e.g., cache 121), as examples). The
computer-readable media can be part of a computer program product and can be executed by and/or using one or
more computers, such as computer(s) 101; processors, such as a processor of processor set 110; and/or processing

circuitry, such as processing circuitry of processor set 110, etc.

[0067] In the FIG. 2A embodiment, example sub-modules of locate chat message module 200 include, for
instance, an optional message data search sub-module 202, one embodiment of which is depicted in FIG. 2B, and a

message data restore sub-module 204, one embodiment of which is depicted in FIG. 2C.

[0068] In the embodiment of FIG. 2B, message data search sub-module 202 includes a chat message search
request send sub-module 210 to send a chat message search request from the user's edge device to at least one
other edge device of at least one other participant in the chat, where the chat message search request identifies one
or more search terms for locally searching content of chat messages in the chat. Further, message data search sub-
module 202 includes, in one embodiment, missing chat message receive sub-module 212 to receive at the user's
edge device, based on sending the chat message search request, at least one missing chat message from the at
least one other edge device with content-relevant results based on the at least one search term. Further, message
data search sub-module 202 includes a de-duplication of received chat messages sub-module 214, which removes
or consolidates received duplicate chat messages of the chat. For instance, in one embodiment, sending the chat
message search request includes sending the chat message search request from the user's edge device to multiple
other edge devices of multiple other participants in the chat, where chat messages of the chat received at the user's
edge device from the multiple other edge devices are sorted by timestamp, and can include multiple chat message
copies or duplications of a given chat message, with the duplications to be removed by de-duplication of relevant
chat messages sub-module 214. Note that, in one or more embodiments, de-duplication refers to message data de-
duplication, which is a process for eliminating extra or duplicate copies of data, such as message data. By merging

or removing duplicate copies, improved storage utilization is obtained, for instance, at the user's edge device. In one
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embodiment, the de-duplication process compares chat messages arranged by timestamp to identify duplicate
copies of a particular chat message. When a duplicate copy is identified, only one copy of the chat message is

retained, with one or more other copies being deleted.

[0069] In one or more embodiments, message data search sub-module 202 also includes a de-duplicated chat
message presentation sub-module 216 to present by the edge device the de-duplicated and timestamp-sorted chat
messages of the chat to the user. In one embodiment, presenting the de-duplicated chat messages includes
displaying the de-duplicated chat messages of the chat. For instance, the displaying of the de-duplicated chat
messages can include displaying by the edge device the de-duplicated chat messages in correct time sequence
separate from the chat, in one embodiment only. For instance, the messages can be displayed as an overlay on a
display interface of the edge device that allows the user to view and/or select one or more messages of the displayed
chat messages. Forinstance, in one or more embodiments, the user selects a chat message of the de-duplicated
chat messages being displayed for restoration on the user's edge device in the chat, along with (in one embodiment)
a maximum number x of preceding or subsequent chat messages as defined by a pagination parameter associated
with a chat message restore request, such as described below with reference to FIG. 2C. Optionally, in one or more
embodiments, a further search request for a next pagination of missing chat messages sub-module 218 is included to
facilitate sending, using the messaging application, a next pagination chat message search request from the user’s
edge device to the at least one other edge device of the at least one other participant in the chat for, for instance, a

next set of x chat messages with content-relevant results based on the at least one search term.

[0070] FIG. 2C depicts one embodiment of message data restore sub-module 204 which includes, for
instance, a chat message data restore request send sub-module 220, which sends, using a messaging application, a
chat message restore request from the user's edge device to at least one other edge device of at least one other
participant in a chat with the user via the end-to-end encryption messaging system. The chat message restore
request identifies at least one metadata attribute of at least one missing chat message of the chat to be restored on
the user's edge device. Note that, in one embodiment, the chat message restore request sent to the at least one
other edge device of at least one other participant in the chat using the end-to-end encryption messaging system is
received at the at least one other edge device, and a local messaging application search facility at the at least one
other edge device identifies, based on the at least one search parameter, the at least one missing chat message of

the chat on the at least one other edge device for return to the user's edge device.

[0071] Message data restore sub-module 204 further includes a missing chat message receive sub-module
222, which receives at the edge device, based on the chat message restore request, the at least one missing chat
message of the chat identified by the at least one metadata attribute, and to be restored on the user's edge device.

In addition, message data restore sub-module 204 includes, in one embodiment, a de-duplication of received chat
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messages sub-module 224 to facilitate de-duplicating, at the edge device, duplicate copies of chat messages
received from multiple other edge devices and sorted by timestamp to obtain de-duplicated chat messages of the
chat. In addition, the message data restore sub-module includes a de-duplicated chat messages presentation sub-
module 226, which allows the edge device to present to the user the de-duplicated, timestamp-sorted chat
messages. Optionally, a request next pagination of missing chat messages sub-module 228 is included to facilitate
sending, using the messaging application, a next pagination chat message restore request from the user's edge
device to the at least one other edge device of the at least one other participant in the chat for a next set of x chat
messages, where a pagination attribute identifies a maximum number x of chat messages to be received based on
the chat message restore request. In one embodiment, the pagination attribute, identifying the maximum number (x)
of messages to be received based on the chat message restore request, can be preset or user-configurable. For
instance, in one embodiment, the pagination attribute can identify a set of forward or backward in-time chat
messages to be located on the at least one other edge device and returned to the user's edge device. By way of

example only, x can be 10, 100, 1000, etc., as desired for a particular request and/or application.

[0072] Advantageously, processing within a computing environment is facilitated by one or more aspects of the
locate chat message module facility disclosed herein. For instance, the locate chat message module allows for
recovery of missing chat messages of a type that are not currently recoverable in an end-to-end encryption
messaging system. Additionally, the recovery of chat messages is a selective recovery of at least one requested
chat message. Advantageously, a selective search and restore of missing chat messages facility is provided, which
allows for missing or lost chat messages in a messaging system to be returned to a user’s edge device, while still
protecting privacy of the message data itself. Privacy is maintained using the locate chat messages facility since the
sending and receiving of data uses the end-to-end encryption messaging system itself. Thatis, in one or more
embodiments, the locate chat messages module or facility is integrated within the end-to-end encryption system.
Further, in one or more embodiments, any duplicate chat messages received from two or more other edge devices of

two or more other participants in the chat are removed by de-duplication.

[0073] Note that although various sub-modules are described, locate chat message module processing,

including message data search sub-module processing (FIG. 2B) and message data restore sub-module processing
(FIG. 2C), can use, or include, additional, fewer, and/or different sub-modules. A particular sub-module can include
additional code, including code of other sub-modules, or less code. Further, additional and/or other modules can be

used. Many variations are possible.

[0074] In one or more embodiments, the sub-modules are used, in accordance with one or more aspects of
the present invention, to perform locate chat message processing. FIGS. 3A & 3B depict examples of two locate

chat message processes, such as disclosed herein. The processes are executed, in one or more examples, by a
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computer (e.g., computer 101 (FIG. 1)), and/or a processor or processing circuitry (e.g., of processor set 110 of FIG.
1), such as by one or more edge devices of a computing environment. In one example, code or instructions
implementing the process, are part of a module, such as locate chat message module 200. In other examples, the
code can be included in one or more other modules and/or in one or more sub-modules of the one or more other

modules. Various options are available.

[0075] As one example, FIG. 3A depicts that a chat message restore process 300 executing on a computer
(e.g., computer 101 of FIG. 1), a processor (e.q., a processor of processor set 110 of FIG. 1), and/or processing
circuitry (e.g., processing circuitry of processor set 110), sends a chat message restore request from a user's edge
device to at least one other edge device of at least one other participant in a chat with the user via messaging system
302, such as an end-to-end encryption messaging system; and receives at the user's edge device, at least one
missing chat message from the at least one other edge device 304. Chat message restore process 300 further
includes, in one embodiment, de-duplicating any duplicate chat messages received at the user's edge device based
on the message restore request 306. For instance, in one embodiment, the sending can include broadcasting, using
the messaging application, the chat message restore request from the user’s edge device to multiple other edge
devices of multiple other users participating in the chat with the user, in which case the receiving includes receiving at
the edge device from the multiple other edge devices multiple copies of one or more missing chat messages of the
chat, where chat messages received at the user's edge device from the multiple other edge devices can be already
sorted by timestamp, or can be sorted by timestamp at the user's edge device. Where there are multiple copies of
one or more chat messages of the chat, the duplicated copies of any chat message are de-duplicated or removed by,

for instance, deleting one or more extra copies.

[0076] Further, in one embodiment, the chat message restore process includes presenting by the edge device
the de-duplicated chat messages to the user 308. For instance, in one embodiment, the presenting can include
displaying by the edge device the de-duplicated chat messages reinserted in correct time sequence within the chat of
the messaging system. In another embodiment, the presenting can include displaying by the edge device the de-
duplicated chat messages in correct time sequence separate from the chat of the messaging system, such as by an
overlay window on a display interface of the edge device. Further, in one embodiment, chat message restore
process 300 can optionally include sending a next chat message restore request pagination from the user's edge
device to the at least one other edge device 310 where, for instance, the chat message restore request further
identifies a pagination attribute, with the pagination attribute identifying a number of prior or subsequent messages to
be located and returned to the edge device based on the message restore request, and where receiving the
messages includes receiving at the user's edge device from the at least one other edge device a set of x messages,

where x is a maximum number of messages identified by the pagination attribute.
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[0077] In another example, FIG. 3B depicts one embodiment of a chat message search (and restore) process
320 executing on a computer (e.g., computer 101 of FIG. 1), a processor (e.g., a processor of processor set 110 of
FIG. 1), and/or processing circuitry (e.g., processing circuitry of processor set 110), which sends a chat message
search request from the user's edge device to at least one other edge device of at least one other participant in a
chat with the user via a messaging system, such as an end-to-end encryption messaging system 322. The user's
edge device receives in response relevant chat message search results 324. For instance, in one embodiment, the
at least one search parameter of the chat message search request can include at least one search term for searching
content of chat messages in the chat, and the at least one missing chat message received at the edge device can

contain a content-relevant result based on the at least one search term.

[0078] In one embodiment, chat messages received from the at least one other edge device are sorted by
timestamp 326. Chat message search (and restore) process 320 further includes, in one embodiment, de-duplicating
any duplicate chat messages received at the user's edge device based on the message search request 328. As
explained, where multiple copies of one or more chat messages of the chat are received, the duplicated copies of

any chat message can be de-duplicated or removed, by, for instance, deleting one or more extra copies.

[0079] Further, in one embodiment, chat message search (and restore) process 320 includes presenting by
the edge device the de-duplicated chat messages to the user 330. For instance, in one embodiment, the presenting
can include displaying by the edge device the de-duplicated chat message in correct time sequence separate from
the chat of the messaging system, such as by an overlay window on a display interface of the edge device. In one or
more other embodiments, the de-duplicated chat messages can be reinserted in correct time sequence within the
chat of the messaging system, if desired. Optionally, the user can select one or more received chat messages for
restoring of the one or more chat messages 332 into the chat on the user's edge device. In this case, the chat
message search (and restore) process 320 performs chat message restore processing 334, such as described above

in connection with the example of FIG. 3A.

[0080] FIG. 4A depicts another embodiment of a technical environment or system 400, into which various
aspects of some embodiments of the present invention are implemented. In one embodiment, system 400 can be, or
include, one or more systems 100 described above in connection with FIG. 1. By way of example, system 400
includes one or more computing resources 410, such as one or more servers of a messaging system or application
that facilitate establishing messaging pipelines or channels between messaging applications 422 executing on
multiple edge devices 420a, 420b, 420c & 420d. In one or more embodiments, edge devices 420a ... 420d execute
program code, such as messaging applications 422, which can include, or have associated therewith,
encryption/decryption code 424, locate chat message module 200, such as described above in connection with FIGS.

1-2C, and message chat storage 426, in one embodiment only.

22



WO 2024/256891 PCT/IB2024/054367

[0081] As noted, in the depicted embodiment, system 400 includes computing resource(s) 410 (e.g.,
processing servers) that execute program code, such as messaging system code to facilitate providing one or more
message pipelines or communication channels of the messaging system between edge devices 420a ... 420d to
allow users of the edge devices to chat via the messaging system. As described herein, in one or more
embodiments, the chat messages relayed between the edge devices via the message pipelines or channels are
encrypted at the source edge device (e.g., edge device A), and decrypted at the recipient edge device (e.g., edge
devices B, C & D), for instance, for presentation to a user(s) of the recipient edge device(s). Communication can be
across one or more networks 405. By way of example, network(s) 405 can be, or include, a telecommunications
network, a local-area network (LAN), a wide-area network (WAN), such as the Internet, or a combination thereof, and
can include wired, wireless, fiber-optic connections, etc. The network(s) can include one or more wired and/or
wireless networks that are capable of transmitting and receiving data, including locate chat message requests and
missing chat message responses, such as described herein. In one or more implementations, network(s) 405 can
utilize any communications protocol that allows data to be transferred between components of system 400 (e.g., one

or more wireless interconnection standards, Wi-Fi, cellular (e.g., 4G, 5G), Ethernet, etc.

[0082] By way of further example, FIG. 4B depicts one example of a chat message of a messaging system,
such as an end-to-end encryption messaging system. In the example of FIG. 4B, the chat message contains the
message itself, and selected metadata fields, such as a message ID field, a user ID field, and a coordinated universal
time (UTC) timestamp field. The data can include actual bytes of encrypted message data, which are then decrypted
at the receiving edge devices, as well as the type of message data, that is, whether, text, audio, image, video, efc.,

depending on the messaging system capabilities.

[0083] FIGS. 5A-5D depict one example of a chat message restore process, in accordance with one or more

aspects of the present invention.

[0084] In the example of FIG. 5A, a user notes that edge device A is missing one or more chat messages of a
confidential chat with a chat participant using edge device B, with in one example, edge device A being edge device
A 420a, and edge device B being edge device B 420b of system 400 of FIG. 4A. Further, it is assumed that the chat
is a confidential chat, using a messaging system with end-to-end encryption, and that the missing chat data is
otherwise unavailable to edge device A, as in the case where edge device A is partially broken, was recently
replaced, and/or there is no backup of the chat messages available on the messaging system server, edge device A,

or another confidential storage location of a user of edge device A, such as a cloud-based storage.

[0085] As described herein, in one or more aspects, a locate chat message module or facility is associated

with the messaging application executing on edge device A and edge device B, which allows for edge device A to
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send a locate chat message request to at least one other edge device of at least one other participant in a chat with
the user via the messaging system, such as via an end-to-end encryption messaging system. In one embodiment,
the locate chat message request identifies at least one search parameter for at least one missing chat message of
the chat on the edge device. For instance, in the case of a chat message restore process, the locate chat message
includes a chat message restore request, with the at least one missing chat message being at least one missing chat
message of the chat to be restored on the edge device. In one or more embodiments, the chat message restore
request includes at least one search parameter, such as at least one metadata attribute of the at least one missing
chat message. For instance, the chat message restore request sent from edge device A to edge device B can

include a chat message identifier (msg_id), and/or a UTC timestamp for the missing chat message.

[0086] One example of a chat message restore request is depicted in FIG. 5B. Those skilled in the art should
note, however, that this is one specific example only of a chat message restore request, such as described herein.
In the example of FIG. 5B, the request includes metadata for the restore request including, for instance, a message
ID, a user ID and/or a UTC timestamp, as well as data which can include at least one search parameter, such as at
least one metadata attribute of the missing chat message to be restored on the user's edge device. For instance, the
message |D of the missing chat message and/or a timestamp associated with the missing chat message can be
provided as part of the data payload in the restore request. In one or more embodiments, the chat message restore
request further includes a pagination parameter with a page size specified, as well as whether forward or backward
paging is indicated, that is, whether the receiving edge device should send the next x chat messages in the chat, or
the x previous chat messages in the chat. In one or more embodiments, the restore request can be resent as a
further pagination chat message restore request from the edge device to the at least one other edge device of the at
least one other participant in the chat for a next set of x missing chat messages of the chat, which can occur any

number of times as desired to retrieve an entire chat, or a portion of the entire chat.

[0087] FIGS. 5C & 5D depict a sequence of chat messages sorted by timestamp being received at edge
device A from edge device B pursuant to sending of the chat message restore request. As noted, in one or more
embodiments, the messaging system includes local message search capabilities, such that the messaging
application executing on edge device B can search locally stored chat messages of the identified chat to locate the at
least one missing chat message to be returned to edge device A based on receipt of the chat message restore

request from edge device A.

[0088] FIGS. 6A-6E depict further examples of chat message restore processing, in accordance with one or

more aspects of the present invention.
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[0089] As illustrated in FIG. 6A, in this example, edge device A is sending a chat message restore request to
multiple other edge devices (edge device B, edge device C, and edge device D) of multiple other participants in a
chat with a user of edge device A using a messaging system with, for instance, end-to-end encryption, with chat
messages being locally stored only on the edge devices of a system. In one embodiment, edge device A ... edge
device D are edge device A 420a - edge device D 420d, described above in connection with FIG. 4A. In this
example, the user of edge device A has lost or is missing chat messages of a group chat with other chat participants
using edge device B, edge device C & edge device D. The locate chat message module or facility disclosed herein
allows for edge device A to recover missing chat messages by sending a chat message restore request to one or
more selected participant edge devices of the group of participants in the chat. Note that the selected participant
edge devices can be one, a portion of, or all, edge devices of the participants in the group chat. Thus, in the example
of FIGS. 6A-6E, the users of edge device A — edge device D can be a portion of the users in the group chat, or all of
the users in the group chat. Note in this regard that one or more users of the group chat may have a different sub-set
of the chat messages available, since each user can delete locally, either intentionally or unintentionally, some or all
of the messages in the group chat. In this regard, note that, in one or more embodiments, the chat message restore
request sent from edge device A to edge device B ... edge device D, includes a chat message identifier (msg_id) and
a UTC timestamp for the missing chat message. Where, for instance, edge device B is also missing a particular chat
message, edge device B could still respond with chat messages starting from the UTC timestamp of the restore

request.

[0090] As illustrated in FIG. 6B, each participant edge device receiving the chat message restore request, that
is, edge device B, edge device C & edge device D in the example, returns the requested chat messages sorted by
timestamp to the requesting edge device, that is, edge device A (again in the example). As noted, the process
integrates with the messaging system, including the messaging applications executing on edge device B, edge
device C and edge device D, which allow for the searching of locally stored chat messages of the messaging system
on that edge device. As illustrated in FIG. 6C, some of the recovered chat messages received at edge device A can
be duplicate messages (that is, the same chat message is recovered from multiple different edge devices), and
therefore, de-duplication of messages at the receiving edge device, edge device A in this example, is desirable. An
example of this is depicted in FIG. 6C, where each of edge devices B, C & D have incomplete copies of the group
chat, with each sending the chat messages available based on the chat message restore request search parameter
and/or any pagination parameter associated with the request. In this manner, the locate chat message module or
facility allows the user to selectively restore a desired portion of the group chat, such as from a specific message ID,
or a specific message timestamp, etc. The returned chat messages to the requesting edge device are (in one

embodiment) sorted by timestamp from the sending edge device. De-duplication of messages on the receiving edge
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device, that is, edge device A in the example of FIGS. 6A-6D, occurs, resulting in the desired segment of chat

messages of the group chat being restored to edge device A, as illustrated in FIG. 6D.

[0091] FIG. 6E illustrates a variation on the example of FIGS. 6A-6D, where a pagination parameter is also
provided in association with the chat message restore request to allow for a specified maximum number of missing
chat messages to be provided with each chat message restore request. For instance, page_size can be included in
the data portion of the chat message restore request as a pagination parameter to specify a number of missing chat
messages to be returned based on the chat message restore request. For example, a maximum of x missing chat
messages of the chat can be requested in the restore request, where x is identified by the pagination parameter, as
well as a forward or backward direction of the x chat messages to be returned within the chat. In one example, the
page_size can be 10, 100, 1000, or any desired number of chat messages, and upon receipt, each edge device
receiving the request sends the next x chat messages in the desired direction of the group chat. Note that pagination
can be continued in a loop, if desired, until all required chat messages are restored at the user's edge device. Also
note that, in one embodiment, where the user of edge device A lost a prior edge device and did not have message
backup, then in that case, the metadata fields (msg_id or timestamp) are optional, and if they are not supplied by
edge device A, then the receiving edge devices (edge device B ... edge device D) can return results from the
beginning of the message chat using pagination, which can be an approach to restoring the entire message chat
when no backup was performed and the user’s prior device was lost. Thus, the restore request (as well as the
search request) discussed herein can be generated and sent without specifying the metadata fields for a particular

missing chat message, depending on the context.

[0092] FIGS. 7A-71 depict a further example of a chat message search and restore process, in accordance
with one or more aspects of the present invention. In this example, the user's edge device, edge device A, is used
within a system such as described above in connection with FIGS. 1 & 4A, where the user is participating in a group
chat with multiple other participant edge devices, including edge device B, edge device C, and edge device D, such
as described above in connection with FIGS. 4A-6E. Asillustrated in FIG. 7A, the locate chat message request is
initially a chat message search request from edge device A to selected participant edge devices of a group chat,
which in the depicted example, includes edge device B, edge device C and edge device D, by way of example only.
As illustrated, in one embodiment, the chat message search request can include at least one search term for
searching content of chat messages in the chat, as well as, for instance, a particular timestamp of chat messages in

the group chat from which to search the content.

[0093] FIG. 7B depicts one example of a chat message search request which includes multiple fields, including
metadata fields and data fields. In the example depicted, the metadata can include a message identifier of the chat

message search request, a user identifier of a user sending the search request, and a UTC timestamp of the search
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request. The data field can include, for instance, a search term for searching content of chat messages in the chat at
the receiving edge device, as well as, for instance, specifying starting the search from a particular message identifier
and/or particular timestamp of chat messages in the group chat, by way of example only. Further, in the depicted
chat message search request of FIG. 7B, pagination is provided which includes a page_size parameter, as well as a
direction parameter, that is, whether forward or backward, for returning the next or previous x chat messages in the
chat. As with the chat message restore request example of FIG. 6B, the chat message search request example of
FIG. 7B is one example only of a search request such as disclosed herein. As described above, each receiving edge
device does a local search in the group chat for content-relevant results based on the one or more search terms, and
returns the relevant results to the requesting edge device, that is, to edge device A in the example of FIG. 7C. Also,
note that the returned chat messages can be sorted by timestamp by the returning edge device, in one embodiment.
As explained above, the number of chat messages returned can be based on the number of results requested in the
chat message search request. An example of returned results is depicted in FIG. 7D, where duplication of chat
messages along the timeline is possible, as is with the case of the chat message restore request processing. Again,
in the example of FIG. 7D, it is assumed that edge device B, edge device C and edge device D each lack a complete
set of the chat messages to be provided to the requesting edge device, which is by way of example only. In one or
more other embodiments, any one of the edge devices can have a complete set of chat message results, or each
edge device (that is, edge device B, edge device C and edge device D) can have a complete set of the chat message
results. De-duplication is performed on the received chat messages at the receiving edge device by, for instance,

deleting or discarding extra copies of any returned chat messages of the chat.

[0094] In FIG. 7E, a user has identified a particular chat message 700 as being a chat message of interest.
Based on locality principle, and assuming the user is looking for additional content relevant to the identified chat
message 700, the locate chat message module processing can include performing chat message restoring with
pagination, as illustrated in FIGS. 7F-71. As illustrated in FIG. 7F, a chat message restore request with, for instance,
a message |D to be restored and/or a UTC timestamp of a message to be restored, as well as a page_size as part of
a pagination parameter, is sent to multiple participant edge devices, edge device B, edge device C and edge device
D in the example. As shown in FIG. 7G, edge device B, edge device C and edge device D each return x messages,
again sorted by timestamp (in one example only) to the requesting edge device A, where x is defined, for instance, by
the page_size parameter, in one embodiment. The presence of duplicate chat messages is illustrated in FIG. 7H,
and after de-duplication or deletion of extra copies of each chat message returned, results in the desired sequence of
chat messages in time-sequence order, as illustrated in FIG. 71, which can be presented by edge device A to the user

and/or saved at edge device A.

[0095] Advantageously, those skilled in the art will note that disclosed herein are computer-implemented

methods, computer systems and computer program products which facilitate processing within a computing
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environment, and in particular within a messaging system environment, to address the issue of selective search and
restoring of missing chat messages in the messaging system, where the messaging system does not store data on a
server side of the system. In one or more aspects, the processing includes distributing a locate chat message
request to participants in a group chat of the messaging system, and receiving from various edge devices of the
participants a copy of the missing chat messages located in the remote edge devices, while respecting privacy of the
messages. Further, the process can include sorting the messages on a timeline and performing de-duplication of
any duplicate messages, as well as using pagination (i.e., the splitting of results into pages and receiving of results in
batches) to facilitate restoring to the edge device the desired missing chat messages of a chat via a messaging

system, such as an end-to-end encryption messaging system.

[0096] Disclosed herein are solutions where the missing chat messages are not available on the edge device,
nor in a backup for the edge device. The locate chat message process disclosed advantageously respects privacy of
the data, such as in an end-to-end encrypted messaging system. Further, the concepts disclosed herein allow for
enhanced storage and retrieval approaches for heterogenous environments, such as where certain edge devices
have greater processing and/or storage capabilities than others. Where a particular edge device is unable to store all
chat messages of a chat, or a group of chats, some of the data can be deleted, and later searched or restored on

demand using a locate chat message facility and process such as disclosed herein.

[0097] As a further advantage, the concepts disclosed can be used in combination with conversational artificial
intelligence (Al), such as generative language models, foundation models, and applications. For example, a group of
users can temporarily add a generative language bot to answer one or more questions in a specific group chat
context. If any of these messages is lost, asking the generative language bot the same question again will not
provide the same answer, because the generative language model answers are built on a sequence of questions and
answers, and context. The locate chat message facility and processing disclosed herein solves this problem, by
allowing the users to extract the same answer that was previously provided related to the specific context, from one

or more other user edge devices.

[0098] The accompanying figures, which are incorporated in and form a part of this specification, further
illustrate the present invention and, together with this detailed description of the invention, serve to explain aspects of
the present invention. Note in this regard that descriptions of well-known systems, devices, processing techniques,
etc., are omitted so as to not unnecessarily obscure the invention in detail. It should be understood, however, that
the detailed description and this specific example(s), while indicating aspects of the invention, are given by way of
illustration only, and not limitation. Various substitutions, modifications, additions, and/or other arrangements, within
the spirit or scope of the underlying inventive concepts will be apparent to those skilled in the art from this disclosure.

Note further that numerous inventive aspects or features are disclosed herein, and unless inconsistent, each
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disclosed aspect or feature is combinable with any other disclosed aspect or feature as desired for a particular

application of the concepts disclosed.

[0099] Note also that illustrative embodiments are described below using specific code, designs, architectures,
protocols, layouts, schematics, or tools only as examples, and not by way of limitation. Furthermore, the illustrative
embodiments are described in certain instances using particular software, hardware, tools, or data processing
environments only as example for clarity of description. The illustrative embodiments can be used in conjunction with
other comparable or similarly purposed structures, systems, applications, or architectures. One or more aspects of

an illustrative embodiment can be implemented in software, hardware, or a combination thereof.

[00100] The terminology used herein is for the purpose of describing particular embodiments only and is not
intended to be limiting of the invention. As used herein, the singular forms “@”, “and” and “the” are intended to include
the plural forms as well, unless the context clearly indicates otherwise. It will be further understood that the terms
“comprise” (and any form of comprise, such as “comprises” and “comprising”), “have” (and any form of have, such as
*has” and “having”), “include” (and any form of include, such as “includes” and “including”), and “contain” {(and any
form contain, such as “contains” and “containing”) are open-ended linking verbs. As aresult, a method or device that
“‘comprises’, “has”, “includes” or “contains” one or more steps or elements possesses those one or more steps or
elements, but is not limited to possessing only those one or more steps or elements. Likewise, a step of a method or
an element of a device that “comprises”, “has’, “includes” or “contains” one or more features possesses those one or
more features, but is not limited to possessing only those one or more features. Furthermore, a device or structure
that is configured in a certain way is configured in at least that way, but may also be configured in ways that are not

listed.

[00101]  The corresponding structures, materials, acts, and equivalents of all means or step plus function
elements in the claims below, if any, are intended to include any structure, material, or act for performing the function
in combination with other claimed elements as specifically claimed. The description of one or more embodiments
has been presented for purposes of illustration and description but is not intended to be exhaustive or limited to in the
form disclosed. Many modifications and variations will be apparent to those of ordinary skill in the art. The
embodiment was chosen and described in order to best explain various aspects and the practical application, and to
enable others of ordinary skill in the art to understand various embodiments with various modifications as are suited

to the particular use contemplated.
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CLAIMS

What is claimed is:

1. A computer-implemented method of facilitating processing within a computing environment, the

computer-implemented method comprising:

sending a locate chat message request from a user's edge device to at least one other edge
device of at least one other participant in a chat with the user via an end-to-end encryption messaging
system, the locate chat message request identifying at least one search parameter for at least one missing

chat message of the chat on the edge device; and

based on sending the locate chat message request, receiving at the edge device from the at least
one other edge device, the at least one missing chat message of the chat identified via the at least one

search parameter.

2. The computer-implemented method of claim 1, wherein the locate chat message request
comprises a chat message restore request, with the at least one missing chat message identified via the at least one
search parameter being at least one missing chat message of the chat to be restored on the edge device, and
wherein the at least one search parameter is at least one metadata attribute of the at least one missing chat

message.

3. The computer-implemented method of claim 2, wherein a metadata attribute of the at least one
metadata attribute is selected from the group consisting of: a message identifier of the at least one missing chat

message, and a message timestamp of the at least one missing chat message.

4, The computer-implemented method of claim 2, wherein the chat message restore request further
identifies a pagination parameter, the pagination parameter identifying a maximum number of missing chat messages
to be received based on the chat message restore request, and wherein the receiving comprises receiving at the
edge device from the at least one other edge device a maximum of x missing chat messages of the chat, wherein x is

identified by the pagination parameter.

5. The computer-implemented method of claim 4, further comprising sending a further chat message
restore request from the edge device to the at least one other edge device of the at least one other participant in the

chat for a next set of x missing chat messages of the chat.
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6. The computer-implemented method of claim 2, wherein the sending comprises broadcasting the
chat message restore request from the user's edge device to multiple other edge devices of multiple other
participants in the chat, the at least one other edge device being at least one other edge device of the multiple other

edge devices.

7. The computer-implemented method of claim 6, wherein the chat message restore request identifies
multiple missing chat messages of the chat to be restored on the edge device, and wherein the receiving comprises
receiving at the edge device from the multiple other edge devices multiple copies of one or more chat messages of
the chat that were missing at the edge device, where chat messages of the chat received at the edge device from the
multiple other edge devices are sorted by timestamp, and wherein the computer-implemented method further

comprises:

de-duplicating, at the edge device, duplicate chat messages of the chat received from the multiple

other edge devices to obtain de-duplicated chat messages of the chat; and
presenting by the edge device the de-duplicated chat messages of the chat to the user.

8. The computer-implemented method of claim 7, wherein the presenting comprises displaying by the

edge device the de-duplicated chat messages reinserted in correct time sequence within the chat.

9. The computer-implemented method of claim 7, wherein the presenting comprises displaying by the

edge device the de-duplicated chat messages in correct time sequence separate from the chat.
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10. The computer-implemented method of claim 1, wherein the locate chat message request comprises a chat
message search request, and the at least one search parameter comprises at least one search term for searching
content of chat messages in the chat, and wherein the at least one missing chat message received at the edge
device contains a content-relevant result based on the at least one search term.

1. The computer system of claim 10, wherein sending the chat message search request comprises
sending the chat message search request from the user's edge device to multiple other edge devices of multiple
other participants in the chat, and wherein multiple copies of one or more chat messages of the chat are received at
the edge device from the multiple other edge devices and are sorted by timestamp, and the computer-implemented

method further comprises:

de-duplicating, at the edge device, duplicate chat messages of the chat received from the multiple

other edge devices to obtain de-duplicated chat messages of the chat; and

presenting by the edge device the de-duplicated chat messages of the chat to the user.
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12. A computer system for facilitating processing within a computing environment, the computer

system comprising:
a memory; and

at least one processor in communication with the memory, wherein the computer system is

configured to perform a method, said method comprising:

sending a locate chat message request from a user's edge device to at least one other
edge device of at least one other participant in a chat with the user using an end-to-end encryption
messaging system, the locate chat message request identifying at least one search parameter for

at least one missing chat message of the chat on the edge device; and

based on sending the locate chat message request, receiving at the edge device from the
at least one other edge device, the at least one missing chat message of the chat identified via the

at least one search parameter.

13. The computer system of claim 12, wherein the locate chat message request comprises a chat
message restore request, with the at least one missing chat message identified via the at least one search parameter
being at least one missing chat message of the chat to be restored on the edge device, and the at least one search
parameter being at least one metadata attribute of the at least one missing chat message, and wherein a metadata
attribute of the at least one metadata attribute is selected from the group consisting of: a message identifier of the at

least one missing chat message, and a message timestamp of the at least one missing chat message.

14, The computer system of claim 13, wherein the chat message restore request further identifies a
pagination parameter, the pagination parameter identifying a maximum number of missing chat messages to be
restored based on the chat message restore request, and wherein the receiving comprises receiving at the edge
device from the at least one other edge device a maximum of x missing chat messages of the chat, wherein x is

identified by the pagination parameter.

15. The computer system of claim 13, wherein the sending comprises broadcasting the chat message
restore request from the user’s edge device to multiple other edge devices of multiple other participants in the chat,
the at least one other edge device being at least one other edge device of the multiple other edge devices, and
wherein the chat message restore request identifies multiple missing chat messages of the chat to be restored on the
edge device, and the receiving comprises receiving at the edge device from the multiple other edge devices multiple

copies of one or more chat messages of the chat that were missing at the edge device, where chat messages of the
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chat received at the edge device from the multiple other edge devices are sorted by timestamp, and wherein the

method further comprises:

de-duplicating, at the edge device, duplicate chat messages of the chat received from the multiple

other edge devices to obtain de-duplicated chat messages of the chat; and

presenting by the edge device the de-duplicated chat messages of the chat to the user.

16. The computer system of claim 15, wherein the presenting comprises displaying by the edge device

the de-duplicated chat messages reinserted in correct time sequence within the chat.

17. The computer system of claim 12, wherein the locate chat message request comprises a chat
message search request, and the at least one search parameter comprises at least one search term for searching
content of chat messages in the chat, and wherein the at least one missing chat message received at the edge

device contains a content-relevant result based on the at least one search term.
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18. The computer system of claim 17, wherein sending the chat message search request comprises
sending the chat message search request from the user's edge device to multiple other edge devices of multiple
other participants in the chat, and wherein multiple copies of one or more chat messages of the chat are received at
the edge device from the multiple other edge devices and are sorted by timestamp, and the method further

comprises:

de-duplicating, at the edge device, duplicate chat messages of the chat received from the multiple

other edge devices to obtain de-duplicated chat messages of the chat; and
presenting by the edge device the de-duplicated chat messages of the chat to the user.

19. A computer program product for facilitating processing within a computing environment, the

computer program product comprising:

one or more computer readable storage media and program instructions embodied therewith, the
program instructions being readable by a processing circuit to cause the processing circuit to perform a

method comprising:

sending a locate chat message request from a user's edge device to at least one other
edge device of at least one other participant in a chat with the user via an end-to-end encryption
messaging system, the locate chat message request identifying at least one search parameter for

at least one missing chat message of the chat on the edge device; and

based on sending the locate chat message request, receiving at the edge device from the
at least one other edge device, the at least one missing chat message of the chat identified via the

at least one search parameter.
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20. The computer program product of claim 19, wherein the locate chat message request comprises a
chat message restore request, with the at least one missing chat message identified via the at least one search
parameter being at least one missing chat message of the chat to be restored on the edge device, and the at least
one search parameter being at least one metadata attribute of the at least one missing chat message, and wherein a
metadata attribute of the at least one metadata attribute is selected from the group consisting of: a message identifier

of the at least one missing chat message, and a message timestamp of the at least one missing chat message.

*k ok k*k
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message: {
metadata:
msg_id: 932¢30b9-e6fd-492a-8205-¢123cb0bd1a9
sent_by: {user_id}
sent_at: {UTC timestamp}
data:
bytes: aGkgd2hhdCdzIHVwPwo=
type: text (audio/image/video)

FIG. 4B
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restore_message: {
metadata:
msg_id: 932¢30b9-e6fd-492a-8205-¢123cb0bd1a9
sent_by: {user_id}
sent_at: {UTC timestamp}
data:
start_from: {
msg_id: {unique msg_id}
timestamp: {utc timestamp}

pagination: {
page_size: {unsigned interger}
direction: {forward/backward} // if receiver should send next/previous "X" messages

}

FIG. 5B
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search_message: {
metadata:
msg_id: 932¢30b9-e6fd-492a-8205-¢123cb0bd1a9
sent_by: {user_id}
sent_at: {UTC timestamp}
data:
search_term: {text}
start_from: {
msg_id: {unique msg_id}
timestamp: {UTC timestamp}

pagination: {
page_size: {unsigned interger}
direction: {forward/backward} // if receiver should search next/previous "X" messages

}

FIG. 7B
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