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DESCRIPTION

Description

BACKGROUND

[0001] A network requires changes and updates over time. Such changes and updates can
include introduction of new capabilities, software or firmware updates, and the like. Given the
size of some networks, such changes can require many individual changes to the software,
firmware and and configurations of the network.

[0002] To apply these changes, network operators must examine the network and decide upon
an ordered "recipe” of steps that are tailored to the specific network. The overall success of the
change implementation depends on the correct ordering of the individual change operations,
and compatibility of the changes.

[0003] Creating such unique recipes is time-consuming and prone to error. For example,
complex interdependencies are difficult to discern. Moreover, unless the operator is aware of
specific dependency requirements, what appears to be a sound change plan on paper may, in
fact, result in failure. When several operators are involved, the likelihood of contradictory or
incompatible changes being implemented increases.

[0004] Thus, there is a need in the technological area of network management to implement
changes in a systematic and consistent manner.

[0005] US 2013/044636 A1 discloses a method for configuring first and second managed
forwarding elements to perform logical L2 switching and L3 routing. The method generates a
first set of flow entries for configuring the first managed forwarding element to perform logical
L2 ingress processing and L3 routing processing. The method generates a second set of flow
entries for configuring the second managed forwarding element to performing logical L2
egress processing.

[0006] US 2017/064009 A1 discloses migrating a workload. A workload running in a first
system is scanned, wherein the scanning is prior to migrating the workload to a second system
and features installed in the first system for the workload are detected, including service
management features. How the features for the workload are configured is determined
responsive to the scanning detecting features installed in the first system for the workload. An
identity record is created that identifies the detected features and defines how the detected
features are configured in the first system. The identity record is sent to a second system. The
second system is sent a request for migrating the workload to the second system, wherein the
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request specifies for the second system to provision a workload configured with features
specified in the identity record.

SUMMARY

[0007] The present invention is defined in the appended independent claims to which
reference should be made. Advantageous features are set out in the appended dependent
claims

[0008] This specification describes technologies relating to automatically creating a workflow of
changes that implement a desired change in a network from a first state to a second state. In
some implementations, network changes are described in a plan for making changes as a
directed graph (the "workflow"). Each node in the graph, described by an intent, describes an
intended state for the network. Each edge in the graph represents a transition from one state
to another. The system computes the changes necessary to change the network from the first
state to the second state, and may automatically perform multiple parallel operations to
implement the computed changes.

[0009] In general, one innovative aspect of the subject matter described in this specification
can be embodied in methods that include the actions of receiving a set of first intents, wherein
the set of first intents describes a state of a first switch fabric; receiving a set of second intents,
wherein the set of second intents describes a state of a second switch fabric; computing, by an
intent translator executing on the data processing system, a set of network operations to
perform on the first switch fabric to achieve the second switch fabric, the set of operations also
defining an order in which the operations are to be executed, and the set of operations
determined based on the set of first intents, the set of second intents, and migration logic that
defines a ruleset for selecting the operations based on the set of first intents and the second
intents; and executing, by an operation runner executing on the data processing system, the
set of network operations according to the order, to apply changes to elements within the first
switch fabric to achieve the state of the second switch fabric. Other embodiments of this aspect
include corresponding systems, apparatus, and computer programs, configured to perform the
actions of the methods, encoded on computer storage devices.

[0010] Particular embodiments of the subject matter described in this specification can be
implemented so as to realize one or more of the following advantages. The set of ordered
operations is determined by the intent translator that implements a translation logic that is
applied to a set of intents that describe a current fabric state and an intended fabric state. The
translation logic enables the automatic generation of the set of order operations while relieving
human operators of the complexity of determining the operations. The resulting operations and
their execution according to a specified order are far less likely to result in configuration failures
and incompatibilities that would otherwise result from manual determinations and execution of
operations. This is a technological improvement in the field of network maintenance and
management.
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[0011] The intent translator may be a stateless translator that takes two inputs, the current
fabric state and the intended fabric state, to produce the ordered set of operations. Once a
state is verified, further changes may thus be effected by reference to intents that described
the current verified state. This frees up the system from complex version interdependencies
that must be tracked and maintained by a stateful change systems. This is yet another
technological improvement in the field of network management.

[0012] The details of one or more embodiments of the subject matter described in this
specification are set forth in the accompanying drawings and the description below. Other
features, aspects, and advantages of the subject matter will become apparent from the
description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013]

Fig. 1 is a system diagram of an example automated network change system.
Fig. 2 is a block diagram of an example fabric state intent hierarchy.

Fig. 3 is a system flow diagram of operation of the intent translator.

Fig. 4 is a flow diagram of an example process for automatically changing a network system
according to intents and an intent translator.

Fig. 5 is a high level flow diagram of migration steps that occur during a change of an example
network.

Fig. 6 is flow diagram of a roll forward change process for non-cluster border router switches.
Fig. 7 is a flow diagram of a roll back change process for non-cluster border router switches.
Fig. 8 is flow diagram of a roll forward change process for cluster border router switches.

Fig. 9 is a flow diagram of a roll back change process for cluster border router switches.

Fig. 10 is a flow diagram of a roll forward change process for traffic migration.

Fig. 11 is a timing diagram illustrating state management during operation execution.

Fig. 12 is a timing diagram illustrating failover management in response to a failover between
requests.

Fig. 13 is a timing diagram illustrating failover management in response to a failover during a
request.
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[0014] Like reference numbers and designations in the various drawings indicate like
elements.

DETAILED DESCRIPTION

Overview

[0015] A network operator wishes to make a significant (e.g., introduction of new capabilities,
software upgrades, etc.), non-incremental change to a network. The change requires many
individual changes to the software and configuration of the network. There is an overarching
need to do this safely and in a manner that does not result is data loss or system corruption.

[0016] Each network is unique, and thus the process of applying a change to each network is
defined by a unique set of steps specific to that network. To apply this change to each unique
network, an ordered "recipe" of steps needs to be developed and tailored to each network
since the safety and success of the overall operations depends on the correct ordering of the
individual change operations. Manually creating such unique recipes is time-consuming and
error prone.

[0017] To enable the rapid development and execution of a network change for unique
networks, the automated network change system automatically creates such workflows for
each unique network, and executes the workflows accordingly.

[0018] The network operator describes the plan for making change by a current intent and an
intended intent. The current intent describes the current state of the network, e.g., software
and firmware versions, switches, traffic, and the like, and the intended intent describes an
intended state of the network, e.g., the state of the network the network operator desires. To
achieve this intended state, changes must be applied to the network at the current state.

[0019] Each intent may be conceptualized as a node in a directed graph, with an edge directed
from the current intent to the intended intent, and where each intent describes a state for the
network. Each edge in the graph represents a transition from one state to another. The system
determines the operations necessary to transition from the first node to the second node, and
has the ability to automatically perform the necessary operations. When operations can be
performed in parallel, the system may do so.

[0020] Each intent describing a state includes data describing a set of configuration settings,
software versions, etc. In some implementations, this description is declarative, and the entire
desired state of the node is described. The automated network change system takes these
intents and determines operations to perform and the order in which the operations are to be
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performed. During this change process, the network may undergo multiple intermediate states.
For each state, the system i) algorithmically computes the individual changes to transition from
one state to another; ii) applies the changes; iii) determines if additional, context-specific safety
checks need to be performed, and if so, performs them; and iv) continues to the next state until
completion.

[0021] In some implementations, during step (i), the algorithmic computation of individual
changes to apply may be in response to the individual network's unique conditions, such as the
count of functioning switches in the network, the location of failure domains within the network
(e.g., shared power sources, shared control domain, etc.), the specific models of the network
switches, the risk associated with a change in a given part of the network (e.g., placement of
important customer traffic, equipment of different cost to replace, equipment whose failure has
a larger impact, etc.), and the software running on the switches. More or fewer factors may
also be considered.

[0022] In some implementations, this algorithmic selection computation is performed according
to policies such as minimizing risk, and maintaining appropriate connectivity in the network. For
example, when changing from an intent where "0% of switches have new configuration A" to an
intent where "2% of switches have new configuration A" the system will minimize risk by
selecting switches from different failure domains, and avoiding important customers' traffic.
Such risk minimization migration logic is programmed into an intent translator.

[0023] To maintain appropriate connectivity, the algorithm chooses individual changes in an
order that preserves the network's connections. For example, in a change from one type of
wide-area (backbone) connectivity to another, the change must be done incrementally,
interleaving wide-area and local changes so the first wide-area change happens before the
first local change (otherwise the first local system would lose wide-area connectivity) and so
the last wide-area change happens after the last local change (otherwise the last local system
would lose wide-area connectivity). Again, such risk minimization migration selection logic is
programmed into the intent translator. Examples of interleaving changes are described in with
reference to Fig. 5.

[0024] In some implementations, during step (ii), the system makes the algorithmically
identified changes to implement the workflow's next intent. This can include automatically
contacting external network management systems to make the change.

[0025] In some implementations, during step (iii), the system determines if any additional,
context-specific safety checks are required by the operations it just performed. For example, a
wide-area connectivity change might require wide-area-specific checks that are
computationally expensive to perform, and thus should only be performed when needed.
Again, such safety check logic is programmed into the intent translator.

[0026] The system can also stop automatically at any time if asynchronous, lightweight safety
checks fail, or by manual activation of "Stop” function. The Stop function stops all instances of



DK/EP 4213456 T3

the workflow in an emergency situation. It is a global pause for work on all network types and
prevents new work from starting.

[0027] In some implementations, when the system has stopped on its own due to failed safety
check, it can either pause in a "safe state" (in which further network failure is prevented), or
revert back to a last verified intermediate state, or automatically undo the changes.

[0028] In some implementations, the system is able to automatically undo the changes by
determining the changes needed to return to the previous intent state in the workflow graph,
using the same algorithm as described above by simply reversing the directions of the edges in
the graph. This automatic computation of the steps to undo any change is an additional
advantage and technical improvement realized by describing the overall process as an intent-
based workflow.

[0029] These features and addition features are described in more detail below.

Example Operating Environment

[0030] Fig. 1 is a system diagram of an example automated network change system 100. The
various elements described below are realized as data structures (e.g., intents, list of
predicates, list of operations 121), an entity instantiation in either software, hardware, or a
combination of both, (e.g., intent translator 121, operation runner 122, database 128), or as
services. The architecture described in Fig. 1 is but one example that can be used to realize
the novel features of the automated change system, and other architectures can also be used.

[0031] In this example, the system 100 includes an Automated Change System (ACS) front
end 102 that includes several constituent components. The front end 102 provides, in this
implementation, a remote procedure call (PRC) SetFabricState to an automation workflow 104.
The automation workflow 104 provides a set of intents that describes an intended state of a
switch fabric. In this example, there is an existing, or current, switch fabric, referred to as a first
switch fabric (FFC) 110, and an intended switch fabric, referred to as a second switch fabric
(SFC) 112. The automation workflow 104, after providing the intended state to the front end
102, waits for progress updates and indications of a final result, which may indicate a
successful change from the FFC 110 to the SFC 112, or, alternatively, a failure in the change
from the FFC 110 to the SFC 112.

[0032] The intended state of the SFC 112 is validated by an intent validator 126. The intent
validator 126 accesses a network model database 128 that describes multiple acceptable
states of a network fabric, each state which is referred to as a "snapshot." Each snapshot
describes a set of configurations for the fabric, or a portion of the fabric, and each snapshot
differs from each other snapshot. Each snapshot may be pregenerated prior to the migration.
For example, network operators may determine that there are several intermediate states to
achieve during a migration, and each state may be described by a model snapshot. To validate
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the set of intents, the intent validator 126 checks whether the network elements (switches, etc.)
described by the intents matching the various model snapshots. This is done to ensure that the
intent describes an intended state that can actually be realized using the model snapshots.

[0033] If the set of intents is not validated, the network operator is notified of the invalid set.
Otherwise, the intent translator 120 receives the set of intents, and then compares the
intended state of the SFC 112 to the current state of the FFC 110. The intent translator 120
then computes a set of network operations 121 to perform on the FFC 110 to achieve the SFC
112. The set of operations also define an order in which the operations are to be executed.
The intent translator 120 determines the set of operations based on a set of first intents that
describe the FFC 110, the set of intents received by the intent validator 126, also referred to as
second intents, and migration logic that defines a ruleset for selecting the operations based on
the set of first intents and the second intents. The migration logic is described in more detail
below.

[0034] The list of network operations 121 are provided to an operation runner 122. The
operation runner 122 dispatches each operation according to the order (either serially or in
parallel when possible) to corresponding backend services and servers, e.g., mediation server
106, migration agent 107, and verification 108, based on the operation type.

[0035] For example, Drain/Undrain operations, Config Push, Reboot, and Flow Cleaning
operations are handled by a mediation server 106, while flow programming will be handled by
the migration agent service 107, both of which are described in more detail below. The
operation runner 122 has a list of backend managers that enable interaction with each service,
building and maintain connection, building request structures, sending the request, processing
queries, etc., through backend service managers 131. The drain operation is an operation that
"de-prefers,” or deprefs, an element to remove traffic from the element. Conversely, the
undrain operation enables traffic for the element. A config push operation pushes a
configuration, e.g., a software or firmware change, to an element for the element to be
updated by the change. A reboot operation reboots an element. The flow cleaning operation
deletes programming rules in the fabric that have been rendered obsolete due to the change.
These are just an example set of operations that can be generated by the intent translator 120,
and other appropriate operations can also be used.

[0036] The intent translator 120 also generates a list of predicates 125 that the verification
runner 124 uses to verify that the fabric state have converged to the intended state (or a
specified intermediate state during a transition from the FFC 110 to the SFC 112). The
predicates 125 each describe conditions subsequent to a change that are to be verified by the
verification runner 124. For example, if a configuration change to a switch changes a maximum
size of a routing table, the maximum size is verified according to a predicate. These runners
run in a continuous manner to make sure the fabric stays in the intended state. The evaluation
result is reported back to the workflow 104 through a monitoring service 130. The processing
the operations 121 and predicates 125 are described in more detail below.
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[0037] During migration from the FFC 110 to the SFC 112, the ACS front end 102 relies on the
list of network model snapshots in a model database to gradually convert each component
from the FFC control to the SFC control. During the migration, the ACS front end 102, using
the intent translator 120, selects model snapshots to use in to configure the fabric entities. The
intent translator 120 determines the correct model snapshot label based on the migration
context, and then the model data can be loaded in our mediation server's 106 model directory
for usage.

[0038] In some implementations, the mediation server 106 an asynchronous network
automation service, and provides RPC interfaces to a number of network operations such as
configpush, drain, undrain, reboot, and flow cleaning. Each of these mediation server 106
services has its own request and response definitions, as well as operation parameters. When
a request can normally take multiple network entities, they can be executed in parallel when
possible. In some implementations, the mediation server 106 has a shared job management
service. Each request will be assigned with a unique job identifier that can be queried for job
status. Accordingly, the operation runner 122 causes the operations 121 to be executed by
dispatching the operations according to the order to the mediation server 106. The mediation
server 106 then provide the service that manages the changes implemented on the FFC 110,
SFC 112 and switches 114.

[0039] The RPC interface, RPCSetFabricState, in some implementations, realizes several
design principles. A first principle is to enable the workflow 104 to use a minimum set of states
to control the fabric, which, in turn, simplifies expression of the intended fabric state. This is
accomplished, in part, by use of the model snapshots in the network model database 128.
Instead of the workflow 104 specifying all possible states, the front end 102 need only receive
the states describe by intents, and can then, by use of model snapshots and migration logic,
determine operations and intermediate states required to achieve the intended state.

[0040] Another design principle is flexibility to adjust, add or remove migration steps. The front
end 102 operations are not bound to a particular migration step, but instead are determined
based on a migration context, and can be implemented in a stateless manner. Thus, the
workflow 104 can add new intents at any time, and the intents will be accepted provided they
are validated by the validator 126.

Intents

[0041] Fig. 2 is a block diagram of an example fabric state intent hierarchy 150. In this
example, the fabric state 152 of a fabric (either FFC 110 or SFC 112) is described by three
logical entity states: cluster border router (CBR) state 160, non-CBR state 170, and traffic state
180. The routers are grouped by cluster border routers, which connect the fabric to a wide
area network separate from the fabric, and non-cluster border routers, which are within the
fabric but do not connect the fabric to the wide area network. These intents are used for
migrating the switches and routers and migrating traffic. Although many states of other type of
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entities, e.g., control domains, ports, applications, etc., are required to change during each
migration step, the intent translator 120, by use of the snapshots and migration logic,
determines the changes without the network operator being required to determine and
schedule these operations.

[0042] The CBR state 160 describes the state of the CBRs in the fabric. In some
implementations, the state of each switch is described by a controller type 162, a drain state
164, and a depref state 166. The controller type specifies which controller type (FFC 110, SFC
112, or proxy 116) the switch is to connect to. The drain state 164 indicates whether the switch
is drained or undrained. Finally, the depref state 166 specifies whether the switch is de-
preferred. For non-CBR switches, a non-CBR state 170 intent is used. Here, the only the
controller type 172 is specified. Finally, for the traffic state 180, the state of traffic is described
by host traffic state 182, probe traffic state 184, and control traffic state 184, each of which are
described in more detail below.

Non-CBR Switches

[0043] For non-CBR switches, the intent translator 120 specifies which open flow controller
(OFE, or software defined network (SDN) controller) each OFE server should connect to during
the migration. Connections are managed, in part, by an OFC/switch controller proxy 116 that
can simultaneously control the non-CBRs according to controller logic of the first switch fabric
110 and controller logic of the second switch fabric 112. The switch controller proxy 116 is seen
by each switch as a single controller, when, in fact, the switch may be controlled according to
logic of both fabrics 110 and 112. Such dual control is required during the migration for error
checking and interleaving migration of traffic from the FFC 110 to the SFC 112. By use of the
controller proxy 116, a switch may be simultaneously controlled by both the FFC 110 and the
FFC 112.

[0044] Based on the controller type of each chassis, the front end 102 determines, by use of
snapshots and migration logic, which switches or control domains require a configuration
update (config push), which model snapshot to use for the configuration update, and whether
flow cleaning is needed for a transition. (e.g., when switching from the proxy controller 116 to
FFC 110 or SFC 112 control). In some implementations, the OFE connectivity is controlled at
the granularity of each chassis, and the workflow 104 has the flexibility to control when to
migrate each switch. The determination is made based on feedback from the monitoring
service 130 and progress updates from the intent translator 129.

CBR Switches

[0045] In some implementations, CBR switches are migrated according to blocks. For
example, the CBR switches may be divided into N blocks, with one block being migrated from
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the FFC 110 to the SFC 112 at a time. In some implementations, N is 4, and the system
migrates each of the 4 CBR blocks one at a time. To migrate a CBR block, the following
operations are, as defined by the migration logic implemented in the intent translator 120:

1. 1. Drain the CBR block.

2. 2. Place the CBR block in a border gateway protocol (BGP) de-preferred state in SFC
112 domain. This precludes sending of traffic to the CBR block before paths can be
probed.

3. 3. Switch the CBR switches in the block to SFC 112 control.

4. 4. Undrain the CBR switches.

5. 5. Probe the path to confirm routing and remove the de-preferred state.

[0046] To accomplish the above, the front end 102 and the workflow 104 control the following
states in each migration step: which fabric controller to connect to, FFC 110 or SFC 112; the
draining or undraining of each chassis; and placing the CBR block in either a de-preferred or
normal state.

[0047] In some implementations, the CBRs are only migrated in the granularity of block. While
each CBR block is an FFC 110 domain, each CBR block may result in multiple SFC 112
domains after the migration. Accordingly, a common entity to both domains is used to express
the intent. The entity can be either a physical chassis (switching devices mounted to a
particular backplane for a physical chassis) or a virtual chassis (switches that are
communicatively connected by other means for a virtual chassis).

[0048] With this information, and using the migration logic described above, the front end 102
can determine the following:

1. 1. The mapping between FFC domains and SFC domains.

2. 2. Which CBR chassis and CBR control domains to push configurations to.

3. 3. Which model snapshot to use.

4. 4. Which CBR chassis to drain or undrain.

5. 5. Perform path verification and decide whether to remove de-prefered state.
6. 6. The order to perform the operations 1 - 5 immediately above.

[0049] Note a CBR block has corresponding spine block links, which are switches that connect
CBR blocks to facilitate traffic between the CBR blocks. Accordingly, when a CBR block is
drained, the corresponding spine-CBR links also need to be drained in order to avoid sending
traffic from the spine block link to the CBR block.

Traffic_State
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[0050] The traffic state is used by the workflow 104 to migrate different types of traffic from the
FFC 110 to the SFC 112 during a roll forward, or to migrate from SFC 112 to the FFC 110
during a roll back. The fabrics have two types of traffic control intents - host traffic control and
control traffic control. Using these intents, the workflow 104 can define when to migrate traffic,
which type of traffic to migrate, and in which granularity the traffic will be migrated. The traffic
can be migrated to the granularity of a chassis, such as by matching type of service (ToS)
values.

[0051] In some implementations, the front end 102 can also use a packet with a particular ToS
value to probe paths. This is defined in the probe traffic state 184 intent. By use of this intent,
the front end 102 can allow the workflow 140 to specify which fabric to probe, FFC 110 or SFC
112, by placing probe flows on the top of rack (ToR) switches. Based on this information, the
front end 104 determines which type of flow rules to install on which switches, and which SFC
112 control domain to send the flow install request.

[0052] The fabric state 152 intent may also have additional data, such as a fabric name, a
position in the migration workflow (e.g., start, end, or an intermediate state S1, S2, etc.), and
the drain state of each chassis and port. Other information may also be used.

[0053] In addition to the front end 102 being able to determine implicit states and operations
from a specified state, the front end 102, in some implementations, can also implement
semantic relation to correlate the states of different entities and decide the operation order and
reject harmful transitions. For example, in a canary step, which is described in more detalil
below, the workflow 104 may attempt to connect a few ToRs to the switch controller proxy 116,
and then have probe traffic running on them to verify the connectivity. Given this intended
state, the front end 102, by use of the migration logic, determines that the probing flows can
only be installed after the ToRs are connected with switch controller proxy 116, and thus
determines that all config push operation to affected ToRs happens first. Likewise, for roll back,
in which the front end determines to disable the probe traffic and move the ToR back to the
FFC 110, the operation order is reversed.

Network Operation and Verification Models

[0054] To properly implement the migration, the front end 102 the central control of live
migration, the front end 102 needs to coordinate a large set of backend tasks, e.g., config
push, drain/undrain, program or clean flows, verifying various states of the fabric. This is
accomplished by a simple interface to manage backend tasks, and is shown in more detail in
Fig. 3, which is a system flow diagram of operation of the intent translator 120.

[0055] The front end 102 achieves this goal by defining two unified interfaces, one for
operations 121 and one for verifications by predicates 124. As shown in Fig. 3 and as
described above, fabric intents are translated into an ordered set of operations 121 and



DK/EP 4213456 T3

another ordered set of verification tasks as defined by predicate 125. These unified tasks can
be executed by a single runner interface in any predefined order, regardless of what kinds
tasks they are.

[0056] Operations are defined by a corresponding data structure that includes fields for data
that specify:

Operation_Type: The type of operation to perform, can be FLOW_PROGRAM,
CONFIG_PUSH, DRAIN, UNDRAIN, controller_DEMOTE, controller PROMOTE, REBOOT, etc.

[0057] Model_Label: The name of the model snapshot to use for the operation.

[0058] Network_Entites: The set of entities to apply the operation. Each entity can either be an
Chassis Id, Port Id, or Control Domain Name. Other entities can also be specified as needed.

[0059] Traffic_State: This field expresses the intended traffic state (i.e. control traffic, host
traffic, or probe traffic) for each chassis.

[0060] bool reconcile drain: This field indicates whether to reconcile the drain/undrain status
for DRAIN/UNDRAIN operations.

[0061] after_operation_wait_time: This field indicates that an extra delay should be added
before the start of next operation, after an operation has completed. That is designed for
letting the system state converge after certain operations, like controller demote/promote.

[0062] Operations can be executed in a batch mode or sequential mode. In batched mode, all
the affected chassis are specified in a single mediation server 106 request. Conversely, in a
sequential request, only one chassis is specified per mediation server 106 request. Yet another
option is to specify multiple chassis at a time, with a maximum number as a configurable
parameter.

[0063] Operation process can be reported using an operation state intent. The intent includes
fields specifying the following:

NetworkEntitv entity: The network entity affected by the operation.

State state: Describes the state of the operation. Can either be IN_PROGRESS, COMPLETE,
or FAILED.

Status: A status to describe the failure if there is any.

Operation_Type: the type of the operation.

[0064] The intent translator 120 also implements logic to prevent invalid or harmful transitions
to avoid damage to the fabric, and to return errors for invalid intents. For example, an intended
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intent that specifies a configuration for a switch that is incompatible with the FFC 112 would
cause the intent validator 126 to return an error. The intent validator 126 utilizes a rule set
defining compatibilities and other validation rules to validate intents.

[0065] As described above, the intent translator 120 has built-in knowledge about the
migration procedure by use of its migration logic and mode database 128. Accordingly, given
the current state of the fabric and an intended state, the intent translator 120 determines which
operations it must specify to the operation runner 122. In addition to these explicit operations
121, the front end 102 can also specify operations not required or defined in the fabric intent.
These operations are referred to as implicit operations, and are determined from the migration
context.

[0066] The intent translator 102 also prevents certain operations based on the context and
migration logic. For example, if non-CBR switches are under FFC 110 control, then it will be
dangerous to move any traffic to SFC 112 control, because there will be no viable routes for
the traffic. Thus, the front end 102 will reject such operations.

[0067] Fig. 4 is a flow diagram of an example process 200 for automatically changing a
network system according to intents and an intent translator 102. The process is performed by
one or more computers in data communication, and executing the intent translator 102 and
other system components.

[0068] The process 200 receives a first set of intents (202). The first set of intents describes a
state of the first switch fabric 110. This can be a current state.

[0069] The process 200 receives a second set of intents (204). The first set of intents
describes a state of the second switch fabric 112. This can be an intended state.

[0070] The process 200 computes set of ordered network operations to perform on the first
switch fabric to achieve the second switch fabric (206). The set of operations also define an
order in which the operations are to be executed. The intent translator 120 determines the set
of operations based on the set of first intents, the set of second intents, and migration logic that
defines a ruleset for selecting the operations based on the set of first intents and the second
intents.

[0071] The process 200 executes the network operations according to the order (208). The
operations performed and the order in which they are performed may vary depending on the
current state of the migration, what elements are being affected, and whether the front end
102 is performing a roll forward or roll back. Figs. 5 - 10 are example flows for migration steps,
and Fig. 5 in particular is a high level flow diagram 200 of migration steps that occur during a
change of an example network.

[0072] In Fig. 5, the migration is from the current state of FFC 110 to an intended state of FFC
112. From the FFC only state, the non-CBR blocks are moved to dual control to be controlled
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by the controller proxy 116. Here non-CBR switches will be connected with both FFC 110 and
SFC 112, i.e., flow rules will co-exist on the switches. This is to prepare for migrating CBRs and
traffic to the SFC 112. Both FFC 110 and SFC 112 rules may apply.

[0073] The CBR blocks and traffic will be incrementally migrated to SFC 112 according to an
interleaving process that migrates proper subsets of CBRs from the FFC 110 to the SFC 112.
The first blocks of CBRs that are migrated provide a viable SFC 112 path in the fabric. Then
portions of the traffic are migrated to the SFC 112. In this interleaved way, the front end 102
migrates the rest of the traffic and remaining CBR blocks to SFC 112. After all non-CBR blocks
are migrated to the SFC 112, the fabric is under SFC 112 control only. Each of these steps
involves multiple steps and large amount of operations, which are described in more detail
below.

[0074] During the migration, non-CBR switches will be connected with controller proxy 116
(dual control mode), to prepare the fabric for CBR and traffic migration. After CBR and traffic
has been migrated from FFC 110 to SFC 112, non-CBR switches will be taken to the SFC 112
only state. From the non-CBR intent, the workflow 104 specifies the controller each chassis
should connect to. The intent translator 120 identifies differences between the current
controller type and the intended controller type, and based on the differences, determines
which of the chassis needs a configuration update. The intent translator 120 also summarizes
controller states of all the chassis to determine which migration stage each chassis is at.

[0075] Fig. 6 is flow diagram of a roll forward change process 240 for non-cluster border router
switches. The premigration stage is not determined from non-CBR intent translation. In this
stage, the fabric is prepared with a SFC rack installed, but no chassis is present in SFC
configuration, e.g., the second controller for the SFC 112 is set up, but no element are in its
network at this time.

[0076] Thereafter, all non-CBR switches are moved to dual control. The switches are
controlled by FFC 110, but they are also present in SFC 112 and controller proxy 112 (which is
disconnected) to prepare for dual control mode. A configuration to move a rack to a dual stack
domain is pushed to all SFC 112 non-CBR control domains.

[0077] Canary switches (which are a subset of switches that have been changed by the ACS
system and are used to test for stability and operational performance) are connected to the
controller proxy 116. The process of canary checks is described in more detail in the "Canary
Checks" section below. During this stage, some switches are moved to dual control mode as a
canary step. The list of switches used for canary are computed from the difference determined
between the fabric states. The number of switches connected with SFC 112 should be higher
than a threshold, otherwise the SFC 112 may go to a fail open state. To avoid this situation, a
fail open threshold is lowered by pushing a

RE_FAILOPEN_THRESHOLD LOWERED model to the non-CBR SFC 112 control domain to
lower the fail open threshold before the switches are connected to the controller proxy 116.
The selected canary switches are then connected to the controller proxy 116 by pushing an
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appropriate configuration.

[0078] Provided the canary check passes, then all switches are connected to the controller
proxy 116. Thereafter, the non-CBR part of the fabric is under dual control, and the workflow
104 starts to migrate CBR blocks as well as traffic in an incremental way.

[0079] After traffic has been migrated, all the switches are then connected to the SFC 112 and
disconnected from the controller proxy 116. Finally, when all switches are under SFC 112
control, the migration is complete.

[0080] Fig. 7 is a flow diagram of a roll back change process 260 for non-cluster border router
switches. A rollback procedure roughly goes through the same set of states in reverse direction
to gradually restore FFC 110 control. A minor difference is that some canary steps can be
omitted. Initially, in the SFC state, the fabric is purely controlled by the SFC 112.

[0081] All switches are moved to dual control of the controller proxy 116. At this stage, all the
switches are connected with SFC and the non-CBR part of fabric is under dual control. VWWhen
all switches are under the controller proxy 116, the system is in a state to prepare for the CBR
and traffic migration to the FFC 110. Again, the fail open threshold may be lowered during this
time. Then the CBRs and traffic are migrated back to the FFC 110. Thereafter, all non-CBR
switches are moved back to FFC 110.

[0082] With the above migration steps, the front end 102 can determine whether a transition is
allowed at each stage. For example, if a chassis is going from FFC 110 directly to SFC 112,
without dual control, there is no time to convert CBRs and traffic. Accordingly, such a transition
may be precluded based on a rule. Likewise, if any traffic is still on the FFC 110, or if a CBR
block is still under the FFC 110, the system will not convert a non-CBR block to the SFC. Again,
this preclusion can be effected by a rule. Similar checks can be implemented on a roll back.
The same set of checks is happening in both roll forward and rollback directions.

[0083] In some implementations, CBR block conversion starts when all non-CBR switches are
under the controller proxy. The CBR state is described by three features: controller state, drain
state, and depref state. According to these states, only the following transitions as described in
Figs. 8 and 9 are allowed.

[0084] Fig. 8 is flow diagram of a roll forward change process 180 for cluster border router
switches. Initially the CBR is undrained and controlled by the FFC 110. The front end 102
drains the CBR chassis. In some implementations, the front end 102 also drains spine-CBR
links before draining the CBR chassis, to avoid traffic loss in northbound (spine to CBR
direction). Southbound traffic (CBR to spine) will prefer other CBR domains.

[0085] SFC 112 configurations are then pushed to the CBR chassis to move the CBR chassis
to the SFC 112 control. The front end 102 may also first push a depref configuration to the
corresponding SFC control domain, such that this domain will be depreferred by traffic. The
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switches are now drained under SFC 112, and depreferred. Through this, the CBR path in SFC
can be probed before routing traffic to it.

[0086] The CBRs are then undrained under the SFC 112. The front end 102 undrains spine-
CBR links before undraining the CBR chassis. At this point, the CBR domain is still depreferred,
and thus no traffic will be running on the chassis. The path in SFC can then be probed since
they are undrained and in the depreferred state. In some implementations, the front end 102
only allows undraining if the SFC domain is in depreferred state.

[0087] Once the path is confirmed to be working by the probe traffic, the depreferred state is
removed from the SFC 112. Thereafter, traffic will begin flowing in the CBR under SFC control.

[0088] Fig. 9 is a flow diagram of a roll back change process 300 for cluster border router
switches. CBR domain rollback is slightly different for roll back steps in that the FFC need not
have depreferred state at any time. Accordingly, probing of the path is not performed before
putting traffic back on the FFC 110. Accordingly, the probe step may be skipped.

[0089] Initially the CBR is undrained and controlled by the FFC 112. The front end 102 drains
spine-CBR links first, and then drains CBR chassis. This transition is not affected by the current
depreferred state in SFC 112 domain. The front end 102 then pushes a FFC 110 configuration
to the CBR chassis, and the CBR switch is then moved back to FFC 110 control. The CBR
chassis is then undrained, and traffic begins to flow under the FFC 110.

[0090] The intent translator 120 is programmed to preclude certain scenarios during the CBR
state transition. These include transitioning any chassis from FFC 110 to SFC 112 or from SFC
112 to FFC 110 without draining; migrating only half of an FFC 110 CBR domain; transitioning
to to an undrained state under SFC 112 control without depreferred state; and changing drain
state and controller state at the same time.

[0091] Traffic migration happens in multiple stages. In some implementations, the amount of
traffic to migrate to the SFC 112 is controlled by workflow 104 on a per-ToR basis. Host traffic
migration happens after at least one CBR domain is under SFC 112 control. However, as long
as the fabric still has non-CBR switches connected with the proxy controller 116, the workflow
106 can request to install probe flow rules on ToRs to start probing SFC paths.

[0092] Similar for control traffic, the front end 102 gives flexibility to the workflow 104 to
migrate at per-ToR basis. Additionally, traffic intent operations are performed through a
backend service called migration agent 107. The migration agent 107 can install certain types
of flows on ToR nodes to migrate probe/host/control traffic.

[0093] In some implementations, the migration agent 107 can only install flows on the nodes
when the node are connected with SFC 112 or the proxy controller 116. In these situations, the
following conditions apply. When both a configuration push and a traffic operation happen on
the same switch, they may need to be executed in a particular order. For example, when an
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intent requires connecting a ToR to the controller proxy 116, the intent might also require
installing a probe flow rule on the ToR. In this case, the configuration push happens before flow
installation. But if intent requires to move the ToR from controller proxy 116 to the FFC 112 and
remove the probe flow rule, the flow removal happens before configuration push. Finally, if any
switch is not connected with SFC 110 or the controller proxy 116, no flow operations can be
done.

[0094] Fig. 10 is a flow diagram of a roll forward change process 320 for traffic migration. The
migration agent 107 expresses which traffic needs to be on SFC 110 VRF and which needs to
be on FFC 112 VRF.

[0095] Initially all switches are under the FFC 110. A proxy configuration is pushed to canary
switches, and probe flow rules are then installed. Provided the canary switches pass, the proxy
configuration is then pushed to all the switches so they are on the controller proxy 116, and
probe flow rules are installed. CBR switches are then migrated by blocks. For each migration, a
canary is processed, and provided the canary results in success, a portion of traffic flows is
migrated. This process repeats until all CBR blocks and traffic are migrated. Roll back can be
done in a reversed manner.

Canary Checks

[0096] As described above, there are a number of transitions that are checked for failures
("canarying") during the automated network change migration process. Below is a description
of these transitions and the criteria for success. Other appropriate criteria can also be used.

[0097] When connecting the switches to a front end of the controller proxy 116, the following
conditions must be met to be successful: i) the configuration push must be successful; ii) once
enough switches are connected to the SFC 112 to form a connected topology, routing should
converge (e.g., no loops, drops, etc.); iii) no programming errors are present on the connected
switches; and iv) the switch remains stable and does not crash.

[0098] When migrating data traffic to the SFC 112 Virtual Rounding and Forwarding (VRFs),
the following conditions must be met to be successful: i) resources (machines) under migrated
ToRs should be able to reach each other; and ii) resources under migrated ToRs should be
able to reach unmigrated TORs (and vice versa).

[0099] When migrating inband traffic to the SFC 112 VRF, the following conditions must be met
to be successful: i) migrated ToRs should be able to retain reachability to the FFC 110, SFC
112 and the controller proxy 116; and ii) trace routing continues to work from both migrated
and unmigrated ToRs as well as fabrics switches that are connected to controller proxy 116
under dual control.

[0100] When connecting the switches to second fabric controller, the following conditions must
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be met to be successful: i) the configuration push must be successful; ii) the switches should
be able to reach the SFC 112 directly; iii) no programming errors are present on the connected
switches; and iv) the switch remains stable and does not crash.

[0101] To build a canary subset of hosts, one or more of the following strategies can be used.
A first strategy is to construct a canary that spans every superblock of switches and over which
a routing engine system can route traffic from every superblock to another superblock. To
construct this canary, the system selects an entire spine block, which is a set of switches that
connects superblocks, as well as one undrained block from every superblock. The system an
arbitrary subset of ToRs to test.

[0102] A second strategy is to construct a canary that selects ToRs situated on the same
failure domain, i.e., each task has replicas on other failure domains, losing this set of ToRs
should be tolerable. An example failure domain is a busbar.

[0103] A third strategy is to construct a canary that selects a small percentage of ToRs round-
robin across superblocks. This strategy does not protect the individual tasks; however it allows
for testing the routing from/to end hosts in every superblock.

[0104] A fourth strategy is to construct a canary that avoids potential of affecting any machines
used by cloud services of customers.

[0105] The strategies may be combined for certain transitions to conduct canary testing in
multiple stages. For example, when connecting switches to the controller proxy 116, a first
canary using the first and second strategies verifies the correct configuration of the controller
proxy 116, the switch programming, and stack health. Then a second canary using the first and
third strategies may be used to verify that the proxy configuration is correct in every superblock
domain.

[0106] For migrating data traffic to SFC 112 VRFs, a first canary may employ the second
strategy, and then a second canary may using the third strategy may be used. For migrating
inband traffic to the SFC 112 VRFs, a first canary may employ the second strategy, and then a
second canary may using the third strategy may be used. For connecting the switches to SFC
112, a first canary using the first and second strategies may be used, followed by a second
canary using the first and third strategies.

Failover Management

[0107] During a migration, a failure may occur. For example, the front end 102 may fail due to
a software bug, preemption, and the like. Accordingly, the front end 102 provides a robust
failover mechanism to limit the damage to the fabric and disruption to migration process. In
some implementations, the front end is designed such that if a failure occurs after an operation
has finished, but before a new request comes in, the workflow 104 can continue with any new
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request after failure. Conversely, if the front end 102 fails in the middle of a request, the
workflow 104 may i) resume the last request after the frontend 104 failover, without having to
determine the actual fabric state; or ii) rollback to the last "verified state", i.e., the last fabric
intent that has been applied, and has been verified by live verification.

[0108] To achieve this, the front end 102 has two states, a verified state and an in progress
state. The verified state occurs when the fabric intent that has been applied and verified by the
verification runner. The in progress state is the fabric intent that is under processing. Because
the front end 102 is a stateless design, everything the front end 102 does is determined by the
current fabric state and the fabric intent. Accordingly, in the event of a failover, the state of the
fabric intent is determinative of remedial action.

[0109] Fig. 11 is a timing diagram 400 illustrating state management during operation
execution. The timing diagram illustrates the actions between the workflow 104, the front end
102, and a front end database. In Fig. 11, the timing diagram is for a successful migration from
a verified state SO to a verified state S1, and ending with an in progress state of S2.

[0110] The front end 102 uses a database to store states. In operation, the front end 102
stores a new fabric intent to "inprogress state" immediately before it is processed, and saves a
fabric intent of "verified state” immediately after the intent is verified by verification runner 124,
and clears the "inprogress state.” In some implementations, the save and clear operation are
combined as an atomic operation. The front end 102 use a database to store the rules
because it provides read consistency guarantee and automatic multi-site replication and
failover.

[0111] There are two possible failure scenarios. A first scenario is when the front end 102 fails
after the last fabric intent had completed processing, and before the next fabric intent comes
in. In this case, the fabric is in a deterministic state, matching the last fabric intent. The front
end 102 should restore the last fabric intent (or the "verified state"), and allow workflow 104 to
continue to program the next fabric intent. There is no "inprogress state" in this case.

[0112] This is illustrated in Fig. 12, which is a timing diagram illustrating failover management
in response to a failover between requests. After this failure, there will be only a "verified state"
in a database, and no "inprogress" state. Accordingly, the fabric must be in "verified state S1".
After loading the states after recovery, the front end 102 determines that it can safely continue
the migration and accept the next fabric intent S2.

[0113] A second scenario is when the front end 102 fails when a fabric intent is being
processed. Since many migration operations are asynchronous in nature, it may be difficult or
impossible to determine whether the tasks launched before the failure were successful. Thus,
the fabric is in an undetermined state. Thus, the fabric state is in the middle of the last
successfully processed intent (i.e. "verified state”), and the failed fabric intent (i.e. the
"inprogress state”). In this case, the front end 102 can restore both states, and let the work
flow 104 to decide whether to re-apply the inprogress state, or rollback to the "verified state".
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[0114] This is shown in Fig. 13, which is a timing diagram illustrating failover management in
response to a failover during a request. At the time of the failure in Fig. 13, both "verified state"
and "inprogress state” exist. Accordingly, upon recover, the front end 102 determines that a
migration request was in progress before the failure. In this case, the fabric state is in the
middle of "verified state S0" and "inprogress state S1." The workflow may determine to re-
apply S1 or rollback to SO.

[0115] Embodiments of the subject matter and the operations described in this specification
can be implemented in digital electronic circuitry, or in computer software, firmware, or
hardware, including the structures disclosed in this specification and their structural
equivalents, or in combinations of one or more of them. Embodiments of the subject matter
described in this specification can be implemented as one or more computer programs, i.e.,
one or more modules of computer program instructions, encoded on computer storage
medium for execution by, or to control the operation of, data processing apparatus.

[0116] A computer storage medium can be, or be included in, a computer-readable storage
device, a computer-readable storage substrate, a random or serial access memory array or
device, or a combination of one or more of them. Moreover, while a computer storage medium
is not a propagated signal, a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially-generated propagated signal. The
computer storage medium can also be, or be included in, one or more separate physical
components or media (e.g., multiple CDs, disks, or other storage devices).

[0117] The operations described in this specification can be implemented as operations
performed by a data processing apparatus on data stored on one or more computer-readable
storage devices or received from other sources.

[0118] The term "data processing apparatus" encompasses all kinds of apparatus, devices,
and machines for processing data, including by way of example a programmable processor, a
computer, a system on a chip, or multiple ones, or combinations, of the foregoing. The
apparatus can include special purpose logic circuitry, e.g., an FPGA (field programmable gate
array) or an ASIC (application-specific integrated circuit). The apparatus can also include, in
addition to hardware, code that creates an execution environment for the computer program in
question, e.g., code that constitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross-platform runtime environment, a virtual
machine, or a combination of one or more of them. The apparatus and execution environment
can realize various different computing model infrastructures, such as web services, distributed
computing and grid computing infrastructures.

[0119] A computer program (also known as a program, software, software application, script,
or code) can be written in any form of programming language, including compiled or
interpreted languages, declarative or procedural languages, and it can be deployed in any
form, including as a stand-alone program or as a module, component, subroutine, object, or
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other unit suitable for use in a computing environment. A computer program may, but need
not, correspond to a file in a file system. A program can be stored in a portion of a file that
holds other programs or data (e.g., one or more scripts stored in a markup language
document), in a single file dedicated to the program in question, or in multiple coordinated files
(e.g., files that store one or more modules, sub-programs, or portions of code). A computer
program can be deployed to be executed on one computer or on multiple computers that are
located at one site or distributed across multiple sites and interconnected by a communication
network.

[0120] The processes and logic flows described in this specification can be performed by one
or more programmable processors executing one or more computer programs to perform
actions by operating on input data and generating output. The processes and logic flows can
also be performed by, and apparatus can also be implemented as, special purpose logic
circuitry, e.g., a FPGA (field programmable gate array) or an ASIC (application-specific
integrated circuit).

[0121] Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processors
of any kind of digital computer. Generally, a processor will receive instructions and data from a
read-only memory or a random access memory or both. The essential elements of a computer
are a processor for performing actions in accordance with instructions and one or more
memory devices for storing instructions and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data to, or both, one or more mass storage
devices for storing data, e.g., magnetic, magneto-optical disks, or optical disks. However, a
computer need not have such devices. Moreover, a computer can be embedded in another
device, e.g., a mobile telephone, a personal digital assistant (PDA), a mobile audio or video
player, a game console, a Global Positioning System (GPS) receiver, or a portable storage
device (e.g., a universal serial bus (USB) flash drive), to name just a few. Devices suitable for
storing computer program instructions and data include all forms of non-volatile memory,
media and memory devices, including by way of example semiconductor memory devices,
e.g., EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks or
removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks. The processor
and the memory can be supplemented by, or incorporated in, special purpose logic circuitry.

[0122] To provide for interaction with a user, embodiments of the subject matter described in
this specification can be implemented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor, for displaying information to the user
and a keyboard and a pointing device, e.g., a mouse or a trackball, by which the user can
provide input to the computer. Other kinds of devices can be used to provide for interaction
with a user as well; for example, feedback provided to the user can be any form of sensory
feedback, e.g., visual feedback, auditory feedback, or tactile feedback; and input from the user
can be received in any form, including acoustic, speech, or tactile input. In addition, a computer
can interact with a user by sending documents to and receiving documents from a device that
is used by the user; for example, by sending web pages to a web browser on a user's user
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device in response to requests received from the web browser.

[0123] Embodiments of the subject matter described in this specification can be implemented
in a computing system that includes a back-end component, e.g., as a data server, or that
includes a middleware component, e.g., an application server, or that includes a front-end
component, e.g., a user computer having a graphical user interface or a Web browser through
which a user can interact with an implementation of the subject matter described in this
specification, or any combination of one or more such back-end, middleware, or front-end
components. The components of the system can be interconnected by any form or medium of
digital data communication, e.g., a communication network. Examples of communication
networks include a local area network ("LAN"™) and a wide area network ("WAN"), an inter-
network (e.g., the Internet), and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).

[0124] The computing system can include users and servers. A user and server are generally
remote from each other and typically interact through a communication network. The
relationship of user and server arises by virtue of computer programs running on the
respective computers and having a user-server relationship to each other. In some
embodiments, a server transmits data (e.g., an HTML page) to a user device (e.g., for
purposes of displaying data to and receiving user input from a user interacting with the user
device). Data generated at the user device (e.g., a result of the user interaction) can be
received from the user device at the server.

REFERENCES CITED IN THE DESCRIPTION

Cited references

This list of references cited by the applicant is for the reader's convenience only. It does not
form part of the European patent document. Even though great care has been taken in
compiling the references, errors or omissions cannot be excluded and the EPO disclaims all
liability in this regard.

Patent documents cited in the description

o USZO13044838A1 [0G05;
o USZ017064000A1 [OGRE]




DK/EP 4213456 T3

Patentkrav

1. Computerimplementeret fremgangsmade (200) udfert af et databehandlingssystem,
hvilken fremgangsmade omfatter:

modtagelse af et seet af ferste intensioner (202), hvor seettet af forste intensioner
beskriver en tilstand for en ferste afbryderstruktur inden for et seet af
netveerkselementer, hvor seettet af netveerkselementer indbefatter routere og
afbrydere;

modtagelse af et saet af andre intensioner (204), hvori saettet af andre intensioner
beskriver en tilstand for en anden afbryderstruktur, hvor tilstanden for den anden
afbryderstruktur er resultatet af eendringer pafert seettet af netvaerkselementer;
automatisk beregning (206), ved hjeelp af en intentionsoversaetter, som eksekverer pa
databehandlingssystemet, af et saet netvaerksoperationer, der skal udfgres pa den
forste afbryderstruktur for at opna den anden afbryderstruktur, idet beregningen
indbefatter bestemmelse af en reekkefslge, hvori netveerksoperationerne i saettet af
netveerksoperationer skal eksekveres, og seettet af netveerksoperationer og
reekkefelgen bestemmes baseret pa seettet af ferste intensioner, seettet af andet
intensioner og migreringslogik, der definerer et regelsaet for valg af
netveerksoperationer i saettet af netveerkselementer baseret pa seettet af ferste
intensioner og seettet af andet intensioner, hvor saettet af netveerksoperationer:
muligger kontrol af et underseet af ikke-klynge-greenseroutere ved hjeelp af en switch-
controller-proxy, der samtidigt kan kontrollere ikke-cluster-greenseroutere i
overensstemmelse med controllerlogikken for den ferste afbryderstruktur og
controllerlogik for den anden afbryderstruktur;

udferer en eller flere canary- kontroller for at bestemme, om der opstar fejl i
underseettet af ikke-klyngegreenseroutere under eendringer, der anvendes pa saettet
af netveerkselementer;

som reaktion pa bestemmelse af, at der ikke forekommer fejl i underseettet af ikke-
klyngegraenseroutere under aendringer pafert seettet af netvaerkselementer:
forbindelse af resterende ikke-klyngegraenseroutere til switch-controller-proxyen for
samtidig at kontrollere ikke-cluster-greenseroutere i overensstemmelse med
controllerlogikken i den ferste afbryderstruktur og controller-logik for den anden
afbryderstruktur; og

efter at have aktiveret styring af ikke-klyngegraenseroutere ved hjeelp af afbryder-
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controller-proxyen, migrering af klyngegraenseroutere fra den ferste afbryderstruktur

til den anden afbryderstruktur.

2. Computerimplementeret fremgangsmade (200) ifelge krav 1, hvor migrering af
klyngegreenseroutere fra den ferste afbryderstruktur til den anden afbryderstruktur
indbefatter migrering af klyngegreenseroutere fra den ferste afbryderstruktur til den
anden afbryderstruktur ifglge en klyngegreense router-indfletning-proces, hvorunder
korrekte underseet af klyngegreenserouterne migreres fra den ferste afbryderstruktur

til den anden afbryderstruktur.

3. Computerimplementeret fremgangsmade (200) ifalge krav 1, og som endvidere
omfatter migrering af trafik fra den ferste afbryderstruktur til den anden

afbryderstruktur.

4. Computer-implementeret fremgangsmade (200) ifelge krav 3, hvor migrering af
trafik fra den ferste afbryderstruktur til den anden afbryderstruktur omfatter migrering
af trafikken ifalge en trafikindfletningsproces, under hvilken dele af trafikken migreres

fra den ferste afbryderstruktur til den anden afbryderstruktur.

5. Computerimplementeret fremgangsmade (200) ifelge krav 1, hvor den ene eller
flere kanariske kontroller omfatter en tilsluttet topologikontrol for at bekraefte, at routing

konvergerer.

6. Computerimplementeret fremgangsmade (200) ifelge krav 1, hvor den ene eller

flere kanariekontrol omfatter en afbryderstabilitetskontrol.

7. System (100), der omfatter:

et databehandlingsapparat omfattende en eller flere computere; og

et ikke-forbigaende hukommelseslagersystem, hvori der lagres instruktioner, der kan
eksekveres af databehandlingsenheden, og som ved en sadan eksekvering far
databehandlingsenheden til at udfgre operationer, der omfatter:

modtagelse af et seet af farste intensioner, hvor seettet af farste intensioner beskriver
en tilstand for en ferste afbryderstruktur inden for et saet af netveerkselementer, hvor

saettet af netveerkselementer indbefatter routere og afbrydere;
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modtagelse af et saet af andre intensioner, hvori seettet af andre intensioner beskriver
en tilstand for en anden afbryderstruktur, hvor tilstanden for den anden
afbryderstruktur er resultatet af eendringer pafert seettet af netvaerkselementer;
automatisk beregning, ved hjeelp af en intenstionsoversaetter (120), som eksekverer
pa databehandlingssystemet, af et saet netveerksoperationer, der skal udferes pa den
forste afbryderstruktur for at opna den anden afbryderstruktur, idet beregningen
indbefatter bestemmelse af en reekkefslge, hvori netveerksoperationerne i saettet af
netveerksoperationer skal eksekveres, og seettet af netveerksoperationer og
reekkefelgen bestemmes baseret pa seettet af ferste intensioner, seettet af andet
intensioner og migreringslogik, der definerer et regelsaet for valg af
netveerksoperationer i saettet af netveerkselementer baseret pa seettet af ferste
intensioner og seettet af andet intensioner, hvor saettet af netveerksoperationer:
muligger kontrol af et underseet af ikke-klynge-greenseroutere ved hjeelp af en switch-
controller-proxy, der samtidigt kan kontrollere ikke-cluster-greenseroutere i
overensstemmelse med controllerlogikken for den ferste afbryderstruktur og
controllerlogik af den anden afbryderstruktur;

udfere en eller flere canary- kontroller for at bestemme, om der opstar fejl i underseettet
af ikke-klyngegreenseroutere under eendringer, der anvendes pa seettet af
netveerkselementer:;

som reaktion pa bestemmelse af, at der ikke forekommer fejl i underseettet af ikke-
klyngegreenseroutere under aendringer, der anvendes pa seettet af netveerkselementer:
forbindelse af resterende ikke-klynge-greenseroutere til switch-controller-proxyen for
samtidig at kontrollere ikke-cluster-greenseroutere i overensstemmelse med
controllerlogikken i den ferste afbryderstruktur og controller-logik af den anden
afbryderstruktur; og

efter at have aktiveret kontrol af ikke-klyngegreenseroutere ved hjeelp af afbryder-
controller-proxyen, migrering af klyngegraenseroutere fra den ferste afbryderstruktur

til den anden afbryderstruktur.

8. Computerimplementeret fremgangsmade (100) ifelge krav 7, hvor migrering af
klyngegreenseroutere fra den ferste afbryderstruktur til den anden afbryderstruktur
indbefatter migrering af klyngegreenseroutere fra den ferste afbryderstruktur til den
anden afbryderstruktur ifelge en klyngegreenserouterindfletningsproces, hvorunder

korrekte underseet af klyngegreenserouterne migreres fra den ferste afbryderstruktur
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til den anden afbryderstruktur.

9. System (100) ifglge krav 7, som endvidere omfatter migrering af trafik fra den fgrste

afbryderstruktur til den anden afbryderstruktur.

10. System (100) ifslge krav 9, hvor migrering af trafik fra den ferste afbryderstruktur
til den anden afbryderstruktur omfatter migrering af trafikken ifglge en
trafikindfletningsproces, under hvilken dele af trafikken migreres fra den farste

afbryderstruktur til den anden afbryderstruktur.

11. System (100) ifalge krav 7, hvor den ene eller flere kanariske kontroller omfatter

en forbundet topologikontrol for at bekraefte, at routing konvergerer.

12. System (100) ifglge krav 7, hvor den ene eller flere kanariekontroller omfatter en

afbryderstabilitetskontrol.

13. Ikke-forbigaende hukommelseslagersystem, hvori der lagres instruktioner, der kan
eksekveres af en databehandlingsenhed, og som ved en sadan eksekvering far
databehandlingsenheden til at udfgre operationer, der omfatter:

modtagelse af et seet fgrste intensioner (202), hvor seettet af ferste intensioner
beskriver en tilstand af en farste afbryderstruktur inden for et seet netveerkselementer,
hvor seettet af netveerkselementer indbefatter routere og afbrydere;

modtagelse af et saet af andre intensioner (204), hvori saettet af andre intensioner
beskriver en tilstand af den anden afbryderstruktur, hvor tilstanden for den anden
afafbryderstruktur er resultatet af aendringer pafert saettet af netveerkselementer;
automatisk beregning (206), ved hjeelp af en intentionsoversaetter, som eksekverer pa
databehandlingssystemet, af et saet netvaerksoperationer, der skal udfgres pa den
forste afbryderstruktur for at opna den anden afbryderstruktur, idet beregningen
indbefatter bestemmelse af en reekkefslge, hvori netveerksoperationerne i saettet af
netveerksoperationer skal eksekveres, og seettet af netveerksoperationer og
reekkefelgen bestemmes baseret pa seettet af ferste intensioner, seettet af andet
intensioner og migreringslogik, der definerer et regelsaet for valg af
netveerksoperationer i saettet af netveerkselementer baseret pa seettet af ferste

intensioner og seettet af andet intensioner, hvor saettet af netveerksoperationer:
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muligger kontrol af et underseet af ikke-klynge-greenseroutere ved hjeelp af en switch-
kontroller-proxy, der samtidigt kan kontrollere ikke-cluster-greenseroutere |
overensstemmelse med controllerlogikken for den ferste afbryderstruktur og
controllerlogik af den anden afbryderstruktur;

udfere en eller flere canary-kontroller for at bestemme, om der opstar fejl i undersaettet
af ikke-klyngegreenseroutere under eendringer, der anvendes pa seettet af
netveerkselementer:;

som reaktion pa bestemmelse af, at der ikke forekommer fejl i underseettet af ikke-
klyngegreenseroutere under aendringer, der anvendes pa seettet af netveerkselementer:
forbindelse af resterende ikke-klynge-greenseroutere til switch-controller-proxyen for
samtidig at kontrollere ikke-cluster-greenseroutere i overensstemmelse med
controllerlogikken i den ferste afbryderstruktur og controller-logik af den anden
afbryderstruktur; og

efter at have aktiveret kontrol af ikke-klyngegreenseroutere ved hjeelp af afbryder -
controller-proxyen, migrering af klyngegraenseroutere fra den ferste afbryderstruktur

til den anden afbryderstruktur.
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