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A REAL-TIME SCREENING INTERFACE FOR A VEHICLE SCREENING SYSTEM

TECHNICAL FIELD

[0001] Embodiments are generally related to data-processing devices and

techniques. Embodiments are also related to vehicle screening systems and methods.

Embodiments are additionally related to biometric identification techniques.

Embodiments are also related to GUI (Graphical User Interface) systems and methods.

BACKGROUND

[0002] The expansion of terrorism throughout the world has resulted in increased

hazards to many cultures, particularly relatively free and open societies such as the

United States of America. In such an open society, it is relatively easy to do a great deal

of damage, as evidenced by "car bombs," i.e., automobiles or other vehicles loaded with

explosives and detonated beneath or near a building structure.

[0003] Such motor vehicles are also used for concealing and smuggling various

types of weaponry and contraband (drugs, etc.). Authorities are well aware of the

potential hazards of such concealed articles and materials, and a number of automated

inspection devices employing different principles of operation have been developed in

response. Nevertheless, the inspection of every vehicle passing a given point or location

is generally impractical in most instances. This is particularly true for large scale events,

e.g. major sporting events, public events at military bases, facilities providing daily

employment to large numbers of workers and staff, etc.

[0004] Presently, inspection devices employing one principle of operation are utilized

for detecting explosives, and another principle or principles is/are used for the detection

of concealed weapons. These various detection devices are independent of one another

and must be used separately in any given inspection station or location. In many

instances, authorities simply cannot provide the number of personnel required to

perform all of the inspections necessary to completely inspect all vehicles passing

through a given checkpoint. Even if it were possible to provide sufficient personnel, this

would clearly add considerably to the time involved in a detailed inspection of every

vehicle passing through a given inspection point.



[0005] It is therefore believed that one solution to these problems involves the design

and implementation of a self-screening system for permitting vehicles to pass through

security gates in order to gain access to a facility or area.



BRIEF SUMMARY

[0006] The following summary is provided to facilitate an understanding of some of

the innovative features unique to the embodiments and is not intended to be a full

description. A full appreciation of the various aspects of the embodiments disclosed can

be gained by taking the entire specification, claims, drawings, and abstract as a whole.

[0007] It is, therefore, one aspect of the present invention to provide for improved

data-processing techniques and devices.

[0008] It is another aspect of the present invention to provide for a real-time

screening interface for a vehicle screening system.

[0009] It is a further aspect of the present invention to provide for a user interface for

secondary screening in a vehicle screening system.

[0010] It is also an aspect of the present invention to provide for a user interface for

an electronic kiosk used in a vehicle screening system.

[001 1] It is yet another aspect of the present invention to provide for a vehicle gate

management system.

[0012] The aforementioned aspects of the invention and other objectives and

advantages can now be achieved as described herein.

[0013] In accordance with one embodiment, a vehicle screening system for

screening vehicles and occupants for entrance to a secured facility is disclosed. In

general, such a system includes a processor and an interface that communicates with

the processor, wherein the interface displays identification information extracted from a

vehicle occupant associated with a vehicle for processing by the processor.

Additionally, a plurality of controls are associated with the interface and the processor,

wherein the plurality of controls permit facilitates the handling and management of the

information extracted from the vehicle occupant in order to permit or deny the vehicle

occupant and the vehicle entry to a secured facility through a security gate.



[0014] The interface can display information about the vehicle occupant electronically

extracted from a database in response to a query to the database initiated through the

interface. The information about the vehicle occupant extracted from the database

further includes any available adverse information concerning the vehicle occupant.

[0015] In accordance with another embodiment, the interface can further include a

car list screen for displaying information within the interface regarding a plurality of

vehicles in line with respect to security gate, wherein the car list screen permits a

selection of a vehicle by a secondary screener from among the plurality of vehicles for

greater information granularity with respect to the selected vehicle. The interface also

includes a car information screen that displays information within the interface

concerning the selected vehicle and which permits the secondary vehicle information to

add and modify information concerning the selected vehicle

[0016] In accordance with another embodiment, a user interface apparatus can be

provided for use in a drive-up electronic kiosk in a vehicle screening system. The user

interface generally includes a processor, and a drive-up electronic kiosk that

communicates with the processor. An interface is associated with the processor and the

drive-up electronic kiosk, wherein the interface instructs and permits a vehicle occupant

to rapidly input identification data to the drive-up electronic kiosk and thereafter verifies

or denies the vehicle occupant entry to a secured facility through a security gate.

[0017] In accordance with an additional embodiment, a security gate management

system can be provided, which includes a plurality of sensors for detecting an identity of

a vehicle and/or a vehicle occupant with respect to a security gate for entry to a secured

facility, wherein the plurality of sensors are located proximate to the security gate for

optimal screening and identification of the vehicle occupant and/or the vehicle. Such a

system can also includes a database for storing and retrieving security and business

information, and an interface console for permitting a security guard to electronically and

remotely monitor the vehicle and/or the vehicle occupant utilizing data retrieved from the

plurality of sensors and security and business data information retrieved from the

database, thereby permitting the security guard to rapidly and efficiently verify or deny

the vehicle occupant and/or the vehicle entry to the secured facility through the security



gate.



BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The accompanying figures, in which like reference numerals refer to identical

or functionally-similar elements throughout the separate views and which are

incorporated in and form a part of the specification, further illustrate the embodiments

and, together with the detailed description, serve to explain the principles of the

disclosed embodiments.

[0019] FIG. 1 illustrates a block diagram of a data-processing apparatus, which can

be adapted for use in implementing a preferred embodiment;

[0020] FIG. 2 illustrates a pictorial diagram of a graphically-displayed user interface

that can be implemented in accordance with a preferred embodiment;

[0021] FIG. 3 illustrates an example of an interface that can be implemented in

accordance with an alternative embodiment;

[0022] FIG. 4 illustrates a screening interface, which can be implemented in

accordance with an alternative embodiment;

[0023] FIG. 5 illustrates an alternative view of the screening interface, in accordance

with an alternative embodiment;

[0024] FIGS. 6-7 illustrate a console car selection interface, which can be

implemented in accordance with an alternative embodiment;

[0025] FIGS. 8 , 9 , 10, and 11 illustrate alternative versions of screening interface, in

accordance with an alternative embodiment;

[0026] FIG. 12 illustrates an interface, which can be implemented in accordance with

an alternative embodiment;

[0027] FIG. 13 illustrates a kiosk user interface screen, in accordance with an

alternative embodiment;



[0028] FIG. 14 illustrates a kiosk user interface screen, in accordance with an

alternative embodiment;

[0029] FIG. 15 illustrates a kiosk user interface screen, in accordance with an

alternative embodiment;

[0030] FIGS. 16, 17 , 18, 19, 20 and 2 1 generally describe varying aspects of an

officer console, which can be implemented in accordance with an alternative

embodiment;

[0031] FIGS. 22, 23, 24, and 25 illustrate kiosk interface screens, which can be

implemented in accordance with an alternative embodiment;

[0032] FIG. 26 illustrates a block diagram of a vehicle gate management system that

can be implemented in accordance with an alternative embodiment;

[0033] FIG. 27 illustrates a diagram of the physical layout of a typical security gate

entry site, which can be implemented in accordance with an alternative embodiment;

[0034] FIG. 28 illustrates a vehicle gate management system that can be

implemented in accordance with an alternative embodiment;



DETAILED DESCRIPTION

[0035] The particular values and configurations discussed in these non-limiting

examples can be varied and are cited merely to illustrate at least one embodiment and

are not intended to limit the scope of the invention.

[0036] FIG. 1 illustrates a block diagram of a data-processing apparatus 100, which

can be utilized in accordance with a preferred embodiment. Data-processing apparatus

100 (e.g., a computer) can be utilized in the context of the vehicle screening system 200

disclosed in further detail here. Data-processing apparatus 100 can be configured to

include a general purpose computing device, such as a computer 102. The computer

102 includes a processing unit 104, a memory 106, and a system bus 108 that

operatively couples the various system components to the processing unit 104. One or

more processing units 104 operate as either a single central processing unit (CPU) or a

parallel processing environment.

[0037] The data-processing apparatus 100 further includes one or more data storage

devices for storing and reading program and other data. Examples of such data storage

devices include a hard disk drive 110 for reading from and writing to a hard disk (not

shown), a magnetic disk drive 112 for reading from or writing to a removable magnetic

disk (not shown), and an optical disc drive 114 for reading from or writing to a removable

optical disc (not shown), such as a CD-ROM or other optical medium. A monitor 122 is

connected to the system bus 108 through an adapter 124 or other interface.

Additionally, the data-processing apparatus 100 can include other peripheral output

devices (not shown), such as speakers and printers. Additionally, a user input device

127 such as a keyboard and/or mouse can be connected to system bus 108 in order to

permit users to input data, commands and instructions to data-processing apparatus

100.

[0038] The hard disk drive 110, magnetic disk drive 112, and optical disc drive 114

are connected to the system bus 108 by a hard disk drive interface 116, a magnetic disk

drive interface 118, and an optical disc drive interface 120, respectively. These drives

and their associated computer-readable media provide nonvolatile storage of computer-

readable instructions, data structures, program modules, and other data for use by the



data-processing apparatus 100. Note that such computer-readable instructions, data

structures, program modules, and other data can be implemented as a module 107.

[0039] Note that the embodiments disclosed herein can be implemented in the

context of a host operating system and one or more module(s) 107. In the computer

programming arts, a software module can be typically implemented as a collection of

routines and/or data structures that perform particular tasks or implement a particular

abstract data type.

[0040] Software modules generally comprise instruction media storable within a

memory location of a data-processing apparatus and are typically composed of two

parts. First, a software module may list the constants, data types, variable, routines and

the like that can be accessed by other modules or routines. Second, a software module

can be configured as an implementation, which can be private (i.e., accessible perhaps

only to the module), and that contains the source code that actually implements the

routines or subroutines upon which the module is based. The term module, as utilized

herein can therefore refer to software modules or implementations thereof. Such

modules can be utilized separately or together to form a program product that can be

implemented through signal-bearing media, including transmission media and

recordable media.

[0041] It is important to note that, although the embodiments are described in the

context of a fully functional data-processing apparatus such as data-processing

apparatus 100, those skilled in the art will appreciate that the mechanisms of the

present invention are capable of being distributed as a program product in a variety of

forms, and that the present invention applies equally regardless of the particular type of

signal-bearing media utilized to actually carry out the distribution. Examples of signal

bearing media include, but are not limited to, recordable-type media such as floppy

disks or CD ROMs and transmission-type media such as analogue or digital

communications links.

[0042] Any type of computer-readable media that can store data that is accessible by

a computer, such as magnetic cassettes, flash memory cards, digital versatile discs

(DVDs), Bernoulli cartridges, random access memories (RAMs), and read only



memories (ROMs) can be used in connection with the embodiments.

[0043] A number of program modules can be stored or encoded in a machine

readable medium such as the hard disk drive 110, the, magnetic disk drive 114, the

optical disc drive 114, ROM, RAM, etc or an electrical signal such as an electronic data

stream received through a communications channel. These program modules can

include an operating system, one or more application programs, other program

modules, and program data.

[0044] The data-processing apparatus 100 can operate in a networked environment

using logical connections to one or more remote computers (not shown). These logical

connections are implemented using a communication device coupled to or integral with

the data-processing apparatus 100. The data sequence to be analyzed can reside on a

remote computer in the networked environment. The remote computer can be another

computer, a server, a router, a network PC, a client, or a peer device or other common

network node. FIG. 1 depicts the logical connection as a network connection 126

interfacing with the data-processing apparatus 100 through a network interface 128.

Such networking environments are commonplace in office networks, enterprise-wide

computer networks, intranets, and the Internet, which are all types of networks. It will be

appreciated by those skilled in the art that the network connections shown are provided

by way of example and that other means of and communications devices for

establishing a communications link between the computers can be used.

Real-Time Screening Interface

[0045] FIG. 2 illustrates a pictorial diagram of a graphically-displayed user interface

200 that can be implemented in accordance with a preferred embodiment. User

interface 200 permits a screener to verify the identity of a vehicle occupant at a safe

distance from an entrance to a secure facility. User interface 200 can be implemented

in the context of an electronic drive-up kiosk. User interface 200 can be provided as an

officer console that permits screening personnel such as security guards to rapidly

acquire necessary identification information while simultaneously communicating with a

driver via an audio link. The interface 200 is designed to acquire and present key

identify information to the screening personnel, including indications of the progress in



searching external data (e.g., "watch lists") for information matches, and the results of

such searches. The interface 200 is designed so that the screener may instruct the

driver to leave the kiosk at any time, or to flag the vehicle for additional screening.

[0046] Interface 200 constitutes a GUI that includes a graphical display area 202 that

displays the social security number or other identification number associated with a

vehicle occupant. A graphical display area 204 also displays data 205 and 207

associated with the vehicle occupant. Data 205, for example, may be the address of the

vehicle occupant. Data 207 may be, for example, information about the vehicle

occupant's height, weight, hair color, eye color, and so forth. Additionally, a copy of the

vehicle occupant's driver's license or other identification data 2 11 can be displayed

within display area 204 for screening personnel. A graphically displayed slider 208 can

also be located within a scroll bar 206 within the display area 204, which permits a user

to move "up" and "down" using, for example, a user input device such as the user input

device 127 of the data-processing apparatus 100 depicted in FIG. 1, by selecting slider

208 for scrolling through the display area 204.

[0047] Interface 200 can be implemented by, for example, a windows-based

operating system and displayed via a monitor such as monitor 122, also depicted in FIG.

1. Interface 200 further includes a graphical display area 216 that provides alerts and

data, such as, for example, information indicating that the vehicle occupant is on a

"watch list" and that he or she has submitted an altered license. Additionally, interface

200 can display a real-time video camera view 218 of the vehicle occupant's automobile,

along with a real-time video camera view 220 of the vehicle's license plate. A real-time

video camera view 221 of the vehicle occupant can also be provided. The camera

views 221 , 220 and 218 can be displayed within a graphical area 209 of the interface

200.

[0048] Alternatively, views 2 18 , 220 and 221 may be presented as still camera shots

instead of real-time video, depending upon design considerations. A real-time live video

feed may not be necessary as simple camera shots may be sufficient for screening

purposes. Several interactive graphical buttons 210, 212, 214 can also be displayed

within the graphical area 209, which when respectively selected by a user via a user

input device (e.g., user input device 127) permit the screening personnel to activate



"forget," "save" and "inside" operations.

[0049] Interface 200 is thus a screening interface that includes one or more areas

202 and 204 for the display of information entered by the driver. Interface 200 can

display information extracted from the drivers ID, information extracted by relevant

cameras, and information returned by various databases. A small number of controls

("buttons") 210, 212, 214 are all that is needed to facilitate the handling of the

information associated with each vehicle. The screener may at any time terminate

screening and allow the driver to proceed. The system automatically returns to a

neutral state. Any adverse information about the driver will be prominently displayed

within interface 200 so that the screener can take appropriate action.

[0050] FIG. 3 illustrates an example of an interface 230 that can be implemented

in accordance with an alternative embodiment. Interface 230 represents an

alternative version of the interface 200 depicted in FIG. 2 . Note that in FIGS. 2-3,

identical or similar parts or elements are generally indicated by identical reference

numerals. Thus, interface 230 includes the same display area 209 as depicted in

FIG. 2 . Interface 230, however, also includes display areas 232, 236, and 238

devoted to information about the driver. Display areas 240, 244, and 246 provided by

interface 230 are dedicated to displaying information concerning a passenger in the

same car as the driver. A field 234 within display area 232 provides the driver's

social security number or other identification number. Display area 236 displays

driver's license data input by the driver to the kiosk. Display area 238 can display

additional information concerning the driver. In the example illustrated in FIG. 3 ,

there is no information about the passenger within display areas 240, 244, and 246,

but such information would be available if provided by the electronic drive-up kiosk

or by a passenger.

Secondary Screening

[0051] FIG. 4 illustrates a screening interface 300, which can be implemented in

accordance with an alternative embodiment. Note that in FIGS. 2-4, identical or similar

parts or elements are generally indicated by identical reference numerals. Screening



interface 300 can be used by a screener to validate the identity of the occupant(s) of

vehicles at the entrance to a secured facility, if those vehicles have been designated

for such validation after an initial screening at a safe distance. Interface 300 permits

screening personnel to rapidly acquire necessary identification information from

drivers who have been referred for additional validation from a primary screening in

a remote location. The interface 300 presents a prioritized list of vehicles awaiting

secondary screening, allows screening personnel to select vehicles from that list,

acquire key identity information from vehicle occupants, and search external data

("watch lists") for matches of that information. The interface 300 is designed so that

screening personnel do not have to complete screening of any occupant or any

vehicle in any particular order, thereby enabling them to flexibly respond to screening

needs as they arise.

[0052] The interface 300 can be displayed in the context of a display screen

operating with, for example, 1024 x 768 pixels. Some prototypes may provide for

screens sized, 8" x 6", which maintains the aspect ratio in scale whereby 1" = 128 pixels,

0.5" = 64 pixels, and 0.25" = 32 pixels. These are, of course, merely suggested

parameters and the actual implementation of interface 300 will likely vary greatly from

such scales. The resolution may also vary.

[0053] The screening interface 300 generally includes two primary screens, a car list

screen and a car information screen. Cars visiting the gate can be listed in a selection

screen unless they are specifically marked "forget" or removed due to timeout. The car

information shown in the selection screen includes a photo of the vehicle, the license

plate, a photo of the driver, the time the car arrived, and the driver's name. Vehicles in

this list are sorted by a combination of priority and arrival time. When a vehicle is

selected from the car selection screen, the car information screen is presented. This

screening interface 300 essentially contains the same information as the officer console

interface 200 depicted in FIG. 1, except that it allows a secondary screener to modify

some of the information and add additional occupants. Modifying information for the

occupant triggers fresh queries against a watch list database. The configuration of

interface 300 displays an empty officer console in which the driver's license has not

been scanned; database information has not been returned, and so forth.



[0054] FIG. 5 illustrates an alternative view of the screening interface 300, in

accordance with an alternative embodiment. The screening interface 300 is shown as

an officer console with data displayed within the interface 300. Note that in FIGS. 2-5.

Thus, for example, driver's license data 205, 207 is displayed within the display area

204. Similarly, the social security number of a vehicle occupant or driver is displayed as

identification data 203 within display area 202. Additional buttons 302 and 304 can be

displayed within interface 300, which permit screening personnel to view information

respectively concerning a vehicle driver or a vehicle passenger.

[0055] In general, a loop sensor can be utilized to detect the presence of an

automobile. A photo of the car can be populated, along with a rendering of the license

plate and a photo of the driver. The driver then enters his or her social security number

or other identifier and presses "OK" on a social security screen of the kiosk. The social

security number is then populated and can be displayed as information 203 within

display area 202 of interface 300. The driver can then "swipe" his or her driver's license.

If the license was in a slot A of the kiosk, a picture of a data stamp associated with the

driver's license is populated and the detail window is filled with the information from the

data stamp. A picture 306 of the data stamp can thus be displayed within display area

204 of interface 300. Driver's license data can be displayed, for example, as data 205,

207 within display area 204. If the license was in a slot B of the kiosk, a picture 2 11

(e.g., see FIG. 2) of the license can be placed in the detail area 204.

[0056] An officer can enter the social security number of the vehicle occupant into a

"high side" computer. The system can then send a query to a local database. If a

response is not found, the database returns information to display area 216 populated

with the string "Not found in local database." or "No flags in local database." If a flag is

found, however, the database can return data to area 216 populated with the string

"CAUTION:" followed by the results obtained from the database. FIG. 2 , for example,

displays examples of "caution" information in display area 216.

[0057] In a "normal" scenario, no problems will be presented by the "high side"

computer, and no flags would be generated by the database. Additionally, no other

suspicions would be raised and the officer would take no action and would simply raise



the gate to allow the vehicle to pass on to the secured facility. There may be situations,

however, where the officer will simply send the driver of the car inside. This may

happen for several reasons. For example, there may be too many occupants within the

automobile, or too many cars may be lined up. The officer then presses the "inside"

button 214 and the particular identified car is added to a pending queue. The screen is

cleared, and the car may be allowed to pass by raising the security gate.

[0058] Another situation may arise where the officer "forgets" a car. Such a scenario

may occur if the entry is to be purged from the database, and not even stored for a

limited amount of time. The officer simply presses the "forget" button 210. This

situation may occur, for example, if the entry is to be purged from the database. In other

words, the data concerning a particular vehicle and/or vehicle occupant is discarded.

The screen is cleared and the officer continues to raise the gate. The opposite situation

may occur, that is, where the officer "saves" the car. That is, this situation occurs if the

entry is to be saved indefinitely. The office simply presses/selects the "save" button 210

located in the display area 209. The data are marked for permanent storage and the

screen can then be cleared by the officer, who can continue to raise the security gate to

allow the vehicle to pass.

[0059] The situation where the officer raises the gate is common to all cars. The

office presses a "gate" button (not shown in FIGS. 2-5). The gate raises, and the car

passes through the gate. When the car leaves the loop, the screen is cleared. In the

general, the interaction with the system described herein always remains the same, and

may only be required if special action is to be taken with the data. The officer does not

have a second chance to activate the Inside, Forget, or Save the data operations.

Provisions can be provided if an officer, for example, accidentally "clicks" one of these

buttons. Also, when the driver of a car is sent inside, it may be desirable for the officer

to add notes via the interface 300 about why this situation occurred.

[0060] FIGS. 6-7 illustrate a console car selection interface 600, 602 which can be

implemented in accordance with an alternative embodiment. Interface 600, 602

essentially represents pages 1-2 of the same user interface. Interface 600, 602 permits

a car to be processed from among a plurality of cars in-line or waiting at the security

gate. By graphically selecting from among one or more displayed buttons 602, 604,



606, 608, 610, 612, 614, 616, 622, 624, 626, 628, a user can select a particular car for

security processing. Note that each button 602, 604, 606, 608, 610, 612, 614, 616, 622,

624, 626, 628 includes a picture of the car in question along with a photo of the car's

license plate. Interface 600, 602 also includes buttons 618, 620, which permit the user

to switch between graphically displayed "pages" of the interface 600, 602. Additionally,

a button 630, when selected by the officer, permits the creation of a new entry

concerning a particular vehicle and/or vehicle occupant.

[0061] FIGS. 8 , 9 , 10, and 11 illustrate alternative versions of screening interface

300, in accordance with an alternative embodiment. Note that in FIGS. 1-12, identical or

similar parts or elements are generally indicated by identical reference numerals. In the

illustration depicted in FIGS. 8-1 1, varying passenger information and data can be

viewed and accessed by the security personnel. Additionally, graphical selections

buttons 802 and 804 can be provided for switching between previous and "next"

passenger information screens. Additionally, a car selection button 808 can be

provided, which permits the officer to select a particular car and associated information

for processing and information viewing purposes. A "finished" button 806 is also

depicted in FIGS. 8-1 1.

[0062] FIG. 8 depicts "passenger 1" information, while FIG. 9 depicts "passenger 2"

information. In FIG. 9 , for example, a different set of data 803 and 805, 807 are

respectively displayed within display areas 202, 204. A different data stamp 809

associated with the passenger driver's license is also displayed in display area 204.

Similarly, in FIG. 10, "passenger 4" information includes different data 903 and 905, 907

along with a different data stamp 909. FIG. 11 also includes a "blank" interface 300 for

"new passenger" information.

[0063] FIG. 12 illustrates an interface 1200, which can be implemented in

accordance with an alternative embodiment. Note that in FIGS. 1-12, identical or similar

parts or elements are generally indicated by identical reference numerals. Interface

1200 includes for example, a display are 1202 for displaying social security information

associated with a particular vehicle driver or occupant. A display area 1204 is also

depicted in which driver's license data 205, 207 are displayed. A button 1202 can be

selected for processing a particular screening routine.



Kiosk User Interface

[0064] FIG. 13 illustrates a kiosk user interface screen 1300, in accordance with an

alternative embodiment. Note that in FIGS. 13-15, identical or similar parts or elements

are generally indicated by identical reference numerals. Interface screen 1300 generally

displays information 1304 that prompts a user to enter his or her unique ID number,

such as a social security number into the kiosk. An optional video display area 1302

may be included within interface screen 1300 in order to provide video to the user from

a security officer station.

[0065] FIG. 14 illustrates a kiosk user interface screen 1400, in accordance with an

alternative embodiment. Interface screen 1400 instructs the user to insert his or her

driver's license face up into a card reader slot associated with the kiosk. The optional

video display area 1302 can also be included within interface screen 1400 in order to

provide video to the user from a security officer station.

[0066] FIG. 15 illustrates a kiosk user interface screen 1500, in accordance with an

alternative embodiment. Interface screen 1500 advises the user to wait for additional

instructions after the user has inserted his or her driver's license into the card reader

associated with the kiosk. The optional video display area 1302 can also be included

within interface screen 1500 in order to provide video to the user from a security officer

station.

[0067] The kiosk user interface screens 1300, 1400, 1500 described above are used

to screen a vehicle and verify the identity of its occupants at a safe distance from the

entrance to a secured facility. The design permits a vehicle driver to rapidly enter

necessary identification information while simultaneously communicating with screening

personnel via an audio link. The interface is designed so that the driver may leave the

kiosk at any time, based upon instructions from the screener.

[0068] Thus, an initial screen 1300 welcomes visitors and provides a message of the

day. A data entry screen permits ID # to be entered on a touch screen, using a

calculator-like keypad, with keys for correcting mistakes and sending the data. An



instruction screen 1400 shows how to insert an ID card into the provided slots. A final

screen 1500 acknowledges receipt of data, asks drivers to wait, and can provides a way

to enter data for a passenger (e.g., by recycling through first screens).

[0069] FIGS. 16-21 generally describe varying asserts of an officer console 1600,

which can be implemented in accordance with an alternative embodiment. The officer

console includes one or more display screens 1602, 1604, and 1606. One or more

keyboards 1614, 1610 are also provided as part of the officer console 1614. Keyboards

1614, 1610 are analogous to the user input device 127 of the data-processing apparatus

100 depicted in FIG. 1. Additionally, display screens 1602, 1604, and 1606 are

analogous to the monitor 122 depicted in FIG. 1.

[0070] The hardware components depicted in FIGS. 16-21 can thus be implemented

as part of a data-processing apparatus, such as, for example, data-processing

apparatus 100. Keyboard 1610 is generally associated with a user input section 1608

that provides for gate and intercom controls. Keyboard 1610 can also be associated

with a user input section 1612 that provides for PTZ (Pan Tilt Zoom) controls. Display

screen 1602 can provides varying views of the driver and/or vehicle, including "other

views" 1603 of the driver and/or vehicle. A security officer can utilize the PTZ controls

provided by user input section 1612 in order pan, tilt or zoom the cameras for better

views of the driver and/or vehicle in question. Display screen 1604 provides for an

existing interface for viewing the driver and/or vehicle, while display screen 1606 can be

used to view data (e.g., social security number) provided by the driver and/or vehicle

occupants via the kiosk interface screens 1300, 1400, and 1500 described earlier.

[0071] Note that in FIG. 17, an arrow 1702 indicates that data displayed in display

screen 1606 can be copied for display via display screen 1604. In the configuration

depicted in FIG. 18, an area 1802 is provided within display screen 1606 for display

identification information associated with the driver or vehicle occupant, along with an

area 1804 for displaying a photo of the driver or vehicle occupant. In the configuration

of FIG. 19, an arrow 1902 indicates that photo displayed in area 1804 can be compared

to the views of the driver displayed in display screen 1602. This feature enables the

screening officer to visually compare the real-time views of the driver displayed in

display screen 1602 with that of the driver's license or other identification photo



displayed in display area 1804 within display screen 1606. In the configuration depicted

in FIG. 20, an additional area 1808 can be provided, which displays database

information (e.g., "watch list" or warning information). Display area 1808 is analogous to

the display area 216 described earlier. Similarly display area 1606 is analogous to the

interfaces 200 and 300 described herein. In the configuration depicted in FIG. 2 1, a

graphical display button 1810 is also indicated, which can be selected by a screening

officer to save the information displayed within area 1808. The "save" button 1810 is

similar to the graphically displayed "save" button 212 described earlier.

[0072] FIGS. 22-25 illustrate kiosk interface screens 2200, 2300, 2400 and 2500,

which can be implemented in accordance with an alternative embodiment. Kiosk

interface screen 2200 can be implemented as a touch screen user interface device and

generally provides general information to the user (i.e., the vehicle driver and/or

passenger) seeking security screening in order to pass through a security gate. Kiosk

interface screen 2300 can be displayed for the user after the user touches the interface

screen 2200. Kiosk interface screen 2300 permits the user to enter his or her social

security number for screening verification purposes as explained previously. Kiosk

interface 2400 provides information to the user concerning the reading of a driver's

license via a card reader associated with the kiosk. The information presented in kiosk

interface 2400 instructs the user on which card reader slot (A or B) to use, depending on

whether or not the user's driver's license or other identification card contains a data

stamp (2D bar code). For example, the information graphically provided to the vehicle

driver and/or occupant(s) indicates to the driver that if his or her driver's license has a

data stamp, then he or she should insert the card into slot A . Otherwise, if the driver's

license does not have a data stamp, the driver or occupant(s) is instructed to use slot B.

Similarly, interface screen 2500 provides instructions to the user concerning the use of a

driver's license and card reader with respect to a 2D bar code associated with the user's

driver's license.

Vehicle Gate Management

[0073] FIG. 26 illustrates a block diagram of a vehicle gate management system

2600 that can be implemented in accordance with an alternative embodiment. System

2600 solves the need to manage vehicles entering facility gates to ensure that the



occupants have a valid reason to enter such facilities. This may be driven by business

reasons (e.g., need to identify vehicles and drivers for billing purposes, verify training,

etc.). It may also be driven by security reasons (protect critical infrastructure or a military

checkpoint).

[0074] System 2600 addresses both security and cost effectiveness by providing a

system solution. The architecture of system 2600 allows for a wide ranges of sensors

[license plate readers, video cameras with analytics, voice, card (e.g. TWIC or driver's

license) readers, biometrics, RFID, etc] to be integrated. The system 2600 provides an

extensible database for storing business and security information. It also provides

flexible business logic so that the system 2600 can be customized to the process to be

applied at a particular site. The systems approach reduces the cost of the system,

allowing it to replace guards to reduce operating costs. The multi-sensor support also

increases security and can be used to replace or augment guards.

[0075] System 2600 thus includes one or more officer consoles 2606, which is

analogous to the officer console 1600 described earlier. A sensor suite 2604 of sensors

communicates with the officer console(s) 2606. A module 2602 for front gate real-time

processing of data and instructions can communicate with both the officer console(s)

2606 and the sensor suite 2604. A front gate database 2612 also communicates with

the module 2602 and other supported databases 2614. Note that the module 2602 is

analogous to the module 107 described earlier and can be implemented in the context

of one or more software modules, depending upon design considerations. A front gate

visitor center 2610 also communicates with the front gate database 2612. Additionally,

near real-time database inputs 2608 can be provided for front gate-real time processing

via module 2602. System 2600 thus addresses the problem of identifying visitors in

vehicles approaching the gate of a controlled facility. The event itself can be recorded

for later analysis. System 2600 thus constitutes an integrated solution for collecting

information on visitors, and performing authorization checks.

[0076] The security gate system 2600 can assist officers by collecting information

about vehicles and occupants while the vehicle is a safe distance away from the entry of

the facility. The information provided by system 2600 will alert the officer when a visitor

is suspicious. The standoff data acquisition and rapid information capabilities of system



2600 can also provide the officer with additional time to respond to threats. A secondary

function of the system 2600 involves supporting offline data analysis. This allows for

other activities such as data mining, linking to other databases and searching for

potentially forensic information.

[0077] FIG. 27 illustrates a diagram of the physical layout of a typical security gate

entry site 2700, which can be implemented in accordance with an alternative

embodiment. The example site 2700 generally includes a road 2701 over which a

vehicle 2703 traverses to enter a security facility. The path for entry into the secured

facility is indicated generally by arrow 2709. The vehicle 2703 must first, of course, pass

through the gate 2708, which can be electronically and remotely raised or closed from a

guard booth 2702, before entering the security facility. A plurality of cameras 2704,

2706, 2710, 2714, 2716, 2720, and 2722 are strategically located within site 2700 to

obtain optimal video and still camera views of the vehicle 2703 and any occupants

therein.

[0078] An electronic drive-up kiosk 2718 is conveniently located adjacent the road

2701 and near the gate 2708 to permit self-screening activities to be initiated. Cameras

2712, 2714 and 2716 are generally associated with the kiosk 2718. Such cameras

2712, 2714, and 2716 can provide optimal views of the occupants of the vehicle 2703.

Cameras 2720 and 2722 provide for optimal view of the rear of the vehicle 2703,

including the vehicle's license plate. Camera 2706 provides for an optimal view of the

side of the vehicle opposite the kiosk 2718. Camera 2704 provides an optimal view of

the front of the vehicle 2703, while camera 2712 provides for a specific view of the

vehicle driver. The security gate site 2700 is thus implemented in the context of system

2600 described earlier. If, for some reason, after the vehicle 2703 is screened, the

security guard decides not to let the vehicle pass into the secured facility along the path

indicated by arrow 2709, a return path, indicated by arrows 2705, 2707 directs the

vehicle 2703 back onto a main highway or another road and away from the secured

facility.

[0079] FIG. 28 illustrates a vehicle gate management system 2800 that can be

implemented in accordance with an alternative embodiment. System 2800 illustrated in

FIG. 28 represents an alternative version of the system 2600 depicted in FIG. 26. Note



that in FIGS. 26-28, identical or similar parts or elements are generally indicated by

identical reference numerals. System 2800 includes the officer console 2606, which

provides the human/computer interface for officers. As explained previously, officer

console 2606 includes live audio, live video, a database interface and status information.

The interface also provides controls for the officer allowing them to control the Pan Tilt

Zoom (PTZ) camera, mute their microphone, query the database and enter notes into

the database.

[0080] System 2800 additionally includes a mobile officer module 2618, which can

provide a limited subset of the officer's console 2606 to mobile (in vehicle or on foot)

officers. The mobile officer module 2618 is designed to provide information over a

wireless link. Module 2618 can be implemented as a module such as module 107

described earlier. System 2800 also includes an SOC (Security Operations Center)

console 2616, which can communicate with the officer's console 2606 and the mobile

officer 2618. The SOC console 2616 provides near real time support to the officers. The

SOC console 261 6 can initiate database queries, control cameras and perform similar

functions to support officers at the gate and mobile officers. The sensor suite 2604

includes one or more sensors, which are essentially the "eyes" and "ears" of the officer,

who is typically located at the guard booth 2702 depicted in FIG. 27. The sensor suite

2604 receives camera control commands from the officer's console. Sensor suite 2604

also collects audio, video, keypad input, driver's license data and license plate number

from the vehicle.

[0081] The gate processing module 2602 supports real time queries, analysis and

matching to support officers at the gate. The gate processing module 2602 can receive

inputs from the sensor suite 2604, interface to multiple databases and process real time

events. The gate database 2612, which communicates with the gate processing module

2602 constitutes a database that is controlled by the system 2800 and contains data

collected by the gate sensors, input by officers and acquired from sources outside of the

gate system 2800. This information may be shared with other related systems. System

2800 also includes near real-time database inputs 2608. This feature permits the

system 2800 to make queries to systems/databases, which provide support to the gate

management system 2800. Examples include visitor control center SSN authorizations,

driver's license databases, vehicle registration information, National Crime Information



Center (NCIC) and watch lists.

[0082] The front gate visitor center 2610 is implemented so that the system 2800

shares information with the visitor center 2610. That is, the visitor center 2610 can

receive near real time information from the gate on persons entering the visitor center

2610. The system 2800 also allows the visitor center 2610 to update some elements of

the front gate database. 2612 (e.g. flags or notes if this visitor returns. System 2800 can

also be configured to include a TMU (Threat Management Unit) 2622. The system 2800

shares information with the TMU and the TMU receives updates from the front gate

database 2612. The TMU is also allowed to update some elements of the front gate

database. The TMU 2633 may copy the front gate database information into a TMU

controlled database so that the TMU may perform analysis and data mining. Finally,

system 2800 can communicate with the DHS (Department of Homeland Security) 2620.

The DHS 2620 can collect data from multiple gates, facilities and organizations, and

can also provide offline analysis and data mining.

[0083] FIG. 29 illustrates a kiosk 2718 and associated security gate system

components, which can be implemented in accordance with an alternative embodiment.

Note that in FIGS. 1-29, identical or similar parts are generally indicated by identical

reference numerals. Kiosk 2718 depicted in FIG. 29 can be implemented as the kiosk

2718 depicted in FIG. 27. In general, kiosk 2718 is associated with the gate 2708

depicted in FIG. 29. Kiosk 2718 includes a microphone 291 1 or other audio component

that is connected to a Fiber I/F unit 2922 that is connected to a fiber patch panel 2926.

The microphone 291 1 can be used for speech identification. A vehicle occupant in

automobile such as, for example, vehicle 2703 depicted in FIG. 27 can speak into the

microphone 291 1 to provide his or her voice for speech verification purposes. Kiosk

2718 also includes an officer's camera 2912 that is connected to the fiber patch panel

2926. A face camera 2908 is also provided as a part of kiosk 2718. The face camera

2908 is also generally connected to the fiber patch panel 2926. The face camera 2908

can be implemented in the context of a biometric scanner. For example, face camera

2908 may be utilized to biometrically scan a vehicle occupant's face including iris for

biometric facial and/or iris identification. A biometric reader 2943 may actually be

connected directly to the data-processing apparatus 100 in order to permit the vehicle

occupant to enter particular biometric data, such as, for example, fingerprints, and/or



other biometric input data for screening purposes.

[0084] A Fiber I/F unit 2930 is connected to the fiber patch panel 2926 and to the

data processing apparatus 100 depicted in FIG. 1. The gate 2708 is generally

connected to a Fiber I/F unit 2924, which in turn is connected to the fiber patch panel

2926. Note that the data-processing apparatus 100 or another type of computer can be

utilized in association with the configuration depicted in FIG. 29. A DL Reader 2916

having a reader slot 2918 is connected to the data-processing apparatus 100, along with

a touchscreen 2902. Note that the touchscreen is a display overlay, which possesses

the ability to display and receive information on the same screen. The effect of such

overlays allows a display to be used as an input device, removing the keyboard and/or

the mouse as the primary input device for interacting with the display's content. Such

displays can be attached to computers or, as terminals, to networks. Touchscreen 2902

is essentially analogous, for example, to the touchscreen display interface 2200, 2300,

2400, 2500 described earlier with respect to FIGS. 22-25 and the interface 1300, 1400,

1500 described herein with respect to FIGS. 13, 14, 15 .

[0085] Note that the DL reader 2916 is a barcode reader that can read a two-

dimensional bar code associated with a user identification card that belongs to a vehicle

occupant. Note that although reader 2916 is depicted in FIG. 29, it can be appreciated

that the system and method described herein can also utilizes reader devices that rely

on Radio Frequency Identification (RFID) such as, for example, an RFID reader 2919.

Near field communications and smartcard technologies which use radio frequency

instead of optical means to communicate information can also be employed. For

example, a vehicle occupant may possess a card having an RFID tag that can be

automatically scanned by a wireless RFID reader 2919 associated with the kiosk 2718 in

order to assist in verifying the identity of the vehicle occupant. Similarly, the

identification card belong to the vehicle occupant can be, for example, a smart card and

a smart card reader 2917 may be employed by kiosk 2718 instead of and/or in addition

to reader 291 6 . The DL reader 2918, the biometric reader 2943, the RFID reader 2919

and the smart card reader 2917 constitute a few examples of reader devices for

extracting particular identification data associated with the vehicle occupant.



[0086] Kiosk 2718 additionally includes two lines 4299 and 2941 which can

electrically or optically connect to the processing and display elements of the system. A

fiber line 2937 is generally connected to the fiber patch panel 2926. Kiosk 2718 also

includes one or more camera power supplies 2930 and 2932.

[0087] It will be appreciated that variations of the above-disclosed and other features

and functions, or alternatives thereof, may be desirably combined into many other

different systems or applications. Also that various presently unforeseen or

unanticipated alternatives, modifications, variations or improvements therein may be

subsequently made by those skilled in the art which are also intended to be

encompassed by the following claims.



CLAIMS

What is claimed is:

1. A vehicle screening system for screening vehicles and occupants for entrance to

a secured facility:

a processor;

an interface that communicates with said processor, wherein said interface

displays identification information extracted from a vehicle occupant associated with a

vehicle for processing by said processor;

a plurality of controls associated with said interface and said processor, wherein

said plurality of controls permit facilitating the handling and management of said

information extracted from said vehicle occupant in order to permit or deny said vehicle

occupant and said vehicle entry to a secured facility through a security gate and thereby

confirm the identity of said vehicle occupant at a safe distance from said vehicle in order

to reduce a risk of exposure to said vehicle.

2 . The system of claim 1 further comprising a plurality of cameras associated with

said interface and in communication with said processor and said plurality of controls,

wherein said plurality of cameras obtain at least one video view of said vehicle occupant

and said vehicle for display in a particular display area of said interface.

3 . The system of claim 1 further comprising a reader device for extracting particular

identification data from said vehicle occupant.

4 . The system of claim 1 wherein said interface further displays information about

said vehicle occupant electronically extracted from a database in response to a query to

said database initiated through said interface.

5 . The system of claim 4 wherein said information about said vehicle occupant

extracted from said database further includes any available adverse information

concerning said vehicle occupant.

6 . The system of claim 1 wherein said interface further comprises:



a car list screen for displaying information within said interface regarding a

plurality of vehicles in line with respect to security gate, wherein said car list screen

permits a selection of a vehicle by a secondary screener from among said plurality of

vehicles for greater information granularity with respect to said selected vehicle; and

a car information screen that displays information within said interface concerning

said selected vehicle and which permits said secondary vehicle to add and modify

information concerning said selected vehicle.

7 . A user interface apparatus for use in a drive-up electronic kiosk in a vehicle

screening system, user interface apparatus:

a processor;

a drive-up electronic kiosk that communicates with said processor;

an interface associated with said processor and said drive-up electronic kiosk,

wherein said interface instructs and permits a vehicle occupant to rapidly input

identification data to said drive-up electronic kiosk and thereafter verifies or denies said

vehicle occupant entry to a secured facility through a security gate while confirming the

identity of said vehicle occupant at a safe distance from said vehicle in order to reduce a

risk to security personnel of exposure to said vehicle.

8 . The apparatus of claim 7 further comprising a biomethc reader associated with

said drive-up electronic kiosk that permits said vehicle occupant to input said data

associated with said vehicle occupant as biomethc information associated with said

vehicle occupant.

9 . A security gate management system, comprising:

a plurality of sensors for detecting an identity of a vehicle and/or a vehicle

occupant with respect to a security gate for entry to a secured facility, wherein said

plurality of sensors are located proximate to said security gate for optimal screening and

identification of said vehicle occupant and/or said vehicle;

a database for storing and retrieving security and business information; and

an interface console for permitting a security guard to electronically and remotely

monitor said vehicle and/or said vehicle occupant utilizing data retrieved from said

plurality of sensors and security and business data information retrieved from said

database, which permits said security guard to thereby confirm the identity of said



vehicle occupant at a safe distance from said vehicle in order to reduce a risk of

exposure to said vehicle, while rapidly and efficiently allowing said security guard to

verify or deny said vehicle occupant and/or said vehicle entry to said secured facility

through said security gate.

10. The system of claim 9 wherein said database comprises an extensible database.
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