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METHODS, SYSTEMS, AND DEVICES FOR MANAGING A PLURALITY OF ALARMS

Technical Field
The present disclosure relates generally to systems, methods, devices, computer-readable

medium, and logic for managing a plurality of alarms initiated by a plurality of alarm sensors in an

alarm-based environment.

Background
Distributed Control Systems ("DCS systems') enable an organization to perform remote
centralized controlling of various assets, processes, and alarm-related functions in an alarm-based
environment. It is recognized herein that DCS systems available today, however, are highly
complex and inflexible systems, making it generally difficult for operators to readily and sufficiently

obtain information pertaining to understanding alarms, suppressing initiated alarms, identifying-

——causes that initiate alarms, and/or resolving problems associated with initiated alarms.

20

25

30

Due to inherent limitations of conventional DCS systems, separate alarm management
systems are typically implemented with DCS systems. For example, an alarm management system
may operate as a standalone system and/or a connected system. In an example standalone system,
an alarm management terminal is placed physically aongside a DCS terminal, which enables an
operator to search the alarm management system to learn more about alarms displayed on the DCS
terminal. In an example connected system, an aarm management terminal is typically serialy
connected to an adjacent DCS termina so as to pull/retrieve/mirror aams that are
received/displayed by the DCS terminal. In these conventional approaches, however, the correct,
effective, and timely configuring of alarms, understanding of alarms, suppressing of aarms, and
identifying and resolving the cause(s) that initiate alarms generally lies in whole or in large with the
experience, skills, and know-how of the specific operator(s) and/or operator team working at that
time. It is recognized herein that problems not only arise from the actual root causes/bad actors of
alarms initiated in an alarm-based environment, but also from the inherent variations in, among
other things, performing correct, effective, and timely configuring, understanding, approaching,
solving, and minimizing overall consequences caused by the problems that initiate the alarms, which
in turn is a direct consequence of operator experience, skill, and know-how within and between

organizations.
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Furthermore, it is recognized herein that organizations often encounter problems in respect to
determining an overall performance level of their DCS and/or aarm management system. For
example, it is often difficult or impossible to accurately, effectively, and quickly determine an
overall performance of the DCS and/or alarm system for one or more time periods and/or after a

5  substantive event. A substantive event may include an upgrade or replacement of a DCS and/or
alarm management system, and/or implementing a new or revised alarm management philosophy,
alarm prioritization matrix, and/or industry standard. In practice, conventional approaches will be
directed to formulating and testing specific test scenarios of certain knO\‘/fln aspects, including those
that are affected by a substantive event. Problems arise, however, due to the inability for such

10 conventional approaches to determine an overall performance of the system, and/or how an overal
performance of the system during one time period (or by one operator or group of operators)
compares to an overall performance of the system during another time period (or by another

operator or another group of operators).

15 Summary
Present example embodiments relate generally to systems, methods, devices, computer

readable medium, and logic pertaining to improving the managing of a plurality of alarms.
In an exemplary embodiment, a method is described for managing a plurality of aarms
initiated by a plurality of alarm sensors. The method cofnprises receiving the plurality of initiated
20 darm. The method further comprises prioritizing the initiated alarms. The method further
comprises creating an initiated alarm being a condition-based alarm when an initiated alarm satisfies
an event condition. The method further comprises reprioritizing an initiated alarm when said
initiated alarm satisfies a reprioritization condition. The method further comprises suppressing an
initiated alarm. The method further comprises reporting an unsuppressed initiated alarm based on
25  the prioritizing of sid darm. The method further comprises providing information comprising an
operator action for the unsuppressed initiated alarm and an initiated alarm suppressed based on the
unsuppressed initiated alarm.
In another exemplary embodiment, a system is provided managing a plurality of alarms
initiated by a plurality of alarm sensors, the system comprising: a network; a graphical display; an
30 interface operable to receive signals representing initiated alarms; a storage device comprising a
database, the database configurable to store information comprising alarm information, an aarm
prioritization matrix, and an initiated alarm received by the interface; aprdces@or in communication
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with the graphical display, the interface, the storage device, and the network, the processor operable
to: receive the plurality of initiated aarm; prioritize the initiated alarms; create an initiated alarm
being a condition-based alarm when an initiated alarm satisfies an event condition; reprioritize an
initiated alarm when said initiated alarm satisfies a reprioritization condition; suppress an initiated
alarm; display, on the graphical display, an unsuppressed initiated alarm based on the prioritizing of
said alarm; and provide information comprising an operator action for the unsuppressed
initiated alarm and an initiated alarm suppressed based on the unsuppressed initiated alarm.

In another exemplary embodiment, a computing device is provided for managing a plurality
of aarms initiated by a plurality of alarm sensors, the computing device in communication with a
network and a storage device comprising a database, wherein the database is configurable to store
information comprising-alarm information, an alarm prioritization matrix, and an initiated alarm, the

computing device comprising: a graphical display; an interface operable to receive signals

alarms; create an initiated alarm being a condition-based alarm when an initiated alarm satisfies an
event condition; reprioritize an initiated alarm when said initiated alarm satisfies a reprioritization
condition; suppress an initiated alarm; display, on the graphical display, an unsuppressed initiated
alarm based on the prioritizing of said alarm; and provide information comprising an operator action

“for the unsuppressed initiated alarm and an initiated alarm suppressed based on the unsuppressed

initiated alarm.

In another exemplary embodiment, logic for managing a plurality of alarms initiated by a
plurality of alarm sensors is provided. The logic is embodied in a non-transitory computer-readable
medium and, when executed, operable to cause a computing device to perform the steps of:
prioritizingv the plurality of initiated alarms; creating an initiated alarm being a condition-based
alarm when an initiated alarm satisfies an event condition; reprioritiziné an initiated alarm when
said initiated alarm satisfies a reprioritization condition; suppressing an initiated alarm; displaying,
on agraphical display in communication with the computing device, an unsuppressed initiated alarm
based on the prioritizing of said aarm; and providing information comprising an operator action for
the unsuppressed initiated alarm and an initiated alarm suppressed based on the unsuppressed
initiated alarm.

In another exemplary embodiment, a computing device is provided for managing a plurality
of alarms initiated by a plurality of alarm sensors, the computing device comprising: a graphical
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display; an interface in communication with a network; and a processor operable to receive
information comprising an unsuppressed initiated alarm, an operator action f'orvthe unsuppressed
initiated alarm, and an initiated alarm suppressed based on the unsuppressed initiated alarm; wherein
the processor is further operable to display the received information on the graphical display.

In another exemplary embodiment, a method is provided for managing a plurality of alarms
initiated by a plurality of alarm sensors, the method comprising: receiving the plurality of initiated
alarm; prioritizing the initiated alarms; identifying atrigger alarm, wherein the trigger alarm is an
alarm associated with a subsequently initiated alarm; retrieving a set of expected alarms, the set of
expected alarms comprising an alarm expected to be initiated subsequent to the trigger alarm;
identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger alarm and matching an alarm in the set of expected alarms; identifying a
set of untriggered alarms, the set of untriggered alarms comprising an alarm matching an alarm in
the set of expected alarms and not received subsequent to the trigger alarm; suppressing an initiated
aarm when said alarm matches an aarm identified in the set of triggered alarms; reporting the
trigger alarm; reporting a fault alarm when an initiated alarm matches an alarm identified in the set
of untriggered alarms; and providing information comprising an operator action for the trigger alarm
and an initiated alarm suppressed based on the trigger alarm.

In another exemplary embodiment, a method is provided for managing a plurality of alarms
initiated by a plurality of alarm sensors, the method comprising: establishing an alarm policy based
on a I'eas an industry standard pertaining to aarm management' practices; configuring a
prioritization procedure for prioritizing an alarm from among the plurality of alarms based on the
alarm prioritization matrix; assigning a priority for an alarm from among the plurality of alarms
based on a limit setting for the alarm and the prioritization procedure, and storing the assigned
priority in a database; a reprioritization procedure for dynamicaly changing a limit setting for an
alarm from among the plurality of alarms based on a reprioritization condition being an operating
condition, and prioritizing the alarm based on the dynamically changed limit setting; a static alarm
suppression procedure for suppressing an alarm based on a shutdown activity; a dynamic alarm
suppre%ioh procedure for suppressing an alarm based on a prior initiated alarm; a transitory
suppression procedure for suppressing an adlarm when said alarm is an alarm operable to be initiated
during a transitory event; and a reporting procedure for reporting an unsuppressed initiated alarm;

wherein the reporting procedure is further operable to report information comprising an appropriate
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operator action for the unsuppressed initiated alarm and an initiated alarm suppressed bésed on the
unsuppressed initiated alarm.

In another exemplary embodiment, a method is provided for assessing an overdl
performance of a system comprising a plurality of alarms initiated by a plurality of alarm sensors.
The method comprises determining a first performance level of the systerh based on a performance
matrix and a first set of system measurements. The first set of system measurements comprises a
first average aarm rate for a first time period. The first set of system measurements further
comprises afirst threshold percentage for the first time period, the first threshold percentage being a
percentage of time that an average alarm rate is greater than a predetermined threshold alarm rate.
The first set of system measurements further comprises a first maximum alarm rate occurring within
the first time period. The method further comprises determining a second performance level of the
system based on the performance matrix and a second set of system measurements. The second set
of system measurements comprises a second average alarm rate for a second time period. The
second set of system measurements further comprises a second threshold percentage for the second
time period, the second threshold percentage being a percentage of time that an average alarm rate is
greater than the predetermined threshold alarm rate. The second set of system measurements further
comprises a second maximum alarm rate occurring within the second time period. The method

further comprises comparing the first performance level to the second performance level.

Brief Description of the Drawings

For a more compléte understanding of the present disclosure, example embodiments, and
their advantages, reference is now made to the following description taken in conjunction with the
accompanying drawings, in which like reference numbers indicate like features, and:

FIG. 1is an exemplary embodiment of a system for managing a plurality of alarms initiated
by a plurality of alarm sensors;

FIG. 2 is an exemplary embodiment of amethod for managing a plurality of alarms initiated
by aplurality of alarm sensors;

FIG. 3 isan exemplary embodiment of a method for dynamically suppressing alarms;

FIG. 4 is an exemplary embodiment of a method of configuring a system comprising a
plurality of alarms initiated by a plurality of alarm sensors;

FIG. 5 is an exemplary embodiment of a method of assessing an overall performance of a

system comprising a plurality of alarms initiated by aplurality of alarm sensors; and
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FIG. 6 is an exemplary embodiment of a method of assessing a level of performance for a
system comprising apluraity of aarms initiated by aplurality of alarm sensors.

Although similar reference numbers may be used to refer to similar elements for
convenience, it can be appreciated that each of the various example embodiments may be considered

to be distinct variations.

Detailed Description

Example embodiments will now be described hereinafter with reference to the
accompanying drawings, which form a part hereof, and which illustrate example embodiments
which may be practiced. As used in the disclosures and the appended claims, the terms "example
embodiment”, "exemplary embodiment”, and "present embodiment” do not necessarily refer to a
single embodiment, athough they may, and various example embodiments may be readily
combined and interchanged, without departing from the scope or spirit of example embodiments.
Furthermore, the terminology as used herein is for the purpose of describing example embodiments
only and is not intended to be limitations. In this respect, as used herein, the term "in" may include
"in" and "on", and the terms "a&', "an" and "the" may include singular and plural references.
Furthermore, as used herein, the term "by" may also mean "from", depending on the context.
Furthermore, as used herein, the term "if may aso mean "when" or "upon”, depending on the
context. Furthermore, as used herein, the words "and/or" may refer to and encompass any and all
possible combinations of one or more of the associated listed items.

It is recognized herein that the accuracy, effectiveness, and speed in managing aarms,
including configuring, identifying, understanding, analyzing, assessing, prioritizing, rationalizing,
and handling and resolving alarms and the root causes and problems that initiate alarms in an alarm-
based environment have been conventionally dependent and limited, in whole or in part, on the
experience, skills, and know-how of the specific personnel and/or personnel groups working at any
given time (such as a shift), and such can vary tremendously between and even within an
organization. The variances in the above may mean the difference between a quick resolution with
minimal or no economic loss to potentially losing enormous valuation per unit time (such as per
minute) and/or causing personnel injuries, environmental disasters, and even loss of lives.

Present example embodiments relate generally to methods, devices, systems, computer-

readable medium, and logic for alarm management, configuring alarm management systems, and
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determining an overall performance of an aam management system in an aarm-based
environment. _

As used herein, "alarm management”, "managing alarms’, and the like, and the systems,
methods, devices, computer-readable medium, and logic thereof, and t‘he like, will refer to example
embodiments operable to perform and/or assist personnel in performing managing of alarms and
root causes and problems that initiate alarms, and may include those that are standalone systems
and/or those that are communicable, either directly or indirectly, to an alarm-related system, such as
a DCS system, and aarm-related aspects of an alarm-related system, including those of a DCS
system. More specificaly, example embodiments are operable to perform one or more of
accurately, effectively, and timely configuring, assessing, anayzing, prioritizing, rationalizing,
monitoring, and reporting of alarms in an alarm management system. Example embodiments are

further operable to enable one or more of a pluraity of personnel, including operators, to

consistently achieve one or more of accurately, effectively, efficiently, and timely identifying,

15

20

25

30

configuring, assessing, analyzing, understanding, reporting, and handling and resolving situations,
including problems indicated by one or a plurality of initiated alarms.

Example embodiments are operable to perform alarm management for one or more of a
pluraity of alarms, including configured alarms, initiated alarms, triggered alarms, dynamically-
created alarms, reprioritizable alarms, condition-based or conditional alarms, suppressed alarms, bad
actor alarms, fleeting or repeated aarms, standing aarms, group aarms, transient aarms,
acknowledged alarms, delayed alarms, malfunctioning aarms, pre-alarms, and alarms that fail to
initiate, trigger or be triggered, create, reprioritize, suppress, delay, and/or acknowledge. As used
herein, an "initiated alarm" may include one or more alarms, including those generally known by
persons of ordinary skill in the art, that have been identified by a sensor and/or a computing device
to meet one or more set limits and/or conditions. In example embodiments, an initiated alarm may
include one or more of: a configured alarm that has been initiated; a trigger alarm, which may
include an alarm that is associated with and/or triggers one or more subsequently initiated alarms; a
triggered alarm, which may include an alarm that has been subsequently initiated and/or triggered by
atrigger aarm; a dynamically-created alarm, which may include an alarm that becomes initiated
based on one or more conditions, such as a predetermined condition, an operating condition, and/or
another initiated alarm; a reprioritizable alarm, which may include an alarm that can be assigned a
priority based on satisfying one or more conditions, such as a reprioritization condition, and/or an

alarm whose one or more limit settings can be changed based on satisfying one or more conditions,
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such as a reprioritization condition; a condition-based alarm, which may include an aarm that
becomes initiated based on one or more other initiated alarms and/or one or more conditions, such as
an event condition; an alarm prior to being suppressed by one or more suppression methods or
procedures (to be described herein); a bad actor alarm; a pareto alarm; a fleeting alarm, which may
include an alarm that initiates and clears (and/or return to an non-initiated state without being
acknowledged) over a period of time; a standing alarm; a group alarm, which may include an
initiated alarm comprising two or more related alarms that have, among other things, substantially
the same priority and/or required action and/or response by an operator; a grouped alarm, which
may include an alarm in a group alarm; a transient alarm, which may include an alarm initiated
during a transitory period; an acknowledged aarm, which may include an alarm initiated and
acknowledged by an operator; adelayed alarm; and an alarm that, but for a failure to initiate and/or
be received by the system (such as by an alarm processor), would have initiated or been received.
For example, atemperature sensor having a high limit setting of 100 degrees Celsius and a low limit
setting of 10 degrees Celsius would normally initiate a high temperature high alarm when the sensor
measures a temperature equal to or greater than 100 degrees Celsius and likewise should initiate a
low temperature high alarm when measuring less than or equal to O degrees Celsius.

Configuring an alarm management system

As illustrated in FIG. 4, a method is described for configuring, re-configuring, revising,
amending, updating, creating, and/or upgrading an aarm management system, the alarm
management system being operable to, among other things, manage a plurality of alarms, including
aarms initiated by a plurality of alarm sensors in an alarm-based environment.

An example method for managing a plurality of aarms initiated by a pluraity of alarm
sensors comprises establishing an alarm policy 402 based on at least an industry standard pertai ning
to alarm management practices. Examples of an industry standard may include the EEMUA
Publication No. 191 and the ANSI/ISA 18.2. The method may further comprise configuring an
aarm prioritization matrix 404 based on the alarm policy. The method may further comprise
configuring a prioritization procedure 406 for prioritizing an alarm from among the plurality of
aams based on the alarm prioritization matrix. The method may further comprise assigning a
priority 408 for an alarm from among the plurality of alarms based on a limit setting for the alarm
and the prioritization procedure, and storing the assigned priority in a database (not shown). The
method may further comprise removing .an alarm 410 from among the plurality of alarms identified

by the alarm policy as being unnecessary. The method may further comprise reconfiguring a dead
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band value 412 for an alarm from among the plurality of alarms based on a measurement response
time associated with the alarm and the alarm policy. The method may further comprise a grouping
procedure 414 comprising creating a new aarm being a group alarm when there are at least two
related alarms. In this respect, the related alarms may comprise a same priority and a same initia
operator response. The method may further comprise a reprioritization procedure 416 for
dynamically changing a limit setting for an alarm from among the plurality of alarms based on a
reprioritization condition being an operating condition, and prioritizing the alarm based on the
dynamically changed limit setting. The method may further comprise an alarm suppression method
418, such as an example embodiment of a static suppression method, for suppressing an alarm from
among the plurality of alarms based on a shutdown activity. The shutdown activity may be a known
or planned shutdown activity, and may include an entire plant shutdown, a partial plant shutdown,
one or more process or line shutdowns, one or more equipment shutdowns, and/or parts thereof.
The method may further comprise an alarm suppression method 420, such as an example
embodiment of a dynamic suppression method, for suppressing an alarm from among the plurality
of alarms based on the aarm being initiated and/or triggerable by another initiated alarm. The
method may further comprise a suppression method 422, such as an example embodiment of a
transitory suppression method, for suppressing an alarm from among the plurality of alarms when
the alarm is an alarm that is capable of being initiated during a transitory event. The method may
further comprise areporting procedure 424 for reporting, among other things, unsuppressed initiated
alarms. In this regard, the reporting procedure 424 may further be operable to report, among other
things, information comprising an appropriate operator action for the unsuppressed initiated alarm
and/or an initiated alarm suppressed based on an unsuppressed initiated alarm. One or more of the
above may also be based on the alarm policy 402, the prioritization procedure 406, and/or the alarm
prioritization matrix 404.

It is to be understood herein that the alarm management system may be a system provided by
an alarm managemeht or DCS-related provider, such as a complete system, a standalone system, a
modular system, and/or an upgrade/revision thereof. Alternatively or in addition, the alarm
management system may be a collection, juxtaposition, and/or cooperation of a pluraity of
different, independent, related, and/or inter-related systems/technologies/standards from one or more
vendors. In any event, example embodiments are operable to perform normalizing of varying alarm
signals, formats, standards, priorities, and the like, so as to enable the managing of a plurality of

alarms originating from a plurality of different alarm-based systems.
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To accurately and effectively configure an aarm management system, example
embodiments may be directed to first establishing an alarm management policy 402 for the alarm-
based entity. As used herein, the terms "organization” and "alarm-based entity" may refer to an
entity comprising an alarm-based environment, such as an organization, a group of organizations, a
group of alarms, and/or a subset thereof. For example, the alarm-based entity may include one or
more factories, departments, refineries, divisions, collection of related and/or unrelated alarms,
geographical areas, and the like.

The aarm policy 402 in example embodiments may comprise one or more of baseline
criterion, set(s) of rules, best practices and results, historic practices and results, desired practices
and desired results, historic alarms, desired alarms, and/or industry standard(s) so asto achieve or
work towards achieving one or more alarm management goals. Goals may include one or more of
accurately, effectively, and timely configuring, assessmg analyzing, prioritizing, rationalizing,
monitoring, and reporting of aarms, including initiated, trivggered, and dynamically-created alarms,
in an alarm management system. Goals may further include enabling one or more of a plurality of
personnel, including operators, to consistently achieve one or more of accurately, effectively,
efficiently, and timely identifying, configuring, assessing, analyzing, understanding, reporting, and
handling and resolving situations, including problems indicated by one or a plurality of initiated
alarms. The varying degrees of addressing the problems and achieving the goals described herein
can mean the difference between a quick resolution with minimal or no economié loss or potentially

losing enormous vauation per minute and/or causing personnel injuries, environmental disasters,

‘and even loss of lives.

In an example embodiment, a method for managing a plurality of alarms in an alarm-based
entity comprises configuring one or more alarm prioritization matrices 404. An alarm prioritization
matrix 404 may be configured based on, among othér things, the aarm policy. | The alarm
prioritization matrix 404 may also be configured based on operating conditions. The purpose of the
alarm prioritization matrix 404 isto assist in establishing a prioritization procedure 406 for setting
one or more priorities for one or more limit settings of one or more alarms of the alarm management
system. That is, once the alarms of the alarm management system have been identified, loaded,
and/or established (or existing as default alarms) for the alarm-based entity, one or more alarms may
be assigned, initially and/or dynamically, one or more priorities based on one or more of, among

other things, one or more limit settings for the alam (or the alarm sensor), the prioritization
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procedure 406, the alarm prioritization matrix 404, and the aarm policy 402. In example
embodiments, the assigned priority or priorities of each alarm are storable in one or more databases.

The method may further comprise identifying and assessing the necessity 410 of one or more
alarms that are capable of being initiated by the alarm management system, including existing
alarms, historic alarms, pre-configured, and/or default alarms. In doing so, one or. more unnecessary
alarms 410, which may include alarms pre-configured and/or default in an alarm management
system, may be removed and/or deactivated from the alarm management system so as to avoid
future occurrences of insignificant, irrelevant, or unnecessary alarms being initiated. Unnecessary
alarms 410 may be identified based on the alarm policy. For example, if an alarm is factory-
configured to include high-high, high, low, and low-low alarms but only a high-high alarm is
identified as being necessary, the high, low, and low-low alarms should be removed, which may
include removing the alarm settings and/or resetting alarm priorities to indicate "no alarm”.

Example embodiments further comprise reconfiguring one or more dead band values 412 for
one or more alarms. In general, default alarm hysteresis dead band values of one or more
measurement instruments for one or more alarms can be changed to desired limit values and/or
based on the alarm policy. It is recognized herein that aarm rates in an alarm management system
may be reduced by changing such limit values based on, for example, the type of instrument, type of
measurement, response time of the measurement, and application thereof, so as not to be too narrow
and/or too wide. A dead band having limit values that are too narrow may unduly cause oscillating
alarms. On the other hand, limit values that are too wide may keep aarms initiated for an unduly
long period of time. It is aso recognized herein that, for measurements with a relatively slow
response time, such as temperature measurements, a narrow dead band should be applied. On the
other hand, for measurements with a relatively fast response time, such as pressure measurements, a
wide dead band should be applied.

The configuration method may further comprise one or more grouping procedures 414. In
example embodiments, a grouping procedure 414 may comprise creating a new alarm, hereinafter
called a group alérm, when two or more related alarms are initiated. Initiated alarms may be related
when, for example, the alarms comprise a same priority and/or based on the alarm policy. Initiated
alarms may aso be related when the alarms comprise a same required action for an operator to
perform upon being initiated. For example, one or more alarms may be set to provide an initia
operator response, which provides an operator with one or more actions to perform (or not perform)
when the alarm is initiated. In example embodiments, when two or more initiated alarms comprise
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the same priority and the same initial operator response, a group alarm, being an alarm representing
the two or more related initiated alarms will be initiated. In this regard, the two or more related
initiated alarms may be correspondingly removed, suppressed, and/or delayed from being displayed |
to the operator. In doing so, the number of initiated aarms displayed to the operator may be
substantially reduced in example embodiments.

The configuration method may further comprise one or more condition-based procedures
415. In example embodiments, a condition-based procedure 415 may comprise creating a new
alarm, hereinafter called a condition-based alarm, when one or more initiated alarms are identified
and one or more conditions, such as an event condition, are satisfied. It is recognized herein that
condition-based alarms are operable to determine, among other things, one or more situations that
rhay or may not be monitored, measured, and/or determined accurately or at all by alarm sensors.

One or more reprioritization procedures 416 may also be provided in the configuration
method. In an example embodiment, a reprioritization 416 may comprise enabling the alarm
management system to dynamically change one or more limit settings of an alarm when one or more
conditions, such as a reprioritization condition, are met. In operation, a reprioritization of the alarm
may occur since the alarm becomes initiated based on one or more different limit setting. In another
example embodiment, the reprioritization 416 comprises enabling the alarm management system to
dynamically change one or more priorities of one or more alarms when one or more conditions, such
as areprioritization condition, are met. In operation, areprioritization of the alarm may occur since
the alarm becomes initiated based on one or more different priorities when the limit setting is met.
In other example embodiments, the reprioritization 416 may also comprise enabling the aarm
management system to dynamically change one or more limit settings and one or more priorities of
an alarm when one or more reprioritization conditions are met.

One or more example embodiments of static suppression procedures 418 may aso be
provided in the configuration method. In operation, a static suppression may comprise suppressing
one or more alarms that become initiated when one or more shutdown activities occur and/or based
on the alarm policy. In general, a shutdown activity rhay'include a known and/or unknown
shutdown of one or more equipment, a group of equipment, an entire process or line, and/or the
entire organization. In determining a static suppression procedure 418, example embodiments are
operable to identify and associate the one or more alarms that are expected to become initiated when
a shutdown activity occurs with the static suppression procedure. In operation, when a shutdown
activity is identified, example embodiments are operable to perform the static suppression
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procedure, which may include suppressing the identified and associated alarms. In doing so, the
number of initiated alarms displayed to an operator may be substantially reducéd during shutdown
activities. |

In example embodiments, one or more dynamic suppression procedures 420 may also be
provided in the configuration method. In general, an initiated alarm (trigger aarm) oftentimes
causes (or triggers) one or more other alarms (triggered alarms) to be subsequently initiated. For
example, in a flame failure case for afurnace, a flame failure alarm (trigger alarm) will subsequently
cause or trigger one or more triggered alarms, including a low fuel pressure alarm, a low fuel trip
adarm, a low furnace outlet temperature alarm, an air fuel ratio alarm, and the like. In example
embodiments, a dynamic suppression procedure 420 may comprise suppressing one or more
subsequently initiated alarms (triggered alarms) when atrigger alarm is initiated and identified as a
trigger alarm. In doing so, the number of initiated alarms displayed to an operator may be
substantially reduced in example embodiments.

One or more example embodiments of transitory suppression procedures 422 may also be
provided in the configuration method. In general, atransitory event may cause one or more alarms
to be initiated. For example, a fuel tank may comprise a low-low alarm, a low alarm, a high aarm,
and a high-high alarm. In acleaning operation, the tank may be required to be emptied and refilled.
Such atransitory operation may initiate a low alarm, followed by a low-low alarm, followed a low
operation again when being re-filled. Example embodiments are operable to identify and suppress
transitory alarms, such asthe low alarm in the above example. In doing so, the number of initiated
alarms displayed to an operator may be substantially reduced in example embodiments.

In example embodiments, a reporting procedure 424 may aso be provided so as to report
unsuppressed initiated alarms, such as on a graphical display. The graphical display may include a
screen of a computing device, such as a network-connected desktop computer or a mobile device,
such as a tablet, a PDA, a mobile phone, or the like. It is recognized herein that displaying mostly
or only unsuppressed initiated alarms enables the number of relevant initiated alarms displayed to an
operator to be substantially reduced. In example embodiments, the unsuppressed initiated alarms
are displayable on the graphical display based on, among other things, the priority of the alarm. The
displayed aarms may aso be displayed based on other characteristics, including whether the
initiated alarm is a process alarm, a diagnostic (or system) alarm, a group alarm, an event aarm, a
trigger alarm, areprioritized alarm, apre-alarm, and the like. As used herein, aprocess alarm refers

to an alarm pertaining to a problem that may result or has aready resulted in conseguences to
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personnel safety, economic loss, and/or environmental loss. On the other hand, a diagnostic alarm
refers to an alarm that enables an organization to continue operating in a normal manner and/or
having consegquences not related fo personnel safety, economic loss, and/or environmental loss. As
such,‘ in displaying initiated alarms based on, for example, process alarms and diagnostic alarms,
plant operators viewing operator terminals of the alarm management system may be shown alarms
comprising process alarms (diagnostic alarms suppressed), and system engineers viewing dedicated
maintenance terminals of the alaam management system may be shown alarms comprising
diagnostic alarms (process alarms suppressed).

In respect to the reporting procedure 424 described above and herein, an operator (or system
engineer) is further operable to select an initiated alarm to further identify, configure (or
reconfigure), assess, analyze, understand, provide further reporting, reprioritize, group, create new
alarms (such as event alarms), and/or handle and/or resolve situations, including problems indicated

by the initiated alarm. In example embodiments, the selecting may include using a peripheraHnpuL

an icon representing the initiated alarm. The selecting may also include, in embodiments
comprising atouchscreen display, touching the displayed initiated alarm and/or an icon representing
the initiated alarm. Upon selecting an initiated alarm, a window, such as an alarm narrative
window, may be opened to display, among other things, details of the alarm. In example
embodiments, the window may display information comprising one or more ‘of the alarm name,
associated site/plant/unit/area/panel/equipment/etc. , location of the alarm in the organization, map of
the location of the alarm, alarm type, alarm limit setting, units of measure, purpose of the alarm,
consequence of no operator action, severity, operator response time, required operator action (or
initial operator response), priority (or priorities) of the alarm, selected priority or priorities of the
alarm 408, safeguards for the alarm (such as pre-alarms and escalation), reprioritization procedures
416 and conditions, static suppression procedures 418 and pertinent shutdown activities, dynamic
suppression procedures 420 and other initiated triggered alarms suppressed by the alarm, group or
grouped alarm 414 details and conditions, transient suppression procedures 422, condition-based
alarm 415 details and conditions, dead band value or values 412, significant operating conditions,
delay, auto acknowledge, and the like.
Managing an alarm management system

As illustrated in FIGs. 1-3, methods, systems, devices, and computer-readable medium are
described for managing a plurality of aarms in an alarm management system, including alarms
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initiated by a plurality of alarm sensors in an alarm-based environment. The alarm management

system 100 may be configured in accordance with one or more example embodiments of

configuring an alarm management system, as described above and herein. Alternatively or in

addition, the alarm management system 100 may be configurable at any time, including during

5 factory acceptance testing (FAT), site acceptance testing (SAT), shutdown, low activity periods,

managing of alarms, alarm and/or problem handling, during plant upset, during normal plant
operation, on the fly, as needed, or the like.

As illustrated in FIG. 2, the method comprises receiving 202 a plurality of initiated alarms.

The method may further comprise prioritizing 204 the received initiated alarms. The method may

10 further comprise creating an initiated alarm being a group alarm 210 comprising two or more related

initiated alarms. The method may further comprise creating an initiated alarm being a condition-

based alarm 212 based on one or more initiated aarms and/or one or more logic. conditions. The

method may further comprise reprioritizing 214 an initiated alarm based on one or more conditions. ... -

————————— ———The method may further comprise suppressing 218 an initiated alarm from among initiated alarms.

15 The method may further comprise reporting 222 an unsuppressed initiated alarm, and providing
information comprising an operator action for the unsuppressed initiated alarm and an initiated
alarm suppressed based on the unsuppressed initiated alarm 220.

In operation, example embodiments are operable to receive 202 and prioritize 204 initiated
adarms. Asillustrated in FIG. 1, the initiated alarms may be receivable 202 by an interface 108 in

20  communication with an alarm management processor 102 operable to receive signals representing
initiated alarms. The processor 102 may be further operable to convert the signals into an
appropriate format for the processor to use and/or for a database 104 to store therein. In example
embodiments wherein the alarm-based entity comprises two or more different aarm systems that
generate different alarm signals, formats,' standards, priorities, or the like, the processor is operable

25 to normalize the different alarm signals so as to enable consistent managing of the aarms. The
processor 102 may be in communication with, among other things, one or more networks 110, one
or more graphical displays 106, one or more databases 104, and one or more interfaces 108. In
example embodiments, alarm signals are communicable to and/or from the interface(s) 108 through
wires and/or wirelessly, and such communication may be through the network(s) 110. The network

30 110 may comprise an internet-based network, or the like, and communication through the network
110 to and from the processor 102 may be performable in a secure manner, such as by using

encryption, or the like.
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In an example embodiment, a group alarm 210 may be reportable 222 (such as displayable
on a graphica display 106) or suppressed 218, 220 from being reported (such as not displayed on
the graphical display) as an initiated alarm. A grouping procedure 210 may be operable to report
and/or display the group alarm when two or more initiated alarms are identified as being related. As
used herein, "report”, "reportable”, "reporting”, “display”, "displayable”, "displayed”, and the like,
will be used interchangeably and will refer to providing information to an operator. Initiated alarms
may be related when, for example, the adarms comprise a same priority, another related aspect, a
user-defined relation, and/or based on the alarm policy 402. Alarms may also be related when the
alarms comprise a same required action for an operator to perform upon being initiated. In example
embodiments, when two or more initiated alarms comprise the same priority and the same initial
operator response, a group aarm 210, being an alarm representing the two or more related initiated
aarms, may be displayable on the graphical display 106 and/or a computing device 112.
Correspondingly, the two or more related initiated alarms may be removed, suppressed, delayed, or
the like, from being displayed on the graphical display. In doing so, the number of initiated alarms
displayed to an operator may be substantially reduced in example embodiments. It is to be
understood herein that a group alarm may comprise any one or more initiated alarms, including
another group alarm, a condition-based alarm, and a reprioritized alarm, and may or may not be
suppressed by a suppression procedure.

In an example embodiment, condition-.based alam 212 may be displayable 222 on or
suppressed 218, 220 from being displayed on the graphical display 106 as an initiated alarm. A
condition-based procedure 212 may be operable to display the condition-based alarm when one or
more initiated alarms are identified and one or more event conditions are satisfied. It is recognized
herein that condition-based alarms 212 are operable to determine, among other things, one or more
situations that may or may not be monitored, measured, and/or determined accurately or at al by
alarm sensors. It is to be understood herein that a condition-based alarm may comprise any one or
more initiated alarms, including another condition-based alarm, a group alarm, and a reprioritized
alarm, and may or may not be suppr&sséd by a suppression procedure.

In an example embodiment, an initiated alarm may be reprioritized 214 prior to being
displayable 222 on or suppressed 218, 220 from being displayed on the graphical display 106 as an
initiated alarm. A reprioritization procedure 214 may be operable to dynamically change one or
more limit settings of an initiated alarm when one or more conditions, such as a reprioritization

condition, are met. In this regard, a réprioritization 214 of the darm may occur since the aarm
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becomes initiated based on a different limit setting. In another example embodiment, the
reprioritization 214 may comprise dynamically changing the priority of one or more limit settings of
an alarm when one or more conditions, such asa reprioritization condition, are met. In this regard, a
reprioritization 214 of the alarm may occur since the alarm becomes initiated based on a different
priority when the limit setting is met. In example embodiments, the reprioritization 214 may aso be
operable to dynamically change one or more limit settings and one or more priorities of an alarm
when one or more reprioritization conditions are met. It is to be understood herein that a
reprioritization may be performable on any one or more initiated alarms, including a group aarm, a
condition-based aarm, and a previously reprioritized alarm, and may or may not be suppressed by a
suppression procedure.

The method may also comprise a static suppression procedure 218a for suppressing one or
more alarms that become initiated when one or more shutdown activities occur and/or based on the

alarm policy. In applying a static suppression procedure 218a, example embodlments are operable

-~to identify ‘and associate one or more darms that may become initiated when a shutdown activity

occurs. That is, when a shutdown activity is identified, example embodiments are operable to
perform suppressing of the identified and associated alarms. In doing so, the number of initiated
alarms disblayed to an operator may be substantially reduced during shutdown activities. The
shutdown activity may be a known or planned shutdown activity, and may include an entire plant
shutdown, apartial plant shutdown, one or more process or line shutdowns, one or more equipment
shutdowns, and/or parts thereof. It is to be understood herein that a static suppression procedure
may be performable on any one or more initiated alarms, including a group alarm, a condition-based
alarm, and areprioritized alarm.

A dynamic suppression procedure 218b, 300, as illustrated in FIG. 3, may also be provided
when managing a plurality of initiated aarms. In example embodiments, a dynamic suppression
procedure 218b, 300 may comprise suppressing one or more triggered alarms from among initiated
alarms 302 when atrigger aarm is initiated and identified 306 as atrigger alarm. In operation, after
atrigger alarm is identified 306, a set of expected alarms 308 that are expected to be triggered by the
trigger alarms may be retrievable from a database 104, such asthe alarm database, and identified. A
set of triggered alarms 310 may then be identified by determining, among other things, which of the
initiated alarms occurring subsequent to the trigger alarm matches an alarm in the set of expected
alarms 308. Example embodiments may also be operable to identify a set of untriggered alarms
312, which may include alarms matching an alarm in the set of expected alarms 308 but not
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subsequently received as an initiated alarm after the trigger alarm. The dynamic suppression
procedure 218b, 300 may then be operable to suppress 314 the set of triggered alarms.  Furthermore,
the trigger alarm may be displayable 318 on the graphical display as an initiated aarm.
Furthermore, afault aarm 320, which may include an alarm representing a positive identification of
5 aset of untriggered alarms, may aso be displayable on the graphical display 106 as an initiated
alarm. In example embodiments, the dynamic suppression procedure 218b, 300 may be operable to
suppress 314 the set of triggered alarms 310 during atrigger timer having a predetermined duration.
In Situations wherein a trigger or triggered alarm is initiated after the trigger timer, the dynamic
suppression procedure 218b, 300 may begin again by first identifying atrigger alarm 306,'retrieving
10  and identifying a set of expected alarms 308, determining a set of triggered alarms 310, identifying a
set of untriggered alarms 312, suppressing the set of triggered alarms 314, and displaying the trigger
alarm 318 and any fault alarms 320. In implementing the dynamic suppression procedure 218b,

300, it is recognized herein that the number of initiated alarms displayed to an operator may be

__substantially reduced in éxample embodiments. It is to be understood that a prioritization step 304

15 may be performable prior to suppressing the initiated alarm in example embodiments. It is also to

be understood herein that a dynamic suppression procedure may be performable on any one or more
initiated alarms, including a group aarm, acondition-based aarm, and areprioritized alarm.

A transitory suppression procedure 218c may be operable to identify and suppress transitory

alarms in example embodiments. In doing so, the number of initiated alarms displayed to an

20  operator may be substantially reduced in example embodiments. It isto be understood herein that a

transitory suppression procedure may be performable on any one or more initiated alarms, including

agroup alarm, acondition-based alarm, and a reprioritized alarm.

In an example embodiment, after suppressing 218 suppressible alarms, as described above

and herein, a reporting procedure 222 may be operable to display, among other things, unsuppressed

25  initiated alarms on the graphical display 106. It is recognized herein that displaying mostly or only

unsuppressed initiated alarms enables the number of relevant initiated alarms vdisplayed on the

graphical display 106 to be substantially reduced. In example embodiments, the unsuppressed

initiated alarms 222 are displayable on the graphical display 106 based on priority of the alarm. The

displayed alaams may also be displayed based on other characteristics, as described above and

30  herein, including whether the initiated alarm is a process alarm, a diagnostic (or system) alarm, a

group alarm 210, a condition-based alarm 212, atrigger alarm 218b, areprioritized alarm 214, and

the like. As such, in displaying initiated alaams based on, for example, process aams and
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diagnostic alarms, plant operators viewing operator terminals 106, 112 of the alarm management

system may be shown alarms comprising process alarms, and system engineers viewing dedicated

maintenance terminals 106, 112 of the alarm management system may be shown aarms comprising

diagnostic alarms. It isto be understood herein that the reporting procedure may report any one or

5 more initiated alarms, including a group alarm, a condition-based aarm, and a reprioritized alarm.

The reporting procedure may also be operable to enable an operator to learn more about suppressed
alarms.

In respect to the reporting procedure 220, 222 described above and herein, an operator (or

system engineer) may be further operable to select an initiated alarm to further identify, configure

10 (or reconfigure), assess, anayze, understand, provide further reporting, reprioritize, group, create

' new alarms (such as event alarms), and/or handle and/or resolve situations, including problems

indicated by the initiated alarm. In example embodiments, the selecting may include using a

peripheral input device, such as a mouse or touchpad, to click or doubletgliigli on the displayed

————initiated alarm and/or an icon representing the initiated darm. The selecting may also include, in
15 embodiments comprising a touchscreen display, touching the displayed initiated alarm and/or an
icon representing the initiated alarm. Upon selecting an initiated alarm, a window, such as an alarm
narrative window, may be opened to display, among other things, details of the alarm. In example
embodiments, the window may display information comprising one or more of the alarm name,
associated site/plant/unit/area/panel/equipment/etc. |, location of the alarm in the organization, map of
20 the location of the alarm, aarm type, alarm limit setting, units of measure, purpose of the alarm,
consequence of no operator action, severity, operator response time, required operator action (or
initial operator response), priority (or priorities) of the alarm, selected priority or priorities of the
alarm, safeguards for the alarm (such as pre-alarms and escalation), reprioritization procedures and
conditions, static suppression procedures and pertinent shutdown activities, dynamic suppression
25  procedures and other initiated triggered alarms suppressed by the alarm, group or grouped alarm
details and conditions, transient suppression procedures, event alarm details and conditions, dead

band value or values, significant operating conditions, delay, auto acknowledge, and the like.
In example embodiments, one or more of the methods described above and herein may be in
the form of instructions embodied in a non-transitory computer-readable medium that, when
30 executed on acomputing device 102, such as one or more of those described above and herein, may
cause the computing device 102 and/or another remote computing device 112 in communication

with the computing device 102 to perform one or more of the methods described above and herein.
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An aarm management processor 102, such as a computer server, may be operable to receive
initiated alarms in an alérm-based environment of an alarm-based entity. The alarm processor 102
may be operable to perform one or more of the above methods of configuring and/or managing a
pluraity of initiated alarms, including prioritizing alarms 204, initiating a group alarm 210,
initiating a condition-based alarm 212, reprioritizing 214 an initiated aarm, performing static
suppression 218a of initiated alarms, performing dynamic suppression 218b, 300 of initiated alarms,
performing suppression of transient alarms 216, performing suppression of fleeting aarms,
displaying unsuppressed alarms 222, including unsuppressed initiated alarms, unsuppressed group
alarms, unsuppressed event alarms, unsuppressed reprioritized aarms, unsuppressed pre-alarms,
unsuppressed trigger alarms, removing unnecessary default or pre-configured alarms, reconfiguring
dead band values for an initiated alarm, and the like.

A remote computi‘ng device 112, such as a network-connected desktop computer, laptop
computer, and/or mobile device (such as atablet, PDA, mobile phone, or the like), may be operable
to communicate with the alarm processor 102. In example embodiments, the remote computing
device 112 may be assigned certain privileges based on the user. For example, a desktop or laptop
computer 112 for an operator in an operations room may be granted full or most privileges, which
may include most or al of the functionalities of the alarm processor 102. A mobile device 112, such
as a smart phone (ex. iPhone or Android-based phone), of a supervisor or manager of operations
may aso be granted full or most privileges. A mobile device 112 of a system engineer, on the other
hand, may only be granted viewing-only privileges.

Assessing an overall performance of an alarm management system

An example embodiment of assessing an overal performance of an alarm management
system is illustrated in FIGs. 5 and 6. Example embodiments for assessing an overall performance
of an alarm management system may include a scheduled periodic routine of assessing the entire
alarm management system and/or one or more particular operators, operator teams, operator shifts,.
and the like, for every fixed duration of time, such as six months. Example embodiments may also
include assessing an overall performance of an aarm management system after a substantive event.
A substantive event may include one or more of an upgrade or replacement of a part or all of a DCS,
an upgrade or replacement of a part or all of an alarm management system, a new or revision of a
part or al of an alarm policy, a new or revision of a part or al of an aarm prioritization matrix, and

anew or revision of apart or al of an industry standard.
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In assessing an overall performance of an adarm management system, example embodiments
comprise determining a first performance level 502 of the system based on a performance matrix
503 and a first set of system measurements 501a. The first set of system meésurements 501a may
comprise a first average alarm rate for a first time period, a first threshold percentage for the first
time period, and a first maximum alarm rate occurring within the first time: period. The first
threshold percentage is a percentage of time in the first time period that an average adarm rate is
greater than a predetermined threshold alarm rate. Thereafter, the assessing comprises determining
a second performance level 504 of the system based on the performance matrix 503 and a second set
of system measurements 501b. The second set of system measurements 501b comprises a second
average alarm rate for a second time period, a second threshold percentage for the second time
period, and a second maximum alarm rate occurring within the second time period. Similarly, the
second threshold percéntage is a percentage of time in the second time period that an average alarm
rate is greater than the predetermined threshold alarm rate.

Once the first performance level 502 of the system and the second performance level 504 of
the system are determined, an example embodiment is operable to compare 506 the first
performance level 502 to the second performance level 504. An improvement 508 in overal
performance of the system is assessed when the second performance level 504 is better than the first
performance level 502. In a similar manner, a deterioration or worsening 510 in overal
performance of the system is assessed when the second performance level 504 is not as good as the
first performance level 502. No change 509 in overall performance of the system is assessed when
the second performance level 504 is the same asthe first performance level 502.

As further illustrated in FIG. 6, the performance matrix 600 is operable to determine an
overal performance level of the system based on a first parameter 601 being a first or second
average alarm rate, a second parameter being a first or second maximum alarm rate, and a third
parameter being a first or second percentage of time that an average alarm rate is greater than a
threshold rate. More specifically, the performance matrix 600 determines an overall performance
level of the system as being, for example, afirst level 605, a second level 606, athird level 607, a
fourth level 608, or a fifth level 609. In this ‘regard, the fifth level 609 is indicative of a better
overall performance of the system than the fourth level 608. In a similar manner, the fourth level
608 is indicative of a better overal performance of the system than the third level 607, the third
level 607 is indicative of a better overall performance of the system than the second level 606, and

the second level 606 is indicative of a better overall performance of the system than the first level
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605. It isto be understood herein that example embodiments of the performance matrix may include
more or less than five levels. Furthermore, it is to be understood herein that each level may
comprise arange that is the same, such as arange of 10 values, or arange that is different, such asa
logarithmic or exponential scale.

In an example embodiment, the first level 605 is achievable when the first parameter 601 is
greater or equal to a first parameter first value 612. The first level 605 is aso achievable when the
second parameter 602 is greater than or equal to a second parameter first value 618. The first level
605 is also achievable when the third parameter 603 is greater than or equal to athird parameter first
value 626.

In an example embodiment, the second level 606 is achievable when the first parameter 601
is between the first parameter first value 612 and afirst parameter second value 614, and the second
parameter 602 is less than or equal to a second parameter second value 620. The second level 606 is
also achievable when the first parameter 601 is between the first parameter first value 612 and the
first parameter second value 614, and the third parameter 603 is less than or equal to a third
parameter second value 628. The second level 606 is also achievable when the first parameter 601
is less than the first parameter first value 612 and the third parameter 603 is between the third
parameter first value 626 and the third parameter second value 628. The second level 606 is also
achievable when the first parameter 601 is less than the first parameter first value 612 and the
second parameter 602 is between the second parameter first value 618 and the second parameter
second value 620.

~In an example embodiment, the third level 607 is achievable when the first parameter 601 is
less than the first parameter second value 614 and the third parameter 603 is between the third
parameter second value 628 and a third parameter third value 630. The third level 607 is also
achievable when the first parameter 601 is less than the first parameter second value 620 and the
second parameter 602 is between the second parameter second value 620 and a second parameter
third value 622. ‘ ‘

In an example embodiment, the fourth level 608 is achievable when the first parameter 601
is between the first parameter second value 614 and a first parameter third value 616 and the second
parameter 602 is less than a second parameter fourth value 624. The fourth level 608 is also
achievable when the first parameter 601 is between the first parameter second value 614 and the first
parameter third value 616 and the third parameter 603 is less than or equal to a third parameter
fourth value 632. The fourth level 608 is also achievable when the first parameter 601 is less than
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the first parameter second value 614 and the third parameter 603 is between the third pérameter third
value 630 and the third parametef fourth value 632. The fourth level 608 is also achievable when
the first parameter 601 is less than the first parameter second value 614 and the second parameter
602 is between the second parameter third value 622 and the second parameter fourth value 624.

In an example embodiment, the fifth level 609 is achievable when the first parameter 601 is
less than the first parameter third value 616 and the third parameter 603 is less than the third
parameter fourth value 632. The fifth level 609 is also achievable when the first parameter 601 is
less than the first parameter third value 616 and the second parameter 602 is less than the second
parameter fourth value 624.

An example embodiment for assessing an overall performance level of a system, as
described above and herein, comprises the first parameter being an average alarm rate per 10
minutes (examples include average alarm rate per panel and/or per operator), the second parameter
being a maximum alarm rate for any 10 minute period in the first and second time period, and the
third parameter being a percentage of time that alarm rates are outside of an acceptability target
(examples include percentage of time an alarm rate is outside of 1 alarm per panel and/or per
operator per 10 minutes). In an example embodiment, the first level may be indicative of system
consistently having an overload of alarms, the second level may be indicative of a reactive system,
the third level may be indicative of a stable system, the fourth level may be indicative of a robust
system, and the fifth level may be indicative of apredictive system.

In an example embodiment, the first parameter first value may be set as a value between 40
and 60, the first parameter second value may be set as a value between 8 and 12, and the first
parameter third value may be set as a value between 0.8 and 1.2. Furthermore, the second parameter
first value may be set as avalue between 800 and 1,200, the second parameter second value may be
set as a value between 400 and 600, the second parameter third value may be set as avaue between
80 and 120, and the second parameter fourth value may be set as a value between 8 and 12.
Furthermore, the third parameter first value may be set as a value between 40% and 60%, the third
parameter second value may be set as a value between 20% and 30%, the third parameter third value
may be set as a value between 4% and 6%, and the third parameter fourth value may be set as a
value between 0.8% and 1.2%. '

In another example embodiment, the first parameter first value may be set as a value of 50,
the first parameter second value may be set as avalue of 10, and the first parameter third value may

be set as aval ue of 1. Furthermore, the second parameter first value may be set as avaue of 1,000,
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the second parameter second value may be set as a value of 500, the second parameter third value
may be set as a value of 100, and the second parameter fourth value may be set as a value of 10.
Furthermore, the third parameter first value may be set as a value of 50%, the third parameter
second value may be set as a value of 25%, the third parameter third value may be set as a value of
5%, and the third parameter fourth value may be set as avalue of 1%.

It is to be understood herein that there may be situations wherein a first and/or second set of
measurements, which may comprise the first parameter, the second parameter, and the third
parameter, are used in assessing an overall performance of a system, and the assessing, such as the
methods described in FIGs. 5 and 6, result in more than one determined level of the system. In such
situations, the overal performance level of the system will be the lower of the more than one

determined level. For example, if the first parameter value falls in athird level 607, the second

~ parameter value falls in athird level 607, but the third parameter value falls in a second level 608,

then the overall performance level of the system will bethe lower level, or the third level 607.
Communication between and/or within computing devices can be in any form, including a
communication network between connected devices and any other network elements, and may aso
represent a collection of devices or virtual machines operable to provide cloud computing services
to users. In an embodiment, the above-mentioned devices can also be in direct communication with
one Or more user computers, equipment, instruments, and/or other network eements.
Communication between the above devices can include routers, hubs, switches, firewalls, content
switches, gateways, cal controllers, and/or any other suitable components in any suitable form or
arrangement. Communication between the above devices can include, in whole or in part, one or
more secured and/or encrypted Virtual Private Networks (VPNs) operable to couple one or more of
the devices together by operating or communicating over elements of a public or externa
communication network. In general, communication between the devices can include any
combination of public or private communication equipment such as elements of the public switched
telephone network’(PST N), a global computer network such asthe internet, an intranet, a local area
network (LAN), awide area network (WAN), or other appropriate communication equipment. In an
embodiment, the above devices may communicate through peer-to-peer (P2P) communications over
the network. In some embodiments, a communication network might not be used at al if the

computing devices are located on the same device.
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It is to be understood herein that computing devices can be the same computing device
and/or two or more computing devices operating separately or in communication with each other,
and computing devices are also operable to input alarm-related information into alarm databases.

As used herein, the terms "computing device", "server”, and "processor” can include
computing devices, can be a virtual machine, computer, mobile computing device,b node, instance,
host, or device in a communication network or networked computing environment. Also used
herein, a communication network or networked computing environment is a collection of devices
connected by communication channels that facilitate communication between devices and alow
devices to share resources. Also as used herein, one or more of said computing devices can be a
device deployed to execute a program, including those that operate as a socket listener, and may
include software instances.

Furthermore, computing device, which can include computing devices described herein, can

servers, clients, mainframe computers, networks, network storage, data sources, memory, central
processing unit time, scientific instruments, and other computing devices), as well as software,
software licenses, available network services, and other non-hardware resources, or a combination
thereof. Examples of computing devices include general-purpose computers and laptops, network
nodes, servers, tablets, handheld devices, PDAs, mobile phones, virtua machines, periphera
devices such as a keyboard, mouse, and/or touch-screen, sensors (such as those that measure, count,
or keep track of production, time, temperature, .pressure, etc.), databases, networks, etc.

While various embodiments in accordance with the disclosed principles have been described
above, it should be understood that they have been presented by way of example only, and are not
limiting. Thus, the breadth and scope of example embodiments described herein should not be
limited by any of the above-described embodiments, but should be defined only in accordance with
the claims and their equivalents issuing from this disclosure. Furthermore, the above advantages
and features are provided in described embodiments, but shall not limit the application of such
issued claims to processes and structures accomplishing any or all of the above advantages.

For example, a communication network or networked computing environment may
include but is not limited to computing grid systems, distributed computing environments, cloud
computing environment, etc. Such communication networks or networked computing environments
include hardware and software infrastructures configured to form a virtual organization comprised

of multiple resources that may be in geographically disperse locations.
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While communication protocols may not be expressly described herein, the coverage of the
present application and any patents issuing therefrom can extend to one or more communication
protocols.

Various terms used herein have special meanings within the present technical field. Whether
a particular term should be construed as such a "term of art” depends on the context in which that
term is used. "Connected to,” "in communication with," "associated with,” or other similar terms
should generally be construed broadly to include situations both where communications and
connections are direct between referenced elements or through one or more intermediaries between
the referenced elements, including through the Internet or some other communicating network.
"Network,” "system,” "environment,” and other similar terms generally refer to networked
computing systems that embody one or more aspects of the present disclosure. These and other
terms are to be construed in light of the context in which they are used in the present disclosure and
as one of ordinary skill in the art would understand those terms in the disclosed context. The above
definitions are not exclusive of other meanings that might be imparted to those terms based on the
discl dsed context.

Words of comparison, measurement, and timing such as "at the time" "equivalent,”
"during,” "complete, and the like should be understood to mean "substantidly at the time”
"substantially equivalent,” “substantially during,” “substantially complete," etc., .where
"substantially" means that such comparisons, measurements, and timings are practicable to
accomplish the implicitly or expressly stated desired result.

Additionally, the section headings herein are provided for consistency with the suggestions
under various patent regulations and practice, or otherwise to provide organizational cues. These
headings shall not limit or characterize the embodiments set out in any claims that may issue from
this disclosure. Specifically, a description of a technology in the "Background" is not to be
construed as an admission that technology is prior art to any embodiments in this disclosure.
Furthermore, any reference in this disclosure to "invention" in the singular should not be used to
argue thét there is only a single point of novelty in this disclosure. Multiple inventions may be set
forth according to the limitations of the claims issuing from this disclosure, and such claims
accordingly define the invention(s), and their equivalents, that are protected thereby. In all
instances, the scope of such claims shall be considered on their own merits in light of this disclosure,

but should not be constrained by the headings herein.
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Claims

What is claimed is:
1 A method for managing aplurality of alarms initiated by aplurality of alarm sensors, the
method comprising:

receiving the plurality of initiated alarm,

prioritizing the initiated alarms;

creating an initiated alarm being a condition-based alarm when an initiated alarm satisfies an
event condition;

reprioritizing an initiated alarm when said initiated alarm satisfies a reprioritization condition;

suppressing an initiated alarm;

reporting an unsuppressed initiated alarm based on the prioritizing of said alarm; and

providing information comprising an operator action for the unsuppressed initiated alarm and
an initiated alarm suppressed based on the unsuppressed initiated alarm. '
2. The method of claim 1, wherein the prioritizing is based on an alarm prioritization matrix.
3. The method of claim 1, further comprising excluding an unnecessary default alarm.
4.  Themethod of claim 1, further comprising reconfiguring a dead band value for an initiated
alarm based on a measurement response time associated with said initiated alarm.
5.  The method of claim 1, further comprising creating an initiated alarm being a group alarm
when two or more related initiated alarms are received, wherein the related initiated alarms comprise
the same priority and asame initial operator response.
6.  The method of claim ‘1, wherein the event condition is an operating condition that is not
monitored by an alarm sensor.
7. The method of claim 1, wherein the reprioritizing comprises dynamically changing a limit
setting for said initiated alarm based on the reprioritization condition being an operating condition,
and the reprioritizing further comprises prioritizing said initiated alarm based on the dynamically
changed limit setting.
8.  The method of claim 1, further comprising performing alarm performance measurements, the
alarm performance measurements comprising average alarm rate, maximum alarm rate, and
percentage of time alarm rates exceed athreshold value.
9.  The method of claim 8, wherein the alarm performance measurements are operable to assess

an overall performance of the system.
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10. The method of claim 1, wherein the suppressing comprises suppressing an alarm initiated by a
shutdown activity.
11. The method of claim 1, wherein the suppressing comprises:

identifying atrigger alarm from among initiated alarms, wherein the trigger alarm is an alarm
associated with a subsequently initiated alarm;

retrieving a set of expected alarms, the set of expected alarms comprising an alarm expected to
be initiated subsequent to the trigger alarm,

identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger aarm and matching an alarm in the set of expected aarms,

identifying a set of untriggered alarms, the set of untriggered alarms comprising an alarm
matching an alarm in the set of expected alarms and not received subsequent to the trigger alarm,

suppressing an initiated alarm when said alarm matches an alarm identified in the set of
triggered alarms;

reporting the trigger alarm; and

reporting afault alarm when an initiated alarm matches an alarm identified in the set of
untriggered alarms.
12.  The method of claim 11, wherein the suppressing occurs during atrigger timer having a
predetermined duration.
13. The method of claim 1, wherein the suppressing comprises suppressing atransient alarm, the
transient alarm being an alarm initiated during atransitory event.
14.  The method of claim 5, wherein the group alarm comprises a condition-based alarm.
15.  The method of claim 5, wherein the group alarm comprises areprioritized alarm.
16. The method of claim 5, wherein the condition-based alarm is created based on an initiated
group alarm.
17.  The method of claim 1, wherein the condition-based alarm is created based on a reprioritized
alarm.
18. The method of claim 5, wherein the reprioritized alarm comprises a group aarm.
19. The method of claim 1, wherein the reprioritized alarm comprises a condition-based alarm.
20. The method of claim 5, wherein the suppressed alarm comprises a group alarm.
21. The method of claim 1, wherein the suppressed alarm comprises a condition-based aarm.
22.  The method of claim 1, wherein the suppressed alarm comprises areprioritized alarm.
23. The method of claim 1, wherein the suppressed alarm comprises a fleeting alarm.
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24. The method of claim 5, wherein the unsuppressed alarm comprises a group alarm.

25.  The method of claim 1, wherein the unsuppressed alarm comprises a condition-based alarm.
26. The method of claim 1, wherein the unsuppressed alarm comprises areprioritized alarm.

27. The method of claim 11, wherein the unsuppressed alarm comprises atrigger alarm.

28. The method of claim 1, wherein the unsuppressed alarm comprises a pre-alarm.

29. A system for managing aplurality of alarms initiated by a plurality of alarm sensors, the
system comprising:

anetwork;

agraphical display;

an interface operable to receive signals representing initiated alarms,

a storage device comprising a database, the database configurable to store information
comprising alarm information, an alarm prioritization matrix, and an initiated alarm received by the
interface;

aprocessor in communication with the graphical display, the interface, the storage device, and
the network, the processor operable to:

receive the plurality of initiated alarm;

prioritize the initiated alarms;

create an initiated alarm being a condition-based alarm when an initiated alarm satisfies
an event condition;

reprioritize an initiated alarm when said initiated alarm satisfies areprioritization
condition;

suppress an initiated alarm;

display, on the graphical display, an unsuppressed initiated alarm based on the
prioritizing of said alarm; and

provide information comprising an operator action for the unsuppressed initiated alarm
and an initiated alarm suppressed based on the unsuppressed initiated alarm.
30. The system of claim 29, further comprising a computing device in communication with the
processor through the network, the computing device comprising logic operable to receive and
display initiated alarms received at the processor.
31. The system of claim 29, wherein the prioritizing is based on the alarm prioritization matrix.
32. The system of claim 29, wherein the processor is further operable to exclude an unnecessary
default alarm.
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33. The system of claim 29, wherein the processor is further operable to reconfigure a dead band
value for an initiated alarm based on a measurement response time associated with the initiated
alarm.
34. The system of claim 29, further comprising creating an initiated alarm being a group alarm
when two or more related initiated alarms. are received, wherein the related initiated alarms comprise
the same priority and a same initial operator response.
35. The system of claim 29, wherein the event condition is an operating condition that is not
monitored by an alarm sensor.
36. The system of claim 29, wherein the reprioritizing comprises dynamically changing alimit
setting for said initiated alarm based on the reprioritization being an operating condition, and the
reprioritizing further comprises prioritizing said initiated alarm based on the dynamically changed
limit setting. _
37. The system of claim 29, wherein the processor is further operable to perform alarm
performance measurements, the alarm performance measurements comprising average alarm rate,
maximum alarm rate, and percentage of time alarm rates exceed athreshold value.
38. The system of claim 37, wherein the alarm performance measurements are operable to assess
an overall performance of the system.
39. The system of claim 29, wherein the suppressing comprises suppressing an alarm initiated by
a shutdown activity.
40. The system of claim 29, wherein the suppressing comprises:

identifying atrigger alarm, wherein the trigger alarm is an alarm associated with a
subsequently initiated alarm;

retrieving a set of expected alarms, the set of expected alarms comprising an alarm expected to
be initiated subsequent to the trigger alarm;

identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger alarm and matching an alarm in the set of expected alarms;

identifying a set of untriggered alarms, the set of untriggered alarms comprising an alarm
matching an alarm in the set of expected alarms and not received subsequent to the trigger alarm;

suppressing an initiated alarm when said alarm matches an alarm identified in the set of
triggered adarms,

reporting the trigger alarm; and
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reporting a fault alarm when an initiated alarm matches an alarm identified in the set of
untriggered alarms. '
41. The system of claim 40, wherein the suppressing occurs during atrigger timer having a
predetermined duration.
42. The system of claim 29, wherein the suppressing comprises suppressing atransient alarm, the
transient alarm being an alarm initiated during a known transitory event.
43. The system of claim 34, wherein the group alarm comprises a condition-based alarm.
44. The system of claim 34, wherein the group alarm comprises areprioritized alarm.
45. The system of claim 34, wherein the condition-based alarm is created based on an initiated
group aarm.
46. The system of claim 29, wherein the condition-based alarm is created based on areprioritized
alarm.
47. The system of claim 34, wherein the reprioritized alarm is a group aarm.
48. The system of claim 29, wherein the reprioritized alarm is a condition-based alarm.
49. The system of claim 34, wherein the suppressed alarm is a group alarm.
50. The system of claim 29, wherein the suppressed alarm is a condition-based aarm.
51 The system of claim 29, wherein the suppressed alarm is a fleeting alarm.
52. The system of claim 29, wherein the suppressed alarm is areprioritized alarm.
53. The system of claim 34, wherein the unsuppressed alarm comprises_a group aarm.
54. The system of claim 29, wherein the unsuppressed aarm comprises a condition-based alarm.
55. The system of claim 29, wherein the Ljnsuppres@ed alarm comprises areprioritized alarm.
56. The system of claim 40, wherein the unsuppressed alarm comprises atrigger alarm.
57. The system of claim 29, wherein the unsuppressed alarm comprises a pre-alarm.
58. A computing .device for managing a plurality of aarms initiated by a plurality of aarm
sensors, the computing device in communication with anetwork and a storage device comprising a
database, wherein the database is configurable to store information comprising alarm information,
an alarm prioritization matrix, and an initiated alarm, the computing device comprising:

agraphical display;

an interface operable to receive signals representing initiated alarms; and

aprocessor in communication with the graphical display and the interface, the processor
operable to:

receive the plurality of initiated alarm;
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prioritize the initiated alarms,

create an initiated alarm being a condition-based alarm when an initiated alarm satisfies
an event condition;

reprioritize an initiated alarm when said initiated alarm satisfies a reprioritization
condition;

suppress an initiated alarm;

display, on the graphical display, an unsuppressed initiated alarm based on the
prioritizing of said alarm; and

provide information comprising an operator action for the unsuppressed initiated alarm
and an initiated alarm suppressed based on the unsuppressed initiated alarm.
59. The computing device of claim 58, wherein the prioritizing is based on the alarm prioritization
matrix.
60. The computing device of claim 58, wherein the processor is further operable to exclude an
unnecessary default alarm.
61. The computing device of claim 58, wherein the processor is further operable to reconfigure a
dead band value for an initiated alarm based on a measurement response time associated with said
initiated alarm. |
62. The computing device of claim 58, further comprising creating an initiated alarm being a
group alarm when two or more related initiated alarms are received, wherein the related initiated
alarms comprise the same pridrity and a same initial operator response.
63. The computing device of claim 58, wherein the event condition is an operating condition that
is not monitored by an alarm sensor.
64. The computing device of claim 58, wherein the reprioritizing comprises dynamically changing
alimit setting for said initiated alarm from among initiated alarms based on the reprioritization
being an operating condition, and the reprioritizing further comprises prioritizing said initiated alarm
based on the dynamically changed limit setting.
65. The computing device of claim 58, wherein the processor is further operable to perform alarm
performance measurements, the alarm performance measurements comprising average alarm rate,
maximum alarm rate, and percentage of time alarm rates exceed athreshold value.
66. The computing device of claim 65, wherein the alarm performance measurements are operable

to assess an overall performance of the system.
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67. The computing device of claim 58, wherein the suppressing comprises suppressi ng an aarm
initiated by a known shutdown activity.
68. The computing device of claim 58, wherein the suppressing comprises:

identifying atrigger alarm, wherein the trigger alarm is an alarm associated with a
subsequently initiated alarm;

retrieving a set of expected alarms, the set of expected alarms comprising an alarm expected to
be initiated subsequent to the trigger alarm;

identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger alarm and matching an alarm in the set of expected alarms,

identifying a set of untriggered alarms, the set of untriggered alarms comprising an alarm
matching an alarm in the set of expected alarms and not received subsequent to the trigger aarm;

suppressing an initiated alarm when said alarm matches an alarm identified in the set of
triggered alarms;

reporting the trigger alarm; and

reporting a fault alarm when an initiated alarm matches an alarm identified in the set of
untriggered alarms.
69. The computing device of claim 68, wherein the suppressing occurs during atrigger timer
having a predetermined duration.
70. The computing device of claim 58, wherein the suppressing comprises suppressing a transient
alarm, the transient alarm being an alarm initiated during atransitory event.
71. The computing device of claim 62, wherein the group alarm comprises a condition-based
alarm.
72.  The computing device of claim 62, wherein the group alarm comprises a reprioritized alarm.
73.  The computing device of claim 62, wherein the condition-based alarm is created based on an
initiated group alarm.
74.  The computing device of claim 58, wherein the condition-based alarm is created based on a
reprioritized alarm.
75. The computing device of claim 62, wherein the reprioritized alarm is a group alarm.
76. The computing device of claim 58, wherein the reprioritized alarm is a condition-based aarm.
77. The computing device of claim 62, wherein the suppressed alarm is a group alarm.
78. The computing device of claim 58, wherein the wppre§ed alarm is a condition-based alarm.

79. The computing device of claim 58, wherein the suppressed alarm is areprioritized alarm.
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80. The computing device of claim 58, wherein the suppressed alarm comprises afleeting alarm.
81. The computing device of claim 62, wherein the unsuppressed alarm comprises a group alarm.
82. The computing device of claim 58, wherein the unsuppressed alarm comprises a condition-
based alarm.

83. The computing device of claim 58, wherein the unsuppressed alarm comprises a reprioritized

alarm.

- 84. The computing device of claim 68, wherein the unsuppresséd alarm comprises atrigger alarm.

85. The computing device of claim 58, wherein the unsuppressed alarm comprises a pre-alarm.
86. Logic for managing aplurality of alarms initiated by aplurality of alarm sensors, the logic
being embodied in anon-transitory computer-readable medium and, when executed, operable to
cause a computing device to perform the steps of:

prioritizing the plurality of initiated alarms; _

creating an initiated alarm being a condition-based alarm when an initiated alarm satisfies an
event condition; | |

reprioritizing an initiated alarm when said initiated alarm satisfies a reprioritization condition;

suppressing an initiated alarm;

displaying, on agraphical display in communication with the computing device, an
unsuppressed inivtiated alarm based on the prioritizing of said alarm; and

providing information comprising an operator action for the unsuppressed initiated alarm and
an initiated alarm suppressed based on the unsuppressed initiated alarm. v
87. Thelogic of claim 86, further comprising creating an initiated alarm being a group alarm when
two or more related initiated alarms are received, wherein the related initiated alarms comprise the
same priority and a same initial operator response.
88. A computing device for managing aplurality of alarms initiated by a plurality of alarm
sensors, the computing device comprising:

agraphical display;

an interface in communication with a network; and

aprocessor operable to receive information comprising an unsuppressed initiated alarm, an
operator action for the unsuppressed initiated alarm, and an initiated alarm suppressed based on the
unsuppressed initiated alarm;

wherein the processor is further operable to display the received information on the graphical

display.
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89. The computing device of claim 88, wherein the received information originates from an alarm
server, the darm server operable to analyze the plurality of alarms initiated by the plurality of alarm
sensors and provide the information based on:

prioritizing the initiated alarms;

creating an initiated alarm being a condition-based alarm when an initiated alarm satisfies an
event condition; |

reprioritizing an initiated alarm when said initiated alarm satisfies a reprioritization condition;

suppressing an initiated alarm; and

identifying the information comprising the unsuppressed initiated alarm, the operator action
for the unsuppressed initiated alarm, and the initiated alarm suppressed based on the unsuppressed
initiated alarm.
9. The computing device of claim 88, wherein the priority is based on an alarm prioritization

matrix stored on a database accessible by the alarm server.

the database operable to store an initiated alarm and the information provided by the alarm server,
and wherein the computing device is operable to retrieve the information from the database.
92. The computing device of claim 89, further comprising creating an initiated alarm being a
group alarm when two or more related initiated alarms are received, wherein the related initiated
alarms comprise the same priority and a same initial operator response.
93. The computing device of claim 89, wherein the event condition is an operating condition that
is not monitored by an alarm sensor.
94. The computing device of claim 89, wherein the reprioritizing comprises dynamically changing
alimit setting for said initiated alarm from among initiated alarms based on the reprioritization
condition being an operating condition, and the reprioritizing further comprises prioritizing said
initiated alarm based on the dynamically changed limit setting.
95. The computing device of claim 89, wherein the suppressing comprises suppressing an alarm
initiated by a shutdown activity. _
96. The computing device of claim 89, wherein the suppressing comprises: ‘
identifying atrigger alarm', wherein the trigger alarm is an alarm associated with a
subsequently initiated alarm; |
retrieving a set of expected alarms, the set of expected alarms comprising an alarm expected to
be initiated subsequent to the trigger aarm;
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identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger alarm and matching an alarm in the set of expected alarms;
identifying a set of untriggered alarms, the set of untriggered alarms comprising an alarm
matching an alarm in the set of expected alarms and not received subsequent to the trigger aarm,
5 suppressing an initiated alarm when said alarm matches an aarm identified in the set of
triggered alarms;
reporting the trigger alarm; and
reporting afault alarm when an initiated alarm matches an aarm identified in the set of
untriggered alarms. .
10 97. The computing device of claim 96, wherein the suppressing occurs during atrigger timer
having a predetermined duration.
98. The computing device of claim 88, wherein the suppressing comprises suppressing atransient

alarm, the transient alarm being an alarm initiated during a transitory event.

——799." Thebmputing device of claim 92, wherein the group alarm comprises condltlon based aarm.

IS  100. The computing device of claim 92, wherein the group alarm comprises areprioritized alarm.
101 . The computing device of claim 92, wherein the condition-based alarm is created based on an
initiated group alarm.
102. The computing device of claim 88, wherein the condition-based alarm is created based on a
reprioritized alarm.

20  103. The computing device of claim 92, wherein the reprioritized alarm is a group aarm.
104. The computing device of claim 88, wherein the reprioritized alarm is a condition-based alarm.
105. The computing device of claim 92, wherein the suppressed alarm is agroup alarm.
106. The computing device of claim 88, wherein the suppressed alarm is a condition-based aarm.
107. The computing device of claim 88, wherein the suppressed alarm isareprioritized aarm.

25  108. The computing device of claim 88, wherein the suppressed alarm is afleeting alarm.
109. The computing device of claim 88, wherein the suppressed aarm isareprioritized aarm.
110. The computing device of claim 92, wherein the unsuppressed aarm comprisec agroup aarm.
111. The computing device of claim 88, wherein the unsuppressed alarm comprises a condition-
based alarm.

30 112, The computing device of claim 88, wherein the unsuppressed alarm comprises a reprioritized
alarm.

113. The computing device of claim 96, wherein the unsuppressed alarm comprises atrigger aarm.
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114. The computing device of claim 88, wherein the unsuppressed alarm comprises a pre-alarm.
115. A method for managing a plurality of alarms initiated by a plurality of alarm sensors, the
method comprising: ‘

receiving the plurality of initiated alarm;

prioritizing the initiated alarms;

identifying atrigger alarm, wherein the trigger alarm is an alarm associated with a
subsequently initiated alarm;

retrieving aset of expected alarms, the set of expected alarms comprising an alarm expected to
be initiated subseguent to the trigger alarm,

identifying a set of triggered alarms, the set of triggered alarms comprising an alarm occurring
subsequent to the trigger alarm and matching an alarm in the set of expected alarms,

identifying a set of untriggered alarms, the set of untriggered alarms comprising an alarm
matching an alarm in the set of expected alarms and not received subsequent to the trigger alarm;

suppressing an initiated alarm when said alarm matches an alarm identified in the set of
triggered aarms;

reporting the trigger alarm;

reporting a fault alarm when an initiated alarm matches an alarm identified in the set of
untriggered alarms; and '

providing information comprising an operator action for the trigger alarm and an initiated
alarm suppressed based on the trigger alarm.
116. The method of claim 115, wherein the prioritizing is based on an alarm prioritization matrix.
117. The method of claim 1 15, wherein prior to the suppressing, excluding an unnecessary default
alarm.
118. The method of claim 1 15, wherein prior to suppressing, reconfiguring adead band vaue for
an initiated alarm based on a measurement response time associated with said initiated alarm.
119. The method of claim 1 15, wherein the suppressing occurs during atrigger timer having a
predetermined duration.
120. The method of claim 115, wherein prior to suppressing, creating an initiated alarm being a
group alarm when two or more related initiated alarms are received, the related initiated alarms

comprising the same priority and a same initial operator response.
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121. The method of claim 115, wherein prior to suppressing, creating an initiated alarm being a
condition-based alarm when an initiated alarm satisfies an event condition, the event condition being

an operating condition that is not monitored by an alarm sensor.

- 122. The method of claim 115, wherein prior to suppressing, reprioritizing an initiated alarm when

said initiated alarm satisfies areprioritization condition, wherein the reprioritizing comprises
dynamically changing a limit setting for said initiated alarm based on the reprioritization condition
being an operating condition, and the reprioritizing further comprises prioritizing said initiated alarm
based on the dynamically changed limit setting.

123. The method of claim 115, further comprising suppressing atransient alarm, the transient alarm
being an alarm initiated during a known transitory event.

124. The method of clam 115, wherein the suppressing comprises suppressing an alarm initiated
by a shutdown activity.

125. The method of claim 120, wherein the group alarm comprises a condition-based aarm.

126. The method of clam 120, wherein the group alarm comprises a reprioritized alarm.

127. The method of claim 121, wherein the condition-based aarm is created based on an initiated
group aarm.

128. The method of claim 121, wherein the condition-based aarm is created based on a
reprioritized alarm.

129. The method of claim 122, wherein the reprioritized alarm isa group aarm.

130. The method of claim 122, wherein the reprioritized alarm is a condition-based alarm.

131. The method of claim 120, wherein the suppressed aarm is agroup aarm.

132. The method of claim 121, wherein the suppressed alarm is a condition-based alarm.

133. The method of claim 122, wherein the suppressed aarm isarebrioritized alarm.

134. The method of claim 115, wherein the suppressed aarm is a fleeting alarm.

135. The method of claim 120, wherein the unsuppressed alarm comprises a group aarm.

136; The method of claim 121, wherein the unsuppressed alarm comprises a condition-based aarm.
137. The method of claim 122, wherein the unsuppressed alarm comprises areprioritized alarm.
138. The method of claim 115, wherein the unsuppressed alarm comprises atrigger alarm.

139. The method of claim 115, wherein the unsuppressed aarm comprises a pre-alarm.

140. A method for managing a plurality of alarms initiated by aplurality of alarm sensors, the

method comprising:
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establishing an alarm policy based on at least an industry standard pertaining to alarm
management practices;

configuring a prioritization procedure for prioritizing an alarm from among the plurality of
alarms based on the alarm prioritization matrix;

assigning a priority for an alarm from among the plurality of alarms based on a limit setting
for the alarm and the prioritization procedure, and storing the assigned priority in a database;

areprioritization procedure for dynamicaly changing alimit setting for an alarm from among
the plurality of alarms based on areprioritization condition being an operating condition, and
prioritizing the alarm based on the dynamically changed limit setting;

a static alarm suppression procedure for suppressing an alarm based on a shutdown activity;

adynamic alarm suppression procedure for suppressing an alarm based on aprior initiated
alarm;

atransitory suppression procedure for suppressing an alarm when said gjarm isan alarm .

-—operable to be initiated during atransitory event; and

areporting procedure for reporting an unsuppressed initiated alarm;

wherein the reporting procedure is further operable to report information comprising an
appropriate operator action for the unsuppressed initiated alarm and an initiated alarm suppressed
based on the unsuppressed initiated alarm.
141. The method of claim 140, further comprising configuring an alarm prioritization matrix based
on the alarm policy.
142. The method of claim 140, further comprising removing an alarm from among the plurality of
alarms identified by the alarm policy as being unnecessary.
143. The method of claim 140, further comprising reconfiguring adead band value for an alarm
from among the plurality of alarms based on a measurement response time associated with the
alarm.
144. The method of claim 140, further comprising a grouping procedure comprising creating a new
alarm being agroup alarm when two or more related alarms are initiated, wherein the related alarms
comprise a same priority and a same initial operator response.
145. The method of claim 140, further comprising acondition-based procedure comprising creating
anew alarm being acondition-based alarm when an initiated alarm satisfies an event condition.
146. A method for assessing an overall performance of a system comprising aplurality of alarms

initiated by a plurality of alarm sensors, the method comprising:
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d‘etermining afirst performance level of the system based on a performance matrix and a first
set of system measurements, the first set of system measurements comprising:

afirst average alarm rate for afirst time period;

afirst threshold percentage for the first time period, the first threshold percentage being
apercentage of time that an averagé alarm rate is greater than apredetermined threshold alarm rate;
and

afirst maximum alarm rate occurring within the first time period;

determining a second performance level of the system based on the performance matrix and a
second set of system measurements, the second set of system measurements comprising:

a second average alarm rate for a second time period;

a second threshold percéntage for the second time period, the second thr&ehold
percentage being a percentage of time that an average alarm rate is greater than the predetermined
threshold alarm rate; and

asecond maximum alarm rate occurring within the second time period;

comparing the first performance level to the second performance level.
147. The method of claim 146, wherein the first time period and the second time period are non-
overlapping time périods.
148. The method of claim 147, wherein the first and second system measurements are performed
by the same operator or group of operators.
149. The method of claim 146, wherein the first time period and the second time period are
substantially the same time period.
150. The method of claim 147, wherein the first and second system measurements are performed
by different operators.
151. The method of claim 146, wherein the overall performance assessing is performed on a
scheduled routine basis. '
152. The method of claim 146, wherein the overall performance assessing is performed to
determine an overall performance of the system after a substantive event.
153. The method of claim 152, wherein the substantive event is any one of an upgrade or
replacement of anew DCS, an upgrade or replacement of a new alarm management system, a new
or revised alarm policy, anew or revised alarm prioritization matrix, and anew or revised industry

standard.
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154. The method of claim 146, wherein the performance matrix determines the overall performance
level of the system based on afirst parameter being the first or second average alarm rate, a second
parameter being the first or second maximum alarm rate, and athird parameter being the first or
second percentage bo'f time that an average alarm rate is greater than athreshold rate.
155. The method of claim 154, wherein the performance matrix determines the overall performance
level of the system as being afirst level, a second level, athird level, afourth level, or afifth level,
wherein the fifth level isindicative of abetter overall performance of the system than the fourth
level, wherein the fourth level is indicative of a better overall performance of the system than the
third level, wherein the third level is indicative of a better overall performance of the system than
the second level, and wherein the second level isindicative of a better overall performance of the
system than the first level, and wherein:
the first level is achieved based on any one of:
the first parameter is greater or equal to afirst parameter first value,
the second parameter is greater than or equal to a second parameter first value, or
the third parameter is greater than or equal to athird parameter first value;
the second level is achieved based on any one of:
the first parameter is between the first parameter first value and afirst parameter second
value, and the second parameter is less than or equal to a second parameter second value,
the first parameter is between the first parameter first value and the first parameter
second value, and the third parameter is less than or equal to athird parameter second value,
the first parameter is less than the first pérametef first value and the third parameter is
between the third parameter first value and the third parameter second value, or
the first parameter is lessthan the first parameter first value and the second parameter is
between the second parameter first value and the second parameter second value;
the third level is achieved based on any one of:
the first parameter is less than the first parameter second value and the third parameter is
between the third parameter second value and athird parameter third value, or
the first parameter is less than the first parameter -second value and the second parameter
is between the second parameter second value and a second parameter third value;
the fourth level is achieved based on any one of:
the first parameter is between the first parameter second value and afirst parameter third

value and the second parameter is less than a second parameter fourth value,
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the first parameter is between the first parameter second value and the first parameter
third value and the third parameter is less than or equal to athird parameter fourth value,

the first parameter is less than the first parameter second value and the third parameter is
between the third parameter third value and the third parameter fourth value, or

the first parameter is less than the first parameter second value and the second parameter
is between the second parameter third value and the second parameter fourth value; and

the fifth level is achieved based on any one of:

the first parameter is less than the first parameter third value and the third parameter is
less than the third parameter fourth value, or

the first parameter is less than the first parameter third value and the second parameter is
less than the second parameter fourth value.
156. The method of claim 155, wherein the first parameter first value is configurable to be between

40 and 60, the first parameter second value is conflgurable to be between 8a and 12, the first

~parameter third value is conflgurable to be between 0.8 and 1. 2 the second parameter first value is
configurable to be between 800 and 1,200, the second parameter second value is configurable to be
between 400 and 600, the second parameter third value is configurable to be between 80 and 120,
the second parameter fourth value is configurable to be between 8 and 12, the third parameter first
value is configurable to .be between 40% and 60%, the third parameter second value is configurable
to be between 20% and 30%, the third parameter third value is configurable to be between 4% and
6%, and the third parameter fourth value is configurable to be between 0.8% and 1.2%.

157. The method of claim 155, wherein the first parameter first value is configurable to be 50, the
first parameter second value is configurable to be 10, the first parameter third value is configurable
to be 1, the second parameter first value is configurable to be 1,000, the second parameter second
value is configurable to be 500, the second parameter third value is configurable to be 100, the
second parameter fourth value is configurable to be 10, the third parameter first value is
configurable to be 50%, the third parameter second value is configurable to be 25%, the third
parameter third value is configurable to be 5%, and the third parameter fourth value is configurable

to be 1%.
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