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SYSTEMS AND METHODS FOR DETERMINING NETWORK SHARDS
IN BLOCKCHAIN NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No.
201910147729.4, filed on February 27, 2019, the contents of which are incorporated

herein by reference in their entirety.

TECHNICAL FIELD

[0002] The present disclosure generally relates to the field of Internet technology,

and in particular, to systems and methods for blockchain network technology.

BACKGROUND

[0003] With the development of Internet technology and communication technology,
blockchain technology plays an important role in solving Internet issues such as
information sharing, data confirmation, privacy protection, etc. Commonly, a
blockchain network may include a plurality of nodes, each of which is used as a
basic unit for data processing (e.g., data validation) in the blockchain network.
However, in some situations, there may be a certain latency associated with the data
processing (e.g., data transmission) among the plurality of nodes, which may result
in that the data processing performance is limited and it is difficult for the blockchain
network to be applied in scenarios with high real-time requirements. Therefore, it is
desirable to provide improved systems and methods for blockchain network
technology, thereby improving data processing performance and reducing data

latency.

SUMMARY

[0004] In an aspect of the present disclosure, a method for determining network
shards in a blockchain network implemented on a target node in the blockchain

network is provided. The method may include determining a first master node in the
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blockchain network. In response to determining that the first master node is the
target node, the method may include dividing candidate nodes in the blockchain
network into different network shards. The method may also include determining a
second master node in a target network shard where the target node is located. In
response to determining that the second master node is the target node, the method
may further include determining one or more validation nodes used for data validation
in the target network shard based on address information and/or a network latency of
each of candidate nodes in the target network shard.

[0005] In another aspect of the present disclosure, a system for determining
network shards in a blockchain network implemented on a target node in the
blockchain network is provided. The system may include a sharding module, a first
determination module, and a second determination module. The sharding module
may be configured to determine a first master node in the blockchain network. In
response to determining that the first master node is the target node, the sharding
module may be configured to divide candidate nodes in the blockchain network into
different network shards. The first determination module may be configured to
determine a second master node in a target network shard where the target node is
located. Inresponse to determining that the second master node is the target node,
the second determination module may be configured to determine one or more
validation nodes used for data validation in the target network shard based on
address information and/or a network latency of each of candidate nodes in the
target network shard.

[0006] In another aspect of the present disclosure, an electronic device is provided.
The electronic device may include a processor, a storage medium, and a bus,
wherein the storage medium stores machine-readable instructions executable by the
processor. When the electronic device is running, the processor may communicate
with the storage medium through the bus, and the processor may execute the

machine-readable instructions to execute operations of the method for determining
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network shards in a blockchain network.

[0007] In another aspect of the present disclosure, a computer-readable storage
medium storing a computer program id provided. When executed by a processor,
the computer program may direct the processor to perform the method for
determining network shards in a blockchain network.

[0008] In another aspect of the present disclosure, a system is provided. The
system may include at least one storage device including a set of instructions and at
least one processor may be configured to communicate with the at least one storage
device. When executing the set of instructions, the at least one processor is may
be configured to cause the system to perform the following operations. The
processor may obtain one or more network shards associated with a candidate node
set in a blockchain network. Each of the one or more network shards may include
one or more candidate nodes. For at least one of the one or more network shards,
the processor may identify, from the one or more candidate nodes in the network
shard, one or more target nodes based on at least one of a location or a network
latency of each of the one or more candidate nodes.

[0009] In another aspect of the present disclosure, a method implemented on a
computing device including at least one processor, at least one storage medium, and
a communication platform connected to a network is provided. The method may
include obtaining one or more network shards associated with a candidate node set
in a blockchain network, each of the one or more network shards including one or
more candidate nodes. For at least one of the one or more network shards, the
method may include identifying, from the one or more candidate nodes in the
network shard, one or more target nodes based on at least one of a location or a
network latency of each of the one or more candidate nodes.

[0010] In another aspect of the present disclosure, a system is provided. The
system may include an obtaining module and an identification module. The

obtaining module may be configured to obtain one or more network shards
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associated with a candidate node set in a blockchain network, each of the one or
more network shards including one or more candidate nodes. For at least one of
the one or more network shards, the identification module may be configured to
identify, from the one or more candidate nodes in the network shard, one or more
target nodes based on at least one of a location or a network latency of each of the
one or more candidate nodes.

[0011] In another aspect of the present disclosure, a non-transitory computer
readable medium including executable instructions is provided. VWhen executed by
at least one processor, the executable instructions may direct the at least one
processor to perform a method. The method may include obtaining one or more
network shards associated with a candidate node set in a blockchain network, each
of the one or more network shards including one or more candidate nodes. For at
least one of the one or more network shards, the method may include identifying,
from the one or more candidate nodes in the network shard, one or more target
nodes based on at least one of a location or a network latency of each of the one or
more candidate nodes.

[0012] Additional features will be set forth in part in the description which follows,
and in part will become apparent to those skilled in the art upon examination of the
following and the accompanying drawings or may be learned by production or
operation of the examples. The features of the present disclosure may be realized
and attained by practice or use of various aspects of the methodologies,
instrumentalities, and combinations set forth in the detailed examples discussed

below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The present disclosure is further described in terms of exemplary
embodiments. These exemplary embodiments are described in detail with
reference to the drawings. These embodiments are non-limiting exemplary

embodiments, in which like reference numerals represent similar structures
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throughout the several views of the drawings, and wherein:

[0014] FIG. 1 is a schematic diagram illustrating an exemplary blockchain network
according to some embodiments of the present disclosure;

[0015] FIG. 2 is a schematic diagram illustrating exemplary hardware and/or
software components of an exemplary computing device according to some
embodiments of the present disclosure;

[0016] FIG. 3 is a schematic diagram illustrating exemplary hardware and/or
software components of an exemplary mobile device according to some
embodiments of the present disclosure;

[0017] FIG. 4 is a schematic diagram illustrating exemplary network shards in a
blockchain network according to some embodiments of the present disclosure;
[0018] FIG. 5 is a flowchart illustrating an exemplary process for determining
validation nodes in network shards in a blockchain network according to some
embodiments of the present disclosure;

[0019] FIG. 6 is a flowchart illustrating an exemplary process for dividing a plurality
of candidate nodes into a plurality of network shards according to some
embodiments of the present disclosure;

[0020] FIG. 7 is a flowchart illustrating an exemplary process for dividing a plurality
of candidate nodes into a plurality of network shards based on a random seed
according to some embodiments of the present disclosure;

[0021] FIG. 8 is a flowchart illustrating an exemplary process for determining one or
more validation nodes in a network shard according to some embodiments of the
present disclosure;

[0022] FIG. 9 is a flowchart illustrating an exemplary process for determining one or
more validation nodes in a network shard according to some embodiments of the
present disclosure;

[0023] FIG. 10 is a flowchart illustrating an exemplary process for determining one

or more validation nodes in a network shard according to some embodiments of the
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present disclosure;

[0024] FIG. 11 is a flowchart illustrating an exemplary process for determining one
or more validation nodes in a network shard according to some embodiments of the
present disclosure;

[0025] FIG. 12 is a flowchart illustrating an exemplary process for determining one
or more validation nodes in a network shard according to some embodiments of the
present disclosure;

[0026] FIG. 13 is a flowchart illustrating an exemplary process for determining a
network latency of a candidate node according to some embodiments of the present
disclosure;

[0027] FIG. 14 is a flowchart illustrating an exemplary process for verifying a
signature of a candidate node according to some embodiments of the present
disclosure;

[0028] FIG. 15 is a block diagram illustrating an exemplary blockchain network
sharding device according to some embodiments of the present disclosure;

[0029] FIG. 16 is a schematic diagram illustrating an exemplary electronic device
according to some embodiments of the present disclosure;

[0030] FIG. 17 is a block diagram illustrating an exemplary processing device
according to some embodiments of the present disclosure;

[0031] FIG. 18 is a flowchart illustrating an exemplary process for identifying one or
more target nodes in a blockchain network according to some embodiments of the
present disclosure;

[0032] FIG. 19 s a block diagram illustrating an exemplary identification module
according to some embodiments of the present disclosure;

[0033] FIG. 20 is a flowchart illustrating an exemplary process for identifying one or
more target nodes in a network shard according to some embodiments of the
present disclosure;

[0034] FIG. 21 is a flowchart illustrating an exemplary process for determining one
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or more target nodes in a cluster with the highest ranking according to some
embodiments of the present disclosure; and

[0035] FIG. 22 is a flowchart illustrating an exemplary process for determining one
or more target nodes from a cluster with the highest ranking to an ith cluster

according to some embodiments of the present disclosure.

DETAILED DESCRIPTION

[0036] The following description is presented to enable any person skilled in the art
to make and use the present disclosure and is provided in the context of a particular
application and its requirements. Various modifications to the disclosed
embodiments will be readily apparent to those skilled in the art, and the general
principles defined herein may be applied to other embodiments and applications
without departing from the spirit and scope of the present disclosure. Thus, the
present disclosure is not limited to the embodiments shown but is to be accorded the
widest scope consistent with the claims.

[0037] The terminology used herein is for the purpose of describing particular
example embodiments only and is not intended to be limiting. As used herein, the

” o

singular forms “a,” “an,” and “the” may be intended to include the plural forms as

well, unless the context clearly indicates otherwise. It will be further understood that

” o ” ot ” ot

the terms “comprise,” “comprises,” and/or “comprising,” “include,” “includes,” and/or
“‘including,” when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the
presence or addition of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof.

[0038] These and other features, and characteristics of the present disclosure, as
well as the methods of operation, various components of the stated system,
functions of the related elements of structure, and the combination of parts and

economies of manufacture, may become more apparent upon consideration of the

following description with reference to the accompanying drawings, all of which form
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part of this disclosure. It is to be expressly understood, however, that the drawings
are for the purpose of illustration and description only and are not intended to limit
the scope of the present disclosure. It is understood that the drawings are not to
scale.

[0039] The flowcharts used in the present disclosure illustrate operations that
systems implemented according to some embodiments of the present disclosure. It
is to be expressly understood, that the operations of the flowchart may be
implemented not in order. Conversely, the operations may be implemented in an
inverted order, or simultaneously. Moreover, one or more other operations may be
added to the flowcharts. One or more operations may be removed from the
flowcharts.

[0040] An aspect of the present disclosure relates to systems and methods for
identifying one or more target nodes in a blockchain network. When a transaction
needs to be processed by the blockchain network, the system may obtain one or
more network shards associated with a candidate node set in the blockchain
network. Each of the one or more network shards may include one or more
candidate nodes. For at least one of the one or more network shards, the system
may identify, from the one or more candidate nodes in the network shard, one or
more target nodes (which may be used for data processing (e.g., data validation,
data storage) associated with the transaction) based on at least one of a location or
a network latency of each of the one or more candidate nodes. According to the
systems and methods of the present disclosure, the target nodes are identified from
a network shard in the blockchain network based on the locations and/or the network
latencies of the candidate nodes, which improves the handling capacity of the
blockchain network and reduces the latency of the blockchain network, thereby
improving the efficiency of the blockchain network for application in scenarios with
high real-time requirements.

[0041] FIG. 1 is a schematic diagram illustrating an exemplary blockchain network
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according to some embodiments of the present disclosure. The blockchain network
(also can be referred to as a “blockchain network system,” a “blockchain system,” or
a blockchain) 100 may be constructed using blockchain technology. Currently, with
the continuous development of the blockchain technology, the blockchain technology
is becoming another major technological innovation after cloud computing, big data,
and artificial intelligence, and plays an important role in continuously solving and
innovating core Internet issues such as information sharing, data confirmation,
privacy protection, etc. Further, in the future, the blockchain technology will also
play an important role in building an effective business system, credit system, social
infrastructure, etc. The blockchain technology can be understood as a data
structure that transactions occurred in a time period in a system are packaged and
stored using a block as a unit and blocks are jointed into a chain in order using a
cryptographic technique.

[0042] As shown in FIG. 1, the blockchain network 100 may include a plurality of
nodes (e.g., 102, 104, 106, 108, 110), each of which may be used as a basic unit for
data processing. In some embodiments, a node may package processed data as a
block and a plurality of blocks (e.g., 122, 124, 126) may be connected in
chronological order to form a chain 120. In some embodiments, the blockchain
network 100 may be a public blockchain network (e.g., Bitcoin, Ethereum), a private
blockchain network, a consortium blockchain network, etc. The public blockchain
network may allow any node to join the blockchain network. The private blockchain
network may be controlled by a single administrator and only send invitations to
selected nodes as participants with limited accesses. The consortium blockchain
network, instead of being controlled by a single administrator, may be operated by a
group of organizations (e.g., financial institutions).

[0043] In some embodiments, the plurality of nodes may include a server, a terminal
device, or any suitable device with data processing function. In some

embodiments, the server may be a single server or a server group. The server
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group may be centralized or distributed (e.g., the server may be a distributed
system). In some embodiments, the server may execute instructions to perform
operations or methods disclosed in the present disclosure. For example, the server
may obtain one or more network shards associated with a candidate node set in the
blockchain network. The server may identify one or more target nodes used for
data processing (e.g., data validation) in at least one of the one or more network
shards in the blockchain network based on address information and a network
latency of each of candidate nodes in the at least one of the one or more network
shards. As another example, the server may divide candidate nodes in the
blockchain network into different network shards. In some embodiments, the server
may be implemented on a cloud platform. Merely by way of example, the cloud
platform may include a private cloud, a public cloud, a hybrid cloud, a community
cloud, a distributed cloud, an inter-cloud, a multi-cloud, or the like, or any
combination thereof. In some embodiments, the server may be implemented on a
computing device 200 illustrated in FIG. 2 or a mobile device 300 illustrated in FIG.
3.

[0044] FIG. 2 is a schematic diagram illustrating exemplary hardware and/or
software components of an exemplary computing device according to some
embodiments of the present disclosure.

[0045] In some embodiments, a node of the blockchain network 100 may be
implemented on the computing device 200 and configured to perform functions of the
node disclosed in this disclosure. For example, the node of the blockchain network
100 may be implemented on the computing device 200, via its hardware, software
program, firmware, or a combination thereof. Although only one such computer is
shown, for convenience, the computer functions relating to blockchain services as
described herein may be implemented in a distributed fashion on a number of similar
platforms to distribute the processing load.

[0046] The computing device 200 may include COM ports 250 connected to and

10



WO 2020/173287 PCT/CN2020/074305

from a network connected thereto to facilitate data communications. The computing
device 200 may also include a processor 220, in the form of one or more processors
(e.g., logic circuits), for executing program instructions. For example, the processor
220 may include interface circuits and processing circuits therein. The interface
circuits may be configured to receive electronic signals from a bus 210, wherein the
electronic signals encode structured data and/or instructions for the processing
circuits to process. The processing circuits may conduct logic calculations, and
then determine a conclusion, a result, and/or an instruction encoded as electronic
signals. Then the interface circuits may send out the electronic signals from the
processing circuits via the bus 210.

[0047] The computing device 200 may further include program storage and data
storage of different forms including, for example, a disk 270, a read-only memory
(ROM) 230, or a random access memory (RAM) 240, for storing various data files to
be processed and/or transmitted by the computing device 200. The computing
device 200 may also include program instructions stored in the ROM 230, RAM 240,
and/or other type of non-transitory storage medium to be executed by the processor
220. The methods and/or processes of the present disclosure may be implemented
as the program instructions. The computing device 200 may also include an I/O
component 260, supporting input/output between the computer and other
components. The computing device 200 may also receive programming and data
via network communications.

[0048] Merely for illustration, only one processor is described in FIG. 2. Multiple
processors are also contemplated, thus operations and/or steps performed by one
processor as described in the present disclosure may also be jointly or separately
performed by the multiple processors. For example, if in the present disclosure the
processor of the computing device 200 executes both step A and step B, it should be
understood that step A and step B may also be performed by two different CPUs

and/or processors jointly or separately in the computing device 200 (e.g., the first

11
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processor executes step A and the second processor executes step B, or the first
and second processors jointly execute steps A and B).

[0049] FIG. 3 is a schematic diagram illustrating exemplary hardware and/or
software components of an exemplary mobile device according to some
embodiments of the present disclosure. In some embodiments, a node of the
blockchain network 100 may be implemented on the mobile device 300.

[0050] As illustrated in FIG. 3, the mobile device 300 may include a communication
platform 310, a display 320, a graphic processing unit (GPU) 330, a central
processing unit (CPU) 340, an 1/0 350, a memory 360, a mobile operating system
(OS) 370, and a storage 390. In some embodiments, any other suitable
component, including but not limited to a system bus or a controller (not shown), may
also be included in the mobile device 300.

[0051] In some embodiments, the mobile operating system 370 (e.g., iOS™,
Android™_ Windows Phone ™) and one or more applications 380 may be loaded into
the memory 360 from the storage 390 in order to be executed by the CPU 340. The
applications 380 may include a browser or any other suitable mobile apps for
receiving and rendering information relating to blockchain services or other
information from the blockchain network 100. User interactions with the information
stream may be achieved via the 1/0 350 and provided to the processor 220 and/or
other components of the blockchain network 100 via the network 120.

[0052] In some situations, when the blockchain technology is applied in a network
transaction scenario, the plurality of nodes in the blockchain network may be used to
transaction validation. However, at present, when the blockchain technology is
used to process transactions in the transaction scenario, the peak number of
transactions per second (TPS) implemented by a Bitcoin system is generally only
about 7 and the peak number of TPS implemented by Ethereum is generally about
15, both of which are far from the peak number (e.g., 250,000) of TPS in the Internet

payment transaction scenario. In view of the above issue, in order to make the
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blockchain technology can be applied in more scenarios (e.g., securities trading, e-
commerce), it is necessary to improve the processing performance of the blockchain
technology.

[0053] Commonly, there may be two technical problems associated with the
processing performance of the existing blockchain technology: one aspect is that the
scalability of the blockchain network system is relatively low, which may result in that
the TPS of the blockchain network system is relatively low, that is, the handling
capacity (which refers to a number of tasks processed in a unit time) is relatively low;
and another aspect is that a system latency (which refers to a network latency
among the plurality of nodes during data transmission) generally occurs in data
processing. The two aspects result in that the data processing performance of the
existing blockchain technology is limited and further result in that the existing
blockchain technology is difficult to be applied in application scenarios with high real-
time requirements.

[0054] In order to solve the above problems, a sharding technology may be applied
to the blockchain network to improve the processing performance of the blockchain
network. As shown in FIG. 4, the blockchain network may be divided into a plurality
of sub-blockchain networks, that is, the plurality of nodes in the blockchain network
may be divided into a plurality of “shards.” Each of the plurality of sub-blockchain
networks may include a plurality of blocks (or nodes), and each of the plurality of
shards may separately maintain a sub-blockchain network, that is, separately
maintain a distributed ledger. For example, in the network transaction scenario, a
transaction may be distributed into a shard for processing such that different nodes
in the shard may process the transaction in parallel. In this situation, each of the
different nodes only needs to process a small portion of the transaction and it is no
longer necessary for each node to validate each transaction, which can increase the
degree of concurrency of transaction processing and validation, thereby improving

the handling capacity of the entire blockchain network.

13
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[0055] It should be noted that the existing sharding technology only considers
improving the system handling capacity without paying attention to the problem of
system latency. In this way, there may be great limitations in practical application
scenarios. Take the sharing economy field as an example, the mobile Internet
service needs to be supported by a system with high handing capacity and low
latency. Although the use of sharding technology solves the problem of handling
capacity, for scenarios with high real-time requirements, the low latency of the
service is more important.

[0056] For example, a specific shard may include nodes located in country A and
nodes located in country B. Since each of the nodes in the shard should be
consistent when performing a transaction validation, there may be a relatively large
network latency between two nodes with geographic locations far apart, for example,
a network latency from Beijing, China to Virginia, the USA may be about 10 times a
local network latency in Beijing locally. The problem of network latency may
inevitably bring a large obstacle to the application of the blockchain technology in
scenarios with high real-time requirements.

[0057] In order to solve the problem, the present disclosure provides systems and
methods for determining network shards in a blockchain network. Candidate nodes
in the blockchain network may be allocated to different network shards. By
performing the network sharding, the handling capacity of the blockchain network
may be increased. For each of the network shards, one or more validation nodes
used for data validation in the network shard may be selected based on address
information and network latencies of nodes in the network shard, which may further
reduce the latency in data validation of each of the nodes in the blockchain network
and improve the real-time performance of data validation in the blockchain network,
thereby improving the processing performance of the blockchain network.

[0058] FIG. 5 is a flowchart illustrating an exemplary process for determining

validation nodes in network shards in a blockchain network according to some
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embodiments of the present disclosure. In some embodiments, the process 500
may be implemented as a set of instructions (e.g., an application) stored in the ROM
230, the RAM 240, the storage 390, or a storage device 1620 illustrated in FIG. 16.
The processor 220, the CPU 340, a processor 1610 illustrated in FIG. 16, and/or the
modules in FIG. 15 may execute the set of instructions, and when executing the
instructions, the processor 220, the CPU 340, the processor 1610, and/or the
modules may be configured to perform the process 500. The operations of the
illustrated process presented below are intended to be illustrative. In some
embodiments, the process 500 may be accomplished with one or more additional
operations not described and/or without one or more of the operations herein
discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 5 and described below is not intended to be limiting.

[0059] In 501, a first master node (also referred to as a “first node”) in the
blockchain network 100 may be determined. The first master node may be
determined by a blockchain network sharding device 1500 (e.g., a sharding module
1510) illustrated in FIG. 15.

[0060] In some embodiments, the first master node may be determined by a target
node from a plurality of candidate nodes in the blockchain network 100.  As used
herein, the target node may be any node in the blockchain network 100; the plurality
of candidate nodes may be randomly selected from all nodes in the blockchain
network 100. Further, the plurality of candidate nodes may be divided into a
plurality of different network shards by the first master node. Specifically, in
response to that the first master node is the target node, the plurality of candidate
nodes may be divided into a plurality of different network shards by the target node.
In some embodiments, each of the plurality of network shards may include validation
nodes used for data validation (e.g., transaction validation or other data validation) in
the network shard.

[0061] In some embodiments, the first master node may be determined by the
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target node based on a first random value (also referred to as a “first condition
value”) corresponding to the target node and first random values corresponding to
other candidate nodes. If the first random value corresponding to the target node
and the first random values corresponding to other candidate nodes satisfy a preset
size relationship, the first master node may be determined to be the target node.
[0062] Specifically, the target node may generate the first random value
corresponding to the target node by locally executing a preset random function (e.g.,
a verifiable random function (VRF)) and receive the first random values
corresponding to other candidate nodes generated in the same manner. The target
node may determine whether the first random value corresponding to the target node
and the first random values corresponding to other candidate nodes satisfy the
preset size relationship. If the first random value corresponding to the target node
and the first random values corresponding to other candidate nodes satisfy the
preset size relationship, the first master node may be determined to be the target
node.

[0063] In some embodiments, the preset size relationship may include at least one
of the first random values corresponding to other candidate nodes being greater than
the first random value corresponding to the target node, or the first random values
corresponding to other candidate nodes being less than the first random value
corresponding to the target node.

[0064] In some embodiments, after the first master node is determined (e.g.,
determined to be the target node), the first master node (e.g., the target node) may
divide the plurality of candidate nodes into the plurality of different network shards.
More descriptions regarding dividing the plurality of candidate nodes into the plurality
of network shards can be found elsewhere in the present disclosure (e.g., FIG. 6 and
the description thereof).

[0065] In 502, for at least one of the plurality of different network shards, a second

master node (also referred to as a “second node”) in the network shard may be
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determined by any node in the network shard. Specifically, a second master node
in a network shard (referred to as a target network shard) where the target node is
located may be determined. As described above, since the target node may be any
node, accordingly, the target network shard where the target node is located may
also be any network shard. In some embodiments, the second master node may
be determined by the blockchain network sharding device 1500 (e.g., a first
determination module 1520) illustrated in FIG. 15.

[0066] In some embodiments, the second master node in the target network shard
may be determined according to a manner similar to the manner in which the first
master node in the blockchain network is determined from the plurality of candidate
nodes.

[0067] In 503, for the at least one of the plurality network shards, one or more
validation nodes used for data validation in the network shard may be determined by
the second master node based on address information and/or a network latency of
each of candidate nodes in the network shard.  Specifically, in response to that the
second master node is the target node, one or more validation nodes used for data
validation in the target network shard may be determined by the target node based
on address information and/or a network latency of each of candidate nodes in the
target network shard. In some embodiments, the one or more validation nodes may
be determined by the blockchain network sharding device 1500 (e.g., a second
determination module 1520) illustrated in FIG. 15. More descriptions regarding
determining the one or more validation nodes may be found elsewhere in the present
disclosure (e.g., FIG.8 and the description thereof).

[0068] FIG. 6 is a flowchart illustrating an exemplary process for dividing a plurality
of candidate nodes into a plurality of network shards according to some
embodiments of the present disclosure. In some embodiments, the process 600
may be implemented as a set of instructions (e.g., an application) stored in the ROM

230, the RAM 240, the storage 390, or the storage device 1620. The processor
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220, the CPU 340, the processor 1610, and/or the modules in FIG. 15 may execute
the set of instructions, and when executing the instructions, the processor 220, the
CPU 340, the processor 1610, and/or the modules may be configured to perform the
process 600. The operations of the illustrated process presented below are
intended to be illustrative. In some embodiments, the process 600 may be
accomplished with one or more additional operations not described and/or without
one or more of the operations herein discussed. Additionally, the order in which the
operations of the process as illustrated in FIG. 6 and described below is not intended
to be limiting.

[0069] In 601, a random seed may be generated based on a second random value
corresponding to the first master node (e.g., the target node) and second random
values corresponding to other candidate nodes. The random seed may be
generated by the blockchain network sharding device 1500 (e.g., the sharding
module 1510) illustrated in FIG. 15.

[0070] In some embodiments, the target node may generate the second random
value corresponding to the target node by locally executing a preset random function
and receive the second random values corresponding to other candidate nodes
generated in the same manner. The target node may generate the random seed by
concatenating the second random value corresponding to the target node and the
second random values corresponding to the candidate nodes.

[0071] For example, it is assumed that the second random value corresponding to
the target node is “123,” the second random values corresponding to other candidate
nodes are “234,” “345,” and “456” respectively, the random seed may be
“123234345456.” It should be noted that the exemplary second random value is
provided for illustration purposes and not intended to be limiting, the second random
value may be a random value including any number of elements in any form.
Alternatively, the form of the random seed may also be determined by other

concatenating techniques.
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[0072] In the present disclosure, the random seed is associated with each of the
candidate nodes and is not just generated based on the target node, which can
ensure the randomness of the random seed and prevent the subsequent process for
determining the network shards from being affected if the target node is attacked.
[0073] In 602, the plurality of candidate nodes may be divided into a plurality of
different network shards based on the random seed. The plurality of candidate
nodes may be divided into the plurality of different network shards by the blockchain
network sharding device 1500 (e.g., the sharding module 1510) illustrated in FIG. 15.
More descriptions regarding dividing the plurality of candidate nodes into the plurality
of network shards may be found elsewhere in the present disclosure (e.g., FIG. 7
and the description thereof).

[0074] FIG. 7 is a flowchart illustrating an exemplary process for dividing a plurality
of candidate nodes into a plurality of network shards based on a random seed
according to some embodiments of the present disclosure. In some embodiments,
the process 700 may be implemented as a set of instructions (e.g., an application)
stored in the ROM 230, the RAM 240, the storage 390, or the storage device 1620.
The processor 220, the CPU 340, the processor 1610, and/or the modules in FIG. 15
may execute the set of instructions, and when executing the instructions, the
processor 220, the CPU 340, the processor 1610, and/or the modules may be
configured to perform the process 700. The operations of the illustrated process
presented below are intended to be illustrative. In some embodiments, the process
700 may be accomplished with one or more additional operations not described
and/or without one or more of the operations herein discussed. Additionally, the
order in which the operations of the process as illustrated in FIG. 7 and described
below is not intended to be limiting.

[0075] In 701, for a candidate node with the highest ranking, a third random value
corresponding to the candidate node with the highest ranking may be determined

based on the random seed and a preset random function. In some embodiments,
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the third random value may be determined by the blockchain network sharding
device 1500 (e.g., the sharding module 1510) illustrated in FIG. 15. In some
embodiments, the first master node (e.g., the target node) may randomly rank the
plurality of candidate nodes (including the first master node (e.g., target node) itself)
and determine plurality of serial numbers (or referred to as “ranking numbers”)
corresponding to the plurality of candidate nodes.

[0076] In 702, for each of remainder candidate nodes other than the candidate node
with the highest ranking, a third random value corresponding to the candidate node
may be determined based on a third random value corresponding to a previous
candidate node. In some embodiments, the third random value may be determined
by the blockchain network sharding device 1500 (e.g., the sharding module 1510)
illustrated in FIG. 15. In some embodiments, each of the third random values
corresponding to the plurality of candidate nodes may match a respective one of a
plurality of serial numbers corresponding to the plurality of network shards, wherein
the plurality of serial numbers corresponding to the plurality of network shards may
be determined by randomly ranking the plurality of network shards by the target
node.

[0077] In 703, for each of the plurality of candidate nodes, the candidate node may
be allocated to a network shard that matches a third random value corresponding to
the candidate node based on the third random value corresponding to the candidate
node. In some embodiments, the candidate node may be allocated to the network
shard by the blockchain network sharding device 1500 (e.g., the sharding module
1510) illustrated in FIG. 15.

[0078] According to the embodiments of the present disclosure, when the plurality
of candidate nodes are divided into the plurality of network shards based on the
random seed, firstly, a first third random value may be generated based on the
random seed and the candidate node with the highest ranking may be allocated to a

network shard that matches the first third random value. Secondly, for each of
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remainder candidate nodes other than the candidate node with the highest ranking, a
third random value corresponding to the candidate node may be generated based on
a third random value corresponding to a previous candidate node of the candidate
node. Finally, the candidate node may be allocated to a network shard that
matches the third random value corresponding to the candidate node. Since when
the preset random function is executed, different outputs may be produced based on
different inputs, third random values corresponding to the plurality of candidate
nodes may be randomly generated, which can ensure that the plurality of candidate
nodes are randomly divided into different network shards, thereby ensuring the
security of the entire blockchain network.

[0079] FIG. 8 is a flowchart illustrating an exemplary process for determining one or
more validation nodes in a network shard according to some embodiments of the
present disclosure. In some embodiments, the process 800 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240,
the storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 800. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 800 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 8 and described below is not intended to be limiting.

[0080] In 801, candidate nodes in a network shard (e.g., the target network shard)
may be divided into at least one cluster based on address information of each of the
candidate nodes. In some embodiments, the candidate nodes may be divided into
at least one cluster by the blockchain network sharding device 1500 (e.g., the

second determination module 1530) illustrated in FIG. 15.
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[0081] In some embodiments, the address information may include a geographic
location. For example, for each of the candidate nodes, the geographic location
may include a continent, a country, a province, a city, and latitude/longitude
information of a location where the candidate node is located.

[0082] In some embodiments, the target node may divide one or more candidate
nodes within the same geographic area into the same cluster based on the
geographic location of each of the candidate nodes in the target network shard. For
example, one or more candidate nodes within the same continent may be divided
into the same cluster, or one or more candidate nodes within the same country may
be divided into the same cluster. As another example, the clustering operation may
be performed based on actual situations (e.g., a distribution of the geographic
locations) associated with the geographic locations where the candidate nodes are
located. If all the candidate nodes are located in Asia, the clustering operation may
be performed according to “country.” If some candidate nodes are located in Asia
and some other candidate nodes are located in America, the clustering operation
may be performed according to “continent.”

[0083] In 802, one or more validation nodes (e.g., a preset count of validation
nodes) used for data validation in the network shard (e.g., the target network shard)
may be determined based on the at least one cluster. In some embodiments, the
one or more validation nodes may be determined by the blockchain network
sharding device 1500 (e.g., the second determination module 1530) illustrated in
FIG. 15.

[0084] According to the present disclosure, the one or more validation nodes used
for data validation in a network shard (e.g., the target network shard) may be
determined according to the following embodiments.

Embodiment 1:

[0085] FIG. 9 is a flowchart illustrating an exemplary process for determining one or

more validation nodes in a network shard according to some embodiments of the
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present disclosure. In some embodiments, the process 900 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240,
the storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 900. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 900 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 9 and described below is not intended to be limiting.

[0086] In 901, at least one cluster may be ranked in a descending order based on a
count of candidate nodes in each of the at least one cluster.

[0087] For example, it is assumed that there are 3 clusters including cluster 1,
cluster 2, and cluster 3, cluster 1 includes 100 candidate nodes, cluster 2 includes 80
candidate nodes, and cluster 3 includes 50 candidate nodes. According to the
ranking in a descending order based on the count of candidate nodes in each of the
three clusters, the ranking order of the three clusters is “cluster 1, cluster 2, and
cluster 3.”

[0088] In 902, if a count of candidate nodes in a cluster with the highest ranking is
equal to the preset count, the candidate nodes in the cluster with the highest ranking
may be designed as the one or more validation nodes.

[0089] For example, it is assumed that the preset count (denoted as g) is equal to
100 (i.e., g = 100) and the count of candidate nodes in the cluster (e.g., cluster 1)
with the highest ranking is equal to 100, the candidate nodes in the cluster with the
highest ranking may be designated as the one or more validation nodes.

[0090] In 903, if the count of candidate nodes in the cluster with the highest ranking

is greater than the preset count, the one or more validation nodes may be selected
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from the cluster with the highest ranking until a count of selected validation nodes is
equal to the preset count.

[0091] For example, it is assumed that the preset count is equal to 80 (i.e., g = 80)
and the count of candidate nodes in the cluster (e.g., cluster 1) with the highest
ranking is 100 which is greater than 80, 80 validation nodes may be selected from
the cluster with the highest ranking.

[0092] In some embodiments, the address information may also include an Internet
Protocol (IP) address. Accordingly, the one or more validation nodes may be
selected from the cluster with the highest ranking based on the IP address of each of
the candidate nodes. More descriptions may be found elsewhere in the present
disclosure (e.g., FIG. 10 and the description thereof) (e.g., embodiment 2).

[0093] In 904, if the count of candidate nodes in the cluster with the highest ranking
is less than the preset count, the one or more validation nodes may be selected from
the at least one cluster in turn based on the ranking order of the at least one cluster
until a count of selected validation nodes is equal to the preset count.

[0094] For example, it is assumed that the preset count is equal to 150 (i.e., g =
150) and the count of candidate nodes in the cluster (e.g., cluster 1) with the highest
ranking is 100 which is less than 150, the one or more validation nodes may be
selected from the at least one cluster in turn based on the ranking order of the at
least one cluster until the count of selected validation nodes is equal to the preset
count.

[0095] In some embodiments, the one or more validation nodes may be selected
from the at least one cluster in turn based on a network latency of each of candidate
nodes in the at least one cluster. More descriptions may be found elsewhere in the
present disclosure (e.g., FIG. 12 and the description thereof) (e.g., embodiment 4).
Embodiment 2:

[0096] FIG. 10 is a flowchart illustrating an exemplary process for determining one

or more validation nodes in a network shard according to some embodiments of the
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present disclosure. In some embodiments, the process 1000 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240,
the storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 1000. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 1000 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 10 and described below is not intended to be limiting.

[0097] As described in connection with operation 903, if the count of candidate
nodes in the cluster with the highest ranking is greater than the preset count, the one
or more validation nodes may be selected from the cluster with the highest ranking
based on an IP address of each of the candidate nodes.

[0098] In 1001, one or more candidate nodes within a same network segment may
be divided into a same sub-cluster based on the IP address of each of the candidate
nodes in the cluster with the highest ranking.

[0099] For example, the cluster with the highest ranking may be divided into three
sub-clusters based on the IP address of each of the candidate nodes in the cluster
with the highest ranking. For each of the three sub-clusters, IP addresses of
candidate nodes in the sub-clusters may be in a same network segment.

[0100] It should be noted that when at least one sub-cluster is divided based on the
IP address of each of the candidate nodes, one or more candidate nodes within
adjacent network segments may also be divided into a same sub-cluster according
to actual situations.

[0101] In 1002, at least one sub-cluster may be ranked in a descending order based

on a count of candidate nodes in each of the at least one sub-cluster.
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[0102] For example, it is assumed that the cluster (e.g., cluster 1) with the highest
ranking includes 100 candidate nodes, a sub-cluster 1 includes 50 candidate nodes,
a sub-cluster 2 includes 30 candidate nodes, and a sub-cluster 3 includes 20
candidate nodes. According to the ranking in a descending order based on the
count of candidate nodes in each of the three sub-clusters, the ranking order of the
three sub-clusters is “sub-cluster 1, sub-cluster 2, and sub-cluster 3.”

[0103] In 1003, if a count of candidate nodes in a sub-cluster with the highest
ranking is equal to the preset count, the candidate nodes in the sub-cluster with the
highest ranking may be designated as the one or more validation nodes.

[0104] For example, it is assumed that the preset count is equal to 50 (i.e., g = 50)
and the count of candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the
highest ranking is equal to 50, the candidate nodes in the sub-cluster with the
highest ranking may be designated as the one or more validation nodes.

[0105] In 1004, if the count of candidate nodes in the sub-cluster with the highest
ranking is greater than the preset count, the one or more validation nodes may be
selected from the sub-cluster with the highest ranking in turn until that a count of
selected validation nodes is equal to the preset count.

[0106] For example, it is assumed that the preset count is equal to 40 (i.e., g = 40)
and the count of candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the
highest ranking is 50 which is greater than 40, 40 validation nodes may be selected
from the sub-cluster with the highest ranking in turn.

[0107] In some embodiments, the one or more validation nodes may be selected
from the sub-cluster with the highest ranking based on a network latency of each of
the candidate nodes. More descriptions may be found elsewhere in the present
disclosure (e.g., FIG. 11 and the description thereof) (e.g., embodiment 3).

[0108] In 1005, if the count of candidate nodes in the sub-cluster with the highest
ranking is less than the preset count, the one or more validation nodes may be

selected from the at least one sub-cluster in turn according to a ranking order of the
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at least one sub-cluster until a count of selected validation nodes is equal to the
preset count.

[0109] For example, it is assumed that the preset count is equal to 90 (i.e., g = 90)
and the count of candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the
highest ranking is 50 which is less than 90, the one or more validation nodes may be
selected from the at least one sub-cluster in turn according to the ranking order of
the at least one sub-cluster. For example, after the 50 candidate nodes in the sub-
cluster (e.g., sub-cluster 1) with the highest ranking are designated as validation
nodes, one or more validation nodes may be selected from a jth sub-cluster, wherein
j is an integer greater than 1. For example, it is assumed that a sub-cluster with a
second ranking includes 30 candidate nodes and 50 plus 30 is still less than 90 (i.e.,
the preset count), one or more validation nodes need to be selected from a sub-
cluster with a third ranking. For example, it is assumed that the sub-cluster with the
third ranking includes 20 candidate nodes, 10 validation nodes may be selected from
the sub-cluster with the third ranking. In this situation, the sub-cluster with the third
ranking may be designated as a first target sub-cluster and 10 validation nodes may
be selected from the sub-cluster with the third ranking based on a network latency of
each of the candidate nodes in the sub-cluster with the third ranking in a manner
similar to process 1100 (e.g., embodiment 3) described in FIG. 11.

Embodiment 3:

[0110] FIG. 11 is a flowchart illustrating an exemplary process for determining one
or more validation nodes in a network shard according to some embodiments of the
present disclosure. In some embodiments, the process 1100 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240,
the storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor

1610, and/or the modules may be configured to perform the process 1100. The

27



WO 2020/173287 PCT/CN2020/074305

operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 1100 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 11 and described below is not intended to be limiting.

[0111] As described in connection with operation 1004, if the count of candidate
nodes in the sub-cluster with the highest ranking is greater than the preset count, the
sub-cluster with the highest ranking may be designated as a first target sub-cluster.
[0112] In 1101, candidate nodes in the first target sub-cluster may be ranked in an
ascending order based on a network latency of each of the candidate nodes in the
first target sub-cluster.

[0113] In 1102, the one or more validation nodes may be selected from the first
target sub-cluster in turn based on the ranking until a count of selected validation
nodes is equal to the preset count.

[0114] For example, it is assumed that the preset count is equal to 40 (i.e., g = 40)
and the count of candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the
highest ranking is 50 which is greater than 40, the 50 candidate nodes in the sub-
cluster with the highest ranking may be ranked in an ascending order based on the
network latency of each of the 50 candidate nodes and top 40 nodes may be
selected from the sub-cluster with the highest ranking based on the ranking and
designated as the validation nodes.

Embodiment 4:

[0115] FIG. 12 is a flowchart illustrating an exemplary process for determining one
or more validation nodes in a network shard according to some embodiments of the
present disclosure. In some embodiments, the process 1200 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240,
the storage 390, or the storage device 1620. The processor 220, the CPU 340, the

processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
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and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 1200. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 1200 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 12 and described below is not intended to be limiting.

[0116] As described in connection with operation 904, if the count of candidate
nodes in the cluster with the highest ranking is less than the preset count, the one or
more validation nodes may be selected from the at least one cluster in turn based on
the ranking order of the at least one cluster until a count of selected validation nodes
is equal to the preset count. For example, the one or more validation nodes may be
selected from the at least one cluster based on a network latency of each of
candidate nodes in the at least one cluster. Specifically, it is assumed that one or
more validation node need to be selected from an ith cluster of the at least one
cluster and a count of candidate nodes in the ith cluster is greater than a count of the
one or more validation nodes to be selected from the ith cluster.

[0117] In 1201, candidate nodes within a same network segment may be divided
into a same sub-cluster based on an IP address of each of the candidate nodes in
the ith cluster.

[0118] In 1202, at least one sub-cluster may be ranked in a descending order based
on a count of candidate nodes in each of the at least one sub-cluster.

[0119] In 1203, if a count of candidate nodes in a sub-cluster with the highest
ranking is equal to the count of the one or more validation nodes to be selected from
the ith cluster, the candidate nodes in the sub-cluster with the highest ranking may
be designated as the one or more validation nodes to be selected from the ith
cluster.

[0120] In 1204, if the count of candidate nodes in the sub-cluster with the highest
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ranking is greater than the count of the one or more validation nodes to be selected
from the ith cluster, one or more validation nodes may be selected from the sub-
cluster with the highest ranking in turn until a count of selected validation nodes is
equal to the count of the one or more validation nodes to be selected from the ith
cluster.

[0121] For example, it is assumed that the count of the one or more validation
nodes to be selected from the ith cluster is 50 and the count of candidate nodes in
the sub-cluster (e.g., a sub-cluster 1) with the highest ranking in the ith cluster is 60
which is greater than 50, 50 validation nodes may be selected from the sub-cluster
with the highest ranking in turn.

[0122] In some embodiments, if the count of candidate nodes in the sub-cluster with
the highest ranking in the ith cluster is greater than the count of the one or more
validation nodes to be selected from the ith cluster, the sub-cluster with the highest
ranking may be designated as a second target sub-cluster and one or more (e.g., 50)
validation nodes may be selected from the sub-cluster with the highest ranking
according to a manner similar to process 1100 (e.g., embodiment 3) described in
FIG. 11.

[0123] In 1205, if the count of candidate nodes in the sub-cluster with the highest
ranking is less than the count of the one or more validation nodes to be selected
from the ith cluster, one or more validation nodes may be selected from the ith
cluster in turn according to a ranking order of the at least one sub-cluster until a
count of selected validation nodes is equal to the count of the one or more validation
nodes to be selected from the ith cluster.

[0124] For example, it is assumed that the count of the one or more validation
nodes to be selected from the ith cluster is 50 and the count of candidate nodes in
the sub-cluster (e.g., sub-cluster 1) with the highest ranking in the ith cluster is 40
which is less than 50, the one or more validation nodes to be selected from the ith

cluster may be selected from the at least one sub-cluster in the ith cluster in turn
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according to the ranking order of the at least one sub-cluster. For example, after
the 40 candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the highest
ranking are designated as validation nodes, one or more validation nodes may be
selected from a kth sub-cluster, wherein k is an integer greater than 1. For
example, after the 40 candidate nodes in the sub-cluster (e.g., sub-cluster 1) with the
highest ranking are designated as the validation nodes, it is assumed that a sub-
cluster with a second ranking includes 40 candidate nodes and 40 plus 40 is larger
than 50, 10 validation nodes need to be selected from the sub-cluster with the
second ranking. In this situation, the sub-cluster with the second ranking may be
designated as the second target sub-cluster and 10 validation nodes may be
selected from the sub-cluster with the second ranking based on a network latency of
each of the candidate nodes in the sub-cluster with the second ranking in a manner
similar to process 1100 (e.g., embodiment 3) described in FIG. 11.

Embodiment 5:

[0125] As described in connection with operation 904, if the count of candidate
nodes in the cluster with the highest ranking is less than the preset count and a
difference between them is relatively small (e.g., less than a predetermined
threshold), for example, the preset count is equal to 150 (i.e., g = 150), the count of
candidate nodes in the cluster (e.g., cluster 1) with the highest ranking is 140, and 10
remainder validation nodes need to be selected, in this situation, if a count (e.g.,
100) of candidate nodes in a cluster (e.g., cluster 2) with a second ranking is much
greater than 10, there may be no need to divide the candidate nodes in the cluster
(e.g., cluster 2) with the second ranking into sub-clusters based on IP address
information. Specifically, 10 candidate nodes of which IP addresses are within a
same network segment or adjacent network segments as the candidate nodes in the
cluster (e.g., cluster 1) with the highest ranking may be directly selected from the
cluster (e.g., cluster 2) with the second ranking.

[0126] In some embodiments, the target node may determine the one or more
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validation nodes used for data validation in the target network shard based on a
network latency of each of the candidate nodes in the target network shard. For
example, the candidate nodes may be ranked in an ascending order based on the
network latency of each of the candidate nodes and the one or more validation
nodes used for data validation may be selected in turn based on the ranking.

[0127] FIG. 13 is a flowchart illustrating an exemplary process for determining a
network latency of a candidate node according to some embodiments of the present
disclosure. In some embodiments, the process 1300 may be implemented as a set
of instructions (e.g., an application) stored in the ROM 230, the RAM 240, the
storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 1300. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 1300 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 13 and described below is not intended to be limiting.

[0128] In 1301, for each of candidate nodes in a network shard (e.g., the target
network shard), an echo request may be sent to the candidate node by the second
master node (e.g., the target node) and an echo reply may be received from the
candidate node.

[0129] For example, the echo request may include a Packet Internet Groper (PING),
which is a command under Windows, Unix, or Linux systems, and also is a
communication protocol, which is a part of a Transmission Control Protocol (TCP)/IP
protocol. After the PING is sent to each of the candidate nodes in the target
network shard, each of the candidate nodes may automatically send an echo reply to

the target node.
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[0130] In 1302, for each of the candidate nodes, the network latency of the
candidate node may be determined based on a time difference between a time point
at which the echo request is sent to the candidate node and a time point at which the
echo node reply is received from the candidate node.

[0131] FIG. 14 is a flowchart illustrating an exemplary process for verifying a
signature of a candidate node according to some embodiments of the present
disclosure. In some embodiments, the process 1400 may be implemented as a set
of instructions (e.g., an application) stored in the ROM 230, the RAM 240, the
storage 390, or the storage device 1620. The processor 220, the CPU 340, the
processor 1610, and/or the modules in FIG. 15 may execute the set of instructions,
and when executing the instructions, the processor 220, the CPU 340, the processor
1610, and/or the modules may be configured to perform the process 1400. The
operations of the illustrated process presented below are intended to be illustrative.
In some embodiments, the process 1400 may be accomplished with one or more
additional operations not described and/or without one or more of the operations
herein discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 14 and described below is not intended to be limiting.

[0132] In some embodiments, for each of the candidate nodes, before the address
information of the candidate node is obtained by the target node, a security
validation needs to be performed on the candidate node, so as to prevent an IP
address of the candidate node attempting to establish a connection with the target
node from being impersonated. Therefore, before the method for determining the
plurality of network shards in the blockchain network is implemented, each of the
candidate nodes needs to register its public key and signature to an identity chain of
the blockchain network and broadcasts them to each of remainder candidate nodes.
In some embodiments, the signature may be associated with encryption information
of an IP address that is encrypted based on a private key of the candidate node.

[0133] For each of the candidate nodes, when the target node verifies the candidate
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node, the target node may receive the public key and the signature of the candidate
node sent by the candidate node, or obtain the public key and the signature of the
candidate node from the identity chain. Then the target node may verify the
signature of the candidate node based on the public key of the candidate node. If
the signature is verified, the target node may obtain the IP address of the candidate
node from the signature. Further, the target node may also obtain a geographic
location, a time zone, an operator, and/or Classless Inter-Domain Routing (CIDR)
information of the candidate node based on the IP address.

[0134] Specifically, in 1401, the signature of the candidate node may be decrypted
based on the public key of the candidate node.

[0135] In 1402, if the signature of the candidate node is decrypted, the IP address in
the signature of the candidate node may be resolved. Further, whether an IP
address of the candidate node when a connection with the candidate node is
established is the same as the IP address in the signature may be determined.
[0136] In 1403, in response to a determination that the IP address of the candidate
node when the connection with the candidate node is established is the same as the
IP address in the signature, the signature of the candidate node may be determined
to be verified.

[0137] According to the present disclosure, firstly, a plurality of candidate nodes in
the blockchain network may be divided into a plurality of different network shards,
which can improve the handling capacity of the blockchain network. Secondly, for
each of the plurality of network shards, one or more validation nodes used for data
validation in the network shard may be selected based on address information
and/or a network latency of each of candidate nodes in the network shard, which
may further reduce a latency in data validation performed by the one or more
validation nodes and improve a real-time performance of the data validation.

[0138] Further, the plurality of candidate nodes in the blockchain network may be

divided into the plurality of different network shards randomly, which can ensure
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security.

[0139] FIG. 15 is a schematic diagram illustrating an exemplary blockchain network
sharding device according to some embodiments of the present disclosure. As
illustrated, the blockchain network sharding device 1500 may include a sharding
module 1510, a first determination module 1520, a second determination module
1530, and/or an obtaining module 1540. In some embodiments, the blockchain
network sharding device 1500 may be configured to perform a process (e.g., process
500, process 600, process 700, process 800, process 900, process 1000, process
1100, process 1200, process 1300, process 1400) described elsewhere in the
present disclosure. In some embodiments, one or more modules of the blockchain
network sharding device 1500 may be integrated into a processing device 1700
illustrated in FIG. 17.

[0140] The sharding module 1510 may be configured to determine a first master
node in the blockchain network 100, and divide a plurality of candidate nodes in the
blockchain network 100 into a plurality of different network shards. Specifically, in
response to that the first master node is a target node, the sharding module 1510
may divide the plurality of candidate nodes in the blockchain network 100 into the
plurality of different network shards. As used herein, the target node may be any
node in the blockchain network 100; the plurality of candidate nodes may be
randomly selected from all nodes in the blockchain network 100. In some
embodiments, the first master node may be determined based on a first random
value corresponding to the target node and first random values corresponding tp
other candidate nodes. If the first random value corresponding to the target node
and the first random values corresponding to other candidate nodes satisfy a preset
size relationship, the sharding module 1510 may determine the first master node to
be the target node. The preset size relationship may include one of the first random
values corresponding to other candidate nodes being greater than the first random

value corresponding to the target node, or the first random values corresponding to
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other candidate nodes being less than the first random value corresponding to the
target node. In some embodiments, the sharding module 1510 may generate a
random seed based on a second random value corresponding to the target node and
second random values corresponding to other candidate nodes. The sharding
module 1510 may divide the plurality of candidate nodes into the plurality of different
network shards based on the random seed. For example, for a candidate node with
the highest ranking, the sharding module 1510 may determine a third random value
corresponding to the candidate node with the highest ranking based on the random
seed and a preset random function. For each of remainder candidate nodes other
than the candidate node with the highest ranking, the sharding module 1510 may
generate a third random value corresponding to the candidate node based on a third
random value corresponding to a previous candidate node. In some embodiments,
each of the third random values corresponding to the plurality of candidate nodes
may match a respective one of a plurality of serial numbers corresponding to a
plurality of network shards. For each of the candidate nodes, the sharding module
1510 may allocate the candidate node to a network shard that matches a third
random value corresponding to the candidate node based on the third random value
corresponding to the candidate node.

[0141] The first determination module 1520 may be configured to for at least one of
the plurality of different network shards, determine a second master node in a
network shard by any node in the network shard. Specifically, the first
determination module 1520 may determine a second master node in a network
shard (e.g., a target network shard) where the target node is located.

[0142] The second determination module 1530 may be configured to for the at least
one of the plurality pf network shards, one or more validation nodes used for data
validation in the network shard based on address information and/or a network
latency of each of candidate nodes in the network shard. Specifically, in response

to determining that the second master node is the target node, the second
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determination module 1530 may determine one or more validation nodes used for
data validation in the target network shard based on address information and/or a
network latency of each of candidate nodes in the target network shard.

[0143] In some embodiments, the second determination module 1530 may divide
the candidate nodes in the target network shard into at least one cluster based on
the address information of each of the candidate nodes. The second determination
module 1503 may determine, based on the at least one cluster, the one or more
validation nodes used for data validation in the target network shard.

[0144] In some embodiments, the address information may include a geographic
location. The second determination module 1530 may divide one or more
candidate nodes within a same geographic area into a same cluster based on the
geographic location of each of the candidate nodes in the target network shard.

The second determination module 1530 may rank the at least one cluster in a
descending order based on a count of candidate nodes in each of the at least one
cluster. If a count of candidate nodes in a cluster with the highest ranking is equal
to a preset count, the second determination module 1530 may designate the
candidate nodes in the cluster with the highest ranking as the one or more validation
nodes.

[0145] If the count of candidate nodes in the cluster with the highest ranking is
greater than the preset count, the second determination module 1530 may divide
one or more candidate nodes within a same network segment into a same sub-
cluster based on the IP address of each of the candidate nodes in the cluster with
the highest ranking. The second determination module 1530 may rank at least one
sub-cluster in a descending order based on a count of candidate nodes in each of
the at least one sub-cluster. If a count of candidate nodes in a sub-cluster with the
highest ranking is equal to the preset count, the second determination module 1530
may designate the candidate nodes in the sub-cluster with the highest ranking as the

one or more validation nodes. If the count of candidate nodes in the sub-cluster
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with the highest ranking is less than the preset count, the second determination
module 1530 may select the one or more validation nodes from the at least one sub-
cluster in turn according to a ranking order of the at least one sub-cluster until a
count of selected validation nodes is equal to the preset count.  If the count of
candidate nodes in the sub-cluster with the highest ranking is greater than the preset
count, the sub-cluster with the highest ranking may be designated as a first target
sub-cluster. Alternatively, if the count of candidate nodes in the sub-cluster with the
highest ranking is less than the preset count, one or more validation nodes need to
be selected from a jth sub-cluster, and a count of candidate nodes in the jth sub-
cluster is greater than a count of the one or more validation nodes to be selected
from the jth sub-cluster, the jth sub-cluster may be designated as a first target sub-
cluster. The second determination module 1530 may rank candidate nodes in the
first target sub-cluster in an ascending order based on a network latency of each of
the candidate nodes in the first target sub-cluster. The second determination
module 1530 may select one or more validation nodes from the first target sub-
cluster in turn based on the ranking until a count of selected validation nodes is
equal to a count of one or more candidate nodes to be selected from the first target
sub-cluster.

[0146] If the count of candidate nodes in the cluster with the highest ranking is less
than the preset count, the second determination module 1530 may select the one or
more validation nodes from the at least one cluster in turn based on a ranking order
of the at least one cluster until a count of selected validation nodes is equal to the
preset count. In some embodiments, one or more validation nodes may need to be
selected from an ith cluster based on the ranking, wherein a value of i is an integer
greater than 1 and a count of candidate nodes in the ith cluster is greater than a
count of the one or more validation nodes to be selected. The second
determination module 1530 may divide candidate nodes within a same network

segment into a same sub-cluster based on the IP address of each of the candidate
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nodes in the ith cluster. The second determination module 1530 may rank at least
one sub-cluster in a descending order based on a count of candidate nodes in each
of the at least one sub-cluster. If a count of candidate nodes in a sub-cluster with
the highest ranking is equal to the count of the one or more validation nodes to be
selected from the ith cluster, the second determination module 1530 may designate
the candidate nodes in the sub-cluster with the highest ranking as the one or more
validation nodes to be selected from the ith cluster. If the count of candidate nodes
in the sub-cluster with the highest ranking is less than the count of the one or more
validation nodes to be selected from the ith cluster, the second determination module
1530 may select the one or more validation nodes from the ith cluster from the at
least one sub-cluster in turn according to a ranking order of the at least one sub-
cluster until a count of selected validation nodes is equal to the count of the one or
more validation nodes to be selected from the ith cluster. If the count of candidate
nodes in the sub-cluster with the highest ranking is greater than the count of one or
more validation nodes to be selected from the ith cluster, the sub-cluster with the
highest ranking may be designated as a second target sub-cluster. Alternatively, if
the count of candidate nodes in the sub-cluster with the highest ranking is less than
the count of one or more validation nodes to be selected from the ith cluster, one or
more validation nodes need to be selected from a kth sub-cluster, and a count of
candidate nodes in the kth sub-cluster is greater than a count of the one or more
validation nodes to be selected from the kth sub-cluster, the kth sub-cluster may be
designated as a second target sub-cluster. The second determination module 1530
may rank candidate nodes in the second target sub-cluster in an ascending order
based on a network latency of each of the candidate nodes in the second target sub-
cluster. The second determination module 1530 may select one or more validation
nodes from the second target sub-cluster in turn based on the ranking until a count
of selected validation nodes is equal to a count of one or more candidate nodes to

be selected from the second target sub-cluster.
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[0147] In some embodiments, for each of the candidate nodes in the target network
shard, an echo request may be sent to the candidate node by the second master
node (e.g., the target node), and an echo reply may be received from the candidate
node. For each of the candidate nodes in the target network shard, the network
latency of the candidate node may be determined based on a time difference
between a time point at which the echo request is sent to the candidate node and a
time point at which the echo node reply is received from the candidate node.

[0148] The obtaining module 1540 may be configured to obtain a public key and a
signature of the candidate node, wherein the signature is associated with encryption
information of an IP address that is encrypted based on a private key of the
candidate node. The obtaining module 1540 may be configured to verify the
signature of the candidate node based on the public key of the candidate node. If
the signature of the candidate node is verified, the obtaining module 1540 may be
configured to obtain the IP address of the candidate node from the signature, and
obtain a geographic location of the candidate node based on the IP address. In
some embodiments, the obtaining module 1540 may decrypt the signature of the
candidate node based on the public key of the candidate node. If the signature of
the candidate node is decrypted, the obtaining module 1540 may resolve the IP
address in the signature of the candidate node. The obtaining module 1540 may
determine whether an IP address of the candidate node when a connection with the
candidate node is established is the same as the IP address in the signature. In
response to a determination that the IP address of the candidate node when the
connection with the candidate node is established is the same as the IP address in
the signature, the obtaining module 1540 may determine that the signature of the
candidate node is verified.

[0149] According to the present disclosure, firstly, a plurality of candidate nodes in
the blockchain network may be divided into a plurality of different network shards,

which can improve the handling capacity of the blockchain network. Secondly, for
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each of the plurality of network shards, one or more validation nodes used for data
validation in the network shard may be selected based on address information
and/or a network latency of each of candidate nodes in the network shard, which
may further reduce a latency in data validation performed by the one or more
validation nodes and improve a real-time performance of the data validation.

[0150] Further, the plurality of candidate nodes in the blockchain network may be
divided into the plurality of different network shards randomly, which can ensure
security.

[0151] The modules in the blockchain network sharding device 1500 may be
connected to or communicated with each other via a wired connection or a wireless
connection. The wired connection may include a metal cable, an optical cable, a
hybrid cable, or the like, or any combination thereof. The wireless connection may
include a Local Area Network (LAN), a Wide Area Network (WAN), a Bluetooth, a
ZigBee, a Near Field Communication (NFC), or the like, or any combination thereof.
Two or more of the modules may be combined into a single module, and any one of
the modules may be divided into two or more units.

[0152] FIG. 16 is a schematic diagram illustrating an exemplary electronic device
according to some embodiments of the present disclosure. As shown in FIG. 16,
the electronic device 1600 may include a processor 1610, a storage device 1620,
and a bus 1630. In some embodiments, one or more components of the electronic
device 1600 may be integrated into or implemented by the computing device 200 or
the mobile device 300.

[0153] The storage device 1620 may store machine-readable instructions (e.g.,
executable instructions corresponding to the sharding module 1510, the first
determination module 1520, the second determination module 1530, and/or the
obtaining module 1540 in FIG. 15) that may be executed by the processor 1610.
When the electronic device 1600 is executed, the processor 1610 may communicate

with the storage device 1620 via the bus 1630. When the machine-readable
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instructions are executed by the processor 1610, a process (e.g., process 500,
process 600, process 700, process 800, process 900, process 1000, process 1100,
process 1200, process 1300, process 1400) disclosed in the present disclosure may
be implemented.

[0154] FIG. 17 is a block diagram illustrating an exemplary processing device
according to some embodiments of the present disclosure. The processing device
1700 may include an obtaining module 1720 and an identification module 1740. In
some embodiments, any node in the blockchain network 100 may be implemented
by the processing device 1700. In some embodiments, the processing device 1700
may be implemented on the computing device 200 or the mobile device 300.

[0155] The obtaining module 1720 may be configured to obtain one or more
network shards associated with a candidate node set in the blockchain network 100.
Each of the one or more network shards may include one or more candidate nodes.
As described in connection with FIG. 1, the blockchain network 100 may include a
plurality of nodes, accordingly, the candidate node set may include all or a portion of
the plurality of nodes in the blockchain network 100. In some embodiments, the
one or more network shards may be determined by a first node in the candidate
node set. In some embodiments, the one or more network shards may be pre-
determined in the blockchain network 100. The obtaining module 1720 may directly
obtain the one or more network shards from the blockchain network 100. More
descriptions regarding the obtaining of the one or more network shards may be
found elsewhere in the present disclosure (e.g., FIG. 18 and the description thereof).
[0156] The identification module 1740 may be configured to for at least one (e.g., a
network shard where the first node is located) of the one or more network shards,
identify, from the one or more candidate nodes in the network shard, one or more
target nodes based on at least one of a location or a network latency of each of the
one or more candidate nodes. A used herein, the term “target node” may refer to a

candidate node that may be used for data processing (e.g., data validation, data
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storage) associated with a transaction to be processed by the blockchain network
100. In some embodiments, a second node in the network shard may be
determined according to a manner the same as or similar to the manner in which the
first node in the candidate node set is determined. Further, the second node may
identify the one or more target nodes in the network shard. In some embodiments,
the identification module 1740 may divide the one or more candidate nodes in the
network shard into at least one cluster based on the location (e.g., a geographic
location) of each of the one or more candidate nodes in the network shard. Further,
the identification module 1740 may determine the one or more target nodes in the
network shard based on the at least one cluster. More descriptions regarding
determining the one or more target nodes may be found elsewhere in the present
disclosure (e.g., FIGs. 20-22 and the descriptions thereof). In some embodiments,
the identification module 1740 may rank the one or more candidate nodes in an
ascending order based on the network latency of each of the one or more candidate
nodes in the network shard. Further, the identification module 1740 may designate
top w candidate nodes based on the ranking as the one or more target nodes in the
network shard, wherein the value of w may be equal to a preset count which may be
determined based on information (e.g., transaction type, transaction data amount)
associated with the transaction to be processed by the blockchain network 100 or a
default setting of the blockchain network 100. In some embodiments, the
identification module 1740 may divide the one or more candidate nodes in the
network shard into at least one cluster based on an IP address of each of the one or
more candidate nodes in the network shard. Further, the identification module 1740
may determine the one or more target nodes in the blockchain network shard based
on the at least one cluster according to a manner similar to the manner described in
FIGs. 21-22.

[0157] The modules in the processing device 1700 may be connected to or

communicated with each other via a wired connection or a wireless connection.
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The wired connection may include a metal cable, an optical cable, a hybrid cable, or
the like, or any combination thereof. The wireless connection may include a Local
Area Network (LAN), a Wide Area Network (WAN), a Bluetooth, a ZigBee, a Near
Field Communication (NFC), or the like, or any combination thereof. Two or more
of the modules may be combined into a single module, and any one of the modules
may be divided into two or more units. For example, the obtaining module 1720
and the identification module 1740 may be combined as a single module. As
another example, the processing device 1700 may include a storage module (not
shown) for storing information and/or data generated by the processing device 1700.
[0158] FIG. 18 is a flowchart illustrating an exemplary process for identifying one or
more target nodes in a blockchain network according to some embodiments of the
present disclosure. In some embodiments, the process 1800 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240, or
the storage 390. The processor 220, the CPU 340, and/or the modules in FIG. 17
may execute the set of instructions, and when executing the instructions, the
processor 220, the CPU 340, and/or the modules may be configured to perform the
process 1800. The operations of the illustrated process presented below are
intended to be illustrative. In some embodiments, the process 1800 may be
accomplished with one or more additional operations not described and/or without
one or more of the operations herein discussed. Additionally, the order in which the
operations of the process as illustrated in FIG. 18 and described below is not
intended to be limiting.

[0159] In 1801, the processing device 1700 (e.g., the obtaining module 1720) (e.qg.,
the interface circuits of the processor 220 or the processing circuits of the process
220) may obtain one or more network shards associated with a candidate node set
in the blockchain network 100. Each of the one or more network shards may

include one or more candidate nodes.

44



WO 2020/173287 PCT/CN2020/074305

[0160] As described in connection with FIG. 1, the blockchain network 100 may
include a plurality of nodes, accordingly, the candidate node set may include all or a
portion of the plurality of nodes in the blockchain network 100. For example, a
portion of the plurality of nodes may be randomly selected from the plurality of nodes
and designated as candidate nodes in the candidate node set. As another
example, all the plurality of nodes in the blockchain network may be designated as
the candidate nodes in the candidate node set.

[0161] In some embodiments, as described in connection with operation 501, the
one or more network shards may be determined by a first node in the candidate
node set based on a random seed, wherein the first node may satisfy a first preset
condition. In some embodiments, the first preset condition may include that a first
condition value (e.g., a first random value) corresponding to the first node is
maximum among first condition values corresponding to the candidate nodes in the
candidate node set or the first condition value corresponding to the first node is
minimum among the first condition values corresponding to the candidate nodes in
the candidate node set. In some embodiments, the first condition value may be
generated by a corresponding candidate node using a first preset function such as a
Verified Random Function (VRF), an Algorand algorithm, a Dfinity algorithm, an
Ouroborous Praos algorithm, etc. In some embodiments, the first node may be
determined by any node (e.g., the target node described in FIG. 5) in the candidate
node set based on the first preset condition.

[0162] In some embodiments, as described in connection with FIG. 6, the random
seed may be determined by the first node based on second condition values (e.g.,
second random values) corresponding to the candidate nodes in the candidate node
set. For example, the first node may generate a second condition value
corresponding to the first node and obtain second condition values corresponding to
other candidate nodes in the candidate node set. Further, the first node may

determine the random seed by concatenating the second condition values
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corresponding to the candidate nodes in the candidate node set. In some
embodiments, the second condition value may be generated by a corresponding
candidate node using a second preset function which may be the same as or
different from the first preset function.

[0163] In some embodiments, as described in connection with FIG. 7, after
determining the random seed, the first node may randomly rank the candidate nodes
in the candidate node set. For each of the candidate nodes in the candidate node
set, a third condition value (e.g., a third random value) corresponding to the
candidate node may be determined based on the ranking and the random seed.

For example, for a candidate node with the highest ranking, a third condition value
corresponding to the candidate node with the highest ranking may be determined
based on the random seed; for each of remainder candidate nodes other than the
candidate node with the highest ranking in the candidate node set, a third condition
value corresponding to the candidate node may be determined based on a third
condition value corresponding to a previous candidate node. Further, the first node
may determine the one or more network shards based on the third condition values
corresponding to the candidate nodes in the candidate node set.

[0164] For example, as described in connection with FIG. 7, the first node may
allocate a candidate node with a third condition value matching a serial number
corresponding to a specific network shard. As used herein, “matching” refers to that
at least a portion of the third condition value corresponding to the candidate node is
the same as a portion of the serial number corresponding to the network shard. As
another example, the first node may allocate candidate nodes with a same portion
(e.g., last few digits (e.g., last three digits)) to a same network shard.

[0165] In some embodiments, the one or more network shards may be pre-
determined in the blockchain network 100. The processing device 1700 may

directly obtain the one or more network shards from the blockchain network 100.
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[0166] In 1802, for at least one (e.g., a network shard where the first node is
located) of the one or more network shards, the processing device 1700 (e.g., the
identification module 1740) (e.g., the processing circuits of the processor 220) may
identify, from the one or more candidate nodes in the network shard, one or more
target nodes based on at least one of a location or a network latency of each of the
one or more candidate nodes. A used herein, the term “target node” may refer to a
candidate node that may be used for data processing (e.g., data validation, data
storage) associated with a transaction to be processed by the blockchain network
100.

[0167] In some embodiments, a second node in the network shard may be
determined according to a manner the same as or similar to the manner in which the
first node in the candidate node set is determined. Further, the second node may
identify the one or more target nodes in the network shard.

[0168] In some embodiments, the processing device 1700 may divide the one or
more candidate nodes in the network shard into at least one cluster based on the
location (e.g., a geographic location) of each of the one or more candidate nodes in
the network shard. Further, the processing device 1700 may determine the one or
more target nodes in the network shard based on the at least one cluster. More
descriptions regarding determining the one or more target nodes may be found
elsewhere in the present disclosure (e.g., FIGs. 20-22 and the descriptions thereof).
[0169] In some embodiments, the processing device 1700 may rank the one or
more candidate nodes in an ascending order based on the network latency of each
of the one or more candidate nodes in the network shard. Further, the processing
device 1700 may designate top w candidate nodes based on the ranking as the one
or more target nodes in the network shard, wherein a value of w may be equal to a
preset count which may be determined based on information (e.g., transaction type,
transaction data amount) associated with the transaction to be processed by the

blockchain network 100 or a default setting of the blockchain network 100.
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[0170] In some embodiments, the processing device 1700 may divide the one or
more candidate nodes in the network shard into at least one cluster based on an IP
address of each of the one or more candidate nodes in the network shard. For
example, the processing device 1700 may divide candidate nodes within a same
network segment or adjacent network segments into a same cluster based on IP
addresses of the candidate nodes. Further, the processing device 1700 may
determine the one or more target nodes in the blockchain network shard based on
the at least one cluster according to a manner similar to the manner described in
FIGs. 21-22.

[0171] In some embodiments, as described in connection with FIG. 14, for each of
the one or more candidate nodes, in order to obtain the location of the candidate
node, the processing device 1700 (e.g., the second node) may obtain a public key
and a signature (which may be associated with encrypted address information of the
candidate node) of the candidate node and extract the location of the candidate node
from the encrypted address information by verifying the signature based on the
public key. The location of the candidate node may include a continent, a country,
a province, a state, a county, a shire, a city, a town, a borough, a district, longitude
and latitude, and/or an IP address where the candidate node is located.

[0172] In some embodiments, as described in connection with FIG. 13, for each of
the one or more candidate nodes, in order to obtain the network latency of the
candidate node, the processing device 1700 (e.g., the second node) may send an
echo request to the candidate node at a first time point and receive an echo reply
from the candidate node at a second time point. Further, the processing device
1700 may determine the network latency of the candidate node based on a time
difference between the first time point and the second time point.

[0173] It should be noted that the above description is merely provided for the
purposes of illustration, and not intended to limit the scope of the present disclosure.

For persons having ordinary skills in the art, multiple variations or modifications may
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be made under the teachings of the present disclosure. However, those variations
and modifications do not depart from the scope of the present disclosure. For
example, one or more other optional operations (e.g., a storing operation) may be
added elsewhere in the process 1800. In the storing operation, the processing
device 1700 may store information and/or data (e.g., the one or more target nodes)
associated with the blockchain network 100 in a storage device disclosed elsewhere
in the present disclosure.

[0174] FIG. 19 is a block diagram illustrating an exemplary identification module
according to some embodiments of the present disclosure. The identification
module 1740 may include a division unit 1910, a count determination unit 1920, a
ranking unit 1930, and a target node determination unit 1940.

[0175] The division unit 1910 may be configured to divide one or more candidate
nodes in a network shard into at least one cluster based on a location of each of the
one or more candidate nodes. As described in connection with FIG. 8, division unit
1910 may determine the at least one cluster according to “city,” “district,” etc.

[0176] The count determination unit 1920 may be configured to determine a count
of candidate nodes in the cluster.

[0177] The ranking unit 1930 may be configured to rank the at least one cluster in a
descending order based on at least one count corresponding to the at least one
cluster.

[0178] The target node determination unit 1940 may be configured to determine one
or more target nodes in the network shard. In some embodiments, the target node
determination unit 1940 may determine whether a count of candidate nodes in the
cluster with the highest ranking is less than a preset count. In response to a
determination that the count of candidate nodes in the cluster with the highest
ranking is not less than the preset count, the target node determination unit 1940
may determine the one or more target nodes in the cluster with the highest ranking.

In response to a determination that the count of candidate nodes in the cluster with
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the highest ranking is less than the preset count, the target node determination unit
1940 may determine the one or more target nodes in clusters from the cluster with
the highest ranking to an ith cluster based on the ranking. More descriptions
regarding determining the one or more target nodes may be found elsewhere in the
present disclosure (e.g., FIGs. 20-22 and the descriptions thereof).

[0179] The units in the identification module 1740 may be connected to or
communicated with each other via a wired connection or a wireless connection.

The wired connection may include a metal cable, an optical cable, a hybrid cable, or
the like, or any combination thereof. The wireless connection may include a Local
Area Network (LAN), a Wide Area Network (WAN), a Bluetooth, a ZigBee, a Near
Field Communication (NFC), or the like, or any combination thereof. Two or more
of the units may be combined into a single module, and any one of the units may be
divided into two or more sub-units.  For example, the count determination unit
1920 and the ranking unit 1930 may be integrated into a single unit. As another
example, a storing unit may be added in the identification module 1740 for storing.
[0180] FIG. 20 is a flowchart illustrating an exemplary process for identifying one or
more target nodes in a network shard according to some embodiments of the
present disclosure. In some embodiments, the process 2000 may be implemented
as a set of instructions (e.g., an application) stored in the ROM 230, the RAM 240, or
the storage 390. The processor 220, the CPU 340, and/or the identification module
1740 may execute the set of instructions, and when executing the instructions, the
processor 220, the CPU 340, and/or the identification module 1740 may be
configured to perform the process 2000. The operations of the illustrated process
presented below are intended to be illustrative. In some embodiments, the process
2000 may be accomplished with one or more additional operations not described
and/or without one or more of the operations herein discussed. Additionally, the

order in which the operations of the process as illustrated in FIG. 20 and described
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below is not intended to be limiting. In some embodiments, operation 1802 may be
achieved by one or more operations of the process 2000.

[0181] In 2001, the processing device 1700 (e.g., the division unit 1910) (e.g., the
processing circuits of the processor 220) may divide one or more candidate nodes in
the network shard into at least one cluster based on a location of each of the one or
more candidate nodes. As described in connection with FIG. 8, the processing
device 1700 may determine the at least one cluster according to “city,” “district,” etc.
[0182] In 2002, for each of the at least one cluster, the processing device 1700
(e.g., the count determination unit 1920) (e.g., the processing circuits of the
processor 220) may determine a count of candidate nodes in the cluster.

[0183] In 2003, the processing device 1700 (e.g., the ranking unit 1930) (e.g., the
processing circuits of the processor 220) may rank the at least one cluster in a
descending order based on at least one count corresponding to the at least one
cluster.

[0184] In 2004, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may determine whether a
count of candidate nodes in the cluster with the highest ranking is less than a preset
count.

[0185] In 2005, in response to a determination that the count of candidate nodes in
the cluster with the highest ranking is not less than the preset count, the processing
device 1700 (e.g., the target node determination unit 1940) (e.g., the processing
circuits of the processor 220) may determine the one or more target nodes in the
cluster with the highest ranking.

[0186] In some embodiments, in response to a determination that the count of
candidate nodes in the cluster with the highest ranking is equal to the preset count,
the processing device 1700 may designate the candidate nodes in the cluster with

the highest ranking as the one or more target nodes.
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[0187] In some embodiments, in response to a determination that the count of
candidate nodes in the cluster with the highest ranking is greater than the preset
count, the processing device 1700 may determine the one or more target nodes in
the cluster with the highest ranking based on an IP address and/or a network latency
of each of the candidate nodes in the cluster with the highest ranking. For example,
the processing device 1700 may rank the candidate nodes in the cluster with the
highest ranking in an ascending order based on the network latency of each of the
candidate nodes in the cluster with the highest ranking. The processing device
1700 may designate top f candidate nodes based on the ranking as the one or more
target nodes, wherein a value of f may be equal to the preset count. As another
example, the processing device 1700 may divide the candidate nodes in the cluster
with the highest ranking into at least one sub-cluster based on the IP address of
each of the candidate nodes in the cluster with the highest ranking. The processing
device 1700 may determine the one or more target nodes based on the at least one
sub-cluster. More descriptions regarding determining the one or more target nodes
based on the IP address of each of the candidate nodes in the cluster with the
highest ranking may be found elsewhere in the present disclosure (e.g., FIG. 21 and
the description thereof).

[0188] In 2006, in response to a determination that the count of candidate nodes in
the cluster with the highest ranking is less than the preset count, the processing
device 1700 (e.g., the target node determination unit 1940) (e.g., the processing
circuits of the processor 220) may determine the one or more target nodes in
clusters from the cluster with the highest ranking to an ith cluster based on the
ranking.

[0189] In some embodiments, the processor 220 may identify the ith cluster based
on the ranking of the at least one cluster. For example, the processing device 1700
may identify the ith cluster according to a condition that a count of candidate nodes

from the cluster with the highest ranking to the ith cluster is greater than the preset
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count and a count of candidate nodes from the cluster with the highest ranking to an
(i-1)th cluster is less than the preset count.

[0190] In some embodiments, the processing device 1700 may determine the one
or more target nodes from the cluster with the highest ranking to the ith cluster based
on an IP address and/or a network latency of each of candidate nodes in the ith
cluster. For example, the processing device 1700 may rank the candidate nodes in
the ith cluster in an ascending order based on network latencies corresponding to
the candidate nodes in the ith cluster. The processing device 1700 may designate
top g candidate nodes based on the ranking and the candidate nodes from the
cluster with the highest ranking to the (i-1)th cluster as the one or more target nodes,
wherein a sum of a value of g and the count of the candidate nodes form the cluster
with the highest ranking to the (i-1)th cluster may be equal to the preset count. As
another example, the processor 220 may divide the candidate nodes in the ith
cluster into at least one sub-cluster based on the |IP address of each of the candidate
nodes in the ith cluster. The processing device 1700 may determine the one or
more target nodes based on the at least one sub-cluster. More descriptions
regarding determining the one or more target nodes based on the IP address of each
of the candidate nodes in the ith cluster may be found elsewhere in the present
disclosure (e.g., FIG. 22 and the description thereof).

[0191] It should be noted that the above description is merely provided for the
purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may
be made under the teachings of the present disclosure. However, those variations
and modifications do not depart from the scope of the present disclosure.

[0192] FIG. 21 is a flowchart illustrating an exemplary process for determining one
or more target nodes in a cluster with the highest ranking according to some
embodiments of the present disclosure. In some embodiments, the process 2100

may be implemented as a set of instructions (e.g., an application) stored in the ROM
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230, the RAM 240, or the storage 390. The processor 220, the CPU 340, and/or
the identification module 1740 may execute the set of instructions, and when
executing the instructions, the processor 220, the CPU 340, and/or the identification
module 1740 may be configured to perform the process 2100. The operations of
the illustrated process presented below are intended to be illustrative. In some
embodiments, the process 2100 may be accomplished with one or more additional
operations not described and/or without one or more of the operations herein
discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 21 and described below is not intended to be limiting. In some
embodiments, operation 2005 may be achieved by one or more operations of the
process 2100.

[0193] In 2101, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may divide candidate
nodes in the cluster with the highest ranking into at least one sub-cluster based on
an IP address of each of the candidate nodes. As described in connection with
FIG. 10, the processing device 1700 may divide candidate nodes within a same
network segment or adjacent network segments into a same sub-cluster. As used
herein, the term “network segment” may refer to a subnet broadcast address. In
some embodiments, the network segment of a candidate node may be determined
by performing a logical operation (e.g., an “AND” operation) on an IP address of the
candidate node and a subnet mask corresponding to the IP address.

[0194] In 2102, for each of the at least one sub-cluster, the processing device 1700
(e.g., the target node determination unit 1940) (e.g., the processing circuits of the
processor 220) may determine a count of candidate nodes in the sub-cluster.

[0195] In 2103, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may rank the at least one
sub-cluster in a descending order based on at least one count corresponding to the

at least one sub-cluster.
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[0196] In 2104, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may determine whether a
count of candidate nodes in the sub-cluster with the highest ranking is less than the
preset count.

[0197] In 2105, in response to a determination that the count of candidate nodes in
the cluster with the highest ranking is not less than the preset count, the processing
device 1700 (e.g., the target node determination unit 1940) (e.g., the processing
circuits of the processor 220) may determine the one or more target nodes in the
sub-cluster with the highest ranking.

[0198] In some embodiments, in response to a determination that the count of
candidate nodes in the sub-cluster with the highest ranking is equal to the preset
count, the processing device 1700 may designate the candidate nodes in the sub-
cluster with the highest ranking as the one or more target nodes.

[0199] In some embodiments, in response to a determination that the count of
candidate nodes in the sub-cluster with the highest ranking is greater than the preset
count, the processing device 1700 may determine the one or more target nodes in
the cluster with the highest ranking based on a network latency of each of the
candidate nodes in the sub-cluster with the highest ranking. For example, for each
of the candidate nodes in the sub-cluster with the highest ranking, the processing
device 1700 may determine a network latency corresponding to the candidate node.
The processing device 1700 may rank the candidate nodes in the sub-cluster with
the highest ranking in an ascending order based on network latencies corresponding
to the candidate nodes. The processing device 1700 may designate top m
candidate nodes based on the ranking as the one or more target nodes, wherein a
value of m may be equal to the preset count.

[0200] In 2106, in response to a determination that the count of candidate nodes in
the sub-cluster with the highest ranking is less than the preset count, the processing

device 1700 (e.g., the target node determination unit 1940) (e.g., the processing
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circuits of the processor 220) may determine the one or more target nodes in sub-
clusters from the sub-cluster with the highest ranking to a jth sub-cluster based on
the ranking.

[0201] In some embodiments, the processing device 1700 may identify the jth sub-
cluster based on the ranking of the at least one sub-cluster. For example, the
processing device 1700 may identify the jth sub-cluster according to a preset
condition that a count of candidate nodes from the sub-cluster with the highest
ranking to the jth sub-cluster is greater than the preset count and a count of
candidate nodes from the sub-cluster with the highest ranking to a (j-1)th sub-cluster
is less than the preset count.

[0202] In some embodiments, the processing device 1700 may determine the one
or more target nodes from the sub-cluster with the highest ranking to the jth sub-
cluster based on a network latency of each of candidate nodes in the jth sub-cluster.
For example, for each of the candidate nodes in the jth sub-cluster, the processing
device 1700 may determine a network latency corresponding to the candidate node.
The processing device 1700 may rank the candidate nodes in the jth sub-cluster in
an ascending order based on network latencies corresponding to the candidate
nodes. The processing device 1700 may designate top n candidate nodes based
on the ranking and the candidate nodes from the sub-cluster with the highest ranking
to the (j-1)th sub-cluster as the one or more target nodes, wherein a sum of a value
of n and the count of candidate nodes from the sub-cluster with the highest ranking
to the (j-1)th sub-cluster may be equal to the preset count.

[0203] It should be noted that the above description is merely provided for the
purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may
be made under the teachings of the present disclosure. However, those variations
and modifications do not depart from the scope of the present disclosure.

[0204] FIG. 22 is a flowchart illustrating an exemplary process for determining one
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or more target nodes from a cluster with the highest ranking to an ith cluster
according to some embodiments of the present disclosure. In some embodiments,
the process 2200 may be implemented as a set of instructions (e.g., an application)
stored in the ROM 230, the RAM 240, or the storage 390. The processor 220
and/or the identification module 1740 may execute the set of instructions, and when
executing the instructions, the processor 220, the CPU 340, and/or the identification
module 1740 may be configured to perform the process 2200. The operations of
the illustrated process presented below are intended to be illustrative. In some
embodiments, the process 2200 may be accomplished with one or more additional
operations not described and/or without one or more of the operations herein
discussed. Additionally, the order in which the operations of the process as
illustrated in FIG. 22 and described below is not intended to be limiting. In some
embodiments, operation 2006 may be achieved by one or more operations of the
process 2200.

[0205] In 2201, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may divide candidate
nodes in the ith cluster into at least one sub-cluster based on an IP address of each
of the candidate nodes.

[0206] In 2202, for each of the at least one sub-cluster, the processing device 1700
(e.g., the target node determination unit 1940) (e.g., the processing circuits of the
processor 220) may determine a count of candidate nodes in the sub-cluster.

[0207] In 2203, the processing device 1700 (e.g., the target node determination unit
1940) (e.g., the processing circuits of the processor 220) may rank the at least one
sub-cluster in a descending order based on at least one count corresponding to the
at least one sub-cluster.

[0208] In 2204, the processing device 1700 (e.g., the identification module 714, the
target node determination unit 1940) (e.g., the processing circuits of the processor

220) may determine whether a count of candidate nodes in a sub-cluster with the
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highest ranking and candidate nodes from a cluster with the highest ranking to an (i-
1)th cluster is less than the preset count.

[0209] In 2205, in response to a determination that the count of the candidate nodes
in the sub-cluster with the highest ranking and the candidate nodes from the cluster
with the highest ranking to the (i-1)th cluster is not less than to the preset count, the
processing device 1700 (e.g., the target node determination unit 1940) (e.g., the
processing circuits of the processor 220) may determine the one or more target
nodes in the sub-cluster with the highest ranking and clusters from the cluster with
the highest ranking to the (i-1)th cluster.

[0210] In some embodiments, in response to a determination that the count of the
candidate nodes in the sub-cluster with the highest ranking and the candidate nodes
from the cluster with the highest ranking to the (i-1)th cluster is equal to the preset
count, the processing device 1700 may designate the candidate nodes in the sub-
cluster with the highest ranking and the candidate nodes from the cluster with the
highest ranking to the (i-1)th cluster as the one or more target nodes.

[0211] In some embodiments, in response to a determination that the count of the
candidate nodes in the sub-cluster with the highest ranking and the candidate nodes
from the cluster with the highest ranking to the (i-1)th cluster is greater than the
preset count, the processing device 1700 may determine the one or more target
nodes in the sub-cluster with the highest ranking and clusters from the cluster with
the highest ranking to the (i-1)th cluster based on a network latency of each of the
candidate nodes in the sub-cluster with the highest ranking. For example, for each
of the candidate nodes in the sub-cluster with the highest ranking, the processing
device 1700 may determine a network latency corresponding to the candidate node.
The processing device 1700 may rank the candidate nodes in the sub-cluster with
the highest ranking in an ascending order based on network latencies corresponding
to the candidate nodes. The processing device 1700 may designate top p

candidate nodes based on the ranking and the candidate nodes from the cluster with
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the highest ranking to the (i-1)th cluster as the one or more target nodes, wherein a
sum of a value of p and the count of the one or more candidate nodes from the
cluster with the highest ranking to the (i-1)th cluster may be equal to the preset
count.

[0212] In 2206, in response to a determination that the count of the candidate nodes
in the sub-cluster with the highest ranking and the candidate nodes from the cluster
with the highest ranking to the (i-1)th cluster is less than the preset count, the
processing device 1700 (e.g., the target node determination unit 1940) (e.g., the
processing circuits of the processor 220) may determine the one or more target
nodes in sub-clusters from the sub-cluster with the highest ranking to a kth sub-
cluster based on the ranking and clusters from the cluster with the highest ranking to
the (i-1)th cluster.

[0213] In some embodiments, the processor may identify the kth sub-cluster based
on the ranking of the at least one sub-cluster. For example, the processing device
1700 may identify the kth sub-cluster according to a condition that a count of
candidate nodes from the sub-cluster with the highest ranking to the kth sub-cluster
and the candidate nodes from the cluster with the highest ranking to the (i-1)th
cluster is greater than the preset count and a count of candidate nodes from the sub-
cluster with the highest ranking to a (k-1)th sub-cluster and the candidate nodes from
the cluster with the highest ranking to the (i-1)th cluster is less than the preset count.
[0214] In some embodiments, the processing device 1700 may determine the one
or more target nodes in sub-clusters from the sub-cluster with the highest ranking to
the kth sub-cluster based on the ranking and clusters from the cluster with the
highest ranking to the (i-1)th cluster based on a network latency of each of candidate
nodes in the kth sub-cluster. For example, for each of the candidate nodes in the
kth sub-cluster, the processing device 1700 may determine a network latency
corresponding to the candidate node. The processing device 1700 may rank the

candidate nodes in the kth sub-cluster in an ascending order based on network
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latencies corresponding to the candidate nodes. The processing device 1700 may
designate top q candidate nodes based on the ranking, the candidate nodes from the
sub-cluster with the highest ranking to the (k-1)th sub-cluster, and the candidate
nodes from the cluster with the highest ranking to the (i-1)th cluster as the one or
more target nodes, wherein a sum of a value of q, the count of the candidate nodes
from the sub-cluster with the highest ranking to the (k-1)th sub-cluster, and the count
of candidate nodes from the cluster with the highest ranking to the (i-1)th cluster may
be equal to the preset count.

[0215] It should be noted that the above description is merely provided for the
purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may
be made under the teachings of the present disclosure. However, those variations
and modifications do not depart from the scope of the present disclosure.

[0216] In some embodiments, the present disclosure may also provide a storage
medium storing a computer program thereon. When executed by a processor, the
computer program may direct the processor to perform a process (e.g., process
1800, process 2000, process 2100, process 2200) described elsewhere in the
present disclosure.

[0217] In some embodiments, the present disclosure may also provide a computing
device including a processor and a storage, wherein the storage stores a computer
program. When executed by a processor, the computer program may direct the
processor to perform a process (e.g., process 1800, process 2000, process 2100,
process 2200) described elsewhere in the present disclosure.

[0218] Having thus described the basic concepts, it may be rather apparent to those
skilled in the art after reading this detailed disclosure that the foregoing detailed
disclosure is intended to be presented by way of example only and is not limiting.
Various alterations, improvements, and modifications may occur and are intended to

those skilled in the art, though not expressly stated herein. These alterations,
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improvements, and modifications are intended to be suggested by this disclosure,
and are within the spirit and scope of the exemplary embodiments of this disclosure.
[0219] Moreover, certain terminology has been used to describe embodiments of
the present disclosure. For example, the terms “one embodiment,” “an
embodiment,” and/or “some embodiments” mean that a particular feature, structure
or characteristic described in connection with the embodiment is included in at least
one embodiment of the present disclosure. Therefore, it is emphasized and should
be appreciated that two or more references to “an embodiment” or “one
embodiment” or “an alternative embodiment” in various portions of this specification
are not necessarily all referring to the same embodiment. Furthermore, the
particular features, structures or characteristics may be combined as suitable in one
or more embodiments of the present disclosure.

[0220] Further, it will be appreciated by one skilled in the art, aspects of the present
disclosure may be illustrated and described herein in any of a number of patentable
classes or context including any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof. Accordingly,
aspects of the present disclosure may be implemented entirely hardware, entirely
software (including firmware, resident software, micro-code, etc.) or combining
software and hardware implementation that may all generally be referred to herein
as a “unit,” “module,” or “system.” Furthermore, aspects of the present disclosure
may take the form of a computer program product embodied in one or more
computer readable media having computer readable program code embodied
thereon.

[0221] A computer readable signal medium may include a propagated data signal
with computer readable program code embodied therein, for example, in baseband
or as part of a carrier wave. Such a propagated signal may take any of a variety of
forms, including electro-magnetic, optical, or the like, or any suitable combination

thereof. A computer readable signal medium may be any computer readable
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medium that is not a computer readable storage medium and that may
communicate, propagate, or transport a program for use by or in connection with an
instruction execution system, apparatus, or device. Program code embodied on a
computer readable signal medium may be transmitted using any appropriate
medium, including wireless, wireline, optical fiber cable, RF, or the like, or any
suitable combination of the foregoing.

[0222] Computer program code for carrying out operations for aspects of the
present disclosure may be written in any combination of one or more programming
languages, including an object-oriented programming language such as Java, Scala,
Smalltalk, Eiffel, JADE, Emerald, C++, C#, VB. NET, Python or the like, conventional
procedural programming languages, such as the "C" programming language, Visual
Basic, Fortran 2003, Perl, COBOL 2002, PHP, ABAP, dynamic programming
languages such as Python, Ruby and Groovy, or other programming languages.
The program code may execute entirely on the user's computer, partly on the user's
computer, as a stand-alone software package, partly on the user's computer and
partly on a remote computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the user's computer
through any type of network, including a local area network (LAN) or a wide area
network (WAN), or the connection may be made to an external computer (for
example, through the Internet using an Internet Service Provider) or in a cloud
computing environment or offered as a service such as a Software as a Service
(SaaS).

[0223] Furthermore, the recited order of processing elements or sequences, or the
use of numbers, letters, or other designations therefore, is not intended to limit the
claimed processes and methods to any order except as may be specified in the
claims. Although the above disclosure discusses through various examples what is
currently considered to be a variety of useful embodiments of the disclosure, it is to

be understood that such detail is solely for that purpose, and that the appended
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claims are not limited to the disclosed embodiments, but, on the contrary, are
intended to cover modifications and equivalent arrangements that are within the spirit
and scope of the disclosed embodiments. For example, although the
implementation of various components described above may be embodied in a
hardware device, it may also be implemented as a software only solution, e.g., an
installation on an existing server or mobile device.

[0224] Similarly, it should be appreciated that in the foregoing description of
embodiments of the present disclosure, various features are sometimes grouped
together in a single embodiment, figure, or description thereof for the purpose of
streamlining the disclosure aiding in the understanding of one or more of the various
embodiments. This method of disclosure, however, is not to be interpreted as
reflecting an intention that the claimed subject matter requires more features than
are expressly recited in each claim. Rather, claimed subject matter may lie in less

than all features of a single foregoing disclosed embodiment.
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WHAT IS CLAIMED IS:
1. A method for determining network shards in a blockchain network implemented on
a target node in the blockchain network, comprising:

determining a first master node in the blockchain network;

in response to determining that the first master node is the target node, dividing
candidate nodes in the blockchain network into different network shards:

determining a second master node in a target network shard where the target
node is located; and

in response to determining that the second master node is the target node,
determining one or more validation nodes used for data validation in the target
network shard based on address information and/or a network latency of each of

candidate nodes in the target network shard.

2. The method of claim 1, wherein the determining one or more validation nodes used
for data validation in the target network shard based on address information and/or a
network latency of each candidate node in the target network shard includes:

dividing the candidate nodes in the target network shard into at least one cluster
based on the address information of each of the candidate nodes; and

determining, based on the at least one cluster, the one or more validation nodes

used for data validation in the target network shard.

3. The method of claim 2, wherein the address information includes a geographic
location, and
the dividing the candidate nodes in the target network shard into at least one
cluster based on the address information of each of the candidate nodes includes:
dividing one or more candidate nodes within a same geographic area into
a same cluster based on the geographic location of each of the candidate nodes

in the target network shard; and
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the determining, based on the at least one cluster, the one or more validation
nodes used for data validation in the target network shard includes:

ranking the at least one cluster in a descending order based on a count
of candidate nodes in each of the at least one cluster;

if a count of candidate nodes in a cluster with the highest ranking is
equal to a preset count, designating the candidate nodes in the cluster with
the highest ranking as the one or more validation nodes; and

if the count of candidate nodes in the cluster with the highest ranking is
less than the preset count, selecting the one or more validation nodes from
the at least one cluster in turn based on a ranking order of the at least one
cluster until a count of selected validation nodes is equal to the preset

count.

4. The method of claim 3, wherein the address information includes an Internet
Protocol (IP) address, and if the count of candidate nodes in the cluster with the
highest ranking is greater than the preset count, the method further includes:
determining the one or more validation nodes used for data validation in the
target network shard according to a following process including:
dividing one or more candidate nodes within a same network segment into
a same sub-cluster based on the IP address of each of the candidate nodes in
the cluster with the highest ranking;
ranking at least one sub-cluster in a descending order based on a count of
candidate nodes in each of the at least one sub-cluster;
if a count of candidate nodes in a sub-cluster with the highest ranking is
equal to the preset count, designating the candidate nodes in the sub-cluster
with the highest ranking as the one or more validation nodes; and
if the count of candidate nodes in the sub-cluster with the highest ranking is

less than the preset count, selecting the one or more validation nodes from the

65



WO 2020/173287 PCT/CN2020/074305

at least one sub-cluster in turn according to a ranking order of the at least one
sub-cluster until a count of selected validation nodes is equal to the preset

count.

5. The method of claim 3, wherein the address information includes an Internet
Protocol (IP) address, and if the count of candidate nodes in the cluster with the
highest ranking is less than the preset count, one or more validation nodes need to be
selected from an ith cluster based on the ranking, and the method further includes:
if a count of candidate nodes in the ith cluster is greater than a count of the one
or more validation nodes to be selected, a value of i being an integer greater than 1,
determining the one or more validation nodes used for data validation in the target
network shard according to a following process including:
dividing candidate nodes within a same network segment into a same sub-
cluster based on the IP address of each of the candidate nodes in the ith cluster;
ranking at least one sub-cluster in a descending order based on a count of
candidate nodes in each of the at least one sub-cluster;
if a count of candidate nodes in a sub-cluster with the highest ranking is
equal to the count of the one or more validation nodes to be selected from the
ith cluster, designating the candidate nodes in the sub-cluster with the highest
ranking as the one or more validation nodes to be selected from the ith cluster;
and
if the count of candidate nodes in the sub-cluster with the highest ranking is
less than the count of the one or more validation nodes to be selected from the
ith cluster, selecting one or more validation nodes from the at least one sub-
cluster in turn according to a ranking order of the at least one sub-cluster until a
count of selected validation nodes is equal to the count of the one or more

validation nodes to be selected from the ith cluster.
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6. The method of claim 4, further comprising:
if a count of candidate nodes in a first target sub-cluster in the cluster with the
highest ranking satisfies a second preset condition, determining the one or more
validation nodes used for data validation in the target network shard according to a
following process including:
ranking the candidate nodes in the first target sub-cluster in an ascending
order based on a network latency of each of the candidate nodes in the first
target sub-cluster; and
selecting one or more validation nodes from the first target sub-cluster in
turn based on the ranking until a count of selected validation nodes is equal to a
count of one or more candidate nodes to be selected from the first target sub-
cluster, wherein
the first target sub-cluster is the sub-cluster with the highest ranking or
a jth sub-cluster, a value of j being an integer greater than 1; and
the second preset condition is that the count of candidate nodes in the
sub-cluster with the highest ranking is greater than the preset count; or the
count of candidate nodes in the sub-cluster with the highest ranking is less
than the preset count, one or more validation nodes need to be selected
from the jth sub-cluster, and a count of candidate nodes in the jth sub-
cluster is greater than a count of the one or more validation nodes to be

selected from the jth sub-cluster.

7. The method of claim 5, further comprising:

if a count of candidate nodes in a second target sub-cluster in the ith cluster
satisfies a third preset condition, determining the one or more validation nodes used
for data validation in the target network shard according to a following process
including:

ranking the candidate nodes in the second target sub-cluster in an
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ascending order based on a network latency of each of the candidate nodes in
the second target sub-cluster; and
selecting one or more validation nodes from the second target sub-cluster
in turn based on the ranking until a count of selected validation nodes is equal to
a count of one or more candidate nodes to be selected from the second target
sub-cluster, wherein
the second target sub-cluster is the sub-cluster with the highest ranking
or a kth sub-cluster, a value of k being an integer greater than 1; and
the third preset condition is that the count of candidate nodes in the
sub-cluster with the highest ranking is greater than the count of one or more
validation nodes to be selected from the ith cluster; or the count of
candidate nodes in the sub-cluster with the highest ranking is less than the
count of one or more validation nodes to be selected from the ith cluster,
one or more validation nodes need to be selected from the kth sub-cluster,
and a count of candidate nodes in the kth sub-cluster is greater than a
count of the one or more validation nodes to be selected from the kth sub-

cluster.

8. The method of claim 1, wherein the target node determines the network latency of
each of the candidate nodes in the target network shard according to a following
process including:
for each of the candidate nodes in the target network shard,
sending an echo request to the candidate node in the target network shard;
receiving an echo reply from the candidate node;
determining the network latency of the candidate node based on a time
difference between a time point at which the echo request is sent to the
candidate node and a time point at which the echo node reply is received from

the candidate node.
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9. The method of claim 1, wherein the determining a first master node in the blockchain
network includes:

if a first random value corresponding to the target node and first random values
corresponding to other candidate nodes satisfy a preset size relationship,

determining that the first master node is the target node.

10. The method of claim 9, wherein the preset size relationship includes one of:

the first random values corresponding to other candidate nodes being greater
than the first random value corresponding to the target node; or

the first random values corresponding to other candidate nodes being less than

the first random value corresponding to the target node.

11. The method of claim 1, wherein the dividing candidate nodes in the blockchain
network into different network shards includes:

generating a random seed based on a second random value corresponding to
the target node and second random values corresponding to other candidate nodes;
and

dividing the candidate nodes into the different network shards based on the

random seed.

12. The method of claim 11, wherein the dividing the candidate nodes into the different
network shards based on the random seed includes:

for a candidate node with the highest ranking, determining a third random value
corresponding to the candidate node with the highest ranking based on the random
seed and a preset random function;

for each of remainder candidate nodes other than the candidate node with the

highest ranking, generating a third random value corresponding to the candidate
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node based on a third random value corresponding to a previous candidate node,
wherein the third random value matches a serial number of a network shard; and

for each of the candidate nodes, allocating the candidate node to a network
shard that matches a third random value corresponding to the candidate node based

on the third random value corresponding to the candidate node.

13. The method of claim 1, wherein before determining a first master node in the
blockchain network, the method further includes:
for each of the candidate nodes,
obtaining a public key and a signature of the candidate node, wherein the
signature is associated with encryption information of an IP address that is
encrypted based on a private key of the candidate node;
verifying the signature of the candidate node based on the public key of the
candidate node; and
if the signature of the candidate node is verified,
obtaining the IP address of the candidate node from the signature; and
obtaining, based on the IP address, a geographic location of the

candidate node.

14. The method of claim 13, wherein the verifying the signature of the candidate
node based on the public key of the candidate node includes:
decrypting the signature of the candidate node based on the public key of the
candidate node; and
if the signature of the candidate node is decrypted,
resolving the IP address in the signature of the candidate node;
determining whether an IP address of the candidate node when a
connection with the candidate node is established is the same as the IP address

in the signature; and
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in response to a determination that the IP address of the candidate node
when the connection with the candidate node is established is the same as the
IP address in the signature, determining that the signature of the candidate node

is verified.

15. A system for determining network shards in a blockchain network implemented
on a target node in the blockchain network, comprising:

a sharding module configured to determine a first master node in the blockchain
network, and in response to determining that the first master node is the target node,
divide candidate nodes in the blockchain network into different network shards;

a first determination module configured to determine a second master node in a
target network shard where the target node is located; and

a second determination module configured to in response to determining that
the second master node is the target node, determine one or more validation nodes
used for data validation in the target network shard based on address information

and/or a network latency of each of candidate nodes in the target network shard.

16. The system of claim 15, wherein to determine one or more validation nodes used
for data validation in the target network shard based on address information and/or a
network latency of each candidate node in the target network shard, the second
determination module is configured to:

divide the candidate nodes in the target network shard into at least one cluster
based on the address information of each of the candidate nodes; and

determine, based on the at least one cluster, the one or more validation nodes

used for data validation in the target network shard.

17. The system of claim 16, wherein the address information includes a geographic

location, and
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to divide the candidate nodes in the target network shard into at least one
cluster based on the address information of each of the candidate nodes, the second
determination module is configured to:
divide one or more candidate nodes within a same geographic area into a
same cluster based on the geographic location of each of the candidate nodes
in the target network shard; and
to determine, based on the at least one cluster, the one or more validation
nodes used for data validation in the target network shard, the second determination
module is configured to:
rank the at least one cluster in a descending order based on a count of
candidate nodes in each of the at least one cluster;
if a count of candidate nodes in a cluster with the highest ranking is equal to
a preset count, designate the candidate nodes in the cluster with the highest
ranking as the one or more validation nodes; and
if the count of candidate nodes in the cluster with the highest ranking is less
than the preset count, select the one or more validation nodes from the at least
one cluster in turn based on a ranking order of the at least one cluster until a

count of selected validation nodes is equal to the preset count.

18. The system of claim 17, wherein the address information includes an Internet
Protocol (IP) address, and if the count of candidate nodes in the cluster with the
highest ranking is greater than the preset count, the second determination module is
further configured to:

determine the one or more validation nodes used for data validation in the target
network shard according to a following process including:

dividing one or more candidate nodes within a same network segment into
a same sub-cluster based on the IP address of each of the candidate nodes in

the cluster with the highest ranking;

72



WO 2020/173287 PCT/CN2020/074305

ranking at least one sub-cluster in a descending order based on a count of
candidate nodes in each of the at least one sub-cluster;

if a count of candidate nodes in a sub-cluster with the highest ranking is
equal to the preset count, designating the candidate nodes in the sub-cluster
with the highest ranking as the one or more validation nodes; and

if the count of candidate nodes in the sub-cluster with the highest ranking is
less than the preset count, selecting the one or more validation nodes from the
at least one sub-cluster in turn according to a ranking order of the at least one
sub-cluster until a count of selected validation nodes is equal to the preset

count.

19. The system of claim 17, wherein the address information includes an Internet
Protocol (IP) address, and if the count of candidate nodes in the cluster with the
highest ranking is less than the preset count, one or more validation nodes need to
be selected from an ith cluster based on the ranking, and the second determination
module is further configured to:
if a count of candidate nodes in the ith cluster is greater than a count of the one
or more validation nodes to be selected, a value of i being an integer greater than 1,
determine the one or more validation nodes used for data validation in the target
network shard according to a following process including:
dividing candidate nodes within a same network segment into a same sub-
cluster based on the IP address of each of the candidate nodes in the ith cluster;
ranking at least one sub-cluster in a descending order based on a count of
candidate nodes in each of the at least one sub-cluster;
if a count of candidate nodes in a sub-cluster with the highest ranking is
equal to the count of the one or more validation nodes to be selected from the
ith cluster, designating the candidate nodes in the sub-cluster with the highest

ranking as the one or more validation nodes to be selected from the ith cluster,;
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and

if the count of candidate nodes in the sub-cluster with the highest ranking is
less than the count of the one or more validation nodes to be selected from the
ith cluster, selecting one or more validation nodes from the at least one sub-
cluster in turn according to a ranking order of the at least one sub-cluster until a
count of selected validation nodes is equal to the count of the one or more

validation nodes to be selected from the ith cluster.

20. The system of claim 18, further comprising:
if a count of candidate nodes in a first target sub-cluster in the cluster with the
highest ranking satisfies a second preset condition, the second determination
module configured to determine the one or more validation nodes used for data
validation in the target network shard according to a following process including:
ranking the candidate nodes in the first target sub-cluster in an ascending
order based on a network latency of each of the candidate nodes in the first
target sub-cluster; and
selecting one or more validation nodes from the first target sub-cluster in
turn based on the ranking until a count of selected validation nodes is equal to a
count of one or more candidate nodes to be selected from the first target sub-
cluster, wherein
the first target sub-cluster is the sub-cluster with the highest ranking or
a jth sub-cluster, a value of j being an integer greater than 1; and
the second preset condition is that the count of candidate nodes in the
sub-cluster with the highest ranking is greater than the preset count; or the
count of candidate nodes in the sub-cluster with the highest ranking is less
than the preset count, one or more validation nodes need to be selected
from the jth sub-cluster, and a count of candidate nodes in the jth sub-

cluster is greater than a count of the one or more validation nodes to be
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selected from the jth sub-cluster.

21. The system of claim 19, further comprising:
if a count of candidate nodes in a second target sub-cluster in the ith cluster
satisfies a third preset condition, the second determination module configured to
determine the one or more validation nodes used for data validation in the target
network shard according to a following process including:
ranking the candidate nodes in the second target sub-cluster in an
ascending order based on a network latency of each of the candidate nodes in
the second target sub-cluster; and
selecting one or more validation nodes from the second target sub-cluster
in turn based on the ranking until a count of selected validation nodes is equal to
a count of one or more candidate nodes to be selected from the second target
sub-cluster, wherein
the second target sub-cluster is the sub-cluster with the highest ranking
or a kth sub-cluster, a value of k being an integer greater than 1; and
the third preset condition is that the count of candidate nodes in the
sub-cluster with the highest ranking is greater than the count of one or more
validation nodes to be selected from the ith cluster; or the count of
candidate nodes in the sub-cluster with the highest ranking is less than the
count of one or more validation nodes to be selected from the ith cluster,
one or more validation nodes need to be selected from the kth sub-cluster,
and a count of candidate nodes in the kth sub-cluster is greater than a
count of the one or more validation nodes to be selected from the kth sub-

cluster.

22. The system of claim 15, wherein the target node determines the network latency

of each of the candidate nodes in the target network shard according to a following
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process including:
for each of the candidate nodes in the target network shard,
sending an echo request to the candidate node in the target network shard;
receiving an echo reply from the candidate node;
determining the network latency of the candidate node based on a time
difference between a time point at which the echo request is sent to the
candidate node and a time point at which the echo node reply is received from

the candidate node.

23. The system of claim 15, wherein to determine a first master node in the
blockchain network, the sharding module is configured to:

if a first random value corresponding to the target node and first random values
corresponding to other candidate nodes satisfy a preset size relationship, determine

that the first master node is the target node.

24. The system of claim 23, wherein the preset size relationship includes one of:
the first random values corresponding to other candidate nodes being greater
than the first random value corresponding to the target node; or
the first random values corresponding to other candidate nodes being less than

the first random value corresponding to the target node.

25. The system of claim 15, wherein to divide candidate nodes in the blockchain
network into different network shards, the sharding module is configured to:
generate a random seed based on a second random value corresponding to the
target node and second random values corresponding to other candidate nodes; and
divide the candidate nodes into the different network shards based on the

random seed.
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26. The method of claim 25, wherein to divide the candidate nodes into the different
network shards based on the random seed, the sharding module is configured to:

for a candidate node with the highest ranking, determine a third random value
corresponding to the candidate node with the highest ranking based on the random
seed and a preset random function;

for each of remainder candidate nodes other than the candidate node with the
highest ranking, generate a third random value corresponding to the candidate node
based on a third random value corresponding to a previous candidate node, wherein
the third random value matches a serial number of a network shard; and

for each of the candidate nodes, allocate the candidate node to a network shard
that matches a third random value corresponding to the candidate node based on

the third random value corresponding to the candidate node.

27. The system of claim 15, wherein before determining a first master node in the
blockchain network, the system further includes:
an obtaining module configured to for each of the candidate nodes,
obtain a public key and a signature of the candidate node, wherein the
signature is associated with encryption information of an IP address that is
encrypted based on a private key of the candidate node;
verify the signature of the candidate node based on the public key of the
candidate node; and
if the signature of the candidate node is verified,
obtain the IP address of the candidate node from the signature; and
obtain, based on the IP address, a geographic location of the candidate

node.

28. The system of claim 27, wherein to verify the signature of the candidate node

based on the public key of the candidate node, the obtaining module is configured to:
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decrypt the signature of the candidate node based on the public key of the
candidate node; and

if the signature of the candidate node is decrypted,

resolve the IP address in the signature of the candidate node;

determine whether an IP address of the candidate node when a connection
with the candidate node is established is the same as the IP address in the
signature; and

in response to a determination that the IP address of the candidate node
when the connection with the candidate node is established is the same as the
IP address in the signature, determine that the signature of the candidate node

is verified.

29. An electronic device, comprising: a processor, a storage medium, and a bus,
wherein the storage medium stores machine-readable instructions executable by the
processor, when the electronic device is running, the processor communicates with
the storage medium through the bus, and the processor executes the machine-
readable instructions to execute operations of the method for determining network

shards in a blockchain network according to any one of claims 1 to 14.

30. A computer-readable storage medium storing a computer program, when
executed by a processor, direct the processor to perform the method for determining

network shards in a blockchain network according to any one of claims 1 to 14.

31. A system, comprising:

at least one storage device including a set of instructions; and

at least one processor configured to communicate with the at least one storage
device, wherein when executing the set of instructions, the at least one processor is

configured to cause the system to perform operations including:
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obtaining one or more network shards associated with a candidate node set
in a blockchain network, each of the one or more network shards including one
or more candidate nodes; and

for at least one of the one or more network shards, identifying, from the one
or more candidate nodes in the network shard, one or more target nodes based
on at least one of a location or a network latency of each of the one or more

candidate nodes.

32. The system of claim 31, wherein the obtaining the one or more network shards

associated with the candidate node set in the blockchain network includes:
determining, by a first node in the candidate node set, the one or more network

shards based on a random seed, wherein the first node satisfies a first preset

condition.

33. The system of claim 32, wherein the first preset condition includes that a first
condition value corresponding to the first node is maximum among first condition
values corresponding to candidate nodes in the candidate node set or the first
condition value corresponding to the first node is minimum among the first condition

values corresponding to the candidate nodes in the candidate node set.

34. The system of claim 32 or claim 33, wherein the random seed is determined
based on second condition values corresponding to candidate nodes in the

candidate node set.

35. The system of any one of claims 32-34, wherein the determining, by the first
node in the candidate node set, the one or more network shards based on the
random seed includes:

randomly ranking candidate nodes in the candidate node set;
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for each of the candidate nodes in the candidate node set, determining a third
condition value corresponding to the candidate node based on the ranking and the
random seed; and

determining the one or more network shards based on third condition values

corresponding to the candidate nodes in the candidate node set.

36. The system of claim 35, wherein for each of the candidate nodes in the
candidate node set, the determining the third condition value corresponding to the
candidate node based on the ranking and the random seed includes:

for a candidate node with the highest ranking, determining the third condition
value based on the random seed; and

for each of remainder candidate nodes other than the candidate node with the
highest ranking in the candidate node set, determining the third condition value
corresponding to the candidate node based on a third condition value corresponding

to a previous candidate node;

37. The system of any one of claims 31-36, wherein for at least one of the one or
more network shards, the identifying, from the one or more candidate nodes in the
network shard, the one or more target nodes based on at least one of the location or
the network latency of each of the one or more candidate nodes includes:
dividing the one or more candidate nodes in the network shard into at least one
cluster based on the location of each of the one or more candidate nodes; and
determining the one or more target nodes in the network shard based on the at

least one cluster.

38. The system of claim 37, wherein the determining the one or more target nodes in
the network shard based on the at least one cluster includes:

for each of the at least one cluster, determining a count of candidate nodes in
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the cluster:;

ranking the at least one cluster in a descending order based on at least one
count corresponding to the at least one cluster; and

determining whether a count of candidate nodes in a cluster with the highest

ranking is less than a preset count.

39. The system of claim 38, wherein the determining the one or more target nodes in
the network shard based on the at least one cluster includes:
in response to a determination that the count of candidate nodes in the cluster
with the highest ranking is equal to the preset count, designating the candidate
nodes in the cluster with the highest ranking as the one or more target nodes; and
in response to a determination that the count of candidate nodes in the cluster
with the highest ranking is greater than the preset count,
dividing the candidate nodes in the cluster with the highest ranking into at
least one sub-cluster based on an IP address of each of the candidate nodes;
for each of the at least one sub-cluster, determining a count of candidate
nodes in the sub-cluster:;
ranking the at least one sub-cluster in a descending order based on at least
one count corresponding to the at least one sub-cluster; and
determining whether a count of candidate nodes in a sub-cluster with the

highest ranking is less than the preset count.

40. The system of claim 39, wherein the determining the one or more target nodes in
the network shard based on the at least one cluster includes:

in response to a determination that the count of candidate nodes in the sub-
cluster with the highest ranking is equal to the preset count, designating the

candidate nodes in the sub-cluster with the highest ranking as the one or more target
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nodes; and
in response to a determination that the count of candidate nodes in the sub-
cluster with the highest ranking is greater than the preset count,
for each of the candidate nodes in the sub-cluster with the highest ranking,
determining a network latency corresponding to the candidate node;
ranking the candidate nodes in the sub-cluster with the highest ranking in
an ascending order based on network latencies corresponding to the candidate
nodes; and
designating top m candidate nodes based on the ranking as the one or

more target nodes, wherein a value of m is equal to the preset count.

41. The system of claim 39 or claim 40, wherein the determining the one or more
target nodes in the network shard based on the at least one cluster includes:
in response to a determination that the count of candidate nodes in the sub-
cluster with the highest ranking is less than the preset count,
identifying a jth sub-cluster from the at least one sub-cluster based on the
ranking, wherein a count of candidate nodes from the sub-cluster with the
highest ranking to the jth sub-cluster is greater than the preset count and a
count of candidate nodes from the sub-cluster with the highest ranking to a (j-
1)th sub-cluster is less than the preset count;
for each of candidate nodes in the jth sub-cluster, determining a network
latency corresponding to the candidate node;
ranking the candidate nodes in the jth sub-cluster in an ascending order
based on network latencies corresponding to the candidate nodes; and
designating top n candidate nodes based on the ranking and the candidate
nodes from the sub-cluster with the highest ranking to the (j-1)th sub-cluster as
the one or more target nodes, wherein a sum of n and the count of candidate

nodes from the sub-cluster with the highest ranking to the (j-1)th sub-cluster is
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equal to the preset count.

42. The system of any one of claims 38-41, wherein the determining the one or more
target nodes in the network shard based on the at least one cluster includes:
in response to a determination that the count of the candidate nodes in the
cluster with the highest ranking is less than the preset count,
identifying an ith cluster from the at least one cluster based on the ranking,
wherein a count of candidate nodes from the cluster with the highest ranking to
the ith cluster is greater than the preset count and a count of candidate nodes
from the cluster with the highest ranking to an (i-1)th cluster is less than the
preset count;
dividing candidate nodes in the ith cluster into at least one sub-cluster
based on an IP address of each of the candidate nodes;
for each of the at least one sub-cluster, determining a count of candidate
nodes in the sub-cluster:;
ranking the at least one sub-cluster in a descending order based on at least
one count corresponding to the at least one sub-cluster; and
determining whether a count of the candidate nodes in a sub-cluster with
the highest ranking and the candidate nodes from the cluster with the highest

ranking to the (i-1)th cluster is less than the preset count.

43. The system of claim 42, wherein the determining the one or more target nodes in
the network shard based on the at least one cluster includes:

in response to a determination that the count of the candidate nodes in the sub-
cluster with the highest ranking and the candidate nodes from the cluster with the
highest ranking to the (i-1)th cluster is equal to the preset count, designating the
candidate nodes in the sub-cluster with the highest ranking and the candidate nodes

from the cluster with the highest ranking to the (i-1)th cluster as the one or more
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target nodes; and
in response to a determination that the count of the candidate nodes in the sub-
cluster with the highest ranking and the candidate nodes from the cluster with the
highest ranking to the (i-1)th cluster is greater than the preset count,
determining a network latency corresponding to each of the candidate
nodes in the sub-cluster with the highest ranking:
ranking the candidate nodes in the sub-cluster with the highest ranking in
an ascending order based on network latencies corresponding to the candidate
nodes; and
designating top p candidate nodes based on the ranking and the candidate
nodes from the cluster with the highest ranking to the (i-1)th cluster as the one
or more target nodes, wherein a sum of p and the count of candidate nodes
from the cluster with the highest ranking to the (i-1)th cluster is equal to the

preset count.

44 The system of claim 42 or claim 43, wherein the determining the one or more
target nodes in the network shard based on the at least one cluster includes:
in response to a determination that the count of the candidate nodes in the sub-
cluster with the highest ranking and the candidate nodes from the cluster with the
highest ranking to the (i-1)th cluster is less than the preset count,
determining a kth sub-cluster in the at least one sub-cluster, wherein a
count of candidate nodes from the sub-cluster with the highest ranking to the kth
sub-cluster and the candidate nodes from the cluster with the highest ranking to
the (i-1)th cluster is greater than the preset count and a count of candidate
nodes from the sub-cluster with the highest ranking to a (k-1)th sub-cluster and
the candidate nodes from the cluster with the highest ranking to the (i-1)th
cluster is less than the preset count;

for each of candidate nodes in the kth sub-cluster, determining a network
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latency corresponding to the candidate node;

ranking the candidate nodes in the kth sub-cluster in an ascending order
based on network latencies corresponding to the candidate nodes; and

designating top q candidate nodes based on the ranking, the candidate
nodes from the sub-cluster with the highest ranking to the (k-1)th sub-cluster,
and the candidate nodes from the cluster with the highest ranking to the (i-1)th
cluster as the one or more target nodes, wherein a sum of q, the count of the
candidate nodes from the sub-cluster with the highest ranking to the (k-1)th sub-
cluster, and the count of candidate nodes from the cluster with the highest

ranking to the (i-1)th cluster is equal to the preset count.

45. The system of any one of claims 31-44, wherein for at least one of the one or
more network shards, the identifying, from the one or more candidate nodes in the
network shard, one or more target nodes based on at least one of a location or a
network latency of each of the one or more candidate nodes includes:

ranking the one or more candidate nodes in an ascending order based on the
network latency of each of the one or more candidate nodes; and

designating top w candidate nodes based on the ranking as the one or more
target nodes in the target network shard, wherein a value of w is equal to the preset

count.

46. The system of any one of claims 31-45, wherein the network latency of each of
the one or more candidate nodes is determined according to a process including:
sending an echo request to the candidate node at a first time point;
receiving an echo reply from the candidate node at a second time point; and
determining the network latency of the candidate node based on a time

difference between the first time point and the second time point.
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47. The system of any one of claims 31-46, wherein the location of each of the one
or more candidate node is determined according to a process including:

obtaining a public key and a signature of the candidate node, wherein the
signature is associated with encrypted address information of the candidate node;
and

extracting the location of the candidate node from the encrypted address

information by verifying the signature based on the public key.

48. A method implemented on a computing device including at least one processor,
at least one storage medium, and a communication platform connected to a network,
the method comprising:

obtaining one or more network shards associated with a candidate node setin a
blockchain network, each of the one or more network shards including one or more
candidate nodes; and

for at least one of the one or more network shards, identifying, from the one or
more candidate nodes in the network shard, one or more target nodes based on at
least one of a location or a network latency of each of the one or more candidate

nodes.

49. A system, comprising:

an obtaining module configured to obtain one or more network shards
associated with a candidate node set in a blockchain network, each of the one or
more network shards including one or more candidate nodes; and

an identification module configured to for at least one of the one or more
network shards, identify, from the one or more candidate nodes in the network shard,
one or more target nodes based on at least one of a location or a network latency of

each of the one or more candidate nodes.
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50. A non-transitory computer readable medium, comprising executable instructions
that, when executed by at least one processor, direct the at least one processor to
perform a method, the method comprising:

obtaining one or more network shards associated with a candidate node setin a
blockchain network, each of the one or more network shards including one or more
candidate nodes; and

for at least one of the one or more network shards, identifying, from the one or
more candidate nodes in the network shard, one or more target nodes based on at
least one of a location or a network latency of each of the one or more candidate

nodes.
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