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DESCRIPITION
APPARATUS AND METHOD FOR PLAYBACK OF DIGITAL CONTENT

BACKGROUND OF THE INVENTION
Field of the Invention
The present invention relates to a digital content
playback apparatus and a method for editing a digital content,
which create new digital content based on license information
which defines conditions for permitting edit of a commercial
multimedia content.

Related Art

In recent years, many DRMs (Digital Right Management)
as the technologies that protect copyrights of digital works have
been developed. In particular for commercial digital content
such'as movies or music, due to strong demand for preventing
copying of digital content, copyright protection features provide
very robust mechanisms and there is no room for users to
create and enjoy secondary content for their private use.

In such a situation, international standardization
activities are under way, such as ISO/IEC 21000 (MPEG-21)
aimed at the distribution and management of various forms of
digital content. In MPEG-21, a language (DIDL: Digital Item
Declaration Language) for expressing compound content
constructed by combination/coupling of a plurality of content
parts and a Rights Expression Language (REL) enabling flexible
license description are being standardized and a framework for
pfotecting the rights of compound content consisting of a
plurality of content parts is being in place. Among reference
documents is “Information Technology-Multimedia Framework
(MPEG-21)-Part 5: Rights Expression Language, 2004".

Also in the case of commercial content in an unrewritable
medium, provided for next generation DVD players, it is
technically possible not only to faithfully play back a
pre-prepared content but also to divide the content into
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components and recombine them to use at the time of playback.
FIG. 12 illustrates an example of an enabling method of the
next generation DVDs being studied by AACS (Advanced Access
Content System). In medium 101 containing commercial
content, the entity of multimedia content consists of content
parts referred to as video objects. The video objects are
played back or copied as completely integrated content,
according to a script called a playlist that controls the timing of
executing playback. The playlist is described as a script and is
able to control details such as a start time of playback each
video object, an order of playback, synchronized playback,
display positions on the screen, and so on.

The license conditions (usage rules) of each video object
are described in a TUF (Title Usage File). Each video object is
encrypted and license conditions of each video object are
checked when executing operations such as playback and if the
license conditions are satisfied, then it is decrypted using a
decryption key and played back according to a playlist.

A player 102 of the medium 101 connects to a server 103
that manages content via networks, and obtains a license of
DI_2 recorded in the medium 101, downloads DI_3 to a
temporary storage 104 to use it as an work integrated with
other video objects originally recorded in the medium, or uses
DI_5 provided as steaming integrated with other video objects,
and thus more flexible use forms are possible than before. Itis
also possible to treat sub-content such as subtitlies or voice as a
kind of video objects. The playlist to use by default is
pre-recorded on the medium but it is also possible to request
the server 103 to create a new playlist or to permit modification
and play back the newly created playlist on the player 102.

The details of the above-mentioned technologies are
described in “AACS Introduction and Common Cryptographic
Elements Preliminary Draft Revision 0.90, 14 April 2005”.

Permitting a user to generate a new playlist facilitates
creating secondary content by combining video objects as
content parts or changing the order of playback video object but
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on the other hand, the copyrights are violated and it will
possibly turn into secondary content in which the original
intentions of content authors are neglected. This is a major
problem in commercial content.

To solve it, for commercial content, an attempt has been
started to describe information for limitting modification of a
playlist as part of license conditions in a TUF. Using description
that extends the above-described Rights Expression Language
(REL) allows generic description of rights conditions including
basic rights expression. It is proposed in JP-A 2006-099645
(KOKAI) to allow to describe as part of license conditions, a
complementary relationship condition specifying an other video
object that must be contained together when using the video
object in a newly created content.

For commercial content, however, it is expected that
users more typically make local modifications by replacing some
scenes, music or subtitles to enjoy variations of content than
substantial modification the content by using full-fledged video
editing tools like nerds. Content holders also desire a
mechanism that can not substantially impair the integrity of a
work. Playlists also strictly manage the timing of playback
each video object, and therefore permitting unknowledgeable
users to conveniently replace or rearrange video objects having
different playback durations or characteristics may result in
content that can not be played back.

SAMMARY OF THE INVENTION

According to an aspect of the present invention, there is
provided with a digital content playback apparatus which
generates new digital content by replacing one or more content
parts included in digital content by one or more other content
parts, comprising: '

a content storage configured to store a plurality of
content parts,

a license information storage configured to store license
information describing license conditions defined for the content
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parts, each of which includes at least a replacement permission
condition and a replacement target specification condition
among
the replacement permission condition defining
whether the content part is replaceable by an other
content part,
the replacement target specification condition
specifying content parts being candidates of replacement
target when the replacement permission condition is
replaceable and
a complementay relationship condition specifying
an other content part that must be contained in digital
content when using the content part,

a content part selecting unit configured to allow a user to
specify a replacement source content part as a content part that
should be replaced among content parts in the digital content
including some content parts in the content storage, and a
replacement target content part as a content part for adding to
the digital content for replacing the replacement source content
part,

a verifying unit configured to verify whether license
conditions of content parts in the digital content. and the
replacement target content part would be satisfied when
replacing the replacement source content part by the
replacement target content part,

a content generation unit configured to generate new
digital content by replacing the replacement source content part
by the replacement target content part when determined as
being satisfied by the verifying unit; and

a content playback unit configured to play back the
generated new digital content.

According to an aspect of the present invention, there is
provided with a digital content playback method which
generates new digital content by replacing one or more content

parts included in digital content by one or more other content
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parts, comprising:
providing a content storage configured to store a plurality
of content parts, and
a license information storage configured to store license
information describing license conditions defined for the content
parts, each of which includes at least a replacement permission
condition and a replacement target specification condition
among
the replacement permission condition defining
whether the content part is replaceable by an other
content part, )
the replacement target specification condition
specifying content parts being candidates of replacement
target when the replacement permission condition is
replaceable and
a complementay relationship condition specifyjng
an other content part that must be contained in digital
content when using the content part,
specifying by user a replacement source content part as a
content part that should be replaced among content parts in the
digital content including some content parts in the content
storage, and a replacement target content part as a content
part for adding to the digital content for replacing the
replacement source content part,
verifying whether license conditions of content parts in
the digital content and the replacement target content part
would be satisfied when replacing the replacement source
content part by the replacement target content part,
generating new digital content by replacing the
replacement source content part by the replacement target
content part when determined as being satisfied as a result of
the verifying; and
playback the generated new digital content.

According to an aspect of the present invention, there is
provided with a digital content playback apparatus which plays
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back a first digital content by playback content parts recorded in
an optical disk based on a playback control sequence for
controlling playback of the content parts and a first license file
including a plurality of license information pieces describing
license conditions defined for content parts, comprising:

a reading unit configured to read the playback control
sequence, the first license file, identification information of the
first digital content, information on a place to obtain a playback
control sequence to be edited, and the content parts from the
optical disk;

an editing unit configured to

access the place shown in the information,

obtain the playback control sequence to be edited
and a second license file including one or more the
license information pieces describing the license
conditions for one or more content parts among the
content parts, based on identification information of the
playback control sequence and the identification
information of the first digital content,

select content parts which have license information
pieces describing a permission of a link and a condition to
permit the link among the content parts, and

add links to the selected content parts to the
playback control sequence to be edited such that the
conditions to permit the links described in the license
information pieces of the selected content parts are
satisfied;

a storage configured to store the playback control
sequence edited by the editing unit and the second license file;
and

a playback unit configured to play back a second digital
content by playback content parts based on the playback control
sequence edited by the editing unit and the second license file.

BRIEF DESCRIPTION OF THE DRAWINGS _
FIG. 1 is a functional block diagram illustrating the
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configuration of digital content editing/playback apparatus
according to a first embodiment of the invention;

FIG. 2 is a flowchart illustrating the flow of the entire
processing of the digital content editing/playback apparatus in
FIG. 1;

FIG. 3 illustrates an example of license information;

FIG. 4 is a flowchart describing the details of the
processes of the content part selecting unit;

FIG. 5 illustrates an example of a replacement content
candidate selection menu;

FIG. 6 is a flowchart describing the processes of the
license verification unit and playlist modification instruction
creator; '

FIG. 7 is a flowchart describing the details of the process
of S702 in FIG. 6;

FIG. 8 illustrates a simple playlist image and an example
of the license conditions of the video objects contained in the
playlist;

FIG. 9 illustrates an example of playlist modification
(Example 1);

FIG. 10 illustrates an example of a failure of playlist
modification (Example 2); ‘ '

FIG. 11 illustrates an example of a modification
instruction table;

FIG. 12 illustrates an example of an enabling method of
the next generation DVDs being studied by AACS (Advanced
Access Content System Licensing Administrator);

FIG. 13 is a functional block diagram illustrating the
entire configuration of Example 2;

FIG. 14 is the entire flowchart of Example 2;

FIG. 15 illustrates an example of a data structure of
content;

FIG. 16 illustrates an example of the data structure of
the playlist;

FIGS. 17A and 17B illustrate examples of description of
usage rule;
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FIG. 18 illustrates an example of description of the usage
rule in the default TUF;

FIG. 19 is an image illustrating a case of the usage rule
in the second embodiment;

FIG. 20 illustrates an execution scenario for the usage
rule in FIG. 19; .

FIG. 21 illustrates functional blocks depicting the entire
configuration of the third embodiment;

FIG. 22 illustrates an example of description of a usage
rule;

FIG. 23 illustrates a case of the usage rule in the third
embodiment;

FIG. 24 illustrates an execution scenario for the usage
rule in FIG. 22;

FIG. 25 is a flowchart illustrating the detail flow of the
license resolution process; ' ,

FIG. 26 illustrates an example of description of a usage
rule;

FIG. 27 illustrates an example of description of a usage
rule; and

FIG. 28 illustrates an example of the execution of editing
in a fourth embodiment.

DETAILED DESCRIPTION OF THE INVENTION
[First Embodiment]

FIG. 1 is a functional block diagram illustrating the
configuration of digital content editing/playback apparatus
according to a first embodiment of the invention. Functions
achieved by the digital content editing/playback apparatus may
be achieved by causing a computer to execute programs or by
units of hardware.

Based on user's operations, the digital content
editing/playback apparatus 201 reads original digital content
recorded in a medium through a content reading unit 202 or
downloads content parts from an external server 203 via a
network 214. The digital content editing/playback apparatus
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201 stores the content read from the medium and the content
parts downloaded from the server 203 in an original content
storage (database) 204.

More particularly, the content read from the medium
includes a plurality of video objects, a TUF (Title Usage File)
consisting of license information of each video object and
playlist information. The license information of these
respective video objects is stored in an original content license
information storage (license information storage) 209, playlist
information is stored in an original content playlist information
storage 210, and data of each video object is stored in an
original content entity information storage 211. .On the other
hand, the content parts downloaded from the server 203
includes video objects representing entities of the content part
and license information of the video objects. The license
information is stored in the original content license information
storage 209, and data of video objects is stored in the original
content entity information storage 211.

A content part selecting unit 213 in a license resolution
unit 205 generates information on video objects which can be
replaced by other video objects among video objects included in
content to be edited and information on video objects which are
candidates newly added for replacing these video objects based
on a playlist of the content to be edited and license information
of each video object in the original content license information
storage 209. A content part selectihg unit 213 displays the
generated information on a content playback/interface unit 208.

The user specifies video objects that the user wants to
replace by other video objects and other objects that the user
want to newly add instead of these video objects via the content
playback/interface unit 208 based on the information displayed
on the content playback/interface unit 208.

A license verification unit 212 in the license resolution
unit 205 verifies whether the license conditions described in the
license information of each video object contained in the digital
content after the replacement would be satisfied if the



10

15

20

25

30

35

WO 2007/078010 PCT/JP2007/050363

10

replacement was made. Moreover, it also verifies whether the
license conditions of the video objects specified by the user to
be replaced by other objects would be satisfied if necessary. A
license condition of one video object includes a plurality of
conditions as described below (see FIG. 3).

A playlist modification instruction creator 206 creates
playlist modification instruction information that instructs to
modify the playlist to be edited when the license verification
unit 212 determines the license conditions of each video object
would be satisfied.

A playlist generation unit 207 generates a new playlist
based on the playlist modification instruction information and
stores the newly generated playlist in a new content playlist
information storage 215.

The content playback/interface unit 208 sequentially
plays back the video objects stored in the original content entity
information storage 211 according to the new content playlist.

FIG. 2 is a flowchart illustrating the flow of the entire
processing of the digital content editing/playback apparatus 201
in FIG. 1.

Initially, the original content storage 204 reads content
data and stores each video object contained in the read content
(original content) in the original content entity information
storage 211, license information of each video object in the
original content license information storage 209 and playlist
information in the playlist storage 210 (S301). In addition to
content locally existing in the medium, content may exist in an
external server and downloaded via a network. Also, as
described above, content parts are downloaded from the server
203 and video objects may be stored in the original content
entity information storage 211 and license information may be
stored in the original content license information storage 209.

Then, the user selects a playlist to be edited from the
playlists stored in the original content playlist information
storage 210 or the new playlists stored in the new content
playlist information storage 215 (S302). The license resolution
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unit 205 reads license information of each video object to be
used in the selected playlist from the original content license
information storage 209 (S303).

Next, the content part selecting unit 213 in the license
resolution unit 205 determines the configuration of a
replacement content candidate selection menu to be displayed
for user, based on replacement permission conditions,
replacement target specification conditions and automatic
selection specification conditions in the read license information
of each video object (S304). The content part selecting unit
213 presents the determined replacement content candidate
selection menu to user via the content playback/interface unit
208 (S305). The user selects some video objects that the user
wants to replace by other video objects in the digital content to
be edited and specifies video objects that the user wants to add
for replacing these video objects (S305). The details of these
processes (S304, S305) will be described below.

Then, the license verification unit 212 determines
whether violation of the license conditions would occur if the
replacement of the video objects was made as specified by the
user (5306). That is, it verifies whether the replacement would

~infringe on the license conditions of each video. content

contained in the digital content after the replacement if the
replacement was made. However, when instead of presenting
to the user a replacement content candidate selection menu like
S304 and S305, simply letting the user arbitrarily specify video
objects in the digital content that the user wants to replace by
other video objects and new objects that the user wants to add,
it also verifies whether the license conditions (especially the
replacement permission  condition, replacement target
specification condition and automatic selection specification
condition) of the video objects that the user wants to replace by
other video objects would be satisfied. The details of the
process of S306 will be described below.

When violation of the license conditions occurs (YES in
S307), the license resolution unit 205 informs the user of the



10

15

20

25

30

35

WO 2007/078010 PCT/JP2007/050363

12

occurrence of the violation of the license conditions via the
content playback/interface unit 208 (S308). When no violation
of the license conditions occurs (NO in S307), the playlist
modification instruction creator 206 creates playlist modification
instruction information and the playlist generation unit 207
creates a new playlist based on this playlist modification
instruction information (S309). The playlist generation unit
207 stores the newly created playlist in the new content playlist
information storage 215 (S309).

The content playback/interface unit 208 uses the playlist
for new content to play back new content according user’s
instruction (S310). When the user wants to further edit a
portion of the new content (YES in S311), it returns to the
process of S302.

FIG. 3 illustrates an example of a license condition
described in license information (usage rule) of video object
102.

The license condition includes a video object ID, a
replacement permission condition, a replacement target
specification condition, a complement specification condition, a
complementay relationship condition and an automatic selection
specification condition. ‘

The video object ID is an identifier that uniquely
identifies a video object. Instead of describing IDs, URIs may
be described.

The replacement permission condition is a flag of 0
(impossible) or 1 (possible) identifying whether replacing the
video object shown in the video object ID by other object is
possible.

The replacement target specification condition lists IDs of
video objects that may be candidates for replacement targets.
When the replacement permission condition is 0 (impossible),
the replacement target specification condition is omitted. 1In
case of this example, the candidates for replacement targets of
a video object 102 are video object 1002 or 1032.

The complement specification condition is a flag of 0
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(absent) or 1 (present) identifying whether a complementay
relationship condition is defined.

The complementay relationship condition lists IDs of
video objects that must be necessarily used when using the
video object shown in the video object ID in the digital content.
When the complement specification condition is 0 (absent), the
complementay relatibnship condition is omitted. In case of this
example, when a video object 102 is used, both of video object
2002 and 5002 must be used in the same content.

The automatic selection specification condition is a flag of
0 .or 1 identifying whether to allow a video object as a
replacement target to be automatically selected (value is 1) or
allow the user themselves to specify the video object (value is
0), when replécing the video object shown in the video object
ID by the video object. That is, the automatic selection
specification condition specifies = whether to allow the
replacement of the video object shown in the video object ID by
another object without wuser instruction. The automatic
selection specification condition is omitted when the
replacement permission condition is 0 (impossible).

In the license information of FIG. 3, conditions other than
the above, such as a validity period during which a video object
is available, a flag to indicate whether temporary storage in a
terminal is possible or whether copying is possible may be also
described.

FIG. 4 is a flowchart illustrating the details of the
processes (S304, S305) of the content part selecting unit 213.

The content part selecting unit 213 first refers to the
automatic selection specification conditions in the license
information of each video object used in the playlist to be edited
and extracts IDs of video objects whose automatic selection
specification is impossible, i.e. those which are permitted to be
directly specified by the user (S501).

Then, referring to the replacement target specification
conditions of the extracted video objects, IDs of video objects
being candidates for replacement targets are extracted for each
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of the extracted video objects (5502).

Then, a replacement content candidate selection menu is
created using display data to display each video object
permitted to be directly specified by the user and display data
to display the video objects which are candidates for
replacement targets corresponding to these video objects to the
menu (S503). |

Finally, via the content playback/interface unit 208, the
replacement content candidate selection menu is displayed and
the user is allowed to specify video objects that the user wants
to .replace by other video objects in the digital content to be
edited and video objects that the user wants to newly add for
replacing the video objects (S504).

FIG. 5 illustrates an example of a replacement content
candidate selection menu. :

In FIG. 5, displayed in the left-hand is the display
buttons corresponding to video objects being used in the digital
content to be edited (in more detail, video objects whose
automatic selection specification condition is impossible), and in
the right-hand is the display buttons corresponding to video
objects that are candidate for replacing the video objects in the
left-hand. For example, as subtitle 2, any of the original
subtitle 2, subtitle 2A or subtitle 2B (comment) can be chosen.
When any right button is not pressed, the original video objéct
corresponding to the left button is selected by default. In the
following, the video object selected by the user in the
right-hand may be also referred to as “video object specified as
replacement”.

Assume that texts and images on buttons are read at the
same time as the original content storage 204 reads content
data or content parts via the content reading unit 202 or the
server 203 and internally stored as display data associated with
IDs of each video object whose automatic selection specification
condition is impossible. When display data is not prepared,
video object IDs themselves may be displayed. Also, display
forms for allowing the user to make a selection may include a
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variety of forms such as check buttons, pull-down menus
besides push-buttons.

Next, the processes of the license verification unit 212
and the playlist modification instruction creator 206 (S306 to
S309 in FIG. 2) will be described in detail using FIG. 6 to FIG.
11.

FIG. 6 is a flowchart illustrating the details of the
processes of the license verification unit 212 and the playlist
modification instruction creator 206.

First, the license verification unit 212 extracts video
objects whose license verification is unfinished -among those
which are specified as replacements by the user via the content
playback/interface unit 208 (5701). Then, the playlist
modification instruction creator 206 performs a “process to
determine whether addition to a modification instruction table
(FIG. 11) can be made” described below (5702). '

When it fails in the “process to determine whether
addition to the modification instruction table can be made” (NO
in S703), the user is informed that the playlist modification can
not be made (S704) and if it succeeds (YES in S703), it is
determined whether the license verification of all the video
objects specified as replacements have been completed (S705).
If not completed (NO in S705), it returns to S701, and if
completed (YES in S705), the playlist generation unit 207
generates a new playlist based on information in the
modification instruction table and information on the playlist to
be edited (original playlist) (5706).

FIG. 7 is a flowchart illustrating the process of S702 in
detail.

First, the playlist modification instruction creator 206
refers to a modification instruction table. An example of a
modification instruction table is illustrated in FIG. 11. A
modification instruction table is a table to hold IDs of all video
objects whose replacement permission condition is replaceable
(IDs of replacement source video objects), IDs of video objects
described in the replacement target specification conditions of
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the replacement source video objects (IDs of replacement target
video object candidates) and IDs of replacement target video
objects. It is assumed that the fields of the replacement target
video object IDs are initially empty. In the modification
instruction table of the final state (the modification instruction
table after YES in S705 of FIG. 6), the replacement target video
objects stored in the fields of the replacement target video
object IDs will be video objects newly added to the digital
content for replacing the replacement source video objects.
When the replacement source video objects still continue to be
used in new digital content, the IDs of the replacement source
video objects are stored in the fields of the replacement target
video object IDs. It is assumed that the modification
instruction table in the initial state is created by the content
part selecting unit 213, for example.

The modification instruction creator 206 referring to the
modification instruction table searches the modification
instruction table for replacement source video objects whose
replacement target video object candidates include the video
object specified as replacement (S801). If such replacement
source video objects do not exist (NO in S802), the process is
terminated as a process failure. Also when the replacement
source video objects found in S801 are already determined to
be replaced by other replacement target video objects (YES in
S803), the process is terminated as a process failure. When
the process is terminated as a process failure, it proceeds to
S704 in FIG. 6. If no problem is found (NO in S803), the IDs of
the video objects specified as replacements by the user are
filled in the replacement target video object ID fields (5804).

Then, based on the complement specification condition in
the license conditions of the replacement target video objects
filled in S804, whether a complement specification exists is
identified (S805), and if there is a complement specification
(YES in S805), video objects specified as complement targets in
the complementay relationship condition are extracted (S806),
and a “process to determine whether addition to the
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modification instruction table can be made” is recursively called
to newly add the video objects (S807). The process of S807 is
basically the same as the process of S702. When it fails in the
“process to determine whether addition to the modification
instruction table can be made” (NO in S808), the process is
terminated as a process failure. If it succeeds (YES in S808),
whether all of the video objects specified as complement targets
were processed is determined (S809), if completed (YES in
S809), then “the process to determine whether addition to the
modification instruction table can be made” is determined as
successful and the process is returned to the invoker (i.e.S702),
and if not completed (NO in S809), then it goes back to S806.

FIG. 8 illustrates a simple playlist image and an example
of the license conditions of the video objects contained in the
playlist.

A playlist is a script to control the timing of executing
video object playback but here, it is simplified and illustrated as
arranging video objects along time axis according to a playback
order. In this example, images and subtitles are different video
objects and four video objects together make up one scene.
For instance, 4 video objects 101, 102, 201, 202 together make

‘up one scene.

In this example, hatched video objects (8 in total) are
described as possible (replaceable) in the replacement
permission condition. Also, among these hatched video objects,
only video objects 103 and 107 indicated by heavy line-frames
are described as impossible in the automatic selection
specification condition. That is, the video objects 103 and 107
are portions that the user themselves selects from heretofore
mentioned replacement content candidate selection menu and
are prohibited from being replaced by other video objects
without user instruction. Other video objects 104, 108, 203,
204, 207, 208 are automatically replaced according to a
complementay relationship condition of any video object (such
as video objects to be added instead of video object 103 or 107)
or remain unchanged.
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FIG. 9 illustrates an example of playlist modification
(Example 1).

Here, assume that the user instructed to replace a video
object 103 by a video object 1003. Then, the processing by
the license verification unit 212 and the playlist modification
instruction creator 206 results in an instruction to change video
objects 104 and 203 in the original playlist to video objects
1004 and 2003 that must be used in conjunction to use a video
object 1003 (see S807, YES in S808 of FIG. 7). Furthermore,
an instruction is made to change video object 204 in the original
playlist to a video object 2004 that must be used in conjunction
(see S807, YES in S808 of FIG. 7). As a result of the above, a
new playlist is created in which the four video objects 103, 203,
104, 204 in the original playlist are replaced by the video
objects 1003, 2003, 1004 and 2004 respectively.

FIG. 10 illustrates an example of a failure of playlist
modification (Example 2). ~

Here, assume that a user instructed to replace a video
object 107 by a video object 1007. 1In this case, whether
changes to video objects 1003, 1008 and 2007 that must be
used in conjunction to use the video object 1007 are possible is
checked (see S807 in FIG. 7). Because among some scenes
the consistency in terms of story must be maintained for
example, complement specification of video objects between
such temporally separated scenes (here, between scene 2 and
scene 4) may be made. As a result of the check, because no
instruction to replace the video object 103 has been made by
the user, violation of the license condition occurs when replacing
the video object 103 by the video object 1003 (the automatic
selection specification condition of the video object 103 is
impossible) and the creation of a new playlist is refused (see NO
in S808 of FIG. 7). That is, in determining whether to permit
replacement of the video objects based on the replacement
permission condition, replacement target specification condition
and automatic selection specification condition, the replacement
is determined impossible. Incidentally, the modification
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instruction table of FIG. 11.indicated above corresponds to the
example of FIG. 10.

In this example, if user simultaneously instructed to
replace video object 103 by video object 1003, the license
condition (usage rule) could be satisfied.

Thus, editing to create new digital content by replacing
some of content pafts making up the original digital content by
other content parts by user’s operations can be achieved in a
simple manner, while maintaining the original intentions of
content authors (integrity of content) to a certain degree.

[Second Embodiment]

A content protection standard for next generation
read-only optical disks such as HD DVD (High Definition Digital
Versatile Disc) is defined in “AACS HD DVD and DVD
Pre-recorded Book revision 0.91" In the standard, a
mechanism is disclosed in which content stored in an
unrewritable medium is not only faithfully played back simply in
a prescribed way of playback but also is played back in a
different way of playback by downloading playback control
information of content or usage conditions of content. In the
following, as an example relevant to the protection standard,
digital content playback apparatus in which secondary content is
created and played back from digital content recorded in HD
DVD, etc. which is of the next generation optical disk standard
will be described.

FIG. 15 illustrates an overview of a content format of HD
DVD. In next generation optical disks, control information such
as playback order or arrangement of content parts, referred to
as a playlist 3001 is described. In this playlist 3001,
information on links to content parts to be played back is
described. Each content part contained in a group of content
parts 3002 linked from the playlist 3001 is linked to respective
usage rule sets. A usage rule set includes O or more usage
rules (license information) and in each usage rule, detailed
conditions (license conditions) are described. Usage rules can
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be described in a rights expression language such as MPEG-21
REL, for example. Each usage rule set is a component of a
license file (Title Usage File: TUF) 3003 prepared per-playlist
basis. In the TUF 3003, a unique playlist name ("001” in this
example) is described, which allows unique identification of
correspondence between a playlist and a TUF. For example, in
the playlist “001”, initially a content part Vol linked from an
element V1 is played back but prior to executing the playback, a
usage rule 1 to 3 contained in a usage rule set 1 associated with
content part Vol is verified.

For next generation optical disks, it has become possible
to play back content different from content stored on the same
disk by newly downloading from a network a playlist and a
corresponding TUF other than those stored in the same disk and
binding the downloaded playlist and TRU to content parts stored
on the disk. '

However, from the perspective of alteration prevention, a
step is taken to prohibit downloaded playlists and related TUFs
from being modified. Such a prohibition step is taken because
of the fact that no mechanism is provided to impose certain
constraints such that editing is made only within the scope that
is not against content holder’s intentions. Such a prohibition
step contributes to hindrance of diversification of content
business using single-source and multi-use source which has
become increasingly demanded recently. For example, even
applications are forbidden that can be realized by making only
some modifications to a playlist representing whole playback
control information while utilizing content parts, such as
replacement of order to play back education content according
to the progress of class lessons or using film content to create
music video clips for sound-track with animation background
according to user preference.

One of the major characteristics of this embodiment is to
realize functions that enable editing within the scope of content
holder’s intentions by

including on a medium such as a next-generation
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read-only optical disk in:

1) Identification information identifying the set of a
playlist template (edit playlist) and a default TUF that permits
content parts in the medium to be imported;

2) Information that specifies content parts by using link
references etc. as a way to import content parts in the medium
to the edit playlist; and

3) Information that specifies how to import contents that
have complementary relationship described above when
importing,

obtaining the above set based on the above identification
information,

editing the edit playlist within the scope that satisfies the
usage rules contained in the default TUF and

binding the default TUF to the edit playlist.

In the default TUF, usage rules for content parts that may
be used in a playlist newly created from the template (edit
playlist) are described. This prevents content parts from being
played back when the content parts that were not intended by
the content holder are imported to the playlist because of the
absence of the usage rules.

FIG. 13 is a functional block diagram illustrating the
entire configuration of digital content playback apparatus
according to the second embodiment of the invention. As
illustrated in FIG. 13, this digital content playback apparatus
includes an editing device 1001, a content reading unit 1002, a
playlist storage 1017 and a playback device 1020. The digital
content playback apparatus is connected to a remote server
(external server) 1003 via a network 1025. To the remote
server 1003, a database 1004 is connected.

The editing device 1001 has a function of generating new
playlists. The editing device 1001 includes a user I/F 1010, an
edit playlist request unit 1011, an original content storage 1012,
content part selecting unit 1013, license verification unit 1014
and a playlist generation unit 1016.

The content reading unit 1002 has a function of providing



10

15

20

25

30

35

WO 2007/078010 PCT/JP2007/050363

22

data that serves as materials. In an optical disk 1023 from
which the content reading unit 1002 performs reading, a server
URI 1005 representing the URI (Uniform Resource Identifier) of
the remote server 1003, ContentID 1006 identifying content
1024 and the content 1024 are recorded. The content 1024
includes a playlist 1007, a plurality of content parts 1008 and a
TUF (Title Usage File) (first license file) 1009.

The remote server 1003 has a function of retrieving
necessary data from the database (DB) 1004 upon request of
the editing device 1001, and sending it to the editing device
1001. 1In the DB 1004, an edit playlist 1021, and a default TUF
(second license file) 1022 are stored.

The playlist storage (p-storage) 1017 has a function of
permanently storing the playlists generated in the editing device
1001 as a new playlist 1018 and the default TUF as a new TUF
1019. ,

The playback device 1020 has a function of reading
necessary information for content playback from the content
reading unit 1002 and playlist storage 1017 and making
playback. That is, the playback device 1020 reads the new
playlist 1018 and new TUF 1019 from the playlist storage 1017
and sequentially plays back the content parts in the optical disk
1023 according to the new playlist 1018. At the time of
playback, it is determined whether each content part satisfies
the license conditions described in each usage rule in the
respective usage rule sets contained in the nhew TUF 1019 and if
it does not satisfy, the playback of each content part is not
performed. The playback device 1020 also reads the playlist
1007 and TUF 1009 from the content reading unit 1002 and
sequentially plays back content parts in the optical disk 1023
according to the playlist 1007. At the time of playback, it is
determined whether each content part satisfies the license
conditions described in each usage rule in the respective usage
rule sets contained in the TUF 1009 and if it does not satisfy,
the playback of each content part is not performed.

FIG. 14 is a flowchart illustrating the flow of the entire
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processing by the digital content playback apparatus in FIG. 13.

When the user starts the editing device 1001, the original
content storage 1012 reads the playlist 1007 recorded in the
optical disk 1023 and obtains the TUF 1009 corresponding to
the playlist 1007.

Then, the original content storage 1012 verifies whether
a usage rule set describing permission to link to a new playlist
exists in the obtained TUF 1009 (2002), and if it does not exist
(NO in 2002), the process is terminated.

Otherwise, if a usage rule set describing the link
permission exists in the TUF 1009 (YES in 2002), a decision is
made to create a new playlist based on a user input via the user
I/F 1010 (2003).

The edit playlist request unit 1011 receives the name of a
playlist read by the content reading unit 1002 from the original
content storage 1012 (2004). The edit playlist request unit
1011 also obtains a server URI 1005, a ContentID 1006 from
the optical disk 1023 via the content reading unit 1002 (2004).

Note that a ContentID refers to information to identify
digital content, and for example, an ID identifying a package or
an ID combined with a disk serial number to enable to identify
even an individual disk may be used.

The edit playlist request unit 1011 connects to the
remote server 1003 indicated in the obtained server URI and
send a massage requesting to send a set of a edit playlist (for
example, an empty playlist) and a default TUF, corresponding to
the ContentID and playlist name (2005).

The remote server 1003 searches for the set of the edit
playlist and its default TUF, corresponding to the ContentID and
playlist name and sends to the content part selecting unit 1013
(2006).

The content part selecting unit 1013 presents the user
content parts having a usage rule set which includes permission
to link to the edit playlist (2007).

The user selects content part V that the user wants to
add to the edit playlist from the presented content parts (2008).
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The license verification unit 1014 identifies a usage rule
describing link permission in the usage rule set contained in the
TUF 1009, verifies a usage condition (described below) for the
operations of the content part and performs a resolution process
to satisfy the usage condition (2009). The details of the
specific processing will be described in a third embodiment, but
the processing described in JP-A 2006-099645 (KOKAI) related
to a prior application of the applicant may be used. The JP-A
2006-099645 (KOKAI) is not disclosed in priority date of the
present application. In this JP-A 2006-099645 (KOKAI), for
compound content including a plurality of content parts, a
method is proposed that protects the minimum configuration
intended by the original author by describing in a usage rule a
usage condition representing the maintenance of the following
relationship (1) and (2) which is constraint relation between
content parts that should be complied with when reusing
content parts.

(1) Complementary relationship: The relationship
enforcing the reuse of other specified contents when one
content part is reused; and

(2) Exclusive relationship: The relationship forbidding the
reuse of other specified contents when one content part is
reused.

If in process 2009, the resolution process succeeds (YES
in 2010), the playlist generation unit 1016 receives ordinal data
(that describes ordinal relation of content parts necessary for
generating a playlist. The details will be described below) from
the license verification unit 1014 and links to the content parts
are added to the edit playlist (2011).

The processing from process 2007 to 2011 is repeated
until the editing ends (NO in 2012).

When the editing has all completed (YES in 2012), the
playlist generation unit 1016 saves the playlist finished being
edited and the default TUF corresponding to the playlist in the
playlist storage 1017 as a new playlist 1018 and a new TUF
1019 (2013).
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FIG. 16 illustrates an example of the data structure of
the playlist in FIG. 15 described in XML format.

In FIG. 16, a playlist named “001” describes that content
parts are played back in order of Vol, Vo2 and subsequently
Vo3 and Vo4 are played back in a synchronized manner. Vol to
Vo4 include still images, animation, audio data, etc. as content
parts that will be actua||y played back as well as metadata (not
shown) such as identification information of the corresponding
usage rule set.

FIG. 17A and 17B illustrate examples of “the conditions
for a making-link operation” described in MPG-21 REL format, as
the usage rules depicted in FIG. 15.

In MPG-21 REL, a usage rule (grant) includes “a license
holder (principal)”, “a permitted operation (right)”, “target
content (resource)” and “a usage condition” (a condition for link
permission) as major components. ,

FIG. 17A describes that a license holder 5001 is granted
to do a “belinked” operation (permitted operation 5002) to the
content part “Vo3” (target content 5003), which is an operation
to enlist a link into a new playlist and the conditions for granting
the link are included in a usage condition 5004. In MPG-21 REL,
a usage condition can be generally expressed in a logical AND.
In the example of FIG. 17A, the usage condition 5004 includes
two individual condition of a term condition 5005 and a location
specification condition 5006 for making links. The location
specification condition 5006 is described as character string
information showing a location to link that should be added to
the edit playlist.

FIG. 17B illustrates an example in which it is also
permitted to do a “beLinked” operation to the content part “Vo2",
The usage condition is further subject to a constraint of
simultaneously importing the content part “Vo4” when enlisting
a link to the “Vo2” (complementary relationship condition 5007).
In this example, as a temporal constraint, "Vo4” is specified as
“before” such that it is played back before “Vo2". Also as a way
of importing to the playlist, a “link” type is specified, that is, it
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is described that links are made like “Vo2”.

FIG. 18 illustrates an example of the usage rule which is
a component of the default TUF 1022 in FIG. 13, described in
MPEG-21 REL format. Here is described the contents of a
permission of an operation in which a content part is played
back as a part of a new playlist. In the example of FIG. 18, the
“play” operation is described that permits content playback for
“Vo2".

Note that in a default TUF, usage rules only for content
parts that may be used in a newly created playlist are described.
This prevents from content parts that are not intended by the
content holder from being played back even if the content parts
are imported to the playlist since any usage rule corresponding
to the content parts does not exist and the content holder can
effectively limits the materials used by users.

FIG. 19 and 20 are diagrams illustrating examples  of
actual execution of editing.

In FIG. 19, in an optical disk, a playlist named “001",
content parts Vol, Vo2, Vo3, Vo4, and “"TUF 1” including usage
rule sets, URS1, URS2, URS3 and URS4 together corresponding
to each content part are stored. In the playlist "001” links are
made between each element in the playlist and a content part
corresponding to each element such that the playback is
performed in order of Vol, Vo2, Vo3. The usage rule of Vo2,
(UR1) is stored in URS (usage rule set) 2 and in the UR1, there
is a description 7002 which has the following meanings (see FIG.
17B for the actual description):

e V02 permits enlisting a link to a new playlist under the
following conditions (1) and (2):

(1) Link to Vo4 is also enlisted; and

(2) Vo4 is played back prior to Vo2.

Also, the usage rule (UR1) of Vo3 is stored in URS3 and
in UR1, there is a description 7001 which has the following
meanings (see FIG. 17A for the actual description):

e Vo3 permits enlisting a link to a new playlist.
FIG. 20 illustrates a scenario which runs when a new
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playlist is created by using an optical disk which includes what
is depicted in FIG. 19. That is,

Step 1: Playlist editing is started with an edit playlist
(empty playlist) and a default TUF, received from the remote
server 1003;

Step 2: Content parts Vo2, Vo3 that can be added to the
playlist are presented;

Step 3: Vo2 is selected as a content part which the user
wants to add to the playlist;

Step 4: In order to satisfy conditions for the link
permission for Vo2, Vo4 is searched for and the usage rule of
Vo4 is evaluated (assuming that conditions such as a term are
satisfied). As a result of the evaluation, a playlist which is
adjusted to play back in order of Vo4, Vo2 is created and links
are made between each element in the playlist (order: Vo4,
Vo2) and each content part Vo4, Vo2; and

Step 5: The new playlist and default TUF are saved in the
playlist storage.

Thus, by using content parts stored in an optical disk a
new playlist which permits only the playback as a whole is '
generated. For example, this enables to create such things as
music video clips principally intended for film music playback
according to user preference by using content parts in an optical
disk that originally records films as materials.

Also, from the perspective of protection and use of
content, the effect can be obtained that allows the user to
create a playlist that can refer to unrewritable content stored in
an optical disk as well as allowing the creation to be limited to
the scope that does not go against the content holder’s
intentions.

[Third Embodiment]

FIG. 21 is a functional block diagram illustrating the
entire configuration of digital content playback apparatus
according to the third embodiment. The same numerals are
given to the elements which have the same name as those of
the configuration illustrated in FIG. 13 in the second
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embodiment. In addition to the configuration in FIG. 13, a hew
content part 9001 that does not exist in an optical disk and a
usage rule set 9002 that includes the usage rule of the content
are stored in a database 1004. This assumes for example, the
case in which there exists in the usage rules of the content
parts in an optical disk a description defining as a condition to
permit links that content parts present in the database 1004
must also be linked from a new playlist. Therefore, in FIG. 21,
a license verification unit 1014 requests content retrieval for a
remote server 1003 via a network 1025. When linking to a
content part external to a terminal (digital content playback
apparatus), in most cases, the content part is downloaded to
the terminal, and a link to the location to which it was
downloaded is enlisted. In this case, a content part in the
database 1004 need to be copied as a content part 9003 to a
playlist storage 1017. But it is also possible to write a
description in usage rules of content parts of an optical disk that
includes making direct link to an external site as a condition.

FIG. 22 illustrates an example of a usage rule included in
the TUF 1009 depicted in FIG. 21, described In MPEG-21 REL
format that permits an enlisting operation.

In FIG. 22, for the content part “Vo2”, a “beLinked”
operation is permitted. As a usage condition, a constraint
(complementary relationship condition 10001) is imposed that
when linking to ™Vo02”, a content part “Vo5” should be
simultaneously imported to the playlist. In this example, as a
temporary constraint, “before” is specified such that “Vo5” is
played back before “Vo02”. Also, as a way to import to a playlist,
a “store_and _link” type is specified. That is, it is described
that “Vo5” is saved in a local storage (p_storage) and an
enlisting a link is made to the location where it is saved. Here,
Vo5 exists in http://www.vod.com/0001/001/ADV_OBJ/Vo5/ and
Vo5 is downloaded from this URI. The location where the
downloaded Vo5 is saved is file:///p_storage/ADV_0OBJ/Vo5/.

Note that though as a way to import a content part, a
way to import by link is described herein, in addition to that, a
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way of importing a copy of content part directly to the playlist, a
manner of specifying a conversion method (for example,
reduction in resolution) in case of streaming playback or local
copying can be also considered, therefore, invariables
representing them may be further defined. Also in case of
importing as “link”, if the address of the content part and the
URI of the location to link to are the same, the element of
<resourcelLocator> indicating the location to link to (in FIG. 22,
<resourcelLocator name="file: ///dvddisc/ADV_OBJl/Vo2"/>
immediately above 10001) may be omitted.

FIG. 23 and 24 are diagrams illustrating examples of
actual execution of editing.

In FIG. 23, in an optical disk, a playlist named “001%
content parts Vol, Vo2, Vo3, Vo4 and “TUF 1” that includes
usage rule sets URS1, URS2, URS3, URS4 together
corresponding to each content part are stored. In the playlist
“001” links are made between each element Vol, Vo2, Vo3 in
the playlist and content part corresponding to each element
such that it is played back in order of Vol, Vo2, Vo3. The
usage rule of Vo2 (UR1), is stored in the URS2 and in the UR1,
there is a description 10001 which has the following meanings
(see FIG. 22 for the actual description): :

e Vo2 permits enlisting a link to a new playlist under the
following conditions:

(1) Vo5 is downloaded from a remote server and a link is
enlisted to a local location to save to; and

(2) Vo5 is played back before Vo2.

Also, the usage rule of Vo3 (UR1) is stored in URS3 and
in UR1, there is a description 10003 which has the following
meanings (see FIG. 17A for the actual description):

« Vo3 permits enlisting a link to a new playlist.

On the other hand, the usage rule of Vo5 is stored in a
remote server and there is a description 10002 which has the
following meanings:

e Vo5 permits playback.
FIG. 24 illustrates a scenario which runs when a new
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playlist is created by using an optical disk which includes what
is depicted in FIG. 23. That s,

Step 1: With an empty playlist (edit playlist) and a
default TUF received from the remote server 1003, playlist
editing is started;

Step 2: Content parts Vo2, Vo3 that can be added the
playlist are presented;

Step 3: Vo2 is selected as a content part Wthh the user
wants to add;

Step 4: In order to satisfy conditions for the link
permission for Vo2, Vo5 is downloaded. A playlist which is
adjusted to play back in order of Vo5, Vo2 is created and links
are made between each element of the playlist (order: Vo5,
Vo2) and each content part Vo5, Vo2;

Step 5: URS5 is downloaded to the playlist storage and
URSS5 is added to the default TUF; and

Step 6: The new playlist, default TUF and content part
Vo5 are saved in the playlist storage.

FIG. 25 is a flowchart illustrating the flow of the
processing executed in the license resolution process 2009 in
FIG. 14. In this example, assuming the data depicted in FIGS.
17A, 17B and 22, the consistency of data element names and
others is maintained.

First, among the. usage rules that are associated with a
selected content part V, a usage rule (license information) G
that includes an enlisting operation (="“BeLinked”) is obtained
(20001).

Then, from the license information G, a usage condition C
is obtained (20002), and if the usage condition C include an
individual condition C’ other than <derivationConstraint> (YES
in 20003), a condition determination on C' is made (20004).
This condition determination is a determination on a condition
such as an individual condition 5005 in FIG. 17A for example
that limits the available period. The determination includes for
example, obtaining information from a timer in the device and
comparing the obtained information with the condition. In
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MPEG-21 REL, a variety of individual conditions and ways of
their determination are defined and using them enables more
flexible descriptions.

If in the process 20004, a negative determination is
made (NO in 2005), the usage condition is not satisfied, the
process is terminated.

On the other hand, if in the process 20004, an affirmative
determination is made (YES in 2005), the Name attribute L of
<resourcelLocator> about the content part V is added to an
ordinal data (20006). Here, the ordinal data refers to data
describing ordinal relation necessary to generate a playlist. For
example, the ordinal data to generate the example of FIG. 16 is
written in Lisp-type list format as follows:

(Vo1 Vo2 (Vo3 Vo4))

Then, whether <resourcelnclusionList> exists in
<derivationConstraint> is checked (20007), if it does not exist
(NO in 20007), the resolution succeeds and the process
terminates.

On the other hand, if <resourcelnclusionList> exists (YES
in 20007), it further proceeds to the next process.

First, the value of inclusionType attribute is checked
(20008) and if the value shows a type that locally makes a copy
and enlists a link to the copy as illustrated in FIG. 22
(“store_and_link” in 20008), then each element V' of
<resourcelnclusionList> and the usage rules corresponding to
each element V' are downloaded to the playlist storage (20009)
to proceed to the next.

If the value of inclusionType attribute is the type of link
illustrated in FIG. 17B (Mlink” in 20008), it proceeds to the next
without downloading.

The attribute value of temporalRelation is checked
(20010) and if the value is “simultaneous” signifying
synchronization (“simultaneous” in 20010), as for each element
V' of <resourcelnclusionList>, the Name attribute L of
<resourcelLocator> is added to be synchronized with L of the
ordinal data (20011).
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Also, if the attribute value is “before” that requests to
play back before (“before” in 20010), then as for each element
V' of <resourcelnclusionList>, the Name attribute L' of
<resource locator> is added before L of the ordinal data
(20012).

Also, if the attribute value is “after” that requests to play
back after (“after” in 20010), then as for each element V' of
<resourcelnclusionList>, the Name attribute L' of <resource
locator> is added after L of the ordinal data (20013).

In the meantime, for content parts listed in
<resourcelnclusionList>, respective usage. rules (license
conditions) naturally exist. Therefore, for each element V/, it is
necessary to similarly perform the process 20001 to 20013. So,
for all elements V' of <resourcelnclusionList>, assign V' to V
(20014), and the license resolution process 2009 is recursively
performed (20015). In the series of processes described above,
only when an affirmative determination is made on the usage
conditions of all content parts, the entire resolution process is
successful.

Thus, by using content parts stored in an optical disk and
content parts existing in a remote server, a new playlist can be
generated which permits only the playback as a whole. For
example, this enables to insert movie trailers when content
parts of an optical disk that originally records films are reused.

Though in the third embodiment above, a case in which
new content parts exist in a remote server has been described,
database may be actually distributed in a number of locations
and moreover, the distribution may be made per ContentID
basis or per data-type basis.

Also, as an implementation of the embodiment, it is
possible that the functions of an editing device can be realized
as application services in a remote server and in that case, a
terminal (digital content playback apparatus) may only include a
content reading unit, a playlist storage and a playback device
and may be also manufactured as a low-priced terminal.

Besides, it is also possible to run at off-line (not via
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network) by recording edit playlists and default TUFs in an
optical disk.

[Fourth Embodiment]

In the second and third embodiment, a new playlist is
created by obtaining an empty edit playlist and adding links to
selected content parts to this playlist. On the other hand, in
this embodiment, a case will be described where a playlist which
is not empty is copied for editing and this is used as a template
to create a new playlist. The entire configuration of the
functional blocks of this embodiment is the same as that of
second or third embodiment and the procedure of exchanging
information with a remote sever is also basically the same as
that of second or third embodiment. In the following, only the
difference from second or third embodiment will be described
using figures. ,

FIG. 26 and 27 illustrates examples of a usage rule
including “name information identifying a playback control edit
script (edit playlist) being referred to” described in MPEG-21
REL format.

In FIG. 26, the licensee is permitted to do a “belinked”
operation that enlists a link to a playlist pl00O1 to a content part
Vo4. Here, a description part 2601 that is sandwiched between
“isPartOfs” corresponds to the ‘“information identifying a
playback control edit script (playlist) to be referred to”. This
description indicates that links other than those made from the
playlist with a specific name pl001 are not permitted. For
example, from a newly obtained playlist with another name, any
link to the content part Vo4 can not be made. The ways of
describing for identifying playlists may include various ways
such as description of IDs or file names or description of URLs.

When copying an already prepared (not empty) playlist to
edit via the remote server 1003 and using this as a template to
create a new playlist, rules for uniquely determining the name
of the edit playlist are preset. For example, a version number
is added to the name of the original playlist. Moreover, it is
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also possible to identify by expressing a part of a name or ID in
a standard expression and finding a character string matching
to the playlist to be created. For example, if identifying an
playlist “ploOv* with “isPartOf”, all of the playlists derived and
created from the original playlist such as “p100v1”, “p100v2”
may be considered to be the playlists that satisfy the conditions.
In addition, a copied' edit playlist with a predetermined name or
ID may be prepared.

In FIG. 27, the licensee is granted a right of a “beCut”
operation that delists a link to a content part Vo2 that is already
linked from the playlist plo01 and stops the use of Vo2. A
description part 2701 sandwiched between “isPartOfs”
corresponds to “the address information for identifying a
playback control edit script (edit playlist) being referred to”.
This description indicates that any process other than deleting
links from the playlist with a specific name pl001 which is
located in a specific location is not permitted. For example,
even if from a playlist other than pl001, the content part Vo2 is
linked and redundantly used, it is not permitted to edit any
playlist other than the above-mentioned pl001 to delete the
content part Vo2.

In, FIG. 27, in addition, a condition for specifying content
parts being candidates for replacement targets is described in a
description part 2702 sandwiched by “replacementResourceList”
that says if the content part Vo2 is not used, a content part Vo4
or Vo5 must be used instead of Vo2. Note that “beCut” is not
necessarily limited to be used along with
“replacementResourceList”. Also both the “belLinked” operation
to make links and the “beCut” operation to delete links to stop
the use may be permitted.

FIG. 28 is a diagram illustrating an example of actual
execution of editing. In an optical disk, the playlist named
“pl001”, content parts Vol, Vo2, Vo3, Vo4 and “TUF 1" that
includes usage rule sets URS1, URS2, URS3 and URS4 together
corresponding to each content part are stored. In the playlist,
links are already made such that it is played back in order of
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Vo1, Vo2, Vo3. It is assumed that in Vo2, the usage rule of FIG.
27 is specified and in Vo4, the usage rule of FIG. 26 is specified.
The following is a basic procedure that is executed when editing
a playlist:

Step 1: From the remote server 1003, an edit playlist
that is copied for editing and a default TUF are received;

Stép 2: Content part Vo2 that can be deleted in the
playlist and Vo4, Vo5 that are candidates for replacing the
content part Vo2 are presented;

Step 3: Vo2 is specified as a content part that is deleted
in . the playlist and Vo4 is specified as the candidate replacing
the content part Vo2;

Step 4: Based on the conditions for permission to enlist
link to Vo2, Vo4, change of links is enlisted to use Vo4 instead,
in the places where Vo2 was used in the playlist; and

Step 5: The new playlist and the default TUF are saved.in
the playlist storage.

The process of the link change of step 4 includes two
kinds of processes of delisting a link to Vo2 and further enlisting
a link to Vo4 instead in the same places in the playlist.
Therefore, the replacement between Vo2 and Vo4 can not be
made unless it is verified in the license verification unit 1014
that for Vo2, link deletion is permitted and for Vo4, link addition
is permitted.

Note that the condition for specifying content parts which
are candidates for replacement targets may also be specified
along with the condition for simultaneously importing other
content parts to the playlist described in second and third
embodiment (complementary relationship condition). In this
case, for the process of the license verification unit 1014, a
similar process to that of the license resolution unit 205 of the
first embodiment can be used. ’

Additional advantages and modifications will readily occur
to those skilled in the art. Therefore, the invention in its
broader aspects is not limited to the specific details and
representative embodiments shown and described herein.
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Accordingly, various modifications may be made without
departing from the scope of the general inventive concept as
defined by the appended claims and their equivalents.
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CLAIMS
1. A digital content playback apparatus which generates

new digital content by replacing one or more content parts
included in digital content by one or more other content parts,
comprising: ‘

a content storage configured to store a plurality of
content parts,

a license information storage configured to store license
information describing license conditions defined for the content
parts, each of which includes at least a replacement permission
condition and a replacement target specification condition
among .

the replacement permission condition defining
whether the content part is replaceable by an other

content part, | .

the replacement target specification condition
specifying content parts being candidates of replacement
target when the replacement permission condition is
replaceable and

a complementary relationship condition specifying
an other content part that rhust be contained -in digital
content when using the content part,

a content part selecting unit configured to allow a user to
specify a replacement source content part as a content part that
should be replaced among content parts in the digital content
including some content parts in the content storage, and a
replacement target content part as a content part for adding to
the digital content for replacing the replacement source content
part,

a verifying unit configured to verify whether license
conditions of content parts in the digital content and the

~ replacement target content part would be satisfied when
replacing the replacement source content part by the
replacement target content part,

a content generation unit configured to generate new
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digital content by replacing the replacement source content part
by the replacement target content part when determined as
being satisfied by the verifying unit; and

a content playback unit configured to play back the
generated new digital content.

2. The apparatds according to claim 1, wherein license
conditions of the content parts in the content storage include a
automatic replacement permission condition specifying whether
to allow replacement of the content part without an instruction
by user, and 4

the content part selecting unit presents content parts
whose replacement permission condition is replaceable and
whose automatic replacement permission condition s
impermissible as candidates for the replacement source content
part among content parts in the digital content and content
parts specified by replacement target specification conditions of
the candidates for the replacement source content part as
candidates for the replacement target content part, to the user.

3. The apparatus according to claim 2, wherein when
replacing the replacement source content part by the
replacement target content part, if a content part specified by
the complemehtary relationship condition of certain content part
in digital content after the replacing is not contained in the
digital content after the replacing, the verifying unit verifies
whether there exists in the digital content a content part whose
replacement target specification condition specifies the content
part specified by the complementary relationship condition of
the content part violating complementary relationship condition
and whose automatic replacement permission condition is
permissible and if such a content part exists, decides to replace
the content part by the content part specified by the
complementary relationship condition.

4. A digital content playback method which generates new
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digital content by replacing one or more content parts included
in digital content by one or more other content parts,
comprising:
providing a content storage configured to store a plurality
of content parts, and
aulicense information storage configured to store license
information describing license conditions defined for the content
parts, each of which includes at least a replacement permission
condition and a replacement target specification condition
among
the replacement permission condition defining
whether the content part is replaceable by an other
content part,
the replacement target specification condition
specifying content parts being candidates of replacement
target when the replacement permission condition- is
replaceable and
a complementary relationship condition specifying
an other content part that must be contained in digital
content when using the content part,
specifying by user a replacement source content part as a
content part that should be replaced among content parts in the
digital content including some content parts in the content
storage, and a replacement target content part as a content
part for adding to the digital content for replacing the
replacement source ‘content part,
verifying whether license conditions of content parts in
the digital content and the replacement target content part
would be satisfied when replacing the replacement source
content part by the replacement target content part,
generating new digital content by replacing the
replacement source content part by the replacement target
content part when determined as being satisfied as a result of
the verifying; and
playing back the generated new digital content.
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5. The method according to claim 4, wherein license
conditions of the content parts in the content storage include a
automatic replacement permission condition specifying whether
to allow replacement of the content part without an instruction
by user, and

the specifying includes presenting content parts whose
replacement permiesion condition is replaceable and whose
automatic replacement permission condition is impermissible as
candidates for the replacement source content part among
content parts in the digital content and content parts specified
by in replacement target specification conditions of the
candidates for the replacement source content part as
candidates for the replacement target content part, to the user.

6. The method according to claim 5, wherein when replacing
the replacement source content part by the replacement target
content part, if a content part specified by the complementary
relationship condition of certain content part in digital content
after the replacing is not contained in the digital content after
the replacing, the verifying includes verifying whether there
exists in the content storage a content part whose replacement
target specification condition specifies the content part specified
by the complementary relationship condition of the content part
violating complementary relationship condition part and whose
automatic replacement permission condition is permissible and
if such a content part exists, deciding to replace the content
part by the content part specified by the complementary
relationship condition.

7. A digital content playback apparatus which plays back a
first digital content by playing back content parts recorded in an
optical disk based on a playback control sequence for controlling
playback of the content parts and a first license file including a
plurality of license information pieces describing license
conditions defined for the content parts, comprising:

a reading unit configured to read the playback control
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sequence, the first license file, identification information of the
first digital content, information on a place to obtain a playback
control sequence to be edited, and the content parts from the
optical disk;

an editing unit configured to

access the place shown in the information,

obtain the playback control sequence to be edited
and a second license file including one or more the
license information pieces describing the license
conditions for one or more content parts among the
content parts, based on identification information of the
playback control sequencé and fhe_ identification
information of the first digital content,

select content parts which have license information

pieces describing a permission of enlisting a link and a

condition to permit the link among the content parts, and

enlist links to the selected content parts to the
playback control sequence to be edited such that the
conditions to permit the links described in the license
information pieces of the selected content parts are
satisfied;

a storage configured to store the playback control
sequence edited by the editing unit and the second license file;
and ' o

a playback unit configured to play back a second digital

. content by playing back content parts based on the playback
control sequence edited by the editing unit and the second
license file.

8. The apparatus according to claim 7, wherein the
conditions to permit the enlisting links described in the license
information pieces of the selected content parts include
addresses on the optical disk where the selected content parts
exist, and

the editing unit enlists links to the addresses on the
optical disk to the playback control sequence to be edited as the
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links to the selected content parts.

9. The apparatus according to claim 7, wherein the

condition to permit the enlisting a link described in the license
information piece of the selected content parts include a
condition of adding simultaneously an enlisting a link to an
other content parts. other than the selected content parts and
an address of the other content parts, ‘

when the license information piece of the other content
parts describes a permission of enlisting a link and a condition
to permit the enlisting the link, the editing unit enlists a link to
the address of the other content parts to the pllayback control
sequence to be edited such that the condition to permit the
enlisting described in the license information piece of the other
parts is satisfied.

10. The apparatus according to claim 9, wherein the address
of the other content part is an address on the optical disk, an
address on any recording media or an address of an external
server.

11.- The apparatus according  to claim 9, wherein the
condition to permit the enlisting the link described in the license
information piece of the selected content part includes an
address on any recording media or an external server as an
address of the other content part and further includes an
address indicating a storage location where the other content
part are to be stored, and
the editing unit
accesses the recording media or the external
server based on the address of the recording media or
the external server to download the other content part
and license information piece of the other content part,
and
when the downloaded license information piece
includes a permission of a enlisting a link and a condition to
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permit an enlisting, enlist a link to the address indicating the
storage location to the playback control sequence to be edited
such that the condition to permit the enlisting the link described
in the license information piece of the other part satisfied and
adds the downloaded license information piece to the second
license file.

12. The apparatus according to claim 9, “wherein the
condition to permit the enlisting the link described in the license
information piece of the selected content par specifies an order
of playing back the selected content part and the other content
part, and '

the editing unit adds links to the selected content part
and the other content part to the playback control sequence to
be edited such that the order of playback is satisfied.

13. The apparatus according to claim 7, wherein the editing
unit selects content parts which have license information pieces
describing a permission of delisting a link and a condition to
permit the delisting of the link among content parts for which
links are enlisted in the playback control sequence edited by the
editing unit and delists links to the selected content parts from
the playback control sequence edited by the editing unit such
that the conditions to permit the delisting of links described in
the license information pieces of the selected content parts are
satisfied.

14. The apparatus according to claim 13 wherein the
condition to permit the enlisting the link or the condition to
permit delisting of the link specifies identifiers of one or more
playback control sequence to be edited for which enlisting or
delisting of a link is permitted, and

the editing unit makes the enlisting or delisting of a link
only when an identifier of the playback control sequence to be
edited or the playback control sequence edited by the editing
unit is specified by the condition to permit the enlisting the link
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or the condition to permit delisting of the link.

15. The apparatus according to claim 13, wherein the
condition to permit delisting the link includes a condition of
enlisting an other link and information on an other content parts
to which the other link is to be enlisted, and

when the license information piece on the other content
part to which the other link is to be enlisted includes a
permission of a link and a condition to permit the link, the
editing unit delists a link to the selected content part from the
playback control sequence edited by the editing unit and
enlisting a link to the other content part to the playback control
sequence edited by the editing uint such that the condition to
permit the link described in the license information piece of the
other content part is satisfied.
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<r.grant>

<|__=LICENSEE=__>
<r:keyHolder/>

<1__=PERMITTED OPERATION=__>
<belinked/>

<I__=TARGET CONTENT=__>
<r:digitalResource>

<r:nonSecurelndirect URI= “file:///dvddisc/ADV_0OBJ/Vo3" />
</r.digitalResource>

<!__=USAGE CONDITION=__>
</r:allConditions>
<r:validitylnterval>
<r:notBeforer> 2006-01-01T00:00:00</r:notBeforer>
<r:notAfter>2010-12-31T12:59:59</rinotAfter>
</r:validitylnterval>

<derivationConstraint>

<resourceLocator name= “file:///dvddisc/ADV_0BJ/Vo3" />
</derivationConstraint>

\

</r:allConditions>

</rigrant>

——5001
——5002

—1—5003

—1—5004

—1+5005

—~—5006

FIG.17A

<r.grant>
<!__=LICENSEE=__>
<r:keyHolder/>
<|__=PERMITTED OPERATION=__>
<belinked/>
<!__=TARGET CONTENT=__>

<r.digitalResource>

</r:digitalResource>
<I__=USAGE CONDITION=__> -
<r:allConditions>
<r:validitylnterval>
<r:notBeforer> 2006-01-01T00:00:00</r:notBeforer>
<r:notAfter>2010-12-31T712:59:59</rinotAfter>
</r:validitylnterval>
<derivationConstraint>
<resourcelLocator name= “file:///dvddisc/ADV_0BJ/Vo2" />

<r:nonSecureindirect URI= “file:///dvddisc/ADV_0OBJ/Vo2" />

5007

<r.digitalResource>

</r:digitalResource>

</bpx.resourcelncusionList>

<resourcelncusionList temporalRelation= "before” inclusionType= “link” >
<r:nonSecurelndirect URI= “file:///dvddisc/ADV_OBJ/Vo4" />

<resourcelocator name= “file:///dvddisc/ADV_OBJ/Vod" />

</derivationConstraint>
</r.allConditions>
</r:grant>

FIG.17B
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urs|| URS2 || URSS || oo,
URT UR1
/ TUF1

d

Vo3 PERMITS ENLISTING A LINK TO
A NEW PLAYLIST

7001

Vo2 PERMITS ENLISTING A LINK TO

NEW PLAYLIST UNDER FOLLOWING CONDITIONS
(1) LINK TO Vo4 IS ALSO ENLISTED
(2) REPRODUCED BEFORE Vo2

S

7002

FIG. 19
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Step1: START EDITING WITH EMPTY PLAYLIST AND
DEFAULT TUF RECEIVED FROM REMOTE SERVER 1003

~PLAYLIST
t (order:)

]
f D D
TUE Default Default efault efault

URS1 URS2 | | URS3 URS4

Step?2: CONTENT PARTS Vo2, Vo3 THAT CAN BE
ADDED TO PLAYLIST ARE PRESENTED

Step3: SELECT Vo2 AS CONTENT PART THAT USER WANTS TO
ADD TO PLAYLIST

Q SELECT

Step4: SEARCH FOR Vo4 AND EVALUATE LICENSE CONDITION FOR Vo4 TO SATISFY
CONDITION FOR PERMISSION TO LINK TO Vo2. AS A RESULT OF EVALUATION,
CREATE PLAYLIST ADJUSTED TO REPRODUCE IN ORDER OF Vo4, Vo2
AND MAKE LINK TO EACH CONTENT PART

NEW PLAYLIST
4 (order:Vo4 Vo2)

|
| TUF Default Default Default Default
URS1 URS2 URS3 URS4

Stepb5: SAVE NEW PLAYLIST AND DEFAULT TUF IN PLAYLIST STORAGE

FIG. 20
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PLAYLIST
Name: “001”
(order:Vo1 Vo2 Vo3)

/1 F

Vo1l||Vo2 \\\//o'ﬂ\l/fé

OPTICAL DISK

URS1
[URs1] [ urs2 || urs3 .y
UR1 UR1
7 R
“TUF1” |
\
REMOTE SERVER \
" DB O 10003 Vo3 PERMITS ENLISTING A LINK TO
~—— A NEW PLAYLIST
Vo5 Vo2 PERMITS ENLISTING A LINK TO A NEW PLAYLIST UNDER FOLLOWING CONDITIONS

(1)Vo5 IS DOWNLOADED FROM SERVER AND LINKED TO
LOCAL STORAGE LOCATION

UURRSf (2)Vo5 IS PLAYED BACK BEFORE Vo2
)| 10002 )
- | 10001
Vo5 PERMITS PLAYBACK

FIG.23
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Step1 : START EDITING WITH EMPTY PLAYLIST AND
DEFAULT TUF RECEIVED FROM REMOTE SERVER 1003

PLAYLIST
L_t (order:)

_;_UF Default Default Default Default
URS1 URS2 | |URS3 URS4

Step2: CONTENT PARTS Vo2, Vo3 THAT CAN BE
ADDED TO PLAYLIST ARE PRESENTED

Step3: SELECT Vo2 AS CONTENT PART THAT USER WANTS TO
ADD TO PLAYLIST

Q SELECT

Step4 I DOWNLOAD Vo5 TO SATISFY
CONDITION FOR PERMISSION TO ENLIST TO Vo2.
CREATE PLAYLIST ADJUSTED TO PLAY BACK IN ORDER OF Vo5, Vo2 AND
MAKE LINK TO EACH CONTENT PART

NEW PLAYLIST !
$(order:Vo5 Vo2)

ITU = Default | | Default Default Default
URS]1 URS2 URS3 URS4

Step5: DOWNLOAD URS5 TQ PLAYLIST STORAGE AND ADD T0 DEFAULT TUF

NEW PLAYLIST
(order:Vo5 Vo2)

O R ——

| IO,

ITU = Default Default Default Default Default
URS1 URS?2 URS3 URS4 URSH

Step6: SAVE NEW PLAYLIST AND DEFAULT TUF AND Vo5 IN PLAYLIST STORAGE

FIG. 24
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LICENSE VERIFICATION UNIT:LICENSE RESOLUTION PROCESS )

IN USAGE RULE ASSOCIATED WITH SELECTED CONTENT PART V' OBTAIN
LICENSE INFORMATION G THAT INCLUDES LINK OPERATION (= “belinked” )

20001~

i
20002 0BTAN USAGE CONDITION C FROM INFORMATION G _ |
20003

- 20004
DGES C HAVE INDIVIDUAL CONDITIONS C YES

OTHER THAN <derivationConstraint> ?

DETERMINE CONDITION C’
NO 20005
YES “Ture”™ ?
20006 ADD NAME ATTRIBUTE L OF <resourcelLocater> FOR
CONTENT PART V TO ORDINAL DATA RESOLUTION PROCESS FAILS
ND RETURNS T0 MAIN PROCESS
20007

RESOLUTION PROCESS
YES UCCEEDS AND RETURNS

to d_link”
T TS VALUE OF inclusionTore7—re-and.in /20009

“link” DOWNLOAD EACH ELEMENT V' OF <resourcelnclusionList>
AND USAGE RULE CORRESPONDING TO EACH ELEMENT
V' TO PLAYLIST STORAGE

20010

|

“after”

[{ ] t ”
2001 1 simultaneous WHAT IS VALUE OF temporalRelation? 20013

20012~

“before”

~FOR EACH ELEMENT V' OF
<resourcelnclusionList>, ADD
NAME ATTRIBUTE L’ OF

<resourceLocator> TO SYNCHRONIZE

WITH L OF ORDINAL DATA

FOR EACH ELEMENT V' OF
<resourcelnclusionList>, ADD
NAME ATTRIBUTE L’

OF <resourcel.ocator>
BEFORE L. OF ORDINAL DATA

FOR EACH ELEMENT V' OF
<resourcelnclusionkist>, ADD
NAME ATTRIBUTE L’

OF <resourcelocator>
AFTER L OF ORDINAL DATA

]

/LOOP: FOR ALL ELEMENTS V' OF <resourcelnclusionList> \

20014

!

ASSIGN V' TO V

20015~

LICENSE VERIFICATION UNIT:
LICENSE RESOLUTION PROCESS (RECURSIVE PROCESS)

N

LOOP ENDS

RESOLUTION PROCESS
UCCEEDS AND RETURNS,

FIG.25
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<playlist Name= “pl001” >
<seq>
<vo src= “file:///dvddisc/ADV_0BJ/Vo1" />
<vo src= “file:///dvddisc/ADV_OBJ/Vo2" />
<vo src= “file:///dvddisc/ADV_OBJ/Vo3" />
</seq>
</playlist>

//

PLAYLIST
Name: “pl001”

OPTICAL DISK / f/‘LlNK

O Vol V02| V03||Vo4|

! lrs || VRS2 |[ymsa[ URSa
UR1 UR1

DELIST LINK TO Vo2
ENLIST LINK TO Vo4

<playlist Name= “pl001” >
<seq>
<vo src= “file:///dvddisc/ADV_0BJ/Vo1” />
<vo src= “file:///dvddisc/ADV_OBJ/Vo4" />
<vo src=“file:///dvddisc/ADV__0BJ/Vo3" />
</seq>
</playlist>

-~

PLAYLIST
Name: “pl001”

V02| Vo3|{Vod

urs1|| YRSZ Hyrsal| URS4
UR1 UR1

TUF1

OPTICAL DISK

O

FIG. 28
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