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1
SYSTEMS AND METHODS FOR MANAGING
DEVICE ATTESTATION AND COMPUTING
ENVIRONMENT POLICY COMPLIANCE

BACKGROUND

There is an ongoing need and desire to provide secure and
trusted computing environments, particularly in view of the
development and deployment of increasingly complex soft-
ware applications and hardware components and infrastruc-
tures. This is true for both individual users, as well as for
large distributed enterprises and government entities.

Unfortunately, the complexities and variable permuta-
tions of current systems makes it difficult to assess the
security and conformity of different computing environ-
ments, particularly in an efficient and intuitive way.

For at least these reasons, there is an ongoing need and
desire for improved systems and techniques for providing
end-to-end software integrity and for enabling entities to
manage the compliance of different computing environ-
ments according to different security policies.

The subject matter claimed herein is not limited to
embodiments that solve any disadvantages or that operate
only in environments such as those described above. Rather,
this background is only provided to illustrate one exemplary
technology area where some embodiments described herein
may be practiced.

BRIEF SUMMARY

Systems and methods are provided for facilitating the
management of evidence records that can be used to verify
device authenticity and integrity and overall computing
environment policy compliance. For instance, some systems
are configured to generate and utilize evidence ledger
records for facilitating the analysis and attestation of differ-
ent computing components and for assessing overall com-
pliance of different computing environments for different
contexts and policies.

When building an evidence ledger, disclosed systems first
identify or select the hardware and software components to
generate a ledger for. This selection may be based on a
current or anticipated deployment and utilization of a par-
ticular computing environment. Then, for each selected
component, the systems identify whether there is any elec-
tronic record of evidence that can be used to verify or attest
to a level of confidence that the corresponding component is
authentic and/or verified, and that may be included in the
ledger of evidence. The identified electronic records of
evidence are then added into the ledger and the ledger is
sealed with a strong identifier that can be used to verify that
contents of the ledger have not been modified.

When adding electronic evidence records to the ledger,
the system may add the evidence in different formats in
which the logs, certificates, attestations and other evidence
is created. In some instances, the processes of adding
evidence to the ledger includes adding images or normalized
copies of evidence records to the ledger.

In some instances, the evidence is added as links to
remotely stored electronic records of evidence. These links
may be added along with any strong identifiers (e.g., hashes
or security keys), if any, of the electronic records to facilitate
their access and verification (e.g., to verify they have not
been modified from the time in which the evidence record
was created).

Once a general evidence ledger is created, it can be
memorialized as a verifiable ledger index record that iden-
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2

tifies the selected hardware and software components of the
computing environment for particular contexts (e.g., par-
ticular times, geographies, or other locations, uses, users,
etc.), along with corresponding attestations, verifications
and/or other evidence that is usable to verify a level of
authenticity and integrity of the different components.

Some systems are also configured to generate endorse-
ment record that reflect determined levels of confidence in
the evidence of the components (that they are verified and/or
authentic). This level of confidence corresponds to contin-
ued and/or anticipated use of the different components and
their computing environments in particular policy contexts
(e.g., at a particular time, at a particular location, with a
particular user, in a particular configuration, etc.). In this
regard, the referenced level of confidence can also be
interpreted as a level of trust or conformity of a computing
system within a particular policy context. Accordingly, the
term level of confidence can also be used interchangeably,
herein, with the terms level of trust, level of conformity and
level of trust and/or conformity.

In some embodiments, the disclosed systems are config-
ured to identify a request to generate an endorsement record
corresponding to an identified use of the computing envi-
ronment in a particular policy context. Then, in response, the
systems identify the relevant ledger index record(s) associ-
ated with the identified use of the computing environment in
the particular policy context. Next, the systems verify that
the ledger records have not been modified, based on the
corresponding strong identifier of the ledger.

The systems also determine a level of confidence for the
identified use of the computing environment in the specified
particular policy context. This determination can be made,
for example, by selecting the determined level of confidence
from a plurality of different levels of confidence and/or by
calculating and quantifying the level of confidence based on
analytic computations.

In other embodiments, systems are configured for deter-
ministically managing execution of actions based on
assessed risks associated with different computing environ-
ments and policies based on a determination of whether an
identified level of confidence satisfies a requirement of the
policy associated with performing the action in a particular
context corresponding to a particular computing environ-
ment.

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

Additional features and advantages will be set forth in the
description which follows, and in part will be obvious from
the description, or may be learned by the practice of the
teachings herein. Features and advantages of the invention
may be realized and obtained by means of the instruments
and combinations particularly pointed out in the appended
claims. Features of the present invention will become more
fully apparent from the following description and appended
claims or may be learned by the practice of the invention as
set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features can be obtained, a more
particular description of the subject matter briefly described
above will be rendered by reference to specific embodiments
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which are illustrated in the appended drawings. Understand-
ing that these drawings depict only typical embodiments and
are not therefore to be considered to be limiting in scope,
embodiments will be described and explained with addi-
tional specificity and detail through the use of the accom-
panying drawings in which:

FIG. 1 illustrates a computing environment that incorpo-
rates systems that comprise and/or that may be used to
implement aspects of the disclosed invention;

FIG. 2 illustrates a computing environment that illustrates
a system that comprises and/or that may be used to imple-
ment aspects of the disclosed invention;

FIG. 3 illustrates an example of an environment in which
a verification platform workflow is used to generate and use
immutable ledgers according to the disclosed embodiments;

FIG. 4 illustrates a computing environment that illustrates
a system that comprises and/or that may be used to imple-
ment aspects of the disclosed invention; and

FIGS. 5-7 illustrate flow diagrams of acts included in
methods for generating and using immutable ledgers of
evidence according to the disclosed embodiments.

DETAILED DESCRIPTION

In modern computing, as systems have continued to
become more complex and distributed, it is increasingly
difficult to provide secure and trusted computing environ-
ments. It is also becoming increasingly difficult to even
assess the overall compliance of a computing environment
that is currently deployed or that is anticipated to be
deployed according to different policy contexts.

The term policy and policy context, as used herein, means
apredefined requirement, or set of requirements that must be
complied with to be compliant with the policy. The policy
may specify, for example, any combination of required
protocols, schemas, hardware or software configurations,
controls and restrictions on authorized use, security, resil-
ience, requirements for upgrades, accessibility, compatibil-
ity, security, performance, component utilization or integrity,
rollback, resiliency, integration, run-time quality of service,
and/or other similar types of policy requirements.

The context of the policy may be an employer context, a
government context, a protocol context, a contract and/or
subscription context, a geographic and/or temporal context,
a networking context and/or any other context in which a
computing environment may be deployed or utilized.

In view of the foregoing, it will be appreciated that the
referenced policy contexts can include any combination of
policies and contexts in which a computing environment is
being utilized.

While it is theoretically possible for an administrator to
track down and assess the authenticity and integrity of each
computing component utilized in a computing environment,
to ensure compliance of a computing system with a particu-
lar policy context, it is prohibitively difficult to manually
assess and track the integrity of all the different computing
components that are currently being used and/or that are
anticipated to be used in a particular deployment of a
computing system in a given computing environment.

Disclosed systems and methods are provided for gener-
ating and managing evidence ledger records for facilitating
the analysis and attestation of the integrity and authenticity
of computing components and the overall compliance of
corresponding computing environments, including specific
computing systems, for different contexts and policies.

The disclosed embodiments provide many technical ben-
efits over conventional security management software. For
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instance, the disclosed embodiments identify and memori-
alize the attestations of authenticity and integrity for differ-
ent software and hardware as verifiable ledger records. The
referenced ledgers and corresponding ledger records can
include various types of evidence, including SBOM (Soft-
ware Bill of Material) records, trusted code records, back-
door scan records, confidential computing records, TPM
(Trusted Platform Module) records, and other attestation and
verification records of evidence. The evidence can be stored
together in a single ledger repository and/or linked by the
ledger records as virtual references to remote records.

Benefits and technical advantages of the disclosed
embodiments also include the use of the disclosed ledger
records to generate endorsements for different computing
environments, to provide assurances of compliance for dif-
ferent policy contexts.

The benefits and technical advantages provided by the
disclosed embodiments also include using the ledger records
to manage and deterministically control the deployment
and/or use of particular computing processes based on
assessments of trust and conformity made from the memo-
rialized ledger records.

The technical benefits provided by the disclosed embodi-
ments also includes the use of the ledger records to facilitate
security and compliance of different computing processes
and to, for example, prevent deployments and activities that
are non-compliant for different policies and contexts.

Attention will first be directed to FIG. 1. In this illustra-
tion, a computing environment 100 includes a client system
110, a server system 120 and third-party system(s) 130 that
are connected through various wired and wireless connec-
tions. Each of these systems may be configured as a stand-
alone system and/or as a distributed system, with the con-
stituent components of each system being stored in either a
single location and/or distributed in different locations.

The constituent components of the client, system and
third-party systems include respective hardware processor
(s) (112, 122, 132), input/output device(s) (114, 124, 134)
and storage (116, 126, 136).

The input/output device(s) (114, 124, 134) comprise soft-
ware and hardware components for receiving user input and
for rendering output.

The storage (116, 126, 136) stores code in the form of
computer-executable instructions that are executed by the
one or more hardware processor(s) (112, 122, 132) to
implement functionality disclosed herein.

It will be appreciated that the referenced ledgers, ledger
records, evidence, policies, and endorsements can also be
stored in any combination of the referenced storage units of
the different client, server, and third-party systems to facili-
tate implementation of the disclosed embodiments.

In some embodiments, a system (e.g., client or server
system) is configured to generate a ledger record of verifi-
able evidence that attests to the authenticity and integrity
attributes of hardware and software components of a par-
ticular computing environment. These hardware/software
components may include processors, storage devices, chips,
modules, drivers, applications, firmware, third-party soft-
ware, operating systems, hypervisors, network connections,
and other types of hardware and software.

After the ledger is created, it can be signed or otherwise
sealed with a strong identifier (e.g., hash and/or security
key), to provide a level of assurance that the attestations and
evidence in the ledger record have not been tampered with.
The ledger record can be shared with different systems and
referenced to assess a level of confidence of a computing
environment relative to a particular policy context, as will be
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described in more detail below. Subsequent and correspond-
ing endorsements and controls can also be based on the
assessed level of confidence in the evidence contained in the
ledger record(s).

FIG. 2 illustrates an embodiment 200 in which a system
210 (e.g., client system or server system) generates various
evidence ledger records that contain evidence that can be
used to validate the authenticity and/or integrity of various
hardware and software components used in various com-
puting environments.

In this example, the system 210 uses various modules to
obtain the information needed to generate the ledger records
and to create, store and index the ledger records. For
example, a computing component identification module 212
is used by the system to identify the different hardware and
software components that are currently being used, or antici-
pated being used, in a particular computing environment and
which will be the basis of an evidence ledger.

The computing component identification module 212
identifies this information by scanning boot and runtime
configuration records and/or by receiving the specified infor-
mation from a client request for an endorsement for a
particular type of computing environment, and/or by receiv-
ing this information from another entity (e.g., a third-party
entity). In some instances, the system selectively identifies a
set of hardware and/or software components that are speci-
fied in a particular policy as being relevant to ensure
compliance with the policy.

This policy information can come from a third-party
source and/or the client system requesting the endorsement
of a particular computing environment according to a par-
ticular policy context. The policy context can include a
particular time, location, configuration, use, restriction, con-
trol, and/or any other policy that is applied to a computing
environment (e.g., computer system hardware and software
configuration). The policy may be applied by a software or
hardware manufacturer, an enterprise that uses the software/
hardware, and/or a government or other entity that applies
jurisdictional rules applicable to the use of the software/
hardware.

Evidence that can be used to verify the configuration,
integrity and/or authenticity of the different software and
hardware components is, sometimes, stored with the soft-
ware and hardware components (E.g., SBOMs, TPMs, etc.).
In other instances, the evidence is stored as separate records
that are associated with the software/hardware components,
but which are created on demand, when needed by the
system. For instance, the system may perform a backdoor
scan analysis on a component prior to use of the component.
The system can store this scan record separately from the
component during periods of non-use. Likewise, attestations
regarding a key vault or other type of key management
verification, trusted code analysis and/or confidential com-
puting can also be stored separately, as stand-alone records.

Regardless of the manner in which the evidence is gen-
erated or how it is stored, the system 210 will identify the
relevant hardware/software components that are being used
in a current or anticipated computing environment configu-
ration, as specified by a user or current runtime configura-
tion, and based on the policy/context that is determined to be
relevant for that configuration of the computing environ-
ment.

The relevance of a policy/context for an identified com-
puting environment is determined by the policy/context
analysis module 214. This module identifies the current
policies applicable to a current or anticipated computing
environment based on location, time, user and other policy
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6

contexts, as specified by user input and/or third-party inputs.
With this policy/context information, the system uses the
computing component identification module 212 to identify
the particular hardware/software components that a ledger
record should be created for and which can be used as a
verifiable record of a level of confidence for the computing
environment in a given policy context.

In some instances, the identified hardware/software com-
ponents are only a subset of all hardware and/or software
components that are available for use by a computing system
and/or that are even used in a particular identified configu-
ration of the computing system or computing environment.
In other instances, the identified hardware/software compo-
nents include a full set of all hardware/software components
that are being used and/or that are anticipated to be used in
a particular configuration/use of the computing environ-
ment.

The system 210 uses an evidence gathering module 216 to
identify the evidence records associated with each of the
identified hardware/software components. In some
instances, the evidence gathering includes identifying the
relevant SBOMs that are applicable to software components
that are running or anticipated to be run. In other instances,
the evidence gathering includes identifying backdoor scan
records for different components. This may also include
running the actual backdoor scans for the identified compo-
nents. Evidence gathering may also include identifying TPM
verifications and other chip and container verifications.
Evidence gathering may also include performing a key vault
or other type of key management verification and identifying
other registry and enclave attestations regarding trusted code
or confidential computing.

Evidence gathering may include any combination of the
foregoing, and/or the identifying and generating of other
types of records regarding attestations or certifications that
can be used to verify software/hardware authenticity and
integrity.

Once the evidence records are identified and gathered,
they are added to a single evidence ledger 230. Some
evidence records are encrypted, signed and/or associated
with a verification that creates a level of assurance that the
evidence records are not tampered with. In these instances,
the evidence gathering module will obtain the necessary
decryption keys and/or perform other processing of the
evidence records to verify that they are authentic and have
not been tampered with. Such processing may include
interfacing with remote parties that manufactured the rel-
evant components and/or with third-party certification enti-
ties that attest to the integrity and authenticity of the com-
ponents. For instance, the system may issue a request for
confirmation from a third-party source to provide and/or to
provide a certification of authenticity for a particular com-
ponent.

In some instances, the ledger generating module 218
stores all of the identified evidence within a single container
or domain. Alternatively, the ledger generating module 218
stores different portions of the evidence in different and
disparate storage locations/domains. In some instances, the
ledger is a virtual record that identifies the different pieces
of evidence and their locations, along with links to the
evidence.

In some instances, the ledger generating module 218
includes context information with the ledger evidence
records, such as a time and configuration of the computing
environment that the hardware/software components corre-
spond to, as well as versioning information for the different
components.
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It will be appreciated that when the computing environ-
ment is a virtual machine environment or any type of
distributed environment, the ledger may also include evi-
dence for a plurality of different computing systems, includ-
ing host and client systems, as well as networked systems.

Once the ledger has been created, a ledger index may be
created or updated with a ledger record that associates
different hardware/software components, computing envi-
ronments and/or associated evidence with a hash, security
key, or other strong identifier that is used to render the ledger
immutable. For instance, once the ledger is created, the
ledger generating module 218 can effectively seal the ledger
230 with a hash, a hash signed with a private key, and/or
with other strong identifier that can be used at a later time to
provide an assurance that the ledger has not been tampered
with. (E.g., at a time prior to or while relying on the evidence
in the ledger to make a requested endorsement or security
analysis). In this regard, the ledger 230 can be considered an
immutable ledger.

It will be appreciated, however, that while the ledger 230
is immutable, the ledger 230 can be updated and saved as a
new and separate instance of the ledger 230 to account for
newly detected changes to the computing environment. Any
new instances of the ledger will be saved with their own
strong identifier and index records. In some instances, rather
than creating a completely separate ledger instance, an
existing instance is updated by appending the ledger with
new information and by resigning the ledger with an iden-
tifier to provide a verification of validity and authenticity for
the updated/appended ledger.

In alternative embodiments, a newly created ledger for a
particular computing environment, created at a different
time and/or for a different context, will overwrite an original
ledger for the same computing environment.

In some instances, when a new instance of a ledger is
created, the new ledger is generated from an existing ledger,
copying all of the same evidence of the prior ledger, and then
only the portions of the original ledger that are outdated are
modified with new evidence in the new ledger. In other
embodiments, rather than updating an old ledger with modi-
fications, by changing copied portions of the ledger with
new evidence associated with updated components, it is also
possible to generate an entirely new ledger from scratch by
obtaining the evidence for all of the relevant components
directly from the evidence sources.

In some instances, a plurality of different ledger instances
are created for different periods of time and/or in response
to detecting a particular type of action being performed
within the computing environment, even when there is no
underlying change to the hardware/software components of
the computing environment. For instance, in response to
detecting a different period of time and/or a different user
logged into the computing environment and/or action per-
formed by the user, the system may generate a different
instance of the ledger to reflect a current state of trust for the
system at that particular period and context.

When different ledgers and ledger instances are created
for different periods of time and/or for slightly different
combinations of evidence, each ledger record can be stored
and indexed separately (e.g., Evidence Ledger Record A,
Evidence Ledger Record B and Evidence Ledger Record C
can all be based off of a common ledger 230 and corre-
sponding computing environment, but each corresponding
to a different time, context, or combination of evidence
records, etc.). Other ledger records based on different con-
figurations of the same or different computing environment,
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with new or updated components, can also be stored and
indexed in the same system and ledger index structures.

In some alternative embodiments, not shown, the ledger
230 is split into separate sub-ledgers that each correspond to
different subsets of the software/hardware components. For
instance, a first sub-ledger may correspond to all host
components and a second sub-ledger may correspond to all
client components. Likewise, different sub-ledgers may be
partitioned to focus on evidence related to hardware com-
ponents while others are focused on software components.
Each of the different sub-ledgers can be indexed separately,
if desired, and each being sealed with its own strong
identifier (e.g., hash or another strong identifier).

FIG. 3 illustrates one non-limiting example of a verifica-
tion platform workflow 300 that can be used to generate and
use ledgers to endorse different levels of confidence or trust
associated with different computing environments. In this
illustration, different components (e.g., elements to verify
310) are considered and referenced when identifying, gen-
erating and/or adding evidence associated with the compo-
nents to a ledger (e.g., immutable ledger evidence 320).

By way of example, the verification platform can support
evidence associated with (i) a boot loader and kernel, along
with the kernel drivers, to generate a secure boot attestation
or log of boot components to ensure that they are trustworthy
and not infected with malware, (ii) system chips, TPM, TEE
(trusted execution environment), VBS (virtualization-based
security) enclaves, OS, Drivers and other system compo-
nents for generating attestations of a host machine location,
posture of a virtual machine on the host machine, and the
environment of the enclaves running on the VM, (iii)
SBOMs for different software components running on the
system to attest to the code and dependencies associated
with the software components that the SBOMs correspond
to, (iii) various third-party packages and other code for
which attestations are generated and for which signatures are
used to provide an assurance of the version and origin of the
packages, (iv) seals of approval or certificates for specified
bills of quality to attest to safety and reliability measures, (v)
containers and enclave attestations associated with certain
levels of trust, security and trusted execution environments,
(vi) WDCG (Window Defender Credential Guard) attesta-
tions/records to identify passwords, hashes, Kerberos Tick-
ets, and application credentials, (vii) security keys and other
credentials for corresponding trusted key endorsements and
credit scan attestations.

Ledgers can include any evidence referenced above, as
well as any other evidence associated with any software
and/or hardware components of a computing environment. It
will also be appreciated that each piece of evidence may be
signed or unsigned by the evidence issuing entity.

After the ledger is generated, it can be rendered immu-
table by generating a hash or other strong identifier with the
ledger. The ledger can also be encrypted and/or otherwise
secured from unauthorized access and modification by appli-
cation of different encryption keys and cryptography.

As further shown by the illustration of FIG. 3, a verifi-
cation service 330 can be used to access and use the ledger
evidence. By way of example, once the ledger is generated
and rendered immutable, a verification service can access
the ledger on a predetermined schedule and/or on demand,
to verify claims associated with evidence in the ledger. This
may include, for example, responding to requests for
endorsements regarding levels of confidence for computing
environments that incorporate hardware/software compo-
nents referenced by attestations and other evidence in the
ledger (e.g., confidence in the evidence of the components
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being used in the computing environment in a given policy
context). These computing environments may be current
deployments or configurations of a system and/or antici-
pated deployments or configurations of the system.

It will be appreciated that the verification service may be
provided by the system that generates the ledger. Alterna-
tively, the ledger may be shared with the verification service
directly (e.g., as a shared object) and/or indirectly (e.g., by
providing access to information contained in the ledger
when requested).

When endorsements are generated as part of the verifi-
cation process, registry records can be created and stored for
current and future access. The endorsements, for example,
can be stored in an endorsement registry 340 so that
requested endorsements can be found and shared with
requesting parties. By way of example, when a user requests
a particular endorsement, if one exists, it is provided.
Alternatively, if one does not yet exist, the verification
service can generate and register the requested endorsement.

Different types of endorsements or compliance records
that reflect a level of confidence or trust with using a
computing environment in a particular policy context can
also be made. In this regard the level of confidence is a
confidence in the evidence found in the ledger for the
components being used in a particular policy context. These
records/endorsements, which are based on the ledger evi-
dence, can be created, registered and tracked over time, so
as to reflect changes in conformity/compliance over time.

FIG. 4 illustrates an environment 400 in which a system
210 performs some of the aforementioned verification ser-
vices. In this embodiment, the system 210 receives a request
410 for which a response is dependent upon a level of level
of confidence in the evidence for the components being used
in a particular computing environment and according to a
particular policy context. The request 410, for example, may
be a request to access certain resources, or to perform a
certain action. The request 410 may also be a request for an
endorsement or verification of a level of confidence in a
particular computing environment in a given policy context.
In some instances, the request is a request to deploy/
instantiate or link a new component to the particular com-
puting environment.

The request may be received through a user interface
presented to a user. The user interface, for example, may
allow a user to select specific components and/or configu-
ration and contexts for which an endorsement is requested.
The interface may also allow a user to select or identify a
policy for which the endorsement applies.

In some instances, various APIs are provided for present-
ing the different component, policy, context and configura-
tion information to the user and for receiving input selecting
the specified component, policy, context and configuration
information. The user interface/APIs are also used generate
the user request and to receive corresponding replies.

When the request 410 is received, the system 210 iden-
tifies the relevant hardware/software components of the
computing environment and the policy that is applicable. In
some instances, the policy is included in or identified with
the request. In other instances, the policy is identified by the
policy/context analysis module 214 separately from the
specific request. This policy, for instance, may be gathered
from an ongoing quality of service record, contract, or a
known third-party or jurisdictional requirement.

Once the relevant policy and system components are
identified, the system identifies the relevant evidence ledger
records (e.g., immutable ledgers) that have the relevant
evidence. This identification may occur, for example, by
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referencing the ledger index and identifying ledgers that are
indexed as having the identified components. This may also
include identifying one or more ledgers from a plurality of
different ledgers that may each be applicable to the identified
components. In some instances, this may include identifying
selected portion(s) of one or more ledgers that contain
evidence for the identified components.

Once the relevant ledger(s) and evidence is identified, the
system verifies the evidence, such as by verifying that the
associated immutable ledgers have not been tampered with.
This process may include using by using the hash, a hash
signed with a private key, and/or by using other strong
identifiers referenced in the corresponding ledger records to
verify the contents of a particular ledger have not been
altered.

Alternatively, the verification of the evidence may include
interfacing with a third-party to ensure that the evidence is
accurate.

After verifying that the relevant immutable ledger(s) have
not been tampered with and/or that the evidence is accurate,
the system assesses the evidence in view of the given policy
and determines a level of confidence for the computing
environment in the given policy context.

This determination of the level of confidence may include
calculating a score that is based on an algorithm that
considers different weighting applied to different pieces of
evidence. (e.g., different attestations count for different
values in the algorithm). The determination may also be a
simple pass/fail analysis as to whether the evidence includes
certain attestations that are required by the policy. The
determination may also comprise a listing of attestations for
a selective or subset of different policy requirements from a
larger grouping of known policy requirements, rather than
providing a statement or attestation of validity or authen-
ticity for all of the known or considered policy requirements.

Once the analysis or assessment of the evidence is com-
pleted, the system generates an appropriate response. In
some instances, the response is an endorsement or verifica-
tion that includes or specifies the level of confidence for a
prior, current, or future use of a computing environment in
aparticular context. In other instances, the response includes
requested data or an action that was requested. In other
instances, the response is a notification, such as a grant or
denial notification. In some instances, the endorsement
record comprises a listing of components from the selected
set of computing components with a compliance identifier
for each listed component in the listing of components.

The endorsement may be a particular endorsement clas-
sification, label or tier that is selected from a plurality of
different endorsement classifications, labels or tiers corre-
sponding to differing levels of confidence associated with
the evidence in the ledger records for a corresponding
computing environment operating in a given policy context.

In some embodiments, the response is not limited to a
particular endorsement. Instead, for example, the response
can be a deterministic response to perform an action, or not,
entirely dependent upon the determined level of confidence.
For example, if the determined level of confidence is below
a certain threshold, the system may deny the request and/or
refrain from taking or authorizing a desired action. Alterna-
tively, when the determined level of confidence is above the
certain threshold, the system may grant the request and/or
authorize or take a desired action.

In additional embodiments, the system may determine a
change that can be made to improve the determined level of
confidence for the use of the computing environment level
in a particular policy context. The system may add this
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information to the endorsement or a related notification. The
system may also initiate a potential change to improve the
overall level of confidence for using the computing envi-
ronment in the desired manner. Notifications of any such
changes can also be provided with the resulting endorsement
at the higher level of confidence. The system can determine
the change to be made based on policy requirements and that
will make a system more compliant with the known policy,
for example.

In some instances, the system will generate a notification
of a reason for refraining from performing a requested the
action, along with a change that can be made to the com-
puting environment that will enable the performance of the
action, according to a policy context and according to the
determined level of confidence. In such instances, the sys-
tem may also detect when the change is made (either in
response to a user input and/or in response to automated
systems). Then, when the change is made that results in a
determination that the system is now compliant with a
threshold/required level of confidence (as verified by the
evidence records in new ledger records corresponding to the
change), the system will automatically perform the desired
action.

Additional examples of the processes that may be per-
formed are described in more detail below, with reference to
the flow diagrams shown in FIGS. 5-7.

The flow diagram 500 in FIG. 5, for example, corresponds
to acts associated with methods for generating and utilizing
ledgers corresponding to different computing environments
and for generating corresponding endorsement records
based on policies applied to the computing environments. As
shown, the first illustrated act includes a system identifying
a computing environment that includes a plurality of differ-
ent software components and a plurality of hardware com-
ponents (act 510). This identification may be performed by
referencing a computing environment or configuration that
is intended to be used or that is currently being used. The
identification may be performed automatically and/or in
response to a specific user request entered through a user
interface. The user interface may be presented as an appli-
cation menu interface, a control dial interface, as a checkbox
interface, as an input field interface, as a drag and drop
interface, as a selectable template interface, or any other
type of user interface. The interface may also be a standalone
and dedicated portal interface associated with the validation
processes described. Alternatively, the interface may be a
component or sub-interface of another application.

Next, the system determines a selected set of computing
components from the computing environment to generate a
ledger for (520). This selection of hardware/software com-
ponents is based, in some instances, on a current deployment
and utilization of the computing environment. In other
embodiments, the components correspond to an anticipated
use of a computing system.

Next, for each computing component in the selected set of
computing components, the system identifies whether there
is any electronic record of evidence that is known and
available for inclusion into the ledger of evidence (530).

Then, the system obtains and adds the relevant/identified
electronic records of evidence into the ledger (act 540). In
some instances, this includes adding each electronic record
of evidence that is known and available for inclusion into the
ledger of evidence, for each computing component in the
selected/identified set of computing components. In other
instances, this includes adding only a subset of the available
and known and accessible evidence records.
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To make the ledger immutable, the system also generates
a hash or other strong identifier for the ledger that is
associated with the ledger and that is verifiable for providing
a level of assurance that contents of the ledger have not been
modified (act 550).

Ledger index records are also generated for each ledger to
identify and associate the different computing environment
components with the corresponding evidence and strong
identifier that can be used to verify the contents of the ledger.

FIG. 6 illustrates acts associated with related methods for
generating endorsement records that reflect a determined
level of confidence for continued or anticipated use of
computing environments in particular policy contexts (e.g.,
at a particular time, at a particular location, with a particular
user, etc.).

The first illustrated act is identifying a request to generate
an endorsement record corresponding to an identified use of
the computing environment in a particular policy context
(act 610). Then, in response to the request, the system
identifies the relevant ledger index record associated with
the identified use of the computing environment in the
particular policy context (act 620). This may also include
identifying the relevant components that are being used by
an identified computing configuration (act 630), a particular
policy applicable to the identified use (act 640), and/or a
particular context of use (e.g., user, time, configuration), as
previously described. This may also include receiving/iden-
tifying user input that specifies the evidence to be considered
for a requested endorsement or verification. This user input,
for example, can be received through a user interface or
portal to a verification service/application.

Next, the system verifies that the ledger has not been
modified (act 650). In some instances, this verification
includes generating a hash of the ledger and comparing it to
the stored hash of the ledger.

Next, the system determines a level of confidence for the
identified use of the computing environment in the particular
policy context (act 660). In some instances, the system
determines the level of confidence by selecting the deter-
mined level of confidence from a plurality of different levels
of trust and conformity that correspond most closely with
the attestations made by the ledger. In other instances, the
level of confidence is a numeric value that is generated by
computing values associated with each attestation in the
ledger. The determined level of confidence may also com-
prise a label reflecting an endorsement or trust/conformity
tier selected from a plurality of different labels associated
with correspondingly different endorsement or trust/confor-
mity tiers.

After determining the level of trust and conformity of the
computing environment in the specified policy/context, the
system generates the corresponding endorsement that
reflects the determined level of confidence (act 670). This
endorsement may be a binary verification that a system is
compliant. The endorsement may be a numerical value that
reflects a percentage or threshold of compliance. The
endorsement may also include a listing of attestations. In
some embodiments the endorsement lists components that
are compliant and components that are not compliant.

The endorsement may correspond to different types of
validations, such as, but not limited to validations of
upgrades, accessibility, configurations and compatibility,
security, performance, component utilization or integrity,
rollback, resiliency, integration, run-time analysis, etc.

FIG. 7 illustrates a flow diagram 700 of acts for related
methods in which the disclosed verification platform and
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corresponding ledgers are used to deterministically perform
or refrain from performing requested actions.

As shown, for example, a system identifies a request to
perform an action in a computing environment in a particu-
lar policy context (act 710). The policy context associated
with the request may comprise a particular type of use, user,
location, configuration, or other context for using the com-
puting environment. The policy context may be explicitly or
implicitly defined by or included with the request. Some or
a portion of the policy context may also be obtained inde-
pendently from the request.

Next, in response to the request, the system identifies the
relevant ledger index record associated with the identified/
requested use of the computing environment in the particular
policy context (act 720). As before, this may also include
identifying the relevant components that will be used by an
identified computing configuration to perform the desired
action, as well the particular context of use (e.g., user, time,
configuration), as previously described.

Next, the system verifies that the ledger and evidence in
the ledger have not been modified (act 730). Next, the
system determines a level of confidence, (e.g., level of trust
and conformity for the requested use in the particular policy
context (act 740). Then, after determining the level of
confidence/trust and conformity for the requested use, the
system deterministically performs/authorizes the requested
action when the determined level of confidence or trust/
conformity exceeds a particular threshold or, alternatively
refrains from performing/authorizing the requested action
when the determined level of confidence or trust/conformity
falls below a particular threshold.

Some embodiments also include tracking changes in a
computing environment (e.g., a change in a particular soft-
ware component used in the computing environment) and
generating new ledgers and/or endorsements based on the
changes. For instance, in some instances, a system will
detect a change in a computing component utilized in the
computing environment and, in response to the detected
change, determine whether to generate a new ledger. When
a determination is made to generate a new ledger, the system
will obtain the relevant new or existing evidence corre-
sponding to the changed component, including any new or
existing electronic records for the component that has been
detected as being changed. The system will then generate a
new ledger index record that includes an identification of
components and evidence associated with the new ledger
and that associates the strong identifier with the new ledger.
Similarly, new endorsements can also be created.

When an endorsement is requested, for which there are
multiple ledgers and ledger records, the system will deter-
mine whether to use or to refrain from using the new and
different ledger index records based on a corresponding
context for which the endorsement is requested. If, for
instance, the endorsement corresponds to a time prior to the
generation of a new ledger record, the new ledger record is
not relevant and will not be used.

In some embodiments, after an endorsement is requested,
the system will continue to monitor for potential changes to
components in the computing environment and that are
related to the context of the requested endorsement. Then,
when a change is detected for a particular component in the
particular computing environment/context, the system will
generate a correspondingly updated endorsement record.
This updated endorsement record will be associated with the
identified use of the computing environment in the particular
context for which the original endorsement record was
create. The new endorsement will be based on electronic
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records of evidence included in new ledger records created
in response to the newly detected changes, including any
new electronic records for the computing component that
was been detected as being changed. In some instances, the
updated endorsement record will identify a new level of
confidence or trust and conformity for the identified use of
the computing environment in the particular context with the
computing component that has been detected as being
changed.

With regard to the foregoing, it will be appreciated that
the disclosed embodiments may include or be practiced by
a computer system configured with one or more processors
and computer-readable media such as computer memory. In
particular, the computer memory may store computer-ex-
ecutable instructions that when executed by one or more
processors cause various functions to be performed, such as
the acts recited in the embodiments.

Embodiments of the present invention may comprise or
utilize a special purpose or general-purpose computer
including computer hardware, as discussed in greater detail
below. Embodiments within the scope of the present inven-
tion also include physical and other computer-readable
media for carrying or storing computer-executable instruc-
tions and/or data structures. Such computer-readable media
can be any available media that can be accessed by a general
purpose or special purpose computer system. Computer-
readable media that store computer-executable instructions
are physical storage media. Computer-readable media that
carry computer-executable instructions are transmission
media. Thus, by way of example, and not limitation,
embodiments of the invention can comprise at least two
distinctly different kinds of computer-readable media: physi-
cal computer-readable storage media and transmission com-
puter-readable media.

Physical computer-readable storage media includes
RAM, ROM, EEPROM, CD-ROM or other optical disk
storage (such as CDs, DVDs, etc.), magnetic disk storage or
other magnetic storage devices, or any other medium which
can be used to store desired program code means in the form
of computer-executable instructions or data structures and
which can be accessed by a general purpose or special
purpose computer.

A “network” is defined as one or more data links that
enable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information is transferred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
transmission medium. Transmissions media can include a
network and/or data links which can be used to carry or
desired program code means in the form of computer-
executable instructions or data structures and which can be
accessed by a general purpose or special purpose computer.
Combinations of the above are also included within the
scope of computer-readable media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut-
able instructions or data structures can be transferred auto-
matically from transmission computer-readable media to
physical computer-readable storage media (or vice versa).
For example, computer-executable instructions or data
structures received over a network or data link can be
buffered in RAM within a network interface module (e.g., a
“NIC”), and then eventually transferred to computer system
RAM and/or to less volatile computer-readable physical
storage media at a computer system. Thus, computer-read-
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able physical storage media can be included in computer
system components that also (or even primarily) utilize
transmission media.

Computer-executable instructions comprise, for example,
instructions and data which cause a general-purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of func-
tions. The computer-executable instructions may be, for
example, binaries, intermediate format instructions such as
assembly language, or even source code. Although the
subject matter has been described in language specific to
structural features and/or methodological acts, it is to be
understood that the subject matter defined in the appended
claims is not necessarily limited to the described features or
acts described above. Rather, the described features and acts
are disclosed as example forms of implementing the claims.

Those skilled in the art will appreciate that the invention
may be practiced in network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The invention may also be practiced in distrib-
uted system environments where local and remote computer
systems, which are linked (either by hardwired data links,
wireless data links, or by a combination of hardwired and
wireless data links) through a network, both perform tasks.
In a distributed system environment, program modules may
be located in both local and remote memory storage devices.

Alternatively, or in addition, the functionality described
herein can be performed, at least in part, by one or more
hardware logic components. For example, and without limi-
tation, illustrative types of hardware logic components that
can be used include Field-programmable Gate Arrays (FP-
GAs), Program-specific Integrated Circuits (ASICs), Pro-
gram-specific Standard Products (ASSPs), System-on-a-
chip systems (SOCs), Complex Programmable Logic
Devices (CPLDs), etc.

The present invention may be embodied in other specific
forms without departing from its spirit or characteristics.
The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of
the invention is, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What is claimed is:

1. A computer-implemented method for generating and
utilizing digital ledgers corresponding to different comput-
ing environments and for generating corresponding endorse-
ment records based on policies applied to the computing
environments, the method comprising:

identifying a computing environment that includes a

plurality of different software components and a plu-
rality of hardware components;

determining a selected set of computing components from

the plurality of software and hardware components to
generate a ledger, wherein a selection of the selected set
of computing components is based on a specified
deployment and utilization of the computing environ-
ment;

for each computing component in the selected set of

computing components, identifying whether there is
any electronic record of evidence that is known and
available for inclusion into the ledger of evidence;
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adding electronic records of evidence into the ledger,
including adding each electronic record of evidence
that is known and available for inclusion into the ledger
of evidence for each computing component in the
selected set of computing components; and

generating a strong identifier for the ledger that is veri-
fiable for providing assurance that contents of the
ledger have not been modified.

2. The method of claim 1, the method further including:

generating a ledger index record that includes an identi-

fication of components and evidence associated with
the ledger and that associates the strong identifier with
the ledger.
3. The method of claim 2, wherein the method further
includes:
identifying a request to generate an endorsement record
corresponding to an identified use of the computing
environment in a particular policy context;

identifying the ledger index record based on the configu-
ration of computing components associated with the
identified use of the computing environment in the
particular policy context;

verifying the ledger has not been modified based on the

strong identifier;

determining a level of confidence of the electronic records

of evidence for the identified use of the computing
environment in the particular policy context, the deter-
mined level of confidence of the electronic records of
evidence being selected from a plurality of different
levels of confidence; and

generating the endorsement record that reflects the deter-

mined level of trust and conformity for the use of the
computing environment level in the particular policy
context.

4. The method of claim 3, wherein the use of the com-
puting environment in the particular policy context com-
prises a current use of the computing environment.

5. The method of claim 3, wherein the use of the com-
puting environment in the particular policy context com-
prises a prior known use of the computing environment.

6. The method of claim 3, wherein the use of the com-
puting environment in the particular policy context com-
prises a requested future use of the computing environment.

7. The method of claim 3, wherein the method further
includes:

generating a plurality of different endorsement records for

uses of the computing environment in the particular
policy context at different times; and

utilizing the plurality of different endorsement records to

assess any changes in a level of compliance for the use
of the computing environment in the particular policy
context over time.

8. The method of claim 3, wherein the use of the com-
puting environment in the particular policy context com-
prises a use of the computing environment in a particular
geography.

9. The method of claim 8, wherein the method further
includes:

generating a plurality of different endorsement records for

uses of the computing environment in the particular
policy context at different locations.

10. The method of 3, wherein the use of the computing
environment in the particular policy context comprises a use
of the computing environment by a particular set of users.

11. The method of claim 10, wherein the method further
includes:



US 12,192,242 B2

17

generating a plurality of different endorsement records for
uses of the computing environment in the particular
policy context for different sets of users.

12. The method of claim 3, wherein the determined level
of trust and conformity comprises a label reflecting an
endorsement tier selected from a plurality of different labels
associated with correspondingly different endorsement tiers.

13. The method of claim 3, wherein the endorsement
record comprises a listing of components from the selected
set of computing components with a compliance identifier
for each listed component in the listing of components.

14. The method of claim 1, wherein the method further
includes:

detecting a change in a computing component utilized in

the computing environment;

in response to the detected change, determining whether

to generate a new ledger;

generating a new ledger with new evidence, including a

new electronic record for a computing component that
has been detected as being changed; and

generating a new ledger index record that includes an

identification of components and evidence associated
with the new ledger and that associates the strong
identifier with the new ledger.

15. The method of claim 14, wherein the method further
includes:

generating an updated endorsement record corresponding

to the identified use of the computing environment in
the particular context based on electronic records of
evidence in the new ledger, including the new elec-
tronic record for the computing component that has
been detected as being changed, the updated endorse-
ment record identifying a new level of confidence of
the electronic records of evidence in the new ledger for
the identified use of the computing environment in the
particular context with the computing component that
has been detected as being changed.

16. A computer-implemented method for deterministi-
cally managing execution of actions based on assessed risks
associated with different computing environments and poli-
cies, the method comprising:

identifying a request to perform an action in a particular

computing environment;
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identifying a policy associated with performing the action

in the computing environment;

identifying hardware and software components of the

computing environment that are associated with per-
forming the action;

identifying a ledger record that includes electronic records

of evidence associated with levels of trust for the
identified hardware and software components of the
computing environment;

verifying the electronic records of evidence have not been

modified;

identifying, based on the electronic records of evidence, a

level of confidence of the electronic records of evi-
dence for using the particular computing environment
to perform the action; and

deterministically performing the action or, alternatively,

refraining from performing the action based on a deter-
mination of whether the identified level of confidence
of the electronic records of evidence satisfies a require-
ment of the policy associated with performing the
action in a particular context corresponding to the
particular computing environment.

17. The method of claim 16, wherein the request to
perform an action comprises a request to instantiate or link
a new component to the particular computing environment.

18. The method of claim 17, wherein the identifying of the
ledger record further includes identifying a ledger record
that includes an electronic record of evidence associated
with the new component.

19. The method of claim 18, wherein the method includes
deterministically refraining from performing the action in
response to determining that the identified level of confi-
dence of the electronic records of evidence fails to satisfy the
requirement of the policy associated with performing the
action in the particular context corresponding to the particu-
lar computing environment.

20. The method of claim 19, wherein the method includes
generating a notification of a reason for refraining from
performing the action and that also identifies a change to be
made to the computing environment that will enable the
performance of the action.
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