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ABSTRACT

Various technologies and techniques are disclosed for auto
matically detecting whethera local network that a computeris
connected to is a public or private network by utilizing a
trusted online service and/or heuristics. Techniques are also
described for detecting whether or not two computers are
connected to the same local area network.
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NETWORK TOPOLOGY DETECTION USING
A SERVER

claimed Subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed Subject matter.

CROSS-REFERENCE TO RELATED
APPLICATIONS

BRIEF DESCRIPTION OF THE DRAWINGS

0001. This application claims priority to and is a continu
ation of co-pending U.S. patent application Ser. No. 12/057.
381 entitled “Automatically Detecting Whether a Computer
is Connected to a Public or Private Network and filed Mar.

28, 2008, which is incorporated herein by reference.
BACKGROUND

0002 The Internet has made large amounts of information
available to computer users. For many users, access to this
information has become essential. Yet connecting a private
network to the Internet can expose critical data to attack from
anywhere in the world. Users who connect a computer to the
Internet need to be aware of these dangers and how to protect
their data and systems. Many users set up a firewall to help
monitor and defend their computer from Internet attacks.
However, configuring appropriate firewall security settings
can be difficult for some users.

0003. Some applications allow a user to select different
firewall security settings for public vs. private networks.
When a new connection is detected, the firewall software will

typically prompt the user to specify whether it is a private or
public network. The firewall software then configures the
firewall to low or high security based on the user's response.
0004. The ability for a user to manually specify a local
network type is certainly useful, but it relies on the user to
make the correct determination whether the network is pri
vate or public. Unfortunately, incorrect classification leads to
either an insecure system that can be attacked or to valuable
features or services being blocked by the firewall.
SUMMARY

0005 Various technologies and techniques are disclosed
for automatically detecting whether a computer is connected
to a public or private network. Data is received from a trusted
online service to help determine a local network type to which
a client computer is connected. The data is analyzed to gen
erate an answer as to the local network type that the client
computer is connected to. In one implementation, heuristics
can be analyzed in addition to information from the trusted
online service to help determine the local network type. When
a definite answer regarding the local network type can be
determined from analyzing the data, then the local network
type is automatically set for the client computer.
0006. In another implementation, technologies and tech
niques are described for detecting whether two computers are
connected to the same local area network (LAN) or not. Trace
route information is received from a first client computer and
from a second client computer. The trace route information
and/or other information from the first client computer and
the second client computer are analyzed to generate a merged
view. The merged view is further analyzed so a determination
can be made as to whether or not the first client computer and
the second client computer are located on a same local area
network.

0007. This Summary was provided to introduce a selec
tion of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the

0008 FIG. 1 is a diagrammatic view of FIG. 1 is a dia
grammatic view of a network topology detection system of
one implementation.
0009 FIG. 2 is a high-level process flow diagram for one
implementation that illustrates the stages involved in deter
mining whether a local network to which a computer is con
nected is a public or private network.
0010 FIG. 3 is a diagrammatic view of some exemplary
data collection steps and/or tests that can be performed to
determine whether a local network to which a computer is
connected to is a public or private network.
0011 FIG. 4 is a process flow diagram of one implemen
tation illustrating the stages involved in comparing network
addresses as seen by the client computer and a trusted online
service to help determine local network type.
0012 FIG. 5 is a process flow diagram of one implemen
tation illustrating the stages involved in the trusted online
service attempting to connect to the client to help determine
local network type.
0013 FIG. 6 is a process flow diagram for one implemen
tation illustrating the stages involved in tracking the number
of computers connected to the same network to help deter
mine local network type.
0014 FIG. 7 is a process flow diagram that illustrates one
implementation of the stages involved in using heuristics to
determine whether the local network that the client computer
is connected to is a public network.
0015 FIG. 8 is a process flow diagram that illustrates one
implementation of the stages involved in using heuristics to
determine whether the local network that the client computer
is connected to is a private network.
0016 FIG. 9 is a process flow diagram that illustrates one
implementation of the stages involved in analyzing data pre
viously gathered to help determine local network type.
0017 FIG. 10 is a diagrammatic view of a LAN detection
system of one implementation.
0018 FIG. 11 is a process flow diagram that illustrates one
implementation of the stages involved in determining
whether or not two computers are connected to the same
LAN.

0019 FIG. 12 is a diagrammatic view of a computer sys
tem of one implementation.
DETAILED DESCRIPTION

0020. The technologies and techniques herein may be
described in the general context as a firewall application that
programmatically detects whethera computer is connected to
a public or private network, but the technologies and tech
niques also serve other purposes in addition to these. In one
implementation, one or more of the techniques described
herein can be implemented as features within a firewall pro
gram Such as Network Location Awareness (NLA) in
MICROSOFTR WINDOWS(R) Vista, or from any other type
of program or service that provides security and/or firewall
capabilities for computers or provide logic to adapt applica
tion behavior based on the type of local network.
0021 FIG. 1 is a diagrammatic view of a network topology
detection system 10 of one implementation. Client computer
12 communicates with trusted online service 14 in determin
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ing whether or not the local network that client computer 12
is connected to is a public network or a private network. The
term “local network as used herein is meant to include a set

of computers that are logically or physically close by. The
term “private network” as used herein is meant to include a
network that only contains devices that are trusted by an
administrator of a device being protected. The term “public
network as used herein is meant to include any network
which is not a private network as defined above. The term
“client computer as used herein is meant to include one of
various types of computing devices, such as a laptop, desktop
computer, mobile device, or personal digital assistant that can
receive communications from other devices over a network.
The term “trusted online service' as used herein is meant to

include a server or other computer that is trusted by client
computer and capable of communicating with client com
puter.

0022 Trusted online service can be provided by a different
entity than the one utilizing the client computer, or by the
same entity as the one utilizing client computer. In one imple
mentation, the trusted online service 14 provides additional
data to client computer 12 to help client computer 12 make a
determination as to the type of local network that client com
puter is on. The additional data provided by trusted online
service 14 can be utilized in combination with one or more

heuristics to make a local network type determination. Once
the network determination is made, this information can be

utilized by one or more software applications on the client
computer 12 for one or more purposes. As one non-limiting
example, the type of network can be set in the firewall soft
ware on the client computer 12 to help client computer 12
protect the machine from unauthorized access or other fire
wall-related problems. As another non-limiting example,
other applications can adapt their behavior based upon
whether or not the client computer 12 is on a private network
or not. For example, a media player application may broad
cast its presence to other devices on the network when the
network is private, but not when the network is public. These
techniques for determining a local network type are described
in further detail in FIGS. 3-9.

0023 Turning now to FIGS. 2-11, the stages for imple
menting one or more implementations of the technologies
and techniques herein are described in further detail. In some
implementations, the processes of FIGS. 2-11 are at least
partially implemented in the operating logic of computing
device 500 (of FIG. 12).
0024 FIG. 2 is a high-level process flow diagram 100 that
illustrates one implementation of the stages involved in deter
mining whether the local network to which client computer
12 is connected is a public or private network.
0025 Trusted online service is utilized to help make a
decision as to whether or not a client computer is directly
connected to a public network or is behind a private network
(such as a Network Address Translation NAT private net
work) (stage 102). NAT is a networking protocol that allows
a network of private IP addresses to be set up using a single
real IP address. For a computer to communicate with other
computers and web servers on the Internet, it needs a network
address. A network address is a unique identifier that identi
fies the location of a computerona network as per the network
protocol being used. Basically, a network address works like
a street address. However, when using NAT, a local area
network (LAN) can be set up with no special configuration of
the Internet connection. To the devices outside the LAN, the
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private network looks like one computer, but on the LAN,
each computer has its own internal network address.
0026. One or more heuristics can be used in addition to or
instead of trusted online service to help determine whether
client computer is connected to a public network (stage 104)
or a private network (stage 106). If a definite answer as to
whether the network is a private network or a public network
can be discerned from the previous analysis (decision point
108), then a programmatic determination is made of the net
work classification. That programmatic determination can
then be set in the software of the client computer. If, however,
a definite answer cannot be discerned (decision point 108),
but a likely answer was produced from the analysis (decision
point 112), then the user is prompted to classify the network,
while being provided with a default or Suggested answer
(stage 114). If neither a definite answer (decision point 108)
nor a likely answer (decision point 112) can be discerned
from the prior analysis, then the user is prompted to classify
the local network type without being given a default Sugges
tion (stage 116). The stages of FIG. 2 are just one example of
how local network types can be determined programmati
cally and/or with user assistance. For example, in another
implementation, the user may be prompted to confirm that the
programmatic determination is acceptable, even when a defi
nite answer was produced. Each of these exemplary steps is
discussed in greater detail in FIGS. 3-9.
0027 FIG. 3 is a diagrammatic view of some exemplary
data collection steps and/or tests that can be performed to
determine whether the local network that a computer is con
nected to is a public or private network. As described in
further detail in FIG. 4, the network addresses as seen by the
client computer and the trusted online service can be com
pared to help determine whether the network is private or
public (stage 122). As described in further detail in FIG.5, the
trusted online service can attempt to connect to client com
puter to help determine whether the network is private or
public (stage 124). As described in further detail in FIG. 6,
data aggregating can be performed by the trusted online ser
Vice to track the number of users connecting to the same
network and to use that data to help determine whether the
network of the client computer is private or public (stage
126). Once the data and/or tests have been performed, a
determination can then be made with a certain level of con

fidence as to whether or not the client computer is on a public
network or a private network (e.g. behind a NAT) (stage 128).
Each of these techniques will now be discussed in further
detail.

0028 FIG. 4 is a process flow diagram 140 of one imple
mentation illustrating the stages involved in comparing net
work addresses as seen by the client computer and a trusted
online service to help determine local network type. The
client computer sends a message to the trusted online service
with a network address of the client computer (stage 142). In
other words, the client computer sends a message with the
network address it sees internally inside the message to the
trusted online service. A packet is a formatted block of infor
mation carried by a computer network carrying the informa
tion that will help get to its destination including the Sender's
network address and the intended receiver's network address.

0029. The network address as the trusted online service
sees the client computer is compared with the network
address as seen by the client computer (stage 144). The com
parison can be performed by the trusted online service, or the
comparison can be made by the client computer. In the latter
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case, the trusted online service responds back with the net
work address that the trusted online service saw on the enve

lope of the packet received. In either implementation, if the
network address that the client computer sends to the trusted
online service inside the message is the same as the network
address that the trusted online services sees of the client

computer, then the client computer is located behind a public
network (stage 146). If the network address that the client
computer sends to the trusted online services is not the same
as the network address that the trusted online service sees of

the client computer, then the client computer may be located
on a private network (stage 148).
0030 FIG. 5 is a process flow diagram 160 of one imple
mentation illustrating the stages involved in the trusted online
service attempting to connect to the client to help determine
local network type. The client computer sends a message to
the trusted online service (stage 162). The trusted online
service attempts to initiate a connection with network address
(IP address, etc.) seen on the envelope of the message from
the client computer (stage 164) using the sender address on
the envelope that it received. If the trusted online service is
able to Successfully connect to the client computer, then the
local network of the client computer is a public network
(stage 166). If the connection is not successful, then this could
indicate a private network is being used, or it could indicate
there was another reason the connection failed (such as a
communication error) (stage 168). In other words, just
because the connection from trusted online service to client

computer is not successful, it does not automatically mean
that the client computer is located on a public network.
0031 FIG. 6 is a process flow diagram 180 for one imple
mentation illustrating the stages involved in tracking the
number of computers connected to the same network to help
determine local network type. Over a period of time, the
trusted online service tracks the number of computing devices
connecting to the same local network where network is con
sidered same for the computing devices if their “network
identity” is the same (stage 182). There are many schemes to
compute the network identity. The network identity can be
constructed based upon one or more attributes of that net
work. Here are several non-limiting examples. For ethernet
based networks, the network identity can be the MAC address
of the default gateway. For Some domain-authenticated net
works, the network identity could be the fully qualified
domain name of the network. For authenticate IP, the network

identity could be based on the certificate used to establish an
authenticated IP. For narrowband networks, the network iden

tity could be the name of the service provider.
0032. The trusted online service then receives the message
from the client computer with the local network identity of the
network it has connected to as well as the identity of the client
device (stage 184). A local identity of a network can be
determined by one of various techniques, such as the MAC
address of the DHCP server that issued the IP address, the
domain name for a domain authenticated network, or certifi
cate/secrets used to connect to a secure network, to name a

few examples. A computing device identity can be deter
mined by considering one or more characteristics such as the
name of the computer on the network, the MAC address of the
network card on the router, an identifier issued by the trusted
online service to connect to it, and/or an identifier issued by
the network authority managing the network, to name a few
non-limiting examples.
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0033. The trusted online service aggregates the data across
multiple devices to compute whether the usage patterns of
devices or users connecting to the network indicates that it is
a publically used network. For example, for a consumer Sce
nario if the network has seen more than fifty unique devices
connect to it ever, it is probably not a home router. Similarly,
we can use the number of concurrent sessions, length of
sessions etc to compute. The trusted online service responds
back with the aggregate data across multiple devices to the
client computer. If the tracking of data regarding other com
puters reveals that this network is a public network (decision
point 188), then the trusted online service can include a notice
or other indication in the response back to the client that the
network appears to be public due to the tracking data (stage
190).
0034. In one implementation, the trusted online service
determines whether the number of different computing
devices connecting to this local network is beyond the thresh
old for private networks as established by the trusted online
service or the client computer. If the threshold is exceeded,
then the local network is considered public. In an alternate
implementation, trusted online service sends the aggregated
data back to the client e.g. how many unique devices have
connected with this network and the client makes the deter

mination based on local policy. If the tracking of data regard
ing other computers does not reveal that this local network is
a public network (decision point 188), then the return is
inconclusive (stage 192).
0035. It will be appreciated that the examples discussed in
FIGS. 4-6 for utilizing the trusted online service to provide
additional data and/or tests on the type of network being
utilized by client computer can be performed simultaneously
with each other, separately from each other, or in Some cases,
not performed at all. These tests and analysis were described
separately for the sake of illustration.
0036 FIG. 7 is a process flow diagram 200 that illustrates
one implementation of the stages involved in using heuristics
to help determine whether the local network that the client
computer is connected to is a public network. If the internal
network address of the client computer is not part of network
addresses reserved for special address ranges reserved by the
communication protocols for non global communication net
work addresses, then the client computer is connected to a
public network (stage 202). An exception to this can be enti
ties that use public range IP addresses but are still behind a
NAT. The term “private network address' as used herein is
meant to include a privately used network address that is not
usable for global communication. A few non-limiting
examples of private IP addresses can include IP addresses
based upon IPv4 and IPv6 references.
0037. If the external network address belongs to a known
ISP or network that is used or deployed in a fashion such that
users will want local network of devices connected to be

considered public, then the client is connected to a public
network (stage 204). Examples of this can include wireless
networks provided by cellular phone providers, city wide
wireless provided by ISP or cities, WiMax networks etc.
0038 A wireless-enabled device such as a laptop can con
nect to the Internet when the laptop is within range of a
wireless network connected to the Internet. If the network ID

of the network is on the list of the known public HotSpots
(such as Municipal WiFi), then the client computer is con
nected to a public network (stage 206). Municipal WiFi (or
Muni WiFi) is the concept of turning an entire city into a
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wireless access Zone by providing wireless broadband to
residents. Hotspots are WiFi Zones found in restaurants and
public places that allow users to connect to the Internet. In one
implementation, the trusted online service does the network
ID database lookup of known public addresses. While the
examples, above refer to wireless network, the approach is
also applicable to wired networks as long as a unique identity
can be computed regardless of the actual medium of connec
tion. In another implementation, the client computer per
forms the network ID database lookup of known public net
work identities.

0039. In one implementation, if one of the tests described
in FIG. 7 reveal that the network that the client computer is
connected to is a public network, then the steps described in
FIG. 8 do not need to be performed to see if the network has
characteristics of a private network. Alternatively or addition
ally, the steps of FIG. 8 to analyze whether the network has
characteristics of a private network could be performed first,
and then if that determination is not conclusive, then the steps
of FIG. 7 could be performed. As noted earlier, these heuris
tics can be performed instead of, or in combination with the
trusted online service analysis and tests described in FIGS.
3-6.

0040 FIG. 8 is a process flow diagram 230 that illustrates
one implementation of the stages involved in using heuristics
to determine whether the local network that the client com

puter is connected to is a private network.
0041. If the network does not allow connection without
presenting an access token, and if access token is considered
secure enough, the network could be considered private
(stage 232). As one non-limiting example, the WiFi security
feature of MICROSOFTR) WINDOWSCR) Live OneCare
detects when the user is connected to an unsecured wireless

network. The user is presented with an action item. When the
action item is executed. OneCare communicates directly with
the router and turns on WEP128 security. Wired Equivalent
Privacy (WEP) is a security protocol for wireless networks
that encrypts data. Using OneCare as a non-limiting example,
WEP encrypts the data portion of each packet exchanged on
the 802.11b network using a 128-bit encryption algorithm.
0042. If the client computer is connected to the wireless
network using an encrypted (WPA/WEP) connection, the
network is likely to be private (stage 234). WiFi Protected
Access (WPA) is an improved form of encryption for wireless
data meant to replace WEP.
0043 FIG.9 is a process flow diagram 250 that illustrates
one implementation of the stages involved in determining
local network type. If the analysis and/or tests conducted with
the trusted online services and/or the heuristics described

herein produced a definite answer (private or public), then an
automatic determination can be made programmatically
without asking the user (stage 252). In one implementation,
the user will be notified even if not asked.

0044) If the above heuristics sequence produced a likely
answer (e.g. the network is likely to be private), then the user
is prompted to classify the network as private/public network,
with a default value being set to the most likely classification
based on automatic detection (stage 254). If automatic clas
sification is undetermined, then the user is prompted to clas
sify the network without any default (stage 256).
0045 Turning now to FIGS. 10 and 11, a LAN detection
system for helping determine whether two computers are on
a same LAN is described. FIG. 10 is a diagrammatic view of
a LAN detection system 300 of one implementation. Client
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computer 1 (302) and client computer 2 (304) utilize external
computer 306 via the Internet to determine whether the two
client computers (302 and 304) are on the same LAN. In one
implementation, external computer 306 is a trusted service,
such as trusted online service 14 described in earlier figures.
The communication steps for utilizing external computer 306
to help make this determination are shown in more detail in
FIG 11.

0046 FIG. 11 is a process flow diagram 400 that illustrates
one implementation of the stages involved in determining
whether two computers that belong to the same trusted
circle are connected to the same LAN or not. In one imple
mentation, it is useful to know whether computers are con
nected to the same LAN or not for utilizing point to point
communications between the two computers.
0047 Both client computers send trace route information
to the external computer (stage 402). A “trace route' is a
computer network tool that can be used to determine the route
taken by packets across an IP network. Trace route informa
tion thus includes details about the path taken by the packets
across the network in reaching their destination. Alternatively
or additionally to sending the trace route information, both
client computers send data to the external computer relating
to how the network appears to each of them internally (stage
404) (also called “internal network appearance informa
tion”). This internal network appearance information can
include the network address as each computer sees it.
0048 External computer 306 analyzes information
received to merge the two views to find the common point
(stage 406). The merged view is utilized to determine whether
or not the common point is a local LAN (stage 408). In one
implementation, to make the determination, the external
computer forwards the raw information to the clients, and the
clients analyze the information received from the external
computer to deduce the common point and whether the com
mon point is within what they will consider the local LAN
(stage 408). In other words, both client computers should
have the same network details for an internal network, or the

same information at Some point that the network is still pri
vate (this is what is meant by “common point). In another
implementation, the online service can interpret the merged
view and send the results to one or more of the client com

puters. Once that common point is determined, then an analy
sis can be performed on whether or not that common point is
considered a local LAN or not.

0049. As a non-limiting example, in a home environment,
Suppose client computer 1 and client computer 2 consider
each other on the same LAN if they are directly behind the
same router. Client computer 1 and client computer 2 each
send a message to the external computer containing: trace
route information, internal IP address of the client computer,
and the default gateway's IP address as well as MAC address.
0050. Using the above non-limiting example, external
computer 306 concludes that client computers 1 and 2 are on
the same LAN if all of three following outcomes are true.
First, the default gateway IP address and MAC address
received is same for both client computer 1 and client com
puter 2. Second, client computer 1 and client computer 2 have
internal IP addresses within the private IP segments (e.g.
192.168.*.*). Third, the external IP address as seen by exter
nal computer 306 for both client computer 1 and client com
puter 2 are the same. If all of the above are true, then client
computer 1 and client computer 2 are considered to be on the
same LAN.
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0051. As shown in FIG. 12, an exemplary computer sys
tem to use for implementing one or more parts of the system
includes a computing device. Such as computing device 500.
In its most basic configuration, computing device 500 typi
cally includes at least one processing unit 502 and memory
504. Depending on the exact configuration and type of com
puting device, memory 504 may be volatile (such as RAM),
non-volatile (such as ROM, flash memory, etc.) or some com
bination of the two. This most basic configuration is illus
trated in FIG. 12 by dashed line 506.
0052 Additionally, device 500 may also have additional
features/functionality. For example, device 500 may also
include additional storage (removable and/or non-removable)
including, but not limited to, magnetic or optical disks or tape.
Such additional storage is illustrated in FIG. 12 by removable
storage 508 and non-removable storage 510. Computer stor
age media includes Volatile and nonvolatile, removable and
non-removable media implemented in any method or tech
nology for storage of information Such as computer readable
instructions, data structures, program modules or other data.
Memory 504, removable storage 508 and non-removable
storage 510 are all examples of computer storage media.
Computer storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical stor
age, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium
which can be used to store the desired information and which

can accessed by device 500. Any such computer storage
media may be part of device 500.
0053 Computing device 500 includes one or more com
munication connections 514 that allow computing device 500
to communicate with other computers/applications 515.
Device 500 may also have input device(s) 512 such as key
board, mouse, pen, Voice input device, touch input device, etc.
Output device(s) 511 Such as a display, speakers, printer, etc.
may also be included. These devices are well known in the art
and need not be discussed at length here.
0054 Although the subject matter has been described in
language specific to structural features and/or methodologi
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the spe
cific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims. All equivalents, changes,
and modifications that come within the spirit of the imple
mentations as described herein and/or by the following claims
are desired to be protected.
0055 For example, a person of ordinary skill in the com
puter software art will recognize that the examples discussed
herein could be organized differently on one or more com
puters to include fewer or additional options or features than
as portrayed in the examples.
What is claimed is:

1. A method for utilizing an external computer to determine
whether two client computers are on a same local area net
work comprising the steps of:
receiving trace route information from a first client com
puter;

receiving trace route information from a second client
computer, and
analyzing trace route information from the first client com
puter and the second client computer to generate a
merged view, the merged view being later utilized to
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make a determination as to whether or not the first client

computer and the second client computer are located on
a same local area network.

2. The method of claim 1, wherein internal network appear
ance information is also received from the first client com

puter and from the second client computer.
3. The method of claim 2, wherein the merged view is sent
to at least one of the first client computer and the second client
computer where the determination step is performed.
4. The method of claim 1, wherein the determination as to

whether or not the first client computer and the second client
computer are located on a same local area network is based on
default gateway addresses received from the first client com
puter and the second client computer.
5. The method of claim 1, wherein the determination as to

whether or not the first client computer and the second client
computer are located on a same local area network is based on
internal addresses of the first client computer and the second
client computer.
6. The method of claim 1, wherein the determination as to

whether or not the first client computer and the second client
computer are located on a same local area network is based on
external addresses of the first client computer and the second
client computer.
7. The method of claim 1, wherein if:

a default gateway addresses received from the first client
computer and the second client computer are the same;
internal addresses of the first client computer and the sec
ond client computer are within specified address seg
ments; and

external addresses of the first client computer and the sec
ond client computer are the same, then the first client
computer and the second client computer are determined
to be located on a same local area network.

8. A method for utilizing heuristics in combination with a
trusted online service to determine a local network type to
which a client computer is connected comprising the steps of
using a computing device, utilizing data produced as a
result of performing one or more heuristics in combina
tion with data received from a trusted online service to

determine a type of network and a level of confidence as
to the determined type of network to which a client
computer is connected;
if the determined level of confidence exceeds a first level,

then automatically setting the local network type for the
client computer to the determined type of network; and

if the determined level of confidence is less than the first

level, but greater than a second level, then prompting a
user to classify the local network type with the deter
mined type of network set as a default value.
9. The method of claim 8, wherein when an internal net

work address of the client computer is not part of a reserved
network address range, then the local network type is a public
network.

10. The method of claim 8, wherein when an external

network address belongs to a known network then the local
network type is a public network.
11. The method of claim 8, wherein when a network ID of

a wireless network that the client computer is connected to is
onalist of known public hotspots, then the local network type
is a public network.
12. The method of claim 8, wherein when a network ID of

the client computer matches a secured network ID, then the
client computer is connected to a private network.

US 2012/00472.53 A1

13. The method of claim 8, wherein when the client com

puter is connected directly to a wireless network using an
encrypted connection, then the local network type is a private
network.

14. The method of claim 8, wherein the data from the
trusted online service includes a network address of the client

computer as seen by the trusted online service.
15. The method of claim 14, wherein the analyzing step
utilizes the network address of the client computer as seen by
the trusted online service along with a network address of the
client computer as seen by the client computer to help deter
mine the local network type.
16. The method of claim 15 wherein when the network

address of the client computer as seen by the trusted online
service is a same network address as the network address of

the client computer as seen by the client computer, then the
local network type is a private network.
17. The method of claim 8, wherein the data from the

trusted online services includes information regarding
whether an attempt by the trusted online service to connect
directly to the client computer was successful.
18. The method of claim 8, wherein the data from the

trusted online service includes usage patterns of devices or
users connecting to a network that the client computer is
connected to.
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19. A computer storage medium having computer-execut
able instructions for causing a computer to perform a method
for utilizing an external computer to determine whether two
client computers are on a same local area network compris
ing, the steps comprising:
receiving trace route information from a first client com
puter;

receiving trace route information from a second client
computer, and
analyzing trace route information from the first client com
puter and the second client computer to generate a
merged view, the merged view being later utilized to
make a determination as to whether or not the first client

computer and the second client computer are located on
a same local area network.

20. The computer storage medium of claim 19, wherein if:
default gateway addresses received from the first client
computer and the second client computer are the same;
internal addresses of the first client computer and the sec
ond client computer are within specified address seg
ments; and

external addresses of the first client computer and the sec
ond client computer are the same, then the first client
computer and the second client computer are determined
to be located on a same local area network.
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