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the communication device and the communication network is measured.
Further, the volume of data measured is compared with a re-authentication
threshold value. Subsequently re-authentication of the communication
device is triggered based on the comparison.
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TRIGGERING USER AUTHENTICATION IN COMMUNICATION NETWORKS
FIELD OF INVENTION

[0001] The present subject matter relates to authentication in communication networks
and, particularly, but not exclusively, to triggering user re-authentication in communication

networks.
BACKGROUND

[0002] Communication devices, such as cellular phones, smart phones, personal digital
assistants (PDAs), laptops, and computers, provide users with a variety of communication
services and networking capabilitics. End users of these communication devices have access to
various network services offered by a network operator in a communication network, most
prominent being voice and data services. Typically, the communication network provides a
communication link between the various communication devices for utilizing the network

services.

[0003] The communication networks typically use pre-defined standards and protocols
for providing the communication links between the communication devices. Further, with the
continuous evolution and development of new standards, network services offered to an end user
of the communication device have improved in terms of quality, such as better uplink and
downlink speed to the end user. The end user of the communication device may thus avail
network services and consequently share lot of data over the network using the communication
device. The data shared over the network might be confidential and in some cases may be private
and of great importance to the end user, for example, the data may include bank account details
of the end user. However, with the increase in the network services offered, chances of risks to a
end user by, for example, fraudulent use of the end user’s communication device by a fraudulent

user by way of stealing or cloning has increased.

[0004] For instance, in case the fraudulent user gets access to the end user’s
communication device, the fraudulent user may use the network services, such as web access,
phone calls, and messaging activated on the communication device. Use of such network
services may result not only in monetary loss to the end user of a network operator but also to

security threat. Further, the fraudulent user may cause security threat to the end user as the
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fraudulent user may either access various online websites to which the end user may have logged
in on the communication device or use the communication devices for antisocial activities, such

as making unsolicited calls.

[0005] In a conventional technique of preventing such fraudulent wuses the
communication devices are re-authenticated after a predetermined interval of time to verify
authenticity of the communication device. Re-authenticating the communication device thus
facilitates in preventing the fraudulent user from accessing the network services offered by the
network operator. However, using such a periodic re-authentication of the communication
devices may not prevent an unauthorized access as the fraudulent user may avail the network
services to a large extent in the interval between two re-authentications. For instance, where the
predetermined interval is large the fraudulent user may download a large volume of data without

requiring any authentication, resulting in huge risks to the end user.
SUMMARY

[0006] This summary is provided to introduce concepts related to triggering re-
authentication in communication networks. This summary is not intended to identify essential
features of the claimed subject matter nor is it intended for use in determining or limiting the

scope of the claimed subject matter.

[0007] In one implementation, a method for triggering re-authentication in
communication networks is described. The method includes measuring a volume of data
transferred between a communication device and a communication network. Further, a
comparison is done with a predefined re-authentication threshold value, as predefined by a
network operator. Based on the comparison, a re-authentication of the communication device is

triggered.

[0008] In another implementation, a radio network controller (RNC) for triggering re-
authentication in communication networks is described. The RNC includes a processor and a
data measurement module coupled to the processor. The data measurement module configured to
measure a volume of data transferred between a communication device and a communication
network. The RNC further includes a data comparison module coupled to the processor. The data

comparison module configured to compare the volume of data transferred with a re-
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authentication threshold value. The comparison module is further configured to trigger re-

authentication of the communication device.

[0009] In accordance with another implementation of the present subject matter, a
computer-readable medium having embodied thereon a computer program for executing a
method of re-authenticating a communication device connected to a communication network is
disclosed. The method comprises measuring a volume of data transferred between a
communication device and a communication network. The method further comprises comparing
the measured volume with a preset re-authentication threshold value. Further, the method

triggers re-authentication of the communication device based on the comparison.
BRIEF DESCRIPTION OF THE FIGURES

[0010] The detailed description is described with reference to the accompanying figures.
In the figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The same numbers are used throughout the figures to reference
like features and components. Some embodiments of system and/or methods in accordance with
embodiments of the present subject matter are now described, by way of example only, and with

reference to the accompanying figures, in which:

[0011] Figure 1 illustrates an exemplary network environment implementation for
triggering re-authentication of a communication device, according to an embodiment of the

present subject matter;

[0012] Figure 2 illustrates a method for triggering re-authentication of the

communication device, in accordance with an embodiment of the present subject matter;

[0013] In the present document, the word "exemplary" is used herein to mean "serving as
an example, instance, or illustration." Any embodiment or implementation of the present subject
matter described herein as "exemplary” is not necessarily to be construed as preferred or

advantageous over other embodiments.

[0014] It should be appreciated by those skilled in the art that any block diagrams herein
represent conceptual views of illustrative systems embodying the principles of the present
subject matter. Similarly, it will be appreciated that any flow charts, flow diagrams, state

transition diagrams, pseudo code, and the like represent various processes which may be
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substantially represented in computer readable medium and so executed by a computer or

processor, whether or not such computer or processor is explicitly shown.
DESCRIPTION OF EMBODIMENTS

[0015] The present subject matter relates to user re-authentication in communication
networks. The methods can be implemented in various communication devices communicating
through various networks. The communication devices that can implement the described
method(s) include, but are not limited to cellular phones, smart phones, personal digital assistants
(PDAs), portable computers, desktop computers, wireless data cards, servers, and the like. The
communication networks in which the described method(s) can be implemented include, but are
not limited to, Code Division Multiple Access (CDMA) implementing Evolution-Data
Optimized or Evolution-Data Only (EVDO), Global System for Mobile Communication (GSM)
network, Universal Mobile Telecommunications System (UMTS) network, Wideband Code
Division Multiple Access (W-CDMA) network, and the like. Although the description herein is
with reference to EVDO systems, the methods and systems may be implemented in other
communicating networks providing data services, albeit with a few variations, as will be

understood by a person skilled in the art.

[0016] Conventional techniques of authentication typically require the communication
network to authenticate the communication device at the beginning of a session, i.c., when the
communication device initially registers with the communication network after, for example,
being switched ON or entering a network from an out-of-network mode. After a valid
authentication of the communication device by the communication network, the end user of the
communication device gets access to the network services offered by the network operator over

the communication network.

[0017] Subsequent re-authentication of the communication device may thus be done
when the communication device tries to re-establish the session on being logged out of a
previous session due to, for example, being switched off or getting logged out of the network.
Re-authenticating the communication device only at the time of establishing the session may
however, not be able to prevent fraudulent uses of the network services in cases where the

communication device is fraudulently used without terminating a previous session. For instance,
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a fraudulent user may, by way of theft, get access to the communication device which is already

in a session and may use the communication device without terminating the session.

[0018] Another conventional technique involves re-authenticating the communication
devices in the communication network based on periodical triggers. The communication network
initially authenticates the communication device at the beginning of the session to allow the
communication device to avail the network services. Subsequently, the communication network
initiates the re-authentication mechanism after a certain predetermined interval of time to detect
and block any fraudulent user from accessing the network services. However, the fraudulent user
using the communication device may misuse the resources of the communication network by
utilizing the network services within this interval of time. Further, in situations where the
predetermined interval of time is large, the end user may incur a loss due to the unauthorized use
of the network services by the fraudulent user for a long time. For instance, the end user may
incur a loss as the fraudulent user of the communication device will have access to the network
services for the entire interval of time till the next periodic re-authentication occurs. The network
operator may charge the end user for the services availed by the fraudulent user till the access to
the network services is blocked. The end user may also suffer additional loss as the fraudulent

user has access to the personal data of the end user.

[0019] For example, a communication device, say a mobile handset, gets stolen. The
fraudulent user of the stolen handset may have access to the various data services, such as
internet access, email services, access to web, short-messaging-service (SMS), multimedia
messaging service (MMS), till the time the next re-authentication occurs after the predetermined
interval of time. Upon unsuccessful re-authentication of the stolen handset, the network operator
may block the stolen handset's access to the network services thereby denying the fraudulent user
the access to the network services. Thus, a communication network implementing the present
periodic re-authentication mechanism may result in losses to the end user due to misuse of the

network services availed by the fraudulent user.

[0020] The present subject matter relates to user re-authentication in communication
networks. In an embodiment of the present subject matter, methods and systems for re-
authentication of a communication device is described. The present systems and methods for re-

authentication of the communication device involve triggering a re-authentication check based
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on volume of data accessed by the communication device. Triggering the re-authentication check
based on the volume of data prevents a fraudulent user from extensively using the
communication device, thus reducing the losses incurred by the end user and the network

operator.

[0021] According to an embodiment of the subject matter, a volume of data transferred
between the communication device and the communication network in the uplink and downlink
channel is measured every few seconds. In one implementation, the volume of data transferred is
measured from a previous authentication point, i.c., from last occurrence of re-authentication to
prevent any false triggering of re-authentication as a genuine user may use a large volume of data
over a long period of time but a fraudulent user may use the large volume of data even in a
smaller period. The volume of data thus measured is subsequently analyzed to determine whether

the re-authentication needs to be triggered.

[0022] In one implementation, the analysis is performed by comparing the volume of
data with a preset threshold for triggering re-authentication, hereinafter referred to as re-
authentication threshold value. For the purpose, the re-authentication threshold value, say D
kbytes, is initially determined by the network operator for triggering re-authentication. As soon
as the volume of data transferred between the communication device and the communication
network, cither in the uplink or the downlink channel reaches the re-authentication threshold
value of D kbytes, the re-authentication of the communication device is triggered by the

communication network, for example, by sending a re-authentication trigger.

[0023] On receiving the re-authentication trigger, the communication network may
request the communication device to provide authentication data having identity credentials
corresponding to the communication device. The communication network subsequently uses the
authentication data of the communication device to authenticate the communication device. The
re-authentication, in one implementation, involves validating authenticity of the communication
device based on an equipment credentials database, such as an authentication, authorization, and
accounting (AAA) module provided in the communication network. The equipment credentials
database typically includes a list of the equipment identity credentials and the end user details
corresponding to cach of the communication devices registered with the network operator of the

communication network. The communication network thus compares the authentication data of



10

15

20

25

WO 2014/044491 PCT/EP2013/067583

the communication device with the equipment identity credentials to identify fraudulent users. In
case the communication device is successfully authenticated, the user is granted access to
network services. In case the communication device is blacklisted or blocked in the
communication network database, it fails the re-authentication procedure and the access to the

network services is blocked.

[0024] After the re-authentication is triggered, counters for measuring the volume of data
transfer on both the uplink channel and the downlink channel are reset. The volume of data
transferred between the communication device and the communication network is measured

again for facilitating re-authentication based on the volume of data transferred.

[0025] The present subject matter thus enables re-authentication of the communication
device by measuring the volume of data transferred between the communication device and the
communication network. Further, implementing the present subject matter facilitates reduction in
losses as the fraudulent user may be blocked sooner as compared to a periodic timer based

system.

[0026] The described methodologies can be implemented in hardware, firmware,
software, or a combination thercof. For a hardware implementation, the processing units can be
implemented within one or more application specific integrated circuits (ASICs), digital signal
processors (DSPs), digital signal processing devices (DSPDs), programmable logic devices
(PLDs), field programmable gate arrays (FPGAs), processors, controllers, micro-controllers,
microprocessors, electronic devices, other electronic units designed to perform the functions
described herein, or a combination thereof. Herein, the term "system" encompasses logic

implemented by software, hardware, firmware, or a combination thereof.

[0027] For a firmware and/or software implementation, the methodologies can be
implemented with modules (e.g., procedures, functions, and so on) that perform the functions
described herein. Any machine readable medium tangibly embodying instructions can be used in
implementing the methodologies described herein. For example, software codes and programs
can be stored in a memory and executed by a processing unit. Memory can be implemented
within the processing unit or may be external to the processing unit. As used herein the term

"memory" refers to any type of long term, short term, volatile, nonvolatile, or other storage
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devices and is not to be limited to any particular type of memory or number of memories, or type

of media upon which memory is stored.

[0028] In another firmware and/or software implementation, the functions may be stored
as one or more instructions or code on a computer-readable medium. Examples include
computer-readable media encoded with a data structure, and the computer-readable media
encoded with a computer program. The computer-readable media may take the form of an article
of manufacturer. The computer-readable media includes physical computer storage media. A
storage medium may be any available medium that can be accessed by a computer. By way of
example, and not limitation, such a computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to store desired program code in the form
of instructions or data structures and that can be accessed by a computer; disk and disc, as used
herein, includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy
disk and Blu-ray disc where disks usually reproduce data magnetically, while discs reproduce
data optically with lasers. Combinations of the above should also be included within the scope of

the computer-readable media.

[0029] In addition to storage on the computer readable media, instructions and/or data
may be provided as signals on transmission media included in a communication apparatus. For
example, a communication apparatus may include a transceiver having signals indicative of
instructions and data. The instructions and the data are configured to cause one or more
processors to implement the functions outlined in the claims. That is, a system includes
transmission media with signals indicative of information to perform disclosed functions. At a
first time, the transmission media included in the communication apparatus may include a first
portion of the information to perform the disclosed functions, while at a second time the
transmission media included in the communication apparatus may include a second portion of

the information to perform the disclosed functions.

[0030] It should be noted that the description and figures merely illustrate the principles
of the present subject matter. It will thus be appreciated that those skilled in the art will be able to
devise various arrangements that, although not explicitly described or shown herein, embody the

principles of the present subject matter and are included within its spirit and scope. Further, all
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examples recited herein are principally intended expressly to be only for pedagogical purposes to
aid the reader in understanding the principles of the present subject matter and the concepts
contributed by the inventor(s) to furthering the art, and are to be construed as being without
limitation to such specifically recited examples and conditions. Morcover, all statements herein
reciting principles, aspects, and embodiments of the present subject matter, as well as specific

examples thereof, are intended to encompass equivalents thereof.

[0031] It will also be appreciated by those skilled in the art that the words during, while,
and when as used herein are not exact terms that mean an action takes place instantly upon an
initiating action but that there may be some small but reasonable delay, such as a propagation
delay, between the initial action and the reaction that is initiated by the initial action.
Additionally, the word “connected” and “coupled” is used throughout for clarity of the

description and can include either a direct connection or an indirect connection.

[0032] The manner in which the systems and the methods of triggering re-authentication
in communication networks shall be implemented has been explained in details with respect to
the Figures 1 and 2. While aspects of described systems and methods for triggering re-
authentication in communication networks can be implemented in any number of different
computing systems, transmission environments, and/or configurations, the embodiments are

described in the context of the following exemplary system(s).

[0033] Figure 1 illustrates a network environment 100 for facilitating re-authentication of
onec or more communication devices 102-1, 102-2, ...., and 102-N, collectively referred to as
communication devices 102 and individually referred to as communication device 102
hereinafter, connected to a communication network 104, according to an embodiment of the

present subject matter.

[0034] The communication devices 102 may be defined as User Equipments (UEs) used
by users to communicate with cach other. Examples of the communication devices 102 may
include, without limitation, mobile phones, landline phones, desktop computers, hand-held
devices, laptops or other portable computers, network computers, and the like. Each of the
communication devices 102 work on a communication protocol as defined by the

communication network to which the communication device 102 is coupled.
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[0035] The communication network 104 may be a wireless network, or a combination of
wired and wireless network. The communication network 104 can be a collection of individual
networks, interconnected with each other and functioning as a single large network (e.g., the
internet or an intranet). Examples of such individual networks include, but are not limited to, 3rd
Generation Partnership Project (3GPP), Long Term Evolution (LTE), and the like. Although the
description herein is with reference to Code Division Multiple Access (CDMA) network
implementing Evolution-Data Optimized or Evolution-Data Only (EVDO) standard, the methods
and the systems may be implemented in other communicating networks involving scheduled
uplink transmissions, albeit with a few variations, as will be understood by a person skilled in the
art. Further, depending on the technology, the communication network 104 includes various
network entities, such as gateways, routers; however, such details have been omitted for ease of

understanding.

[0036] Further, the communication devices 102 are configured to interact with each other
over the communication network 104 using network routed communication links 106-1, 106-2,
106-3, ..., 106-n, hereinafter collectively referred to as the network routed communication links
106. The network routed communication links 106 may be understood as communication links
used in conventional communication where the communication devices 102 interact with cach

other or the communication network 104 through network resources.

[0037] The communication network 104 further comprises an authentication,
authorization, and accounting (AAA) server 108 and a radio network controller (RNC) 110. The
AAA server 108 is configured to authorize the communication devices 102 associated with a
network operator of the communication network 104. In one implementation, the AAA server
108 acts as an equipment credentials database and includes a list of the equipment identity
credentials of the communication devices 102, used for authentication of the communication
devices 102 connected to the communication network 104. Further, the AAA server 108 contains
subscriber details, i.e., details of end users corresponding to the communication devices 102

subscribed to services provided by the network operator over the communication network 104.

[0038] The RNC 110 is configured to trigger re-authentication of the communication
devices 102 connected to the communication network 104. In one implementation the RNC 110

is configured to trigger the AAA server 108 to perform authentication and re-authentications of
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the communication device 102 based on the volume of data used by the communication device
102. For the purpose, the RNC 110 includes one or more processor(s) 112, I/O interface(s) 114,
and a memory 116 coupled to the processor 112. The processor(s) 112 may be implemented as
one or more microprocessors, microcomputers, microcontrollers, digital signal processors,
central processing units, state machines, logic circuitries, and/or any devices that manipulate
signals based on operational instructions. Among other capabilities, the processor(s) 112 are

configured to fetch and execute computer-readable instructions stored in the memory 116.

[0039] The functions of the various elements shown in the figures, including any
functional blocks labeled as “processor(s)”, may be provided through the use of dedicated
hardware as well as hardware capable of executing software in association with appropriate
software. When provided by a processor, the functions may be provided by a single dedicated
processor, by a single shared processor, or by a plurality of individual processors, some of which
may be shared. Moreover, explicit use of the term “processor” should not be construed to refer
exclusively to hardware capable of executing software, and may implicitly include, without
limitation, digital signal processor (DSP) hardware, network processor, application specific
integrated circuit (ASIC), field programmable gate array (FPGA), read only memory (ROM) for
storing software, random access memory (RAM), and non volatile storage. Other hardware,

conventional and/or custom, may also be included.

[0040] The I/O interface(s) 114 may include a variety of software and hardware
interfaces, for example, interfaces for peripheral device(s), such as data input output devices,
referred to as I/0O devices, storage devices, network devices, ctc. The I/0 device(s) may include
Universal Serial Bus (USB) ports, Ethernet ports, host bus adaptors, ctc., and their corresponding
device drivers. The I/O interface(s) 114 facilitate the communication of the radio network
controller 110 with various networks, such as the communication network 104 and various

communication and computing devices, such as the communication devices 102.

[0041] The memory 116 may include any computer-readable medium known in the art
including, for example, volatile memory, such as static random access memory (SRAM) and
dynamic random access memory (DRAM), and/or non-volatile memory, such as recad only
memory (ROM), erasable programmable ROM, flash memories, hard disks, optical disks, and

magnetic tapes.
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[0042] The RNC 110 may also include various modules 118. The modules 118, amongst
other things, include routines, programs, objects, components, data structures, etc., which
perform particular tasks or implement particular abstract data types. The modules 118 may also
be implemented as, signal processor(s), state machine(s), logic circuitries, and/or any other

device or component that manipulate signals based on operational instructions.

[0043] Further, the modules 118 can be implemented in hardware, instructions executed
by a processing unit, or by a combination thereof. The processing unit can comprise a computer,
a processor, such as the processor 112, a state machine, a logic array or any other suitable
devices capable of processing instructions. The processing unit can be a general-purpose
processor which executes instructions to cause the general-purpose processor to perform the

required tasks or, the processing unit can be dedicated to perform the required functions.

[0044] In another aspect of the present subject matter, the modules 118 may be machine-
readable instructions (software) which, when executed by a processor/processing unit, perform
any of the described functionalities. The machine-readable instructions may be stored on an
clectronic memory device, hard disk, optical disk or other machine-readable storage medium or
non-transitory medium. In one implementation, the machine-readable instructions can be also be

downloaded to the storage medium via a network connection.

[0045] The module(s) 118 further include a data measurement module 120, a data
comparison module 122, an interaction module 124, and other module(s) 126. The other

module(s) 126 may include programs or coded instructions that supplement applications and

functions of the RNC 110.

[0046] The RNC 110 may further include data 128, which amongst other things, serves
as a repository for storing data processed, received, associated, and generated by one or more of
the module(s) 118. The data 128 includes, for example, measurement data 130, comparison data
132, interaction data 134, and other data 136. The other data 136 includes data gencrated as a

result of the execution of one or more modules in the other module(s) 126.

[0047] As previously described, the RNC 110 is configured to trigger re-authentication of
the communication device 102 connected to the communication network 104 based on the
volume of the data transferred between the communication device 102 and the communication

network 104. Triggering the re-authentication based on the volume of data facilitates in
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preventing fraudulent users from using the services of the network operator subscribed on the
communication devices 102. For instance, when a communication device is lost or stolen, the
end user of the communication device may typically lodge a complaint to the network operator,
requesting the network operator to block services to the communication device. The network
operator upon receiving the end user’s complaint updates an equipment credentials database to
blacklist or block the communication device. Blacklisting the communication device in the
equipment credentials database ensures that the services to the communication device may be
blocked whenever a re-authentication of the communication device is performed by the
communication network. For instance, when the communication device 102-1 gets stolen, the
end user of the communication device 102-1 may lodge a complaint with the network operator.
Based on the complaint, the network operator may update the AAA server 108 to blacklist or
block the communication device 102-1. The AAA server 108 may thus block the service

provided to the communication device 102-1 upon failure of re-authentication.

[0048] In one implementation, the RNC 110 may be configured to trigger re-
authentication of the communication device 102 based on the volume of data transferred between
the communication device 102 and the communication network 104. For the purpose, the data
measurement module 120 may be configured to measure the volume of data transferred between
the communication device 102 and the communication network 104. In one implementation, the
data measurement module 120 may be configured to measure the volume of data in an uplink
channel. In another implementation, the data measurement module 120 may be configured to
measure the volume of data in a downlink channel. Further, in another implementation, the data
measurement module may be configured to measure the volume of data in both the uplink
channel and the downlink channel. In one implementation, the data measurement module 120
may be configured to measure the volume of data after every few seconds. For example, the data
measurement module 120 may be configured to measure the volume of data in at least one of the
uplink channel and the downlink channel every 2 seconds. Measuring the volume of data every
few seconds facilitates in avoidance of performance restrictions on the access of the
communication network 104 that may be imposed in case of a continuous monitoring of the
volume of data. In another implementation, the data measurement module 120 may be
configured to continuously measure the volume of data, for example, in high security alert

situations to avoid unauthorized use of the network services.
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[0049] Further, the data measurement module 120 may be configured to measure the
volume of data from a previous authentication point, i.c., from last occurrence of re-
authentication, as measuring the volume of data from the first time the communication device
102 registered with the communication network 104 may cause a false triggering of the re-
authentication. The measured volume of data may be further stored in the measurement data 130

by the data measurement module 120.

[0050] The measured volume of data may be further accessed by the data comparison
module 122 to determine whether a re-authentication of the communication device 102-1 needs
to be triggered or not. In one implementation, the comparison module 122 is configured to
compare the volume of data with a preset threshold for triggering re-authentication value,
hereinafter referred to as the re-authentication threshold value. For the purpose, the comparison
module 122 may obtain the re-authentication threshold value stored in the comparison data 132.
In one implementation, the re-authentication threshold value may be predefined by the network
operator of the communication network 104. The network operator may predefine the re-
authentication threshold value based upon the level of security desired in the communication
network 104. Setting a low re-authentication threshold value might result in frequent re-
authentication of the communication device 102, whereas a high re-authentication threshold
value may prolong the time period between two consequent re-authentications. For example, the
network operator may define the re-authentication threshold value of D Mb for triggering re-
authentication. The data comparison module 122 may thus compare the volume of data with the
re-authentication threshold value of D Mb to determine whether the volume of data transferred
between the communication device 102 and the communication network 104 has reached the re-
authentication threshold value. In one implementation, the data comparison module 122 may
compare the data transferred over at least one of the uplink channel and the downlink channel o
determine whether the volume of data transferred over either of these channels reaches the re-
authentication threshold value of D Mb. In another implementation, the data comparison module
122 may compare the combined data transferred over the uplink channel and the downlink
channel to determine whether the total volume of data transferred over at least one of these

channels has reached the re-authentication threshold value of D Mb.

[0051] In case the data comparison module 122 determines that the volume of data has

reached the re-authentication threshold value, the data comparison module 122 may generate a
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re-authentication trigger. Otherwise, the data comparison module 122 may indicate the data
measurement module 120 to keep measuring the volume of data. For instance, when the
communication device 102-1 is stolen, a fraudulent user of the communication device 102-1 may
use the services, such as internet access, messaging, and voice calls activated on the
communication devices 102-1 to its maximum use, thus increasing the volume of data transferred
between the communication device 102-1 and the communication network 104. The data
comparison module 122 in such a case may comparc the volume of data corresponding to
communication device 102-1 to determine that it has reached the re-authentication threshold
value and thus needs to be re-authenticated to ascertain if the communication device 102 is being

used by a fraudulent user.

[0052] For example, if a network operator predefines a threshold value say 50 Mb, and
the volume of data transferred over cither the uplink channel or the downlink link channel is less
than 50 Mb, the re-authentication will not be required. However, if the volume of data
transferred over cither the uplink channel or the downlink link channel is greater than or equal to
50 Mb, the re-authentication will be required. The data comparison module 122 may thus
generate the re-authentication trigger. In one implementation, the re-authentication trigger may
be a message asking the interaction module 124 to initiate an authentication process. In another
implementation, the re-authentication trigger can be a re-authentication alert indicating the

interaction module 124 to initiate the authentication process.

[0053] On receiving the re-authentication trigger, the interaction module 124 may request
the communication device 102 to provide authentication data having identity credentials
corresponding to the communication device 102. Upon receiving the request for authentication
data, the communication device 102 provides the authentication data to the interaction module
124. In one implementation, the interaction module 124 may request for the authentication data
using a challenge handshake authentication protocol (CHAP) challenge message. The
communication device 102 in response sends a CHAP response back to the interaction module
124. On receiving the CHAP response message the interaction module 124 saves the CHAP
response message in the interaction data 134. The interaction module 124 further sends an
access-request message to the AAA server 108 asking the AAA server 108 to authenticate the
communication device 102. The AAA server 108 subsequently compares the authentication data

of the communication device 102 with the equipment identity credentials stored in the AAA
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server 108. In case the communication device 102 is blacklisted or blocked in the AAA server
108, it fails the re-authentication procedure and the access to the network services is blocked.
The AAA server 108 in such a case may send an access rejection message to the RNC 110 for
indicating to the communication device 102 that its services have been blocked. If the
communication device 102 passes the authentication, the AAA server 108 sends an access accept

message to the RNC 110.

[0054] Further, the data measurement module 120 resets a data measurement counter,
used for measuring the volume of data transferred between the communication device 102 and
the communication network 104, to an initial value, say zero after the re-authentication has been
triggered. The data measurement module 120 may subsequently start measuring the data from

beginning for all the communication devices 102 that have passed the re-authentication.

[0055] The present subject matter thus enables triggering re-authentication of the
communication device 102 based on the volume of data transferred between the communication
device 102 and the communication network 104, thus reducing the monetary losses caused due
to fraudulent use of the communication device 102. For instance, a fraudulent user availing
network services will be authenticated based on the volume of data transferred and will be

blocked and denied access to the network services.

[0056] Figure 2 illustrates a method 200 for triggering re-authentication of a
communication device, such as the communication device 102, in accordance with an
embodiment of the present subject matter. Herein, some embodiments are also intended to cover
program storage devices, for example, digital data storage media, which are machine or
computer readable and encode machine-executable or computer-executable programs of
instructions, wherein said instructions perform some or all of the steps of the described method.
Further, the computer-executable programs are being loadable into a data-processing unit. The
program storage devices may be, for example, digital memories, magnetic storage media, such as

magnetic disks and magnetic tapes, hard drives, or optically readable digital data storage media.

[0057] The order in which the method is described is not intended to be construed as a
limitation, and any number of the described method blocks can be combined in any order to
implement the method, or an alternative method. Additionally, individual blocks may be deleted

from the method without departing from the spirit and scope of the subject matter described
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herein. Furthermore, the method can be implemented in any suitable hardware, software,

firmware, or combination thercof.

[0058] At block 202, a volume of data transferred between a communication device and a
communication network is measured. In one implementation, the volume of data transferred over
an uplink channel and a downlink channel between the communication device and the
communication network is measured after every few seconds. A data measurement module, for
example, the data measurement module 120 may be configured to measure the volume of data

transferred between the communication device 102 and the communication network 104.

[0059] At block 204, a comparison is made between the measured volume of data and a
re-authentication threshold value, predefined by a network operator. In one implementation, the
volume of data is compared with the re-authentication threshold value to ascertain whether the
measured volume of data is equal to or greater than the re-authentication threshold value. A data
comparison module, for example, the data comparison module 122 may be configured to
compare the measured volume of data with the threshold value. If the measured volume of data
is less than the threshold value, which is the 'NO' path from the block 204, the method proceeds
to block 202. In case if the measured volume of data is equal to or greater than the threshold

value, which is the "YES' path from the block 204, the method proceeds to block 206.

[0060] At block 206, a re-authentication of the communication device is triggered based
on the comparison. In one implementation, a re-authentication trigger may be generated in case
where the volume of data reaches the re-authentication threshold value. Based on the re-
authentication trigger, the communication device may be asked to provide authentication data
having identity credentials corresponding to the communication device. The authentication data
of the communication device may be subsequently used to authenticate the communication
device. The re-authentication, in one implementation, involves validating authenticity of the
communication device based on an equipment credentials database provided in the
communication network. The equipment credentials database typically includes a list of the
equipment identity credentials and the end user details corresponding to cach of the
communication devices registered with the network operator of the communication network. The
authentication data of the communication device may thus be compared with the equipment

identity credentials to identify fraudulent users.
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[0061] In case the communication device is blacklisted or blocked in the communication
network database, the communication device fails the re-authentication procedure and the
communication device’s access to the network services may be blocked. On passing the re-
authentication the communication device’s access to network services may be continued. In one
implementation, a data comparison module, for example, the data comparison module 122
gencrates the re-authentication trigger for initiating re-authentication of the communication

device 102.

[0062] At block 208, a data measuring counter is reset to zero after re-authentication has
been triggered. For example, the data measurement module 120 may reset the data measurement
counter to zero after the re-authentication of the communication device 102 has been triggered so

that a next cycle of re-authentication begins from zero Mb thus avoiding any false trigger.

[0063] Although embodiments for methods and systems for triggering user re-
authentication in a communication network have been described in a language specific to
structural features and/or methods, it is to be understood that the invention is not necessarily
limited to the specific features or methods described. Rather, the specific features and methods
are disclosed as exemplary embodiments for triggering user authentication in a communication

network.
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CLAIMS

A method for re-authentication of a communication device connected to a communication

network, the method comprising:

measuring a volume of data transferred between the communication device and the

communication nctwork;
comparing the volume of data with a preset re-authentication threshold value; and
triggering re-authentication of the communication device based on the comparison.

The method as claimed in claim I, wherein the method further comprises obtaining the re-
authentication threshold value determined by a network operator of the communication
network.
The method as claimed in any of the preceding claims, wherein the measuring further
comprises determining the volume of data transferred between the communication device
and the communication network over at least one of an uplink channel and a downlink
channel.
The method as claimed in any of the preceding claims, wherein the method further
comprises:

requesting authentication data from the communication device, and wherein the
authentication data comprises identity credentials corresponding to the communication
device;

receiving the authentication data from the communication device; and

providing the authentication data to an authentication, authorization, and accounting
(AAA) server of the communication network.
The method as claimed in any of the preceding claims, wherein the method further
comprises:

analyzing, based on identity credentials corresponding to the communication device,
equipment identity credentials corresponding to the communication device saved in the
authentication, authorization, and accounting (AAA) server of the communication network;

determining if the communication device is blacklisted based on the analysis; and

blocking the communication device from accessing services provided by a network

operator of the communication network based on the determining.
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A radio network controller (110) comprising:
a processor (112); and

a data measurement module (120) coupled to the processor (112), the data
measurement module (120) configured to measure a volume of data transferred between a

communication device (102) and a communication network (104); and

a data comparison module (122) coupled to the processor (112), the data

comparison module (122) configured to
compare the volume of data with a re-authentication threshold value; and

triggering re-authentication of the communication device (102) based on the

comparison.

The radio network controller (110) as claimed in claim 6, wherein the data measurement
module (120) is further configured to measure the volume of data transferred between the
communication device (102) and the communication network (104) over at least one of an
uplink channel and a downlink channel.

The radio network controller (110) as claimed in any one of the claims 6 or 7 further
comprising an interaction module (124) coupled to the processor (112), the interaction

module (124) configured to
receive authentication data from the communication device (102); and

transmit the authentication data to an authentication, authorization, and accounting
(AAA) server (108) coupled to the radio network controller (110) for re-authentication.
The radio network controller (110) as claimed in any one of the claims 6 to 8, wherein the
interaction module (124) may be configured to:

receive an access rejection message from the AAA server (108), wherein the access
rejection message indicates that the communication device (102) is blacklisted; and

block services to the communication device (102) based on the access rejection
message.
The radio network controller (110) as claimed in any one of the claims 6 to 9, wherein the
data comparison module (122) is further configured to generate a re-authentication trigger

based on the comparing.
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The radio network controller (110) as claimed in any one of the claims 6 to 10, wherein the
data measurement module (120) is further configured to reset a data measuring counter to
zero upon triggering of the re-authentication.

A computer-readable medium having embodied thereon a computer program for executing
a mecthod of re-authenticating a communication device connected to a communication

network, the method comprising:

measuring a volume of data transferred between the communication device and the

communication network;
comparing the volume of data with a preset re-authentication threshold value; and

triggering re-authentication of the communication device based on the comparison.
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