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(57) ABSTRACT 

A device, a system, and methods of securing an authentica 
tion device are disclosed. A security system includes an 
authentication device configured for transmitting a second 

signal to deactivate the authentication device, in response to 
receiving a first signal. The authentication device further 
includes a receiver, a transmitter, an activation device, and a 
power source, and wherein the second signal includes a 
unique identifier of the authentication device. The security 
system further includes an authentication device reader con 
figured for receiving the second signal from the authentica 
tion device, extracting the unique identifier from the second 
signal, and transmitting the extracted unique identifier. The 
security system further includes an identification data man 
agement system configured for storing Stored unique identi 
fiers corresponding to authentication devices, storing validity 
status indicators corresponding to the stored unique identifi 
ers, validating a transaction of the at least one authentication 
device in response to a combination of the corresponding 
stored unique identifier and the corresponding validity status 
indicator, receiving the extracted unique identifier from the 
authentication device reader, matching the extracted unique 
identifier with the plurality of stored unique identifiers, and 
deactivating the authentication device corresponding to the at 
least one matched stored unique identifier, wherein the deac 
tivation is performed by modifying the corresponding valid 
ity status indicator, if a match is found between the extracted 
unique identifier and at least one stored unique identifier. Also 
disclosed are a device and methods for securing the authen 
tication device. 

  

  



US 2011/O155802 A1 

·&………………-- Maxxx xxxxxx | – ; 

S. 
S. S S. S. SS SSS 

Jun. 30, 2011 Sheet 1 of 5 Patent Application Publication 

4 vs - - - - a 

  

  

  

  

  



Patent Application Publication Jun. 30, 2011 Sheet 2 of 5 US 2011/O155802 A1 

&& 
*W. 

-----------------------------------------------ak-sa-------------------------------------------------------------ass----------------x-xxx-xx-aassaxx-xx-aass-as-as-as-s-s-s-s-s-s-s-s-sarass-xx-xx-a-s-s-s-s-s-ass-------------------xx-xx-xx-xx-aa-a-a-a-a-Nar 

šs 
& 

Y Yx 
-(N- -- ~~~~----- 

xxxxxxx 

ruraruarya ------------ Axxxx ruruvarayur --a-----------surrouruvayuraruarryra-urs-----array 

& & 
'^: o 

s s 

s s s 

  

  

  

  



US 2011/O155802 A1 

s 

Jun. 30, 2011 Sheet 3 of 5 Patent Application Publication 

× 

N. 

**** 

3. 

swassessssssssssssssssssss 

'''''''''''''''''''''''''''''''''', 

  

  

  

  



US 2011/O155802 A1 Jun. 30, 2011 Sheet 4 of 5 Patent Application Publication 

$$$$$. 

S-craraxx-x-xx-aa-ra-a-a------------------arrar 
s 

S$388 & 

'''''''xxxxxxYa'a'a'a'a'asa'a'asa'asa'a'awasawaxaawaaxxaasaxxaaaaaaaaaaas 

is is six 
exeseasessessesseraarassesser 

8. 

z~~~~*~~~~~~~~~~~~~~~~); 

is's S: 

is exississis iriesii is 
dig to attieri 
As 

Sixties waiiriity statis is di: 

Siasi S. 
&: 

  

  

  

  

  

  

  

  



xxxxxxxxx3 

US 2011/O155802 A1 Jun. 30, 2011 Sheet 5 of 5 Patent Application Publication 

& 
SS 

& S. & six S 

XY & As 

Ssss 
S 

S 

S 
SS 
Ss. 
S 

    

  



US 2011/O 1558O2 A1 

PROTECTINGELECTRONIC CARDS 

BACKGROUND OF THE INVENTION 

0001 Use of electronic cards is increasing rapidly and is 
gaining widespread acceptance by people. There are many 
types of electronic cards, such as, for example, an electronic 
credit card, an electronic debit card, an electronic financial 
card and an electronic identification card. Electronic credit 
cards are used extensively as they provide flexibility ofuse for 
multiple purposes and users don’t have to physically carry 
large amount of cash, which can be risky. 
0002 Recent innovations have brought significant secu 
rity-related advances to the electronic cards and consumer 
banking industries. In the 1980s, holographic images were 
introduced and included on plastic card faces to deter the 
manufacture of counterfeit cards. More recently, some cards 
have been configured to include a photograph of the autho 
rized user, thereby obviating the need for a purchaser to 
present separate identification and decreasing the likelihood 
of fraud. More recently, Smart cards, also known as personal 
data cards or chip cards, which include a memory chip inte 
gral with the card, now provide additional security features. 

SUMMARY OF THE INVENTION 

0003 Principles of the embodiments of the invention are 
directed to a device, a system, and methods of securing an 
authentication device. Accordingly, embodiments of the 
invention disclose an authentication device configured to 
transmit a second signal to deactivate the authentication 
device, in response to receiving a first signal by the authenti 
cation device. 
0004. The authentication device is one of an electronic 
credit card, an electronic debit card, an electronic financial 
card, and an electronic identification card. The second signal 
is a wireless signal and is one selected from a group of a radio 
frequency identification signal, an optical signal, an audio 
signal, a magnetic signal, an electromagnetic signal, and an 
infra-red signal. The authentication device includes a receiver 
that is configured to receive the first signal and transmit an 
input signal to an activation device. The activation device is 
configured to receive the input signal and produce an activa 
tion signal. The authentication device further includes a 
power source configured to provide energy to the activation 
device. The authentication device further includes a transmit 
ter configured to receive the activation signal from the acti 
Vation device and transmit the second signal to deactivate the 
authentication device. The second signal includes a unique 
identifier corresponding to the authentication device. 
0005. A further embodiment of the invention discloses the 
security system including the authentication device, and fur 
ther includes an authentication device reader configured to 
interact with the authentication device, receive the second 
signal from the transmitter of the authentication device, and 
extract the unique identifier from the second signal. The 
authentication device reader is further configured to receive a 
communication from a user and abandon transmission of the 
extracted unique identifier, in response to receiving the com 
munication. The authentication device reader is further con 
figured to transmit the extracted unique identifier, wherein the 
transmission is in response to receiving the second signal. 
0006 Embodiments of the invention further disclose the 
security system further including an identification data man 
agement system configured to store a plurality of stored 
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unique identifiers corresponding to a plurality of authentica 
tion devices, store a plurality of validity status indicators 
corresponding to the plurality of stored unique identifiers, and 
validate a transaction of the at least one authentication device 
in response to a combination of the corresponding stored 
unique identifier and the corresponding validity status indi 
cator, wherein the identification data management system is 
functionally coupled to the authentication device reader. 
0007 Embodiments of the invention further disclose the 
identification data management system being further config 
ured to receive the extracted unique identifier from the 
authentication device reader, match the extracted unique 
identifier with the plurality of stored unique identifiers, and 
deactivate the authentication device corresponding to the at 
least one matched stored unique identifier, wherein the deac 
tivation is performed by modifying the corresponding valid 
ity status indicator, if a match is found between the extracted 
unique identifier and at least one stored unique identifier. 
0008 Embodiments of the invention further disclose the 
identification data management system being further config 
ured to store at least one secondary stored unique identifier 
corresponding to the at least one stored unique identifier, 
wherein the at least one secondary stored unique identifier 
corresponds to a secondary authentication device, and store a 
secondary validity status indicator corresponding to each of 
the secondary stored unique identifiers. If a match is found 
between the extracted unique identifier and the at least one 
stored unique identifier, the identification data management 
system is further configured to identify the at least one sec 
ondary stored unique identifier associated with the at least 
one matched stored unique identifier, and deactivate the at 
least one secondary authentication device, wherein the deac 
tivation is performed by modifying the secondary validity 
status indicator corresponding to the at least one matched 
secondary stored unique identifier. Other embodiments are 
also disclosed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 Embodiments of the invention are described in 
detail below, by way of example only, with reference to the 
following schematic drawings, where: 
0010 FIG. 1 shows a schematic of a security system for 
securing an authentication device in accordance with an 
example embodiment of the invention; 
0011 FIG. 2 shows a schematic illustrating an authentica 
tion device in accordance with an example embodiment of the 
invention; 
0012 FIG. 3 shows a schematic of a security system for 
securing an authentication device in accordance with an alter 
nate embodiment of the invention; 
0013 FIG. 4 shows a flow chart for securing an authenti 
cation device as disclosed in one embodiment of the invention 
and in accordance with the security system of FIG. 1; and 
0014 FIG. 5 shows a flow chart for securing an authenti 
cation device as disclosed in an alternate embodiment of the 
invention and in accordance with the security system of FIG. 
3. 

DETAILED DESCRIPTION OF THE INVENTION 

00.15 Principles of the embodiments of the invention are 
directed to a device, a system, and methods of securing an 
authentication device. Recent innovations have brought sig 
nificant security-related advances to the authentication 



US 2011/O 1558O2 A1 

devices such as electronic cards and consumer banking indus 
tries. However, many technologies are not able to eliminate 
potential fraud. The use of signature as a validation control 
may be overlooked as forged. The use of credit cards with the 
Vendors even with security measure as the holographic image 
or photographs is not enough to eliminate fraud. It has been 
difficult to stop hackers from penetrating secure websites. 
0016 Apart from these issues with the use of electronic 
cards in general, the security of electronic cards or authenti 
cation devices in general becomes more relevant in less fre 
quent but important events like a user of an authentication 
device being involved in an accident or being held for ransom. 
In case of a user having an accident in a vehicle, if the user is 
unconscious or dead, then it is relatively easy for criminals to 
misuse the electronic cards. For friends or relatives who want 
to deactivate the electronic cards of the owner to prevent 
misuse by criminals, it is difficult as the friends or relatives 
may not have access to all the details necessary for the deac 
tivation to take place by the electronic card authority. Even in 
case of the owner of electronic card is not unconscious, for her 
to deactivate the authentication card is a tedious process, 
which typically entails calling up a number provided by the 
electronic card institution and providing many details to 
ascertain the authenticity of the user. 
0017 FIG. 1 shows a schematic 100 of a security system 
for securing an authentication device in accordance with an 
example embodiment of the invention. FIG. 1 schematic 100 
depicts security system 102 shown by a dotted line, first signal 
121, user 142 and communication 141. Security system 102 
further includes authentication device 120, authentication 
device reader 140 and identification data management system 
150. Authentication device 120 is one of an electronic credit 
card, an electronic debit card, an electronic financial card, or 
an electronic identification card. Authentication device 120 
further includes receiver 122, activation device 128, power 
source 130, and a transmitter 124. Activation device 128 is 
communicatively coupled to power source 130, transmitter 
124 and receiver 122. In an alternate configuration, receiver 
122 and transmitter 124 may be combined to be just one 
transceiver 126, shown by a dotted box. Receiver 122 is 
capable of receiving first signal 121. Receiver 122 can be one 
ofa touchpad, abutton, an impact transducer, and a keypad. In 
one exemplary mode, when an owner of the authentication 
device 120 meets with an accident, the authentication device 
120 is impacted. The impact is, in an exemplary mode, first 
signal 121, which is an external signal. Receiver 122 is con 
figured to receive first signal 121 and transmit input signal 
125 to activation device 128. Activation device 128 is one 
selected from a set including a microprocessor, an integrated 
circuit and a processor. 
0018 Activation device 128 is configured to receive input 
signal 125 and produce activation signal 127. Power source 
130 is one selected from a group including a battery, a Solar 
powered source, a motion based power source, and a piezo 
electric source. Power source 130 is configured to provide 
energy to activation device 128. Transmitter 124 is one 
selected from an antenna and a signal generator. Transmitter 
124 is configured to receive activation signal 127 from acti 
vation device 128 and transmit second signal 123 to deacti 
vate authentication device 120. In an exemplary mode, when 
the credit card is impacted due to an accident, the card itself is 
able to send a signal to deactivate itself. 
0019 Second signal 123 is a wireless signal and is one of 
a radio frequency identification signal, an optical signal, an 
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audio signal, a magnetic signal, an electromagnetic signal, 
and an infra-red signal. Second signal 123 includes unique 
identifier 132 corresponding to authentication device 120. 
0020 Security system 102 includes authentication device 
120 and further includes authentication device reader 140 
configured to interact with authentication device 120, receive 
second signal 123 from transmitter 124 of authentication 
device 120 and extract unique identifier 132 from second 
signal 123. Authentication device reader 140 is further con 
figured to transmit extracted unique identifier 132, wherein 
the transmission is in response to receiving second signal 123. 
In an exemplary mode authentication device reader 140 is a 
reader fitted in a vehicle that is able to pickup signal. Such as, 
second signal 123, and then transmit unique identifier 132 to 
a host computer where information about authentication 
device 120 is stored. Authentication device reader 140 is 
further configured to receive communication 141 from user 
142, and abandon transmission of extracted unique identifier 
132 in response to receiving communication 141. In an exem 
plary mode, communication 141 can be a password or a PIN 
that the user 142 enters to abort the transmission of extracted 
unique identifier. 
0021 Security system 102 further includes identification 
data management system 150 configured to store a plurality 
of stored unique identifiers corresponding to a plurality of 
authentication devices, store a plurality of validity status indi 
cators corresponding to the plurality of stored unique identi 
fiers, and validate a transaction of the at least one authentica 
tion device 120 in response to a combination of the 
corresponding stored unique identifier 132 and the corre 
sponding validity status indicator, wherein the identification 
data management system 150 is functionally coupled to the 
authentication device reader 140. In an exemplary mode, 
database 152 is used for the storage of data. Identification data 
management system 150, in an exemplary mode, is a database 
management system DBMS that stores data about various 
electronic cards, in a relational database system. In an exem 
plary mode, identification data management system 150 is 
connected to authentication device reader 140 via internet. 

0022. Identification data management system 150 is fur 
ther configured to receive extracted unique identifier 132 
from authentication device reader 140, and match extracted 
unique identifier 132 with the plurality of stored unique iden 
tifiers. Identification data management system 150 is further 
configured to deactivate the authentication device 120 corre 
sponding to the at least one matched stored unique identifier, 
wherein the deactivation is performed by modifying the cor 
responding validity status indicator, if a match is found 
between the extracted unique identifier 132 and at least one 
stored unique identifier. In an exemplary mode, when the 
electronic card is deactivated in the database by making valid 
ity status indicator to invalid, no transaction will be allowed 
thereon and the potential for fraud is reduced. 
0023 Identification data management system 150 is fur 
ther configured to store at least one secondary stored unique 
identifier corresponding to the at least one stored unique 
identifier, wherein the at least one secondary stored unique 
identifier corresponds to a secondary authentication device, 
store a secondary validity status indicator corresponding to 
each of the secondary stored unique identifiers. In an exem 
plary mode, a secondary authentication device is another 
credit card or debit card of the same person. If a match is 
found between extracted unique identifier 132 and the at least 
one stored unique identifier, then identification data manage 



US 2011/O 1558O2 A1 

ment system 150 is further configured to identify at least one 
secondary stored unique identifier associated with the at least 
one matched stored unique identifier, and deactivate the at 
least one secondary authentication device, wherein the deac 
tivation is performed by modifying the secondary validity 
status indicator corresponding to the at least one matched 
secondary stored unique identifier. 
0024. In an exemplary mode, not only the original authen 
tication device 120 will be invalidated, but also at least some 
of the secondary electronic cards associated with the same 
person will be invalidated, providing more security to the 
person. 
0025 Inyet another exemplary mode, receiver 122 may be 
a button, which the owner of authentication device 120 may 
press. Pressing the button is first signal 121 that is able to 
trigger the same mechanism described in other embodiments, 
eventually resulting into deactivation of authentication device 
120, and thus protecting the owner financially. 
0026 FIG.2 shows a schematic 200 illustrating an authen 
tication device inaccordance with an example embodiment of 
the invention. Schematic 200 depicts authentication device 
202. Authentication device 202 includes all the details of 
authentication device 120 of FIG. 1. Authentication device 
202 further includes alphanumeric display, such as an LED or 
LCD display 204. Authentication device 202 also includes a 
ROM 206 that may be used to store the fingerprint, biometric 
data, encryption keys, a transaction counter or any otheriden 
tity or transaction related data. ROM206 can be an EEPROM. 
0027 FIG. 3 shows a schematic 300 of a security system 
302 for securing an authentication device 120 of FIG. 1 in 
accordance with an alternate embodiment of the invention. 
Security system 302 includes authentication device reader 
140 of FIG. 1 and identification data management system 150 
of FIG. 1. Authentication device reader 140 is configured to 
receive third signal 301, wherein third signal 301 is associated 
with authentication device 120 of FIG. 1 having unique iden 
tifier 132 of FIG.1. Authentication device reader 140 is also 
configured to extract unique identifier 132 and transmit fourth 
signal 303 to deactivate authentication device 120, in 
response to receiving third signal 301, wherein fourth signal 
303 includes extracted unique identifier 132. 
0028. In an exemplary mode, authentication device reader 
140 is a reader fitted in a vehicle and is able to get a signal 
from a mechanism of airbag inflating in response to an acci 
dent, and authentication device reader 140 is capable of 
retrieving unique identifier 132 of the owner of the vehicle 
and presumably also of authentication device 120, which 
needs instant deactivation for security reasons. 
0029 Authentication device reader 140 is further config 
ured to receive communication 141 of FIG.1 from user 142 of 
FIG. 1, and abandon transmission of fourth signal 303 in 
response to receiving communication 141. In an exemplary 
mode, communication 141 can be a password or a PIN that the 
user 142 enters to abort the transmission of extracted unique 
identifier. 
0030 Security system 302 further includes identification 
data management system 150 of FIG. 1 configured to store a 
plurality of stored unique identifiers corresponding to a plu 
rality of authentication devices, store a plurality of validity 
status indicators corresponding to the plurality of stored 
unique identifiers, and validate a transaction of the at least one 
authentication device 120 in response to a combination of the 
corresponding stored unique identifier 132 and the corre 
sponding validity status indicator, wherein the identification 
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data management system 150 is functionally coupled to the 
authentication device reader 140. In an exemplary mode, 
database 152 of FIG. 1 is used for the storage of data. Iden 
tification data management system 150, in an exemplary 
mode, is a database management system DBMS that stores 
data about various electronic cards, in a relational database 
system. In an exemplary mode, identification data manage 
ment system 150 is connected to authentication device reader 
140 via internet. 

0031) Identification data management system 150 is fur 
ther configured to receive fourth signal 303 from authentica 
tion device reader 140, extract unique identifier 132 from 
fourth signal 303, and match extracted unique identifier 132 
with the plurality of stored unique identifiers. Identification 
data management system 150 is further configured to deacti 
vate the authentication device 120 corresponding to the at 
least one matched stored unique identifier, wherein the deac 
tivation is performed by modifying the corresponding valid 
ity status indicator, if a match is found between the extracted 
unique identifier 132 and at least one stored unique identifier. 
In an exemplary mode, when the electronic card is deacti 
vated in the database by making validity status indicator to 
invalid, no transaction will be allowed thereon and the 
potential for fraud is reduced. 
0032. Identification data management system 150 is fur 
ther configured to store at least one secondary stored unique 
identifier corresponding to the at least one stored unique 
identifier, wherein the at least one secondary stored unique 
identifier corresponds to a secondary authentication device, 
store a secondary validity status indicator corresponding to 
each of the secondary stored unique identifiers. In an exem 
plary mode, a secondary authentication device is another 
credit card or debit card of the same person. If a match is 
found between extracted unique identifier 132 and the at least 
one stored unique identifier, then identification data manage 
ment system 150 is further configured to identify at least one 
secondary stored unique identifier associated with the at least 
one matched stored unique identifier, and deactivate the at 
least one secondary authentication device, wherein the deac 
tivation is performed by modifying the secondary validity 
status indicator corresponding to the at least one matched 
secondary stored unique identifier. 
0033. In an exemplary mode, not only the original authen 
tication device 120 will be invalidated, but also at least some 
of the secondary electronic cards associated with the same 
person will be invalidated, providing more security to the 
person. 

0034 FIG. 4 shows a flow chart 400 for securing an 
authentication device 120 of FIG. 1 as disclosed in one 
embodiment of the invention and in accordance with the 
security system 102 of FIG. 1. Flow chart 400 includes step 
402 depicting receiving a first signal. Step 404 depicts trans 
mitting a second signal to deactivate the authentication 
device, in response to receiving a first signal, wherein the 
transmitting is performed by the authentication device, and 
wherein the authentication device includes a receiver, a trans 
mitter, an activation device, and a power source, and wherein 
the second signal includes a unique identifier of the authen 
tication device. An authentication device reader is communi 
catively coupled to the authentication device. As depicted in 
step 406, the authentication device reader is configured for 
receiving the second signal from the authentication device. As 
depicted in step 408, the authentication device reader is con 
figured for extracting the unique identifier from the second 
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signal. As depicted in step 410, the authentication device 
reader is configured for transmitting the extracted unique 
identifier. An identification data management system is com 
municatively coupled to the authentication device reader. As 
depicted in step 412, the identification data management sys 
tem is configured for storing a plurality of stored unique 
identifiers corresponding to a plurality of authentication 
devices. 

0035. As depicted in step 414, the identification data man 
agement system is configured for storing a plurality of valid 
ity status indicators corresponding to the plurality of stored 
unique identifiers. As depicted in step 416, the identification 
data management system is further configured for validating 
a transaction of the at least one authentication device in 
response to a combination of the corresponding stored unique 
identifier and the corresponding validity status indicator. As 
depicted in step 418, the identification data management sys 
tem is configured for receiving the extracted unique identifier 
from the authentication device reader. As depicted in step 
420, the identification data management system is configured 
for matching the extracted unique identifier with the plurality 
of stored unique identifiers. As depicted in step 422, the 
identification data management system is configured for 
deactivating the authentication device corresponding to the at 
least one matched stored unique identifier, wherein the deac 
tivation is performed by modifying the corresponding valid 
ity status indicator, if a match is found between the extracted 
unique identifier and at least one stored unique identifier. 
0036 FIG. 5 shows a flow chart 500 for securing an 
authentication device 120 of FIG. 1 as disclosed in an alter 
nate embodiment of the invention and in accordance with the 
security system 302 of FIG. 3. Flow chart 500 includes step 
502 depicting an authentication device reader configured for 
receiving a third signal. The authentication device reader is 
communicatively coupled to the authentication device. As 
depicted in step 504, the authentication device reader is con 
figured for extracting the unique identifier associated with the 
authentication device and step 506 depicts transmitting a 
fourth signal to deactivate the authentication device, in 
response to receiving the third signal, wherein the fourth 
signal includes the unique identifier. An identification data 
management system is communicatively coupled to the 
authentication device reader. As depicted in step 508, the 
identification data management system is configured for Stor 
ing a plurality of stored unique identifiers corresponding to a 
plurality of authentication devices. 
0037. As depicted in step 510, the identification data man 
agement system is configured for storing a plurality of valid 
ity status indicators corresponding to the plurality of stored 
unique identifiers and step 512 depicts validating a transac 
tion of the at least one authentication device in response to a 
combination of the corresponding stored unique identifier 
and the corresponding validity status indicator. As depicted in 
step 514, the identification data management system is con 
figured for receiving the fourth signal from the authentication 
device reader and extracting the extracted unique identifier 
from the fourth signal. As depicted in step 516, the identifi 
cation data management system is configured for matching 
the extracted unique identifier with the plurality of stored 
unique identifiers and step 518 depicts deactivating the 
authentication device corresponding to the at least one 
matched stored unique identifier, wherein the deactivation is 
performed by modifying the corresponding validity status 
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indicator, if a match is found between the extracted unique 
identifier and at least one stored unique identifier. 
What is claimed is: 
1. An authentication device configured to transmit a second 

signal to deactivate the authentication device, in response to 
receiving a first signal by the authentication device. 

2. The authentication device of claim 1, wherein the 
authentication device is one selected from a group comprising 
an electronic credit card, an electronic debit card, an elec 
tronic financial card, and an electronic identification card. 

3. The authentication device of claim 1, wherein the second 
signal is a wireless signal and is at least one selected from a 
group of a radio frequency identification signal, an optical 
signal, an audio signal, a magnetic signal, an electromagnetic 
signal, and an infra-red signal. 

4. The authentication device of claim 1, further compris 
ing: 

a receiver configured to: 
receive the first signal; and 
transmit an input signal to an activation device; 

the activation device configured to: 
receive the input signal; and 
produce an activation signal; 

a power source configured to: 
provide energy to the activation device; and 

a transmitter configured to: 
receive the activation signal from the activation device; 
and 

transmit the second signal to deactivate the authentica 
tion device. 

5. The authentication device of claim 4, wherein: 
the receiver is at least one selected from a touchpad, a 

button, an impact transducer, and a keypad; and 
the transmitter is at least one selected from an antenna and 

a signal generator. 
6. The authentication device of claim 4, wherein the acti 

Vation device is communicatively coupled to the power 
Source, the transmitter and the receiver. 

7. The authentication device of claim 4, wherein the acti 
Vation device is selected from a set comprising a micropro 
cessor, an integrated circuit, and a processor. 

8. The authentication device of claim 4, wherein the power 
Source is one selected from a group comprising a battery, a 
Solar powered source, a motion based power source, and a 
piezoelectric source. 

9. The authentication device of claim 4, wherein the second 
signal includes a unique identifier corresponding to the 
authentication device. 

10. A security system comprising: 
an authentication device configured to transmit a second 

signal to deactivate the authentication device, in 
response to receiving a first signal by the authentication 
device, wherein the second signal includes a unique 
identifier corresponding to the authentication device, the 
authentication device comprising: 
a receiver configured to receive the first signal; and 

transmit an input signal to an activation device; 
the activation device configured to receive the input 

signal; and produce an activation signal; 
a power source configured to provide energy to the acti 

Vation device; and 
a transmitter configured to receive the activation signal 

from the activation device; and transmit the second 
signal to deactivate the authentication device; and 
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an authentication device reader configured to: 
interact with the authentication device; 
receive the second signal from the transmitter of the 

authentication device; and 
extract the unique identifier from the second signal. 

11. The security system of claim 10, wherein the authen 
tication device reader is further configured to: 

receive a communication from a user; and 
abandon transmission of the extracted unique identifier, in 

response to receiving the communication. 
12. The security system of claim 10, wherein the authen 

tication device reader is further configured to: 
transmit the extracted unique identifier, wherein the trans 

mission is in response to receiving the second signal. 
13. The security system of claim 12, further comprising: 
an identification data management system configured to: 

store a plurality of stored unique identifiers correspond 
ing to a plurality of authentication devices; 

store a plurality of validity status indicators correspond 
ing to the plurality of stored unique identifiers; and 

validate a transaction of the at least one authentication 
device in response to a combination of the corre 
sponding stored unique identifier and the correspond 
ing validity status indicator, wherein the identification 
data management system is functionally coupled to 
the authentication device reader. 

14. The security system of claim 13, wherein the identifi 
cation data management system is further configured to: 

receive the extracted unique identifier from the authentica 
tion device reader, and 

match the extracted unique identifier with the plurality of 
stored unique identifiers. 

15. The security system of claim 14, wherein the identifi 
cation data management system is further configured to: 

deactivate the authentication device corresponding to the at 
least one matched stored unique identifier, wherein the 
deactivation is performed by modifying the correspond 
ing validity status indicator, if a match is found between 
the extracted unique identifier and at least one stored 
unique identifier. 

16. The security system of claim 14, wherein the identifi 
cation data management system is further configured to: 

store at least one secondary stored unique identifier corre 
sponding to the at least one stored unique identifier, 
wherein the at least one secondary stored unique identi 
fier corresponds to a secondary authentication device; 

store a secondary validity status indicator corresponding to 
each of the secondary stored unique identifiers; and 

if a match is found between the extracted unique identifier 
and the at least one stored unique identifier: 
identify the at least one secondary stored unique identi 

fier associated with the at least one matched stored 
unique identifier; and 

deactivate the at least one secondary authentication 
device, wherein the deactivation is performed by 
modifying the secondary validity status indicator cor 
responding to the at least one matched secondary 
stored unique identifier. 

17. A security system comprising: 
an authentication device reader configured to: 

receive a third signal, wherein the third signal is associ 
ated with an authentication device having a unique 
identifier; and 

extract the unique identifier. 
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18. The security system of claim 17, wherein the authen 
tication device reader is further configured to: 

receive a communication from a user; and 
abandon transmission of a fourth signal, in response to 

receiving the communication. 
19. The security system of claim 17, wherein the authen 

tication device reader is further configured to: 
transmit a fourth signal to deactivate the authentication 

device, in response to receiving the third signal, wherein 
the fourth signal includes the extracted unique identifier. 

20. The security system of claim 19, further comprising: 
an identification data management system configured to: 

store a plurality of stored unique identifiers correspond 
ing to a plurality of authentication devices; 

store a plurality of validity status indicators correspond 
ing to the plurality of stored unique identifiers; and 

validate a transaction of the at least one authentication 
device in response to a combination of the corre 
sponding stored unique identifier and the correspond 
ing validity status indicator, wherein the identification 
data management system is functionally coupled to 
the authentication device reader. 

21. The security system of claim 20, wherein the identifi 
cation data management system is further configured to: 

receive the fourth signal from the authentication device 
reader, 

extract the unique identifier from the fourth signal; and 
match the extracted unique identifier with the plurality of 

stored unique identifiers. 
22. The security system of claim 21, wherein the identifi 

cation data management system is further configured to: 
deactivate the authentication device corresponding to the at 

least one matched stored unique identifier, wherein the 
deactivation is performed by modifying the correspond 
ing validity status indicator, if a match is found between 
the extracted unique identifier and at least one stored 
unique identifier. 

23. The security system of claim 21, wherein the identifi 
cation data management system is further configured to: 

store at least one secondary stored unique identifier corre 
sponding to the at least one stored unique identifier, 
wherein the at least one secondary stored unique identi 
fier corresponds to a secondary authentication device; 

store a secondary validity status indicator corresponding to 
each of the secondary stored unique identifiers; and 

if a match is found between the extracted unique identifier 
and the at least one stored unique identifier: 
identify the at least one secondary stored unique identi 

fier associated with the at least one matched stored 
unique identifier; and 

deactivate the at least one secondary authentication 
device, wherein the deactivation is performed by 
modifying the secondary validity status indicator cor 
responding to the at least one matched secondary 
stored unique identifier. 

24. A method of securing an authentication device, the 
method comprising: 

transmitting a second signal to deactivate the authentica 
tion device, in response to receiving a first signal, 
wherein the transmitting is performed by the authenti 
cation device, and wherein the authentication device 
includes a receiver, a transmitter, an activation device, 
and a power source, and wherein the second signal 
includes a unique identifier of the authentication device; 
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an authentication device reader, communicatively coupled 
to the authentication device, wherein the authentication 
device reader is configured for: 
receiving the second signal from the authentication 

device; 
extracting the unique identifier from the second signal; 
and 

transmitting the extracted unique identifier, and 
an identification data management system, communica 

tively coupled to the authentication device reader, 
wherein the identification data management system is 
configured for: 
storing a plurality of stored unique identifiers corre 

sponding to a plurality of authentication devices; 
storing a plurality of validity status indicators corre 

sponding to the plurality of stored unique identifiers; 
validating a transaction of the at least one authentication 

device in response to a combination of the corre 
sponding stored unique identifier and the correspond 
ing validity status indicator; 

receiving the extracted unique identifier from the 
authentication device reader, 

matching the extracted unique identifier with the plural 
ity of stored unique identifiers; and 

deactivating the authentication device corresponding to 
the at least one matched stored unique identifier, 
wherein the deactivation is performed by modifying 
the corresponding validity status indicator, if a match 
is found between the extracted unique identifier and at 
least one stored unique identifier. 

25. A method of securing an authentication device, the 
method comprising: 

an authentication device reader, communicatively coupled 
to the authentication device, wherein the authentication 
device reader is configured for: 
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receiving a third signal; 
extracting the unique identifier associated with the 

authentication device; and 
transmitting a fourth signal to deactivate the authentica 

tion device, in response to receiving the third signal, 
wherein the fourth signal includes the unique identi 
fier; and 

an identification data management system, communica 
tively coupled to the authentication device reader, 
wherein the identification data management system is 
configured for: 
storing a plurality of stored unique identifiers corre 

sponding to a plurality of authentication devices; 
storing a plurality of validity status indicators corre 

sponding to the plurality of stored unique identifiers; 
validating a transaction of the at least one authentication 

device in response to a combination of the corre 
sponding stored unique identifier and the correspond 
ing validity status indicator; 

receiving the fourth signal from the authentication 
device reader; 

extracting the extracted unique identifier from the fourth 
signal; 

matching the extracted unique identifier with the plural 
ity of stored unique identifiers; and 

deactivating the authentication device corresponding to 
the at least one matched stored unique identifier, 
wherein the deactivation is performed by modifying 
the corresponding validity status indicator, if a match 
is found between the extracted unique identifier and at 
least one stored unique identifier. 
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