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(54) Method of detecting abnormal use of a non volatile memory

(57) The invention is a method of detecting abnormal
use of a first non volatile memory embedded in an elec-
tronic token having a microprocessor and a second mem-
ory. Said second memory comprises a software intended
to be executed by the microprocessor. Said first non vol-
atile memory is defined by a set of address. The method
comprises the steps of
- getting a first time data,�
- detecting a programming operation in the first non vol-
atile memory,�
- identifying the software currently executed as being the
current software, �
- identifying the programmed address targeted by said
programming operation,�
- incrementing a counter associated to the programmed
address,�
- getting a second time data,�
- computing an address programming frequency thresh-
old based on first and second time data,�
- according to the result of a comparison of said counter
with the address programming frequency threshold,
identifying the current software as a bad software.
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Description

�(Field of the invention)

�[0001] The present invention relates to methods of de-
tecting abnormal use of a non volatile memory. It relates
particularly to methods of detecting abnormal use of a
non volatile memory embedded in electronic token.

�(Prior art)

�[0002] Most of the electronic tokens comprise at least
a non volatile memory of EEPROM and/or Flash type.
The manufacturers of memory know that whatever the
technology of the non volatile memories, there is a max-
imum number N of possible read- �write operations for
each cell constituting a memory. Beyond this number N,
there is a high risk of alteration or loss or data intended
to be stored in memory. Indeed, it is considered that a
memory is worn out when the number of programming/
erasing operations has reached this number N. Thus the
memory lifecycle is limited. For a Flash memory, this
maximum number N is typically equal to 100,000.
�[0003] Several methods of memory management are
known according to the prior art for optimizing the mem-
ory use duration.
�[0004] In a first type of known memory management,
a given data is successively written in different physical
cells. This solution allows distributing programming ac-
cess to a given data on several cells. This solution avoids
the stress of a cell when a given data is often written.
�[0005] In a second type of known memory manage-
ment, a retry counter is used in order to track failure of
cell access. A retry counter is incremented when a pro-
gramming operation must be carried out through several
identical programming operations. A retry is generally
performed when the cell lifecycle is close to the limit and
the cell becomes unstable. When the retry counter reach-
es a predefined value the corresponding cell may be con-
sidered as worn and marked as unavailable.
�[0006] However known methods of memory manage-
ment do not allow avoiding an application to overstress
a non volatile memory abnormally.

�(Summary of the Invention)

�[0007] The invention aims at detecting an application
which performs abnormal use of a non volatile memory
embedded in an electronic token.
�[0008] The object of the present invention is a method
of detecting abnormal use of a first non volatile memory
embedded in an electronic token. Said electronic token
has a microprocessor and a second memory comprising
at least a software intended to be executed by the micro-
processor. Said first non volatile memory is defined by a
set of address. Said method comprises the following
steps of

e) getting a first time data,
a) detecting a programming operation in the first non
volatile memory,
b) identifying the software currently executed by the
microprocessor as being the current software,
c) identifying the programmed address targeted by
said programming operation,
d) incrementing a counter associated to the pro-
grammed address,
f) getting a second time data,
g) computing an address programming frequency
threshold based on first and second time data,
h) according to the result of a comparison of said
counter with the address programming frequency
threshold, identifying the current software as a bad
software.�
Advantageously, the steps 6), 7) and 8) may be per-
formed only if a predefined event occurred. �
The electronic token may be connected to a host
machine and the predefined event may be a prede-
fined number of commands received from the host
machine.�
The electronic token may be a smart card and the
predefined event may be a predefined number of
Status command received from the host machine.�
The predefined event may be a predefined timer du-
ration.�
Advantageously, the first non volatile memory may-
be either of EEPROM or Flash type, and the com-
puting step g) may based on the features of said first
non volatile memory. �
The method may comprise the further step of locking
and/or stopping and/or deleting the current software
identified as a bad software.�
Advantageously, the method may comprise the fur-
ther steps executed before step a):
j) getting a third time data,
k) detecting a programming operation in the first non
volatile memory,
1) identifying the software currently executed by the
microprocessor as being the current software,
m) incrementing a second counter associated to the
current software,
n) getting a fourth time data,
o) computing a software programming frequency
threshold based on third and fourth time data,
p) according to the result of a comparison of said
second counter with the software programming fre-
quency threshold, identifying the current software as
a potential bad software.

�[0009] Alternatively, the steps n), o) and p) may be
performed only if a second predefined event occurred.
�[0010] Advantageously, the electronic token may be
connected to a host machine and the second predefined
event may be a predefined number of commands re-
ceived from the host machine.
�[0011] The electronic token may be a smart card and
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the second predefined event may be is a predefined
number of Status command received from the host ma-
chine.
�[0012] The electronic token may be a portable audio
device, a mobile handset, a personal digital assistant or
a USB token.
�[0013] Another object of the invention is an electronic
token containing a microprocessor, a first non volatile
memory defined by a set of address, a second memory
comprising at least a software intended to be executed
by the microprocessor, means for detecting a program-
ming operation in the first non volatile memory, means
for identifying the software currently executed by the mi-
croprocessor as being the current software, means for
identifying the programmed address targeted by said pro-
gramming operation, and means for incrementing a
counter associated to the programmed address.
�[0014] Said means are able to get first and second time
data, to compute an address programming frequency
threshold based on first and second time data, to com-
pare said counter with the address programming fre-
quency threshold and if said counter exceeds or reaches
the address programming frequency threshold, then to
identify the current software as a software which abnor-
mally uses the first non volatile memory.
�[0015] Advantageously, the means may wait for a pre-
defined event before getting the second time data, before
computing the address programming frequency thresh-
old, and before comparing the counter associated to the
programmed address with the address programming fre-
quency threshold.
�[0016] The electronic token may be a smart card, a
portable audio device, a mobile handset, a personal dig-
ital assistant or a USB token.

�(Brief description of the drawings)

�[0017] Other characteristics and advantages of the
present invention will emerge more clearly from a reading
of the following description of a number of preferred em-
bodiments of the invention with reference to the corre-
sponding accompanying drawings in which: �

- Figure 1 depicts schematically the architecture of an
electronic token of smart card type according to the
invention;

- Figure 2 is an example of algorithm for detecting ap-
plications which performs abnormal use of a memory
according to the invention;

- Figure 3 is an example of algorithm for detecting ap-
plications which should be tracked for an abnormal
use of a memory according to the invention; and

- Figure 4 depicts an example of tracking array used
for storing data managed by the invention.

�(Detailed description of the preferred embodiments)

�[0018] The invention may apply to any types of elec-

tronic token comprising at least one non volatile memory.
The invention may apply to any storage devices with lim-
ited lifespan like a hard disk for example. In this specifi-
cation, the electronic token is a SIM card but it could be
any other kind of smart card or a portable audio device,
a mobile handset, a personal digital assistant or a USB
token. An advantage of the invention is to allow early
detection of applications which perform abnormal use of
a non volatile memory embedded in an electronic token.
The invention allows the detection of bad applications in
a short time, without waiting for a large number of memory
programming operations. Thus the invention allows pre-
serving the lifespan of the memory and the lifespan of
the token containing the memory. The invention allows
the electronic token to quickly react before the memory
is actually damaged.
�[0019] Another advantage of the invention is to im-
prove the security of the electronic token by detecting
malicious applications that overstress the memory. The
invention is also well suited for detecting badly designed
applications that overstress the memory.
�[0020] The invention may apply to every types of soft-
ware executed in the electronic token. In particular, it may
apply to every type of embedded applications. The in-
vention may apply to softwares executed outside the
electronic token and accessing a non volatile memory
embedded in the electronic token.
�[0021] Figure 1 shows the architecture of a SIM card
as an example of an electronic token according to a pre-
ferred embodiment of the invention. The SIM card ET
contains a microprocessor MP, a communication inter-
face IN, a first non volatile memory M1, a second memory
M2, a third working memory M3 and a fourth memory
M4. The second memory M2 is a non volatile memory
like EEPROM or Flash memory. The second memory M2
contains at least one software application AP1. The third
working memory M3 is a RAM memory and may contain
temporary data. The fourth memory M4 may a non vol-
atile memory like EEPROM or Flash memory. The fourth
memory M4 contains an operating system OS. The first
memory M1 may be an EEPROM or Flash memory. The
first memory M1 is intended to store data used by the
software application AP1.
�[0022] The microprocessor MP cooperates with the
working memory M3 and is intended to run the operating
system OS and the software application AP1. When the
software application AP1 has been developed in an in-
terpreted language such as Java, a virtual machine may
be contained in the fourth memory M4. In this case, is
the microprocessor MP cooperates with the working
memory M3 and is intended to run both the operating
system OS, the virtual machine and the software appli-
cation AP1.
�[0023] The smart card is connected to a terminal such
as a card reader or a mobile radiotelephone terminal by
a communication link with or without electrical contacts.
�[0024] The three memories M1, M2, M4 may consist
of a unique circuit or several circuits that may be of dif-

3 4 



EP 2 042 991 A1

4

5

10

15

20

25

30

35

40

45

50

55

ferent types. In particular, memories M2 and M4 may be
merged in a unique memory containing operating sys-
tem, applets and a virtual machine.
�[0025] Figure 2 shows an algorithm for detecting ab-
normal use of the first non volatile memory M1. After the
SIM card initialization done by a connected mobile phone
ME, a first time data T1 is retrieved by the card during a
first step B1.
�[0026] Alternatively the first time data T1 may be re-
trieved during the SIM card initialization.
�[0027] The SIM card may send a proactive command
such as Provide Local Information command in order to
get the time data T1 from the connected mobile phone
ME.
�[0028] Alternatively the electronic token may have an
internal autonomous clock that provides the first time da-
ta T1.
�[0029] Then the microprocessor MP starts the execu-
tion of a software application AP1. From this point, ded-
icated means of the card tracks access to the first non
volatile memory M1. When a data must be written in
memory M1, the programming operation in memory M1
is detected at step B2.
�[0030] Then means of the SIM card identifies the cur-
rent software CS during a step B3. The current software
CS is the software application which is under execution
and which generated the detected programming opera-
tion in memory M1. At this time, the current software CS
is the application AP1. A specific data may be stored in
the working memory M3 for identifying the found current
software.
�[0031] At step B5, means of the SIM card identifies the
programmed address PA. The programmed address PA
corresponds to the physical address of memory M1
where the detected programming operation must be car-
ried out.
�[0032] Then a counter C1 associated to the pro-
grammed address PA is incremented at step B8 in order
to track the number of programming operation performed
at address PA.
�[0033] Advantageously, before step B8, a check of
counter C1 existence is performed at step B6. If no coun-
ter associated to the programmed address PA exists then
a new counter C1 is created and initialized to zero at step
B7. The counter C1 may be stored in the working memory
M3.
�[0034] A second time data T2 is retrieved by the card
during a first step B10.
�[0035] Then an address programming frequency
threshold TH1 is dynamically computed in the SIM card
at step B11. The threshold TH1 is computed on the basis
of first and second time data T1 and T2. In a preferred
embodiment, the threshold TH1 is computed on the basis
of T1, T2 and the type of memory M1 for a given period
of time. The threshold TH1 may be computed according
to the formula: number of maximum cycles / (number of
expected years for M1 lifespan * 365 * (T2 - T1))
�[0036] In the following example the memory M1 is a

Flash memory with a 100,000 erase/�write lifespan and
the memory M1 is assumed to last for at least two years.
If the duration between T1 and T2 is equal to 2 hours,
then the computed threshold TH1 should be equal to
100,000 cycles / (2 years * 365 days * 12) = 11.
�[0037] In another example the memory M1 is an EEP-
ROM memory with a 500,000 erase/�write lifespan and
the memory M1 is assumed to last for at least three years.
If the duration between T1 and T2 is equal to 10 hours,
then the computed threshold TH1 should be equal to
500,000 cycles / (3 years * 365 days * 2,4) = 190.
�[0038] At step B12, a comparison is performed be-
tween the computed address programming frequency
threshold TH1 and the counter C1 associated to the pro-
grammed address PA.
�[0039] If the counter C1 exceeds or reaches the com-
puted threshold TH1, then the current software CS is
identified as bad software at step B13. In other words,
the current application AP1 is considered as generating
an abnormal use of the non volatile memory M1. Means
of electronic token may then perform a relevant action
such as stopping the application AP1, locking the appli-
cation AP1, or deleting the application AP1.
�[0040] The application AP1 may be marked as bad or
included in a list of bad application.
�[0041] Advantageously, means of the SIM card may
manage a list of software to be tracked. Thus after step
B3, a check may be performed during step B4 in order
to verify if the identified current software CS belongs to
the list of software to be tracked. If the current software
CS does belong to a list LI of software to be tracked then
the successive steps described above are executed. If
the current software CS does not belong to the list LI of
software to be tracked then means of the SIM card wait
for a new programming operation in memory M1.
�[0042] Advantageously, detection of programming op-
eration may be extended to several memories contained
in the electronic token.
�[0043] Advantageously, before step B10, a check is
performed for detecting the occurrence of a predefined
event E1 during a step B9. If the event E1 did occur then
the successive steps described above are executed. If
the event E1 did not occur then means of the SIM card
wait for a new programming operation in memory M1
�[0044] The event E1 may be set as a predefined
number of commands received by the electronic. In this
case a counter CC of received command is managed by
the electronic token. The counter CC may be stored in
the working memory M3. For example the event E1 may
be set as the number of Status command received by
the SIM card. For example a number NUM of maximum
Status command may be pre-�set to 720 assuming a Sta-
tus command is received every 10 seconds interval dur-
ing 2 hours or a Status command is received every 50
seconds interval during 10 hours. Thus the event E1 oc-
curs when the counter CC of received Status command
reaches the computed number NUM.
�[0045] Alternatively, the event E1 may be set as a pre-
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defined timer duration.
�[0046] An advantage of the invention is to allow the
tuning of the computing of the address programming fre-
quency threshold TH1 or the predefined event E1 in order
to take software application features and memories fea-
tures and token features into account.
�[0047] Advantageously, an additional sequence of
steps may be performed before step B2.
�[0048] Figure 3 shows a method for identifying soft-
ware application that need to be tracked according to the
previously described sequence of steps. This identifying
method allows focusing the tracking of abnormal use of
memory on a subset of the softwares embedded in the
electronic token.
�[0049] After the SIM card initialization done by a con-
nected mobile phone ME, a third time data T3 is retrieved
by the card during a step A1.
�[0050] The third time data T3 may be retrieved by the
SIM card by using the same way as the first time data
T1: using a proactive command or an internal autono-
mous clock.
�[0051] Alternatively the first time data T1 may be used
as third time data T3. In this case, execution of step A1
corresponds to the step B1 execution.
�[0052] Then the microprocessor MP starts the execu-
tion of a software application AP1. From this point, ded-
icated means of the card tracks access to the first non
volatile memory M1. When a data must be written in
memory M1, the programming operation in memory M1
is detected at step A2.
�[0053] Then means of the SIM card identifies the cur-
rent software CS during a step A3. The current software
CS is the software application which is under execution
and which generated the detected programming opera-
tion in memory M1. At this time, the current software CS
is the application AP1. A specific data may be stored in
the working memory M3 for identifying the found current
software.
�[0054] Then a counter C2 associated to the current
software CS is incremented at step A7 in order to track
the number of programming operation performed by the
software application AP1.
�[0055] Advantageously, before step A7, a check of
counter C2 existence is performed at step A5. If no coun-
ter associated to the current software CS exists then a
new counter C2 is created and initialized to zero at step
A6. The counter C2 may be stored in the working memory
M3.
�[0056] A fourth time data T4 is retrieved by the card
during a first step A9.
�[0057] Then a software programming frequency
threshold TH2 is dynamically computed in the SIM card
at step A10. The threshold TH2 is computed on the basis
of third and fourth time data T3 and T4. In a preferred
embodiment, the threshold TH2 is computed on the basis
of T3, T4 and the type of memory M1. The threshold TH2
may be computed according to the same formula as
threshold TH1.

�[0058] At step A11, a comparison is performed be-
tween the computed software programming frequency
threshold TH2 and the counter C2 associated to the cur-
rent software CS.
�[0059] If the counter C2 exceeds or reaches the com-
puted threshold TH2, then the current software CS is
identified as potential bad software at step A12. In other
words, the current application AP1 is considered as a
software that may generate an abnormal use of the non
volatile memory M1. The current application AP1 may be
added in a list LI of software to be tracked.
�[0060] Alternatively, the current software application
AP1 may be marked as potential bad or included in the
list LI.
�[0061] Advantageously, after step A3, a check may be
performed during step A4 in order to verify if the identified
current software CS is an applet. This check allows taking
into account programming operations generated by ap-
plet only. If the current software CS is an applet then the
successive steps described above are executed. If the
current software CS is not an applet then means of the
SIM card wait for a new programming operation in mem-
ory M1.
�[0062] Advantageously, the step A2 of detection of pro-
gramming operation may be extended to several mem-
ories contained in the electronic token.
�[0063] Advantageously, before step A9, a check is per-
formed for detecting the occurrence of a predefined event
E2 during a step A8. If the event E2 did occur then the
successive steps described above are executed. If the
event E2 did not occur then means of the SIM card wait
for a new programming operation in memory M1
�[0064] The event E2 may be set and computed accord-
ing to the same way as event E1.
�[0065] Alternatively, the event E2 may be set as a pre-
defined timer duration.
�[0066] An advantage of the invention is to allow the
tuning of the computing of the software programming fre-
quency threshold TH2 or the predefined event E2 in order
to take software application features and memories fea-
tures and token features into account.
�[0067] As shown in Figure 4, counter C1 associated
to the programmed address PA and counter C2 associ-
ated to the current software CS may be stored in a unique
tracking area TA. The tracking area TA may be stored in
working memory M3. In a preferred embodiment the
tracking area TA is table with multiple entries. Each entry
is composed of 3 fields: a counter identifier, an application
identifier/ �address and a counter value.
�[0068] The counter identifier field may be 2 bytes long.
The application identifier/�address field may be 3 bytes
long and the counter value field may be 2 bytes long.
�[0069] In the example of figure 4, five counters have
been created. C2 and C4 correspond to application
counters. C1, C3 and C5 correspond to memory address
counters. C2 is associated to the software application
AP1. The software application AP1 has generated four
programming operations in memory M1, and the software
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application AP2 has generated eleven programming op-
erations. The memory address AD3 has been pro-
grammed three times.
�[0070] Alternatively, the counter identifier field may be
removed.
�[0071] Alternatively, a memory identifier field may be
managed in the tracking array. This additional field allows
tracking programming operations in several memories at
the same time.
�[0072] An advantage of the invention is to allow a sim-
ple counter management for memory addresses that
have been programmed. The unique counter is incre-
mented for a given memory address independently of
the software application which generates corresponding
programming operation.
�[0073] An additional advantage of the invention is to
allow a fast convergence and high accuracy for detecting
software application which use the memory in an abnor-
mal way. This allows a fast generation of relevant coun-
ter- �measures.
�[0074] Alternatively, the list LI of software to be
tracked, the counter CC of received Status command
and the tracking array TA may be stored in a memory
different from the working memory M3.

Claims

1. A method of detecting abnormal use of a first non
volatile memory (M1) embedded in an electronic to-
ken (ET), said electronic token (ET) having a micro-
processor (MP) and a second memory (M2) com-
prising at least a software (AP1, AP2) intended to be
executed by the microprocessor (MP), said first non
volatile memory (M1) being defined by a set of ad-
dress (AD1, AD2, AD3), said method comprises the
following steps: �

a) detecting (B2) a programming operation in
the first non volatile memory (M1),
b) identifying (B3) the software currently execut-
ed by the microprocessor (MP) as being the cur-
rent software (CS),
c) identifying (B5) the programmed address
(AD1, AD2, AD3) targeted by said programming
operation,
d) incrementing (B8) a counter (C1) associated
to the programmed address (AD1, AD2, AD3),�
characterized in that said method comprises
the further steps:
e) getting (B1) a first time data (T1),
f) getting (B10) a second time data (T2),
g) computing (B11) an address programming
frequency threshold (TH1) based on first and
second time data (T1, T2),
h) according to the result of a comparison of said
counter (C1) with the address programming fre-
quency threshold (TH1), identifying (B13) the

current software (CS) as a bad software.

2. The method according to claim 1, wherein the steps
f), g) and h) are performed only if a predefined event
(E1) occurred.

3. The method according to claim 2, wherein said elec-
tronic token (ET) is connected to a host machine and
wherein the predefined event (E1) is a predefined
number of command received from the host ma-
chine.

4. The method according to claim 3, wherein said elec-
tronic token (ET) is a smart card and wherein the
predefined event (E1) is a predefined number of Sta-
tus command received from the host machine.

5. The method according to claim 2, wherein the pre-
defined event (E1) is a predefined timer duration.

6. The method according to one of the previous claims,
wherein the first non volatile memory (M1) is either
of EEPROM or Flash type, and wherein the comput-
ing step g) is based on the features of said first non
volatile memory (M1).

7. The method according to one of the previous claims,
wherein said method comprises the further step:�

i) �the current software (CS) identified as a bad
software is locked and/or stopped and/or delet-
ed.

8. The method according to one of the previous claims,
wherein said method comprises the further steps ex-
ecuted before step a):�

j) getting (A1) a third time data (T3),
k) detecting (A2) a programming operation in
the first non volatile memory (M1),
l) identifying (A3) the software currently execut-
ed by the microprocessor (MP) as being the cur-
rent software (CS),
m) incrementing (A7) a second counter (C2) as-
sociated to the current software (CS),
n) getting (A9) a fourth time data (T4),
o) computing (A10) a software programming fre-
quency threshold (TH2) based on third and
fourth time data (T3, T4),
p) according to the result of a comparison of said
second counter (C2) with the software program-
ming frequency threshold (TH2), identifying
(A12) the current software (CS) as a potential
bad software.

9. The method according to claim 8, wherein the steps
n), o) and p) are performed only if a second prede-
fined event (E2) occurred.
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10. The method according to claim 9, wherein said elec-
tronic token (ET) is connected to a host machine and
wherein the second predefined event (E2) is a pre-
defined number of command received from the host
machine.

11. The method according to claim 10, wherein said
electronic token (ET) is a smart card and wherein
the second predefined event (E2) is a predefined
number of Status command received from the host
machine.

12. The method according to claim 8, 9 or 10, wherein
the electronic token (ET) is a portable audio device,
a mobile handset, a personal digital assistant or a
USB token.

13. An electronic token (ET) containing

- a microprocessor (MP),
- a first non volatile memory (M1) defined by a
set of address (AD1, AD2, AD3),
- a second memory (M2) comprising at least a
software (AP1, AP2) intended to be executed
by the microprocessor (MP),
- means for detecting (B2) a programming op-
eration in the first non volatile memory (M1), for
identifying (B3) the software currently executed
by the microprocessor (MP) as being the current
software (CS), for identifying (B5) the pro-
grammed address (AD1, AD2, AD3) targeted by
said programming operation, for incrementing
(B8) a counter (C1) associated to the pro-
grammed address (AD1, AD2, AD3), said elec-
tronic token (ET) being characterized in that
said means are able to get (B1) a first time data
(T2), to get (B10) a second time data (T2), to
compute (B11) an address programming fre-
quency threshold (TH1) based on first and sec-
ond time data (T1, T2), to compare (B12) said
counter (C1) with the address programming fre-
quency threshold (TH1) and if said counter (C1)
exceeds or reaches the address programming
frequency threshold (TH1), then to identify (B13)
the current software (CS) as a software which
abnormally uses the first non volatile memory
(M1).

14. An electronic token (ET) according to claim 13,
wherein said means wait for a predefined event (E1)
before getting (B10) the second time data (T2), com-
puting (B11) the address programming frequency
threshold (TH1), and comparing the counter (C1) as-
sociated to the programmed address (AD1, AD2,
AD3) with the address programming frequency
threshold (TH1).

15. An electronic token (ET) according to claim 13 or 14,

characterized in that the token is a smart card, a
portable audio device, a mobile handset, a personal
digital assistant or a USB token.
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