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Description
WRITE SET BOUNDARY MANAGEMENT FOR HET-

EROGENEOUS STORAGE CONTROLLERS IN SUPPORT OF
ASYNCHRONOUS UPDATE OF SECONDARY STORAGE

[001]

[002]

[003]

[004]

[005]
[006]

[007]

Technical Field

The present invention relates to disaster recovery strategies for computer systems in
general, and more particularly to write set boundary management in support of
asynchronous update of secondary storage.

Background Art

Disaster recovery strategies for computer systems generally involve copying data
stored at a primary site to a secondary site which is typically located some distance
from the primary site. Copying between the primary and secondary copies may be
performed either synchronously or asynchronously. Where copying is performed syn-
chronously, each time an update is written to the primary copy, the update is also sent
to the secondary site to be written to the secondary copy. Only after the secondary site
informs the primary site that the secondary copy has been updated does the primary
site acknowledge the update to the primary copy and stand ready to write the next
update. Thus, updates are written to the primary and secondary copies in the same
order Where copying is performed asynchronously, multiple updates ‘may be written
to the primary copy and acknowledged before any updates are sent to the secondary
site, as the primary copy is maintained independently from the secondary copy. The
updates are sent periodically to the secondary site, typically as a set of writes referred
to herein as a “color,” and are written to the secondary copy, not necessarily in the
same order as they were written to the primary copy.

Where a single color is maintained across multiple storage controllers at the
primary site, it is necessary when switching to the next color that all storage controllers
switch to the next color in a coordinated fashion to maintain the consistency of
“dependent writes” across color boundaries. For example, given the following typical
sequence of dependent writes for a data base update transaction:

1. execute a write to update the data base log indicating that a data base update is
about to take place, then

2. execute a second write to update the data base, and finally

3. execute a third write to update the data base log indicating that the data base
update has completed successfully,

it is imperative that these dependent writes either all belong to the same color, or, if
they cross a color boundary, that the earlier write(s) belong to the old color and the
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[008]

[009]

[010]

[011]

[012]

later write(s) belong to the new color. In this example, assuming writes 1, 2, and 3 are
each written by a different storage controller, if writes 1 and 3 are written as part of
color group “red,” and write 2 is written as part of the next color group “blue,” should
the primary copy be lost after the “red” group is written to the secondary copy but
before the “blue” group is written to the secondary copy, the data base log in the
secondary copy would incorrectly show that the second write to update the data base
occurred, when in fact the data base was never updated.

In one technique for maintaining colors and color boundaries across multiple
storage controllers at the primary site, before associating a write with a color, each
storage controller polls a color control node which maintains the current color. The
color control node apprises the storage controller of the current color, and the storage
controller performs the write as part of that color.

In another technique for maintaining colors and color boundaries across multiple
storage controllers at the primary site, a color control node maintains the current color,
but the storage controllers do not poll the color control node for the current color.
Rather, when the color control node wishes to form a new color, it sends a “freeze”
command to all the storage controllers indicating the new color. When a storage
controller receives the “freeze” command it withholds the acknowledgement of write
operations from the requestors. The storage controller then sends and ac-
knowledgement of the “freeze” command to the color control node. Once the color
control node receives an acknowledgement from all the storage controllers, it sends a
“thaw” command to all the storage controllers. When a storage controller receives the
“thaw” command, it may acknowledge write operations to their requestors, and all
write operations for which acknowledgements are sent after the “freeze” command is
received are considered to have been written as part of the new color.

While it would be advantageous for a storage system to employ both polling
controllers and freeze/thaw controllers, such as in support of system scaling or
migration, a method for maintaining colors and color boundaries across multiple het-
erogeneous storage controllers at the primary site is required.

Disclosure of Invention

The present invention discloses a system and method for write set boundary
management for heterogeneous storage controllers in support of asynchronous update
of secondary storage.

In one aspect of the present invention a data storage system is provided including at
least one storage controller having a first color policy and operative to store data onto a
first data storage unit at a primary site as part of a current color of the primary site, at
least one storage controller having a second color policy and operative to store data
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[013]

[014]

[015]

[016]

[017]

[018]

[019]

[020]

[021]

[022]

onto a second data storage unit at the primary site as part of the current color, and a
color control node operative to provide each of the controllers with new color in-
formation while maintaining the integrity of dependent writes across color boundaries.

In another aspect of the present invention the first color policy is that of a freeze/
thaw (F/T) storage controller, and the second color policy is that of a polling storage
controller.

In another aspect of the present invention a data storage system is provided
including at least one freeze/thaw (F/T) storage controller operative to store data onto a
first data storage unit at a primary site as part of a current color of the primary site, at
least one polling storage controller operative to store data onto a second data storage
unit at the primary site as part of the current color, and a color control node operative
to maintain and report the current color to the polling storage controller responsive to a
polling request by the polling storage controller, and cause the F/T storage controller to
change to a new color.

In another aspect of the present invention the color control node is operative to
send a freeze command to each of the F/T storage controllers.

In another aspect of the present invention the F/T storage controller is operative,
responsive to receiving a freeze command, to withhold the acknowledgement of write
operations from requestors of the write operations.

In another aspect of the present invention the F/T storage controller is operative,
responsive to receiving a freeze command, to execute write operations. .,

In another aspect of the present invention the color control node is operative to
change the current color to the new color subsequent to sending a freeze command to
each of the F/T storage controllers and responsive to receiving an acknowledgement of
receipt of the freeze command from each of the F/T storage controllers.

In another aspect of the present invention the color control node is operative to
send a thaw command to the F/T storage controller subsequent to changing to the new
color.

In another aspect of the present invention the F/T storage controller is operative,
responsive to receiving a thaw command, to acknowledge write operations to
requestors of the write operations, where any of the write operations for which the
write acknowledgements are sent after a freeze command is received by the F/T
storage controller are considered to have been written as part of the new color.

In another aspect of the present invention the controllers are operative to asyn-
chronously copy data written as part of either of the colors to corresponding remote
storage controllers at a secondary site.

In another aspect of the present invention the polling controller is operative to poll
the color control node to receive the current color prior to storing data onto the second
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[023]

[024]

[025]

[026]

[027]

[028]

[029]

[030]

data storage unit at the primary site as part of the current color.

In another aspect of the present invention a method is provided for maintaining
colors and color boundaries across multiple heterogeneous storage controllers, the
method including sending a freeze command to at least one F/T storage controller at a
primary data storage site, thereby rendering the F/T storage controller operative to
withhold the acknowledgement of write operations from requestors of the write
operations, changing the current color of the primary site to a new color upon receiving
an acknowledgement of the freeze command from each of F/T storage controllers,
where the current color is providable to at least one polling storage controller at the
primary site responsive to a polling request by the polling storage controller, and
sending a thaw command to the F/T storage controller, thereby rendering the F/T
storage controller operative to acknowledge the write operations to the requestors,
where any of the write operations for which the acknowledgements are sent after the
freeze command is received by the F/T storage controller are considered to have been
written as part of the new color.

In another aspect of the present invention a data storage system is provided
including at least one freeze/thaw (F/T) storage controller operative to store data onto a
first data storage unit at a primary site as part of a current color of the primary site, at
least one polling storage controller operative to store data onto a second data storage
unit at the primary site as part of the current color, a polling color control node
operative to maintain and report the current color to,the polling storage controller
responsive to a polling request by the polling storage controller, and an F/T color
control node operative to cause either of the F/T storage controller and the polling
color control node to change to a new color.

In another aspect of the present invention the F/T color control node is operative to
send a freeze command to the F/T storage controller.

In another aspect of the present invention the F/T storage controller is operative,
responsive to receiving a freeze command, to withhold the acknowledgement of write
operations from requestors of the write operations.

In another aspect of the present invention the F/T color control node is operative,
responsive to receiving an acknowledgement of receipt of a freeze command from each
of the F/T storage controllers, to send a command to the polling color control node to
change the current color to the new color.

In another aspect of the present invention the command to change color is a freeze
command.

In another aspect of the present invention the command to change color is a thaw
command.

In another aspect of the present invention the color control node is operative,
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responsive to receiving a color change command, to change the current color to the
new color.

[031] In another aspect of the present invention the color control node is operative,
subsequent to changing to the new color, to send a color change acknowledgement to
the F/T color control node.

[032] In another aspect of the present invention the F/T color control node is operative,
responsive to receiving a color change acknowledgement, to send a thaw command to
the F/T storage controller.

[033] In another aspect of the present invention the F/T storage controller is operative,
responsive to receiving a thaw command, to acknowledge the write operations to
requestors of the write operations, where any of the write operations for which the ac-
knowledgements are sent after a freeze command is received by the F/T storage
controller are considered to have been written as part of the new color.

[034] In another aspect of the present invention the controllers are operative to asyn-
chronously copy data written as part of either of the colors to corresponding remote
storage controllers at a secondary site.

[035] In another aspect of the present invention the polling controller is operative to poll
the polling color control node to receive the current color prior to storing data onto the
second data storage unit at the primary site as part of the current color.

[036] In another aspect of the present invention a method is provided for maintaining
colors and color boundaries across multiple heterogeneous storage controllers, the
method including sending a freeze command to at least one F/T storage controller at a
primary data storage site, thereby rendering the F/T storage controller operative to
withhold the acknowledgement of write operations from requestors of the write
operations, changing the current color of a polling color control node at the primary
site to a new color upon receiving an acknowledgement of the freeze command from
each of F/T storage controllers, where the current color is providable to at least one
polling storage controller at the primary site responsive to a polling request by the
polling storage controller, and sending a thaw command to the F/T storage controller
subsequent to receiving an acknowledgement of receipt of the color change, thereby
rendering the F/T storage controller operative to acknowledge the write operations to
the requestors, where any of the write operations for which the acknowledgements are
sent after the freeze command is received by the F/T storage controller are considered
to have been written as part of the new color.

[037] In another aspect of the present invention the changing step includes sending a
thaw command to the polling color control node.

[038] In another aspect of the present invention the changing step includes sending a
thaw command to the polling color control node.
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[039]

[040]

[041]

[042]

[043]

[044]

[045]

[046]

In another aspect of the present invention the F/T color control node is operative to
send a freeze command to the F/T storage controller and the polling color control node.

In another aspect of the present invention the F/T color control node is operative,
responsive to receiving an acknowledgement of receipt of a freeze command from each
of the F/T storage controllers and the polling color control node, to send a thaw
command to the polling color control node to change the current color to the new
color.

In another aspect of the present invention a method is provided for maintaining
colors and color boundaries across multiple heterogeneous storage controllers, the
method including sending a freeze command to at least one F/T storage controller and
a polling color control node at a primary data storage site, thereby rendering the F/T
storage controller operative to withhold the acknowledgement of write operations from
requestors of the write operations, changing the current color of the polling color
control node at the primary site to a new color upon receiving an acknowledgement of
the freeze command from each of F/T storage controllers and the polling color control
node, where the current color is providable to at least one polling storage controller at
the primary site responsive to a polling request by the polling storage controller, and
sending a thaw command to the F/T storage controller subsequent to receiving an ac-
knowledgement of receipt of the color change, thereby rendering the F/T storage
controller operative to acknowledge the write operations to the requestors, where any
of the write operations for which the acknowledgements are sent after the freeze
command is received by the F/T storage controller are considered to have been written
as part of the new color.

In another aspect of the present invention the changing step includes sending a
thaw command to the polling color control node.

In another aspect of the present invention the F/T color control node is operative,
responsive to receiving an acknowledgement of receipt of a freeze command from the
polling color control node, to send a thaw command to the polling color control node.

In another aspect of the present invention the F/T color control node is operative,
responsive to receiving from the polling color control node an acknowledgement of
receipt of a thaw command, to send a thaw command to the F/T storage controller.

In another aspect of the present invention the polling color control node is
operative to change the current color to the new color responsive to receiving either of
a freeze command and a thaw command from the F/T color control node.

In another aspect of the present invention a method is provided for maintaining
colors and color boundaries across multiple heterogeneous storage controllers, the
method including sending a first freeze command to at least one F/T storage controller
at a primary data storage site, thereby rendering the F/T storage controller operative to
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[047]

[048]

[049]

[050]

withhold the acknowledgement of write operations from requestors of the write
operations, sending a second freeze command to the polling color control node
subsequent to the F/T color control node receiving an acknowledgement of receipt of
the first freeze command from each of the F/T storage controllers, sending a first thaw
command to the polling color control node subsequent to the F/T color control node
receiving an acknowledgement of receipt of the second freeze command from the
polling color control node, changing the current color of the polling color control node
at the primary site to a new color responsive to either of the second freeze and first
thaw commands, and sending a second thaw command to the F/T storage controller
subsequent to receiving an acknowledgement of receipt of the first thaw command,
thereby rendering the F/T storage controller operative to acknowledge the write
operations to the requestors, where any of the write operations for which the acknowl-
edgements are sent after the freeze command is received by the F/T storage controller
are considered to have been written as part of the new color.

In another aspect of the present invention a method is provided for deploying a data
storage system, the method including installing at least one storage controller having a
first color policy and operative to store data onto a first data storage unit at a primary
site as part of a current color of the primary site, installing at least one storage
controller having a second color policy and operative to store data onto a second data
storage unit at the primary site as part of the current color, and installing a color
control node operative to provide each of the controllers with new color information
while maintaining the integrity of dependent writes across color boundaries.

In another aspect of the present invention a computer program is provided
embodied on a computer-readable medium, the computer program including a first
code segment operative to control at least one storage controller having a first color
policy to store data onto a first data storage unit at a primary site as part of a current
color of the primary site, a second code segment operative to control at least one
storage controller having a second color policy to store data onto a second data storage
unit at the primary site as part of the current color, and a third code segment operative
to control a color control node to provide each of the controllers with new color in-
formation while maintaining the integrity of dependent writes across color boundaries.

It is appreciated throughout the specification and claims that references to polling to
receive the current color may refer to receiving color information using any known in-
formation representation technique, including where the color is expressed in numeric

form, such as a serial number that is associated with a color.

Brief Description of the Drawings

The present invention will be understood and appreciated more fully from the
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following detailed description taken in conjunction with the appended drawings in
which:

[051] Fig. 1 is a simplified block diagram illustration of a system of primary and
secondary data storage, constructed and operative in accordance with a preferred
embodiment of the present invention;

[052] Fig. 2 is a simplified flowchart illustration of a method for maintaining colors and
color boundaries across multiple heterogeneous storage controllers, operative in ‘
accordance with a preferred embodiment of the present invention;

[053] Fig. 3 is a simplified block diagram illustration of a system of primary and
secondary data storage, constructed and operative in accordance with a preferred
embodiment of the present invention; and

[054] Figs. 4, 5, and 6 are simplified flowchart illustrations of methods for maintaining
colors and color boundaries across multiple heterogeneous storage controllers,
operative in accordance with a preferred embodiment of the present invention.

Mode for the Invention

[055] Reference is now made to Fig. 1, which is a simplified block diagram illustration of
a system of primary and secondary data storage, constructed and operative in
accordance with a preferred embodiment of the present invention. In the system of Fig.
1, a primary site 100 includes storage controllers 104a, 104b, and 104c, coupled to
storage units 106a, 106b, and 106c, respectively. Storage controllers 104a, 104b, and
104e. manage Input/Output (I/0) access to volumes in storage units 106a, 106b, 106¢
from host systems (not shown). Storage controllers 104a, 104b, and 104c are
preferably configured to asynchronously copy data to corresponding remote storage
controllers 108a, 108b, and 108c at a secondary site 102 via connections 112a, 112b,
and 112c. Storage controllers 104a, 104b, and 104c preferably periodically transmit
sets of data writes, referred to herein as “colors,” to the remote storage controllers
108a, 108b, and 108c, in accordance with conventional techniques, where the remote
storage controllers 108a, 108b, and 108c write the data to their respective attached
storage units 114a, 114b, and 114c. Although Fig. 1 illustrates a certain number of
components at sites 100 and 102, such as three storage controllers and storages each, it
is appreciated that any number of storage controllers and storage units may be used.

[056] Secondary site 102 may be hundreds or thousands of miles from the primary site
100. The connections 112a, 112b, 112¢ between pairs of storage controllers may
comprise a dedicated line, such as a dedicated fiber optical network or connection
maintained by a long distance telecommunication carrier, long distance fiber optic
connection having channel extenders, or extend through a network, such as a Storage
Area Network (SAN), Primary Area Network (LAN), or the Internet.
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[057] Host systems (not shown) at primary site 100 may perform Input/Output (1/O)
operations with respect to volumes in the storage units 106a, 106b, and 106c. The host
systems may communicate with storage controllers 104a, 104b, and 106c via any
network or connection known in the art.

[058] Storage controllers 104a, 104b, 104c, 108a, 108b, and 108c preferably include a
processor complex and may comprise any storage controller or server known in the art,
such as the IBM Enterprise Storage Server (ESS®), 3990 Storage Controller. Storage
units 106a, 106b, 106¢, 104a, 114b, and 114c may comprise an array of storage
devices, such as a Just a Bunch of Disks (JBOD) or a Redundant Array of Independent
Disks (RAID) array.

[059] Each storage controller 104a, 104b, and 104c at primary site 100 preferably com-
municates, via a network 118, with a color control node 110 which preferably works
simultaneously with multiple storage controllers operating within the same data storage
site, where not all storage controllers have the same color policy. For example, color
control node 110 may maintain an indicator identifying the current write set, herein
referred to as “the current color,” for polling storage controllers, while causing freeze/
thaw (F/T) storage controllers to change to the next write set/color by issuing “freeze”
commands to F/T storage controllers. Any number and combination of polling storage
controllers and F/T storage controllers may be employed at primary site 100, such as
where storage controllers 104a and 104b are F/T storage controllers that maintain the
current color until color control node 110 issues them a “freeze” command, and where
storage controller 104c is a polling storage controller that polls color control node 110
and requests the current color prior to associating a write with a color, with storage
controllers 104a, 104b, and 104c performing the write to storage as part of that color in
accordance with conventional techniques.

[060] Reference is now made to Fig. 2 , which is a simplified flowchart illustration of a
method for maintaining colors and color boundaries across multiple heterogeneous
storage controllers, operative in accordance with a preferred embodiment of the present
invention. The method of Fig. 2 may be understood with reference to the primary and
secondary data storage system of Fig. 1, where the method of Fig. 2 is preferably im-
plemented by storage controllers 104a, 104b, and 104c, and color control node 110. In
the method of Fig. 2, F/T storage controller 104a and 104b maintain the current color
and execute all writes as part of that color, while polling storage controller 104c¢ polls
color control node 110 for the current color prior to executing a write as part of that
color. Just prior to switching to a new color, such as in accordance with a predefined
schedule, color control node 110 issues a “freeze” command to F/T storage controllers
104a and 104b indicating the new color. Upon receiving the “freeze” command, F/T
storage controllers 104a and 104b may continue to execute write operations, but
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withhold the acknowledgement of write operations from the requestors, or may
suspend write operations altogether. F/T storage controllers 104a and 104b then send
an acknowledgement of the “freeze” command to color control node 110. Once color
control node 110 receives an acknowledgement from all the F/T storage controllers, it
changes its color. Thus, from this point onward, color control node 110 responds to
polls it receives from polling storage controller 104c by indicating the new color. Color
control node 110 then sends a “thaw” command to F/T storage controllers 104a and
104b, which upon receiving the “thaw” command may execute suspended write
operations, if any, and send to requestors of write operations acknowledgement of
write operations that were executed subsequent to receiving the "freeze” command,
where all write operations for which acknowledgements are sent after the “freeze”
command is received are considered to have been written as part of the new color.

Reference is now made to Fig. 3, which is a simplified block diagram illustration of
a system of primary and secondary data storage, constructed and operative in
accordance with a preferred embodiment of the present invention. The system of Fig. 3
is substantially similar to the system of Fig. 1, with the notable exception that F/T
storage controllers 104a and 104b at primary site 100 communicate with an F/T color
control node 300 which causes freeze/thaw (F/T) storage controllers to change to the
next color by issuing “freeze” commands to F/T storage controllers 104a and 104b,
whereas polling storage controller 104c communicates with a polling color control
node 302 which acts as a polling color control node and maintains the.current color for
polling storage controllers.

Reference is now made to Fig. 4 , which is a simplified flowchart illustration of a
method for maintaining colors and color boundaries across multiple heterogeneous
storage controllers, operative in accordance with a preferred embodiment of the present
invention. The method of Fig. 4 may be understood with reference to the primary and
secondary data storage system of Fig. 3, where the method of Fig. 4 is preferably im-
plemented by storage controllers 104a, 104b, and 104c, polling color control node 302,
and F/T color control node 300. In the method of Fig. 4, F/T storage controller 104a
and 104b maintain the current color and execute all writes as part of that color, while
polling storage controller 104c polls polling color control node 302 for the current
color prior to executing a write as part of that color. Just prior to switching to a new
color, such as in accordance with a predefined schedule, F/T color control node 300
issues a “freeze” command to F/T storage controllers 104a and 104b indicating the
new color. Upon receiving the “freeze” command, F/T storage controllers 104a and
104b may continue to execute write operations, but withhold the acknowledgement of
write operations from the requestors, or may suspend write operations altogether. F/T
storage controllers 104a and 104b then send an acknowledgement of the “freeze”
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command to F/T color control node 300. Once F/T color control node 300 receives an
acknowledgement of the “freeze” command from all the F/T storage controllers, F/T
color control node 300 sends a command, which may be in the form of a standard
“freeze” or “thaw” command, to polling color control node 302 to change its color.
Once polling color control node 302 receives the command from F/T color control
node 300 to change its color, polling color control node 302 changes its color and
sends an acknowledgement to F/T color control node 300. Thus, from this point
onward, polling color control node 302 responds to polls it receives from polling
storage controller 104c by indicating the new color. Once F/T color control node 300
receives the acknowledgement from polling color control node 302 indicating that it
changed its color, F/T color control node 300 then sends a “thaw” command to F/T
storage controllers 104a and 104b, which upon receiving the “thaw” command may
execute suspended write operations, if any, and send to requestors of write operations
acknowledgement of write operations that were executed subsequent to receiving the
"freeze" command, where all write operations for which acknowledgements are sent
after the “freeze” command is received are considered to have been written as part of
the new color. F/T color control node 300 may also send a “thaw” command to polling
color control node 302 which may be ignored.

Reference is now made to Fig. 5, which is a simplified flowchart illustration of a
method for maintaining colors and color boundaries across multiple heterogeneous
storage controllers, operative in accordance with a preferred embodiment of the present
invention. The method of Fig. 5 may be understood with reference to the primary and
secondary data storage system of Fig. 3, where the method of Fig. 5 is preferably im-
plemented by storage controllers 104a, 104b, and 104c, polling color control node 302,
and F/T color control node 300. In the method of Fig. 5, F/T storage controller 104a
and 104b maintain the current color and execute all writes as part of that color, while
polling storage controller 104c polls polling color control node 302 for the current
color prior to executing a write as part of that color. Just prior to switching to a new
color, such as in accordance with a predefined schedule, F/T color control node 300
issues a “freeze” command to F/T storage controllers 104a and 104b indicating the
new color, as well as to polling color control node 302. Upon receiving the “freeze”
command, F/T storage controllers 104a and 104b may continue to execute write
operations, but withhold the acknowledgement of write operations from the requestors,
or may suspend write operations altogether. F/T storage controllers 104a and 104b and
polling color control node 302 then send an acknowledgement of the “freeze”
command to F/T color control node 300. Once F/T color control node 300 receives an
acknowledgement from all the F/T storage controllers and from polling color control
node 302, F/T color control node 300 sends a command, which may be in the form of a
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standard “thaw” command, to polling color control node 302 to change its color. Once
polling color control node 302 receives the command from F/T color control node 300
to change its color, polling color control node 302 changes its color and sends an ac-
knowledgement to F/T color control node 300. Thus, from this point onward, polling
color control node 302 responds to polls it receives from polling storage controller
104c by indicating the new color. Once F/T color control node 300 receives the ac-
knowledgement from polling color control node 302 indicating that it changed its
color, F/T color control node 300 then sends a “thaw” command to F/T storage
controllers 104a and 104b, which upon receiving the “thaw” command may execute
suspended write operations, if any, and send to requestors of write operations ac-
knowledgement of write operations that were executed subsequent to receiving the
"freeze" command, where all write operations for which acknowledgements are sent
after the “freeze” command is received are considered to have been written as part of
the new color.

Reference is now made to Fig. 6 , which is a simplified flowchart illustration of a
method for maintaining colors and color boundaries across multiple heterogeneous
storage controllers, operative in accordance with a preferred embodiment of the present
invention. The method of Fig. 6 may be understood with reference to the primary and
secondary data storage system of Fig. 3, where the method of Fig. 6 is preferably im-
plemented by storage controllers 104a, 104b, and 104c, polling color control node 302,
and F/T color control node 300.Jn the method of Fig. 6, F/T storage controller 104a
and 104b maintain the current color and execute all writes as part of that color, while
polling storage controller 104c polls polling color control node 302 for the current
color prior to executing a write as part of that color. Just prior to switching to a new
color, such as in accordance with a predefined schedule, F/T color control node 300
issues a “freeze” command to F/T storage controllers 104a and 104b indicating the
new color. Upon receiving the “freeze” command, F/T storage controllers 104a and
104b may continue to execute write operations, but withhold the acknowledgement of
write operations from the requestors, or may suspend write operations altogether. F/T
storage controllers 104a and 104b then send an acknowledgement of the “freeze”
command to F/T color control node.300. Once F/T color control node 300 receives an
acknowledgement from all the F/T storage controllers, F/T color control node 300
sends a “freeze” command to polling color control node 302. Once polling color
control node 302 receives the “freeze” command from F/T color control node 300,
polling color control node 302 may change its color. Polling color control node 302
then sends an acknowledgement to F/T color control node 300. Once F/T color control
node 300 receives the acknowledgement from polling color control node 302, F/T
color control node 300 sends a “thaw” command to polling color control node 302.
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Once polling color control node 302 receives the “thaw” command from F/T color
control node 300, polling color control node 302 may change its color. Thus, polling
color control node 302 may change its color after receiving either a “freeze” or a
“thaw” command. Polling color control node 302 then sends an acknowledgement of
the “thaw” to F/T color control node 300. Once F/T color control node 300 receives the
acknowledgement of the “thaw” from polling color control node 302, F/T color control
node 300 sends a “thaw” command to F/T storage controllers 104a and 104b, which
upon receiving the “thaw” command may execute suspended write operations, if any,
and send to requestors of write operations acknowledgement of write operations that
were executed subsequent to receiving the "freeze" command, where all write
operations for which acknowledgements are sent after the “freeze” command is
received are considered to have been written as part of the new color.

It is appreciated that one or more of the steps of any of the methods described
herein may be omitted or carried out in a different order than that shown, without
departing from the true spirit and scope of the invention.

While the methods and apparatus disclosed herein may or may not have been
described with reference to specific computer hardware or software, it is appreciated
that the methods and apparatus described herein may be readily implemented in
computer hardware or software using conventional techniques.

While the present invention has been described with reference to one or more
specific embodiments, the description is intended to be illustrative of the invention as a
whole and is not to be construed as limiting the invention to the embodiments shown.
It is appreciated that various modifications may occur to those skilled in the art that,
while not specifically shown herein, are nevertheless within the true spirit and scope of

the invention.
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Claims
[001] A data storage system comprising: first storage controller having a first color

policy and operative to store data onto a first data storage unit at a primary site as
part of a current color of said primary site; first storage controller having a
second color policy and operative to store data onto a second data storage unit at
said primary site as part of said current color; and a color control node operative
to provide each of said controllers with new color information while maintaining
the integrity of dependent writes across color boundaries.

[002] A system according to claim 1 wherein said first storage controller is a freeze/
thaw (F/T) storage controller with a freeze/thaw policy, and wherein said second
storage controller is that a polling storage controller with a polling policy.

[003] A data storage system according to claim 2 wherein said: color control node is
operative to: maintain and report said current color to said polling storage
controller responsive to a polling request by said polling storage controller, and
cause said F/T storage controller to change to a new color.

[004] A system according to claim 3 wherein said color control node is operative to
send a freeze command to each of said F/T storage controllers.

[005] A system according to claim 3 or 4 wherein said F/T storage controller is
operative, responsive to receiving a freeze command, to withhold the ac-
knowledgement of write operations from requestors of said write operations.

[006] A system according to claim 5 wherein said F/T storage controller is opé}ative,
responsive to receiving a freeze command, to execute write operations.

[007] A system according to any one of claims 3 to 6 wherein said color control node
is operative to change said current color to said new color subsequent to sending
a freeze command to each of said F/T storage controllers and responsive to
receiving an acknowledgement of receipt of said freeze command from each of
said F/T storage controllers.

[008] A system according to any one of claims 3 to 7 wherein said color control node
is operative to send a thaw command to said F/T storage controller subsequent to
changing to said new color.

[009] A system according to any one of claims 3 to 8 wherein said F/T storage
controller is operative, responsive to receiving a thaw command, to acknowledge
write operations to requestors of said write operations, wherein any of said write
operations for which said write acknowledgements are sent after a freeze
command is received by said F/T storage controller are considered to have been
written as part of said new color.

[010] A system according to any one of claims 3 to 9 wherein said controllers are
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operative to asynchronously copy data written as part of either of said colors to
corresponding remote storage controllers at a secondary site.

A system according to any one of claims 3 to 10 wherein said polling controller
is operative to poll said color control node to receive said current color prior to
storing data onto said second data storage unit at said primary site as part of said
current color.

A method for maintaining colors and color boundaries across multiple het-
erogeneous storage controllers, the method comprising: sending a freeze
command to at least one F/T storage controller at a primary data storage site,
thereby rendering said F/T storage controller operative to withhold the ac-
knowledgement of write operations from requestors of said write operations;
changing the current color of said primary site to a new color upon receiving an
acknowledgement of said freeze command from each of F/T storage controllers,
wherein said current color is providable to at least one polling storage controller
at said primary site responsive.to a polling request by said polling storage
controller; and sending a thaw command to said F/T storage controller, thereby
rendering said F/T storage controller operative to acknowledge said write
operations to said requestors, wherein any of said write operations for which said
acknowledgements are sent after said freeze command is received by said F/T
storage controller are considered to have been written as part of said new color.
A method for deploying a data storage system, the method comprising: installing
at least one storage controller having a first color policy and operative to store
data onto a first data storage unit at a primary site as part of a current color of
said primary site; installing at least one storage controller having a second color
policy and operative to store data onto a second data storage unit at said primary
site as part of said current color; and installing a color control node operative to
provide each of said controllers with new color information while maintaining
the integrity of dependent writes across color boundaries.

A computer program embodied on a computer-readable medium, the computer
program comprising: a first code segment operative to control at least one
storage controller having a first color policy to store data onto a first data storage
unit at a primary site as part of a current color of said primary site; a second code
segment operative to control at least one storage controller having a second color
policy to store data onto a second data storage unit at said primary site as part of
said current color; and a third code segment operative to control a color control
node to provide each of said controllers with new color information while
maintaining the integrity of dependent writes across color boundaries.
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