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SYSTEM AND METHOD FOR ENABLING THE SENDING OF
NOTIFICATIONS FROM A SERVER TO A CLIENT WITHOUT
POLLING IN A DATA COMMUNICATION NETWORK

BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION

The present invention relates in general to the field of client-server
computer systems, and more particularly to a system and a non-polling method of
operation for enabling the sending of notifications from a server to a client and
enabling the client to get data from the server in a data communication network
utilizing a stateless session-qriented protocol.

DISCUSSION OF THE RELATED ART

An important field of computing concerns the transfer of information
between computing units over data communication networks. These networks are
utilized as information retrieval systems having specific architectures and
employing specific sets of known protocols. The most common network
architecture follows the conventional client-server model. The pair of terms:
“client” and “server” refer to the general functionality of a computing unit either
as a requester of data i.e., the client, or as a provider of data i.e., the server.
Client-server architectures are supported by several client-server application
protocols. A client-server application protocol is a set of rules a subset of which
regards the manner of the interaction between clients and servers functioning
across the data communication network. In a client-server application protocol’s
request-response process, referred to as a “session”, a client introduces a request
to a server. The request indicates a specific demand, wrapped within a
well-defined formatted message object, for the transmission of specific
information content from the server to the client. Subsequent to the request, the
client receives a relevant response from server. The response is wrapped within a
well-defined formatted message object containing either the desired information

content or predefined status information such as an error condition concerning the
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inability of the network or the server therein to fulfill the request. In a typical
client-server protocol, such as the HyperText Transfer Protocol (HTTP) a session
incorporates and identifies a single request-response pair. The session is also
associated with the setting up of a network connection between the requesting
client and the responding server. A network connection is defined as a transport
layer virtual circuit established between two program entities for the purpose of
communication. When the request is satisfied through the reception of a paired
response, the particular HTTP session associated with the request-response pair
terminates. As the client is no longer expects information content from the server,
the server can initiate the severance of the connection with the client.
Subsequently, the server frees the resources allocated for the client, the session
terminates, and the network connection between the client and the server is torn
down. In order for the client to submit a new request and for the server to respond
to the request a new connection has to be established. According to the interaction
rules defined by the protocol, only the client has the capability of setting up new
connections. It is important to note that in a session-oriented client-server
interaction environment both the clients and the server do not retain information
of a session after the session is closed. Therefore, a protocol used in such an
environment is also referred to as a stateless protocol.

Fig. 1A illustrates the elements of a highly simplified communicating
environment and the steps involved in setting up a connection associated with a
session, according to the rules of the HTTP and other stateless protocols. Client
10 sends a request 14 to server 12. The request effectively opens a new network -
connection to the server 12. Server 12 allocates resources to handle the session,
processes the request 14, and communicates an associated response 16 back to the
client 10. Client 10 receives the response 16 and server 12 terminates the session
by disconnecting from client 10. From this point in time until the setting up of a
new session client 10 is disconnected and therefore not functionally receptive to
messages sent by the server 12. Thus, if subsequently server 12 attempts to

communicate newly generated data 18 to the client 10 the attempt can not be
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performed. Only when client 10 initiates a new connection by the submission of a
new request to server 12 can the new information 18 be sent.

Fig. 1B illustrates the traditional connectivity method in a simplified
networking environment utilizing the HTTP 1.1 application protocol. HTTP 1.1
client 20 introduces requests 28, 34 to HTTP 1.1 server 22. Server 22 can be one
of many available HTTP servers such as IIS, Apache, and the like. Server 22 is
responsible for low-level transport managed by the HTTP 1.1 protocol, the SSL
security protocol, and the like. For each separate requests 28, 34 separate
connections 26, 32 are established. Server 22 receives requests 28, 34 separately
and forwards the requests to request processor 38 of application server 24. Server
24 can be an ISAPI DLL application, or an Active Server Page (ASP), or a
Common Gateway Interface (CGI), or an Enterprise JavaBeans (EJB) application
used as an application server “on top” of the HTTP server 22. Server 24 is utilized
as a back end providing business rules, logic rules, database access, and the like.
Interface 40 provides the ISAPI/CGI interface between server 22 and server 24.
Request processor 38 processes requests 28, 34 separately via the appropriate
application services and communicates the resulting data or notifications to server
22. Server 22 utilizing the respective communication channels 26, 32 transmits
the respective responses 30, 32 to client 20. When client 20 receives response 26
the respective session terminates and connection 26 closes. After client 20
receives response 36 the respective session terminates and channel 32 is closes.
Only client 20 is capable of initiating new connections and thereby opening new
communication channels to server 22. Servers 22, 24 are unable to communicate
with client 20 as long as the connection is closed.

Computing application systems have specific objectives to accomplish.
In order to accomplish these objectives, it is preferable for some systems to have a
permanently open communication channel between the client and the server. For
example, applications involving the sending of real-time updates to user screens
on a specific client system, or applications involving the real-time synchronization

of a server-side database with local client-side data tables, or application sending
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event notifications to client, may substantially benefit from continuous
connectivity. “Keeping alive” or sustaining the connection enables the
communication of request-independent messages from the server to the client. In
order to allow the server to transmit messages independently of a request to the
client and to allow a client to be functionally receptive to any potential messages
originated by the server independently of any specific request, the configuration
of a single request-response pair session should be modified. The session’s
duration should be expanded to allow the inclusion of more than one
server-specific response to at least one client-specific request. The expanded
duration of a session can be attained by the provision of an option in respect to the
setting up of a continuousl connection between the client and the server.

A number of program products such as Instant Messaging systems
operating in a client-server environment, utilize non-HTTP communication
protocols in order to make available the option of continuous connections between
a server and a client. These solutions utilize non-standard communication ports
and therefore have problems when operating in a firewall environment. In an
environment secured by a firewall, the firewall typically screens incoming
messages according to the targeted communication ports. Typically messages sent
to non-standard communication ports or by non-standard protocols are blocked.
Thus, in such an environment, although the client may be functionally receptive
for messages arriving through the right port and according to the well-known
standard protocol, and the server may transmit messages to the right port
according to the well-known protocol, the messages proper are routinely blocked
by the firewall.

Currently the HTTP request-response mechanism has no built-in
notification-related features, which are usable in a realistically configured
network. Thus, when the server is required to send a notification concerning a
specific event or any other type of data to a client then the server must wait for the
setting up of a new connection by the specific client. Only after the opening of the

connection by the client can the transmission of the pending notification or data
-4-
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can be completed within the framework of a session as a message responding to a
request.

In a session-oriented client-server system no inherent state information
exists. Therefore, during periods of disconnection the client has no way of
perceiving that the server has pending messages awaiting a connection. A new
connection can be established at any point in time when the timing is decided
upon only according to the client’s local requirements. Thus, the establishment of
a new connection does not depend on the presence or the want of pending
notifications or data on the server’s side. Subsequently, within a highly dynamic
application, notifications or new data may arrive to the client too late to be useful.

One conventional method for getting timely notifications or new data
from the server to the client is the polling technique. Polling is the periodical
initiation of network connections by the submission of repeated requests. The
requests are submitted by a client agent in order to open a session through which
the reception of the pending notifications or new data from the server is enabled.
A client agent is defined as a client program that initiates a request. A client agent
can be a browser, an editor, a web-traversal routine, or any other end user tool.
During the periods of disconnection the server collects messages or data intended
for the client. Typically the client submits a request to the server every few
seconds. Thereby, a connection is set up, and a standard request-response session
opens. The server responds to the received request by the transmission all or some
of the pending notifications or data to the requesting client. After the completion
of the transmission the session terminates and the connection is torn down. Until
the execution of the next polling action by the client the server again collects the
notification or the data intended for transmission to the client.

Currently, polling is the only available HTPP notification method,
which is practical in a realistically configured networking environment including
firewalls, proxy servers, and gateways. The disadvantage of the method is its
inherent inefficiency. Polling creates a plurality of request-response sessions,

densely spread over a short period of time. Typically, is it extremely difficult to
-5-
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synchronize the creation of the pending messages on the server side with the
frequency of the polling session initiated by the client agent. Although most
polling sessions do not transmit real data, the entire set of polling sessions is
necessary in accomplishing timely transmission of up-to-date information.

It will be easily perceived by one with ordinary skill in the art that a
need exists for a system and method that will provide continuous connectivity
between a client system and a server system. Such a method should substantially
eliminate or reduce disadvantages and problems associated with previously
developed methods. More particularly such a system and method should allow for
continuous bi-directional communication utilizing a session-oriented protocol
within the constraints of a realistically configured communication system
including proxy servers, gateways, firewalls, and other network particles operative
in the active manipulation of the messages.

SUMMARY OF THE PRESENT INVENTION

One aspect of the present invention regards a computing environment
accommodating at least one client system connectable to one or more 'server
systems via at least one network control unit in a data communication network.
The computing environment includes a non-polling method of transmitting
notifications from at least one server system to the at least one client system while
utilizing a stateless session-oriented application protocol. The method includes
submitting at least one backward request operative in the opening of a continuous
connection between a first computer system and a second computer system by the
first computer system to be sent to the second computer system. Identifying the
backward request submitted by the first computer system by the second computer
system. Inserting a backward request entry into a list of the backward connections
open between the first computer system and the second computer system by the
second computer. Responding to the reception of the backward request by
transmitting a response to the first computer system for confirming the opening of
the continuous connection between the first computer system and the second

computer system from the second computer system. Communicating a notification
-6-
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message by the second computer system regarding the opening of the continuous
connection between the first computer system and the second computer system to
at least one network control unit deployed in the communication path between the
first computer system and the second computer system. Reacting to at least one
application-related event by transmitting at least one notification regarding the at
least one event to the first computer system by the second computer system
utilizing the communication path associated with the continuous connection.

The second aspect of the present invention regards a computing
environment accommodating at least one client system connectable via at least
one network control unit to one or more server systems in a data communication
network. The environment. includes a system for creating, sustaining, and
maintaining at least one open continuous connection between the at least one
client system and the server system. The system includes a backward connection
list implemented on a second computer system to hold at least one record
associated with at least one open continuous connection. It also includes an
application server implemented on the second computer system, a request
processor handler component associated with the application server implemented
on the second computer system, and backward connection handler component
associated with the application server implemented on the second computer.

The above aspects of thé present invention provide for the creation,
maintenance, and sustaining of open continuous connections between a first
computer system and a second computer system across a data communication
network. The above aspects of the present invention provide for the transmission
of events, notifications, and data from the second computer to the first computer
in the framework of the open continuous connection without the necessity for the
first computer to perform polling. The above aspects of the present invention
provide for keeping a network connection open and operative in a communication

environment implementing a stateless session-oriented protocol.
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BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be understood and appreciated more fully
from the following detailed description taken in conjunction with the drawings in

which:

Fig. 1A is a block diagram of a simplified communication

environment, which is known in the art; and

Fig. 1B is a more detailed block diagram of a simplified
communication environment, which is known in the art; and

Fig. 2 is a pictorial representation of the computing and
communication environment suitable for the operation of the proposed method, in

accordance with a preferred embodiment of the present invention; and

Fig. 3 is a schematic block diagram showing the constituent
components of the client and server units, in accordance with a preferred

embodiment of the present invention; and

Fig. 4A is a block diagram of a highly simplified communication
environment, in accordance with a preferred embodiment of the present invention;

and

Fig. 4B is a more detailed block diagram of a simplified
communication environment, in accordance with a preferred embodiment of the

present invention; and

Fig. 5 is a block diagram of the functional components participating in
the method proposed, in accordance with a preferred embodiment of the present

invention; and
-8-



10

15

20

25

30

WO 03/019901 PCT/IL01/00793

Fig. 6A depicts the application protocol-specific message fields that
are functional to the operation of the proposed method, in accordance with a

preferred embodiment of the present invention; and

FIG. 6B depicts the structure of the backward connection list, in

accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

A method and system for the creation, maintenance, and the sustaining
of a continuous connection between a client and a server within a single
communication session is disclosed. Clients communicating with a server
introduce two types of requests. The clients initiate a regular communication
session via the submission of a request to the server for the transmission of a
single associated response from the server. The regular requests are completed by
the practically immediate reception of a single response. Subsequent to a received
response associated with a regular request the session is terminated and the
communication link is disconnected. This type of connection will be referred to as
a “forward connection” and the request associated with this type of connection
will be referred to as a “forward request”. In parallel to the forward requests the
client is provided with the option of creating an uncompleted request. The client
submits an uncompleted request to the server by introducing a specific
predetermined parameter within the message object wrapping the request. The
introduced parameter specifies that the network transport connection between the
client and the server should remain open independently of the flow of responding
messages from the server back to the client. This type of connection will be
referred to as a “backward connection” and a request associated with a permanent
connection will be referred to as a “backward request”. The server is provided
with the capability of identifying and handling a backward request. The server

intercepts and recognizes a backward request by examining the appropriate
-0-
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parameter introduced by the client within the body of the message containing the
request. When the server identifies a backward request, the accompanying client
control data and connection control data is inserted into a backward connection
list. The list thus created is a series of records containing control information
specifying currently open backward connections. Persons skilled in the art will
appreciate that any type of data structure for the connection list is contemplated by
the present invention. Additionally, the server responds to the backward request
by sending to the requesting client a response message object in order to confirm
the opening of a backward connection. The message object is having specific
control parameters set such that various operative components in the network
disposed along the communication path between the requesting client and the
responding server having the autonomous capability of terminating a connection
are informed of the setting up of a backward connection. Thus, the confirmation
message communicates the event of setting up a backward connection not only to
the requesting client, but also to the entire set of relevant network components,
such as the web server, and the proxy servers operative in maintaining‘the
connection. Following the confirmation of the backward connection to the client
and th¢ notification of all the relevant network particles, the client is connected
permanently to the server and considered to be “online”.

When the application server originates information, such as a
notification of an event, an update sent by an external or internal information
source, or the like, which is intended to be sent to a specific client, the server
scans the connection records within the backward connection list. If a backward
connection record exists in the list for the specific client the server obtains the
connection control data belonging to the client and utilizing the specific control
information therein transmits a message object containing the new data to the
client. Due to the prior backward connection confirmation message, the network
particles located along the path of the network connection are aware of the
backward connection. Therefore none of the components will terminate the

connection. As the client is also aware of the backward connection, after the client
-10-
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receives the messages, which were sent by the server, the connection remains
open.

The client is provided with the capability of sending regular requests or
forward requests independently of the open backward connection. The forward
requests are handled in the manner known in the art. When the client explicitly
terminates the backward connection or the termination of the backward
connection is effected as a result of a network failure, the application server is
appropriately notified by the web server and the backward connection list is
suitably updated by the deletion of the applicable connection record. In order to
sustain a continuous connection for a considerably long period various functional
connection-related parameters associated with network activity should be reset.
Additionally, the auto-reconnect feature of the application protocol can be

configured to sustain continuous connections even under extreme circumstances.

The following description is presented in order to enable any person
skilled in the art to make and use the invention. For the purposes of the
explanation specific terminology is set forth to provide a thorough understanding
of the invention. However, it will be apparent to one skilled in the art that the
specific details introduced in the description are not required to practice the
present invention. Descriptions of a specific application are provided only as
example. Various modifications to the preferred embodiment will be readily
apparent to those skilled in the art, and the general principles defined herein may
be applied to other embodiments and applications without departing from the
spirit and scope of the invention. Thus, the present invention is not intended to be
limited to the embodiment shown, but it is to be accorded the widest scope
consistent with the principles and features disclosed herein.

In accordance with the practices of persons skilled in the art of
computer programming, the present invention is described below with reference
to acts and symbolic representations of operations that are performed by the

processing system. It will be appreciated that the acts and symbolically
-11-
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represented operations include the manipulation of electric signals by a central
processing unit (CPU). The electrical system represent data bits which cause a
resulting transformation or reduction of the electrical signal representation, and
the maintenance of data bits at memory locations in the memory system to thereby
reconfigure or otherwise alter he CPU’s operation, as well as other processing of
signals. ‘The memory locations are physical locations that have particular
electrical, magnetic, optical, or organic properties corresponding to the data bits.
The application server presented in the following description is a set of
computer programs implemented on a computing platform. The application server
presented in the following description contains computer software instructions
specifically developed for the practice of the present invention. The software in
the presented application server causes the server to perform the various functions
described herein, although it should be noted that it is possible to use dedicated
electronic hardware to perform all server functionality described herein. In the
second case the application server can be implemented as firmware by the
embedding of the predetermined program instructions and/or appropriate control
information within suitable electronic hardware devices containing

application-specific integrated circuits.

Fig. 2 illustrates a simplified block diagram of a data communication
network 41, such as the Internet. Client system 42 implemented on a first
computer platform is communicatively coupled to server system 46 implemented
on a second computer platform via conventional communication link 48, data
communication network 44, and conventional communication link 50.
Communication links 42, 46 could be implemented using standard communication
hardware components such as modems, network interface cards, standard
communication lines, such as twisted pair telephone wires, coaxial cables or fiber
optic channels. Links 42, 46 are effectuated by known communication software
such as network browsers, communication control routines, and the like. Client 42

intermittently connects to server 46 in order to access and interact with the content
-12-
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information embedded on server 46. Server 46 responds to the requests of client
42 by sending the requested information back to client 42 utilizing conventional
communication link 50, the data communication network 44, and the conventional
communication link 48. Although in the drawing only one client, on proxy server,
and one server are shown it will be easily perceived that within a realistically
configured data communication network a plurality of clients can be
communicatively coupled to a plurality of servers via a plurality of proxy servers.
In addition communication networks typically contain network components
operative in the controlling, processing, filtering, and the transmission of
information. Such components are remote access servers, routers, proxy Servers,
gateways, and the like. A data communication network could also include
connection points to other type of communication systems, such as Public
Switched Telephone Networks (PSTNs), Cable Television Networks (CATVs),
satellite networks, and the like.

Note should be taken that client 42 could be implemented on diverse
computing and communicating platforms such as Personal Computers (PCs),
Personal Digital Assistants (PDAs), mobile devices, WAP-enabled cellular
devices, and the like. Client 42 could be implemented on devices located on
diverse communication networks, such as LANs, WANs, cellular networks,
satellite networks, and the .like. The devices could have provided with advanced
access and interaction capabilities to data communication networks such as the
Internet when suitable access is made thereto through special gateway devices.
Various operational techniques and protocols could be used in the source
networks such as HTTP, WAP, and the like. The data communication networks
operate according to various communication and application protocols. In the
preferred embodiment of the present invention the data communication network is
the Internet, and the application protocol utilized therein is the Hypertext Transfer

Protocol (HTTP).

-13-
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With reference to Fig. 3 a client system 52 is implemented on a
computing platform, which operates in a computing and communicating
environment, such as a data communication network. Client 52 contains central
processing unit (CPU) 56, communication device 58, I/O device 60, and memory
device 62. Memory device 62 stores operating system 64, and client application
66. CPU 56 is the central unit in the computer containing the logic circuitry that
performs the instructions of a computer's programs. Communication device 58 is
responsible for communicatively connecting client 52 to a data network. Device
58 is a modem or a network interface card. I/O device 60 transfers data to or from
the computer unit. Typical I/O devices are printers, display screens, hard disks,
keyboards, and mouses. Memory device 62 is the electronic holding place for
instructions and data necessary for the proper operation of the computer platform.
Device 62, which is typically a hard disk, contains the operating system 64 and
client application programs 66. Operating system 64 is a control program that
manages the operation of all the other programs in the computer platform. In
addition operating system 64 performs various services for the client applications
66, such as sharing of the memory, management of the input/output, controlling of
the multitasking, and the like. Operating system 64 could be any of the known
operating systems such as UNIX, Linux, Windows 98, Windows NT, Windows
2000, Windows CE, diverse mobile operating systems (OS), and the like. Client
applications 66 are programs that perform specific applications for the users of the
client platform. An applicaﬁon, which is central to the preferred embodiment of
the present invention is a Web browser that performs content requests submitted
by the users of client 52 to information sources within a data network and enables
interaction with the content received.

One such information source is located on server system 54. Client 52
is communicatively connected to server 54 via communication link 68 set up by
the respective communication devices of client 52, server 54, and other network
control components. Server 54 is implemented on a computing platform, which

operates in a computing and communicating environment, such as a data
-14-
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communication network. Server 54 contains central processing unit (CPU) 70,
communication device 72, I/O device 74, and memory device 76. Memory device
76 stores operatihg system 78, and server applications 80. CPU 70 is the central
unit in the computer containing the logic circuitry that performs the instructions of
5 a computer's programs. Communication device 72 is responsible for
commuﬁicatively connecting server 54 to a data network. Device 72 is a modem
or a network interface card. I/O device 74 transfers data to or from the computer
unit. Memory device 76 is the electronic holding place for instructions and data
necessary for the proper operation of the computer platform. Device 76 contains
10 the operating system 78 and server applications 80. Memory device 76 is
preferably a hard disk. Operating system 78 is a control program that manages the
operation of all the other programs running in the computing platform. In addition
operating system 78 performs various services for the server applications 80, such
as sharing of the memory, management of the input/output, controlling of the
15 multitasking, and the like. Server applications 80 perform applications for the
users of the computing p.latform. One application relevant to the preferred
embodiment of the present invention is a web server, which is a back-end
application that handles the requests sent by client 52. As Web server the Internet
Information Server (IIS) can be used. IIS contains a set of Internet Server
20  Application Program Interfaces (ISAPIs). ISAPIs are a set of program calls that
enable to develop back-end applications. Using ISAPI, a Dynamic Link Library
application file can be constructed, which can run as part of the Hypertext
Transport Protocol (HTTP) application's process and address space. The DLL
files are loaded into the computer when HTTP is started and remain there as long
25  as they are needed. A special kind of ISAPI DLL is called an ISAPI filter, which
can be designated to receive control for every HTTP request. An ISAPI filter can
be implemented for encryption or decryption, for logging, for request screening,

or for other purposes.
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Fig. 4A illustrates the elements of a highly simplified communicating
environment and the steps involved in setting up a continuous connection,
according to the present invention. The application protocol utilized in the
environment is the HyperText Transfer Protocol (HTTP) or any other stateless
session-oriented protocol. In order to open a continuous connection with server 84
client 82 sends an uncompleted request to server 84. The request is uncompleted
such that no single response from the server 84 will effect the termination of the
connection. Client 82 allows the connection 86 to remain open. Connection 86
does not close because server 84 does not send a closing instruction for
terminating the open connection. The client 82 initiates the uncompleted request
by the introduction of a prescribed parameter within the header or the body of the
request. The request and the contained prescribed parameter will cause the
opening of a continuous network connection 86 between the client 82 and the
server 84. The continuous connection 86 will remain open as long as the client 82
desires to “listen” or to be functionally receptive to server-initiated
communication from server 84 via transport 86. Therefore, as long as the
transport 86 is open whenever server 84 sends information to client 82 the
information will be functionally received by client 82. The continuous connection
86 enables client 82 to receive timely information from server 84 without the

necessity for polling server 84 i.e., without the need for introducing repetitive

requests to server 84. Repetitive requests typically increase the traffic volume

within the communication network, and significantly increase workload on server
84 by compelling server 84 to respond to the entire set of the repetitive requests.
Thus, the setting up of continuous connections according to the proposed method
and system will substantially diminish the volume of the traffic within the
network and will substantially reduce the workload on server 84. Following the
reception of the uncompleted request server 84 suitably processes the
uncompleted request, and communicates a specific response back to client 82 via
the transport 86. The communicated response is operative in finalizing the

opening of connection 86 as a continuous connection. The communicated
-16-
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response sent by server 84 is also operative in the transmission of notifications
regarding the setting up of the continuous connection 86 to specific network
components disposed on the communication path between server 84 and client 82
that have the capability of independently terminating a connection. Connection 86
remains open because server 84 does not send a "close connection” instruction, as
a result of the sending of the specific response by the server 84 and because the
client has been programmed to keep the connection open. Subsequently
connection 86 will not be terminated by the network components having the

capability of closing network connections independently.

Fig. 4B illustrates the proposed connectivity technique according to the
method and system of the present invention in a simplified networking
environment utilizing the communication protocols and the HTTP 1.1 application
protocol. HTTP 1.1 client introduces requests 98 and 104 to HTTP 1.1 server 90.
Server 90 can be one of many available HTTP servers such as IIS, Apache, and
the like. Server 90 is responsible for low-level transport managed by the HTTP
1.1 protocol, the SSL security protocol, and the like. For each separate requests
98, 104 separate connections 100, 106 are established. Request 104 is a
conventional “forward” request operative in the opening of conventional
“forward” connection 106. Server 90 receives forward request 104 and forwards
the request 104 to request processor 96 of application server 92. Server 92 can be
an ISAPI DLL application, a CGI application used as an application server “on
top” of the HTTP server 90 and the like. Server 92 is utilized as a back-end
providing business rules, logic rules, database access, and the like. Interface 97
provides the ISAPI/CGI interface between server 90 and server 92. Request
processor 96 processes request 104 via the appropriate application services and
after recognizing the request as a conventional forward request communicates the
resulting data or notifications to server 90. Server 90 utilizing the communication
channel 106 transmits a conventional practically immediate response 108 to client

88. When client 88 receives the immediate response 108 the session associated
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with the request-response pair 104-108 terminates and the connection 106 closes.
Client 88 is capable of initiating new connections and thereby opening new
communication channels to server 90. Request 98 is a “backward” request
operative in the opening of a “backward” connection 100. Server 90 receives
backward request 98 and sends the backward request 89 to request processor 96
of applvication server 92. Server 92 can be an ISAPI DLL application, a CGI
application used as an application server “on top” of the HTTP server 90 and the
like. Server 92 is utilized as a back-end providing business rules, logic rules,
database access, and the like. Interface 97 provides the ISAPI/CGI interface
between server 90 and server 92. Request processor 96 processes request 98 via
the appropriate application services and after recognizing the request as a
backward request assembles a specific confirmation and notification response
concerning the finalization of connection 100 as a continuous connection. The
response 101 wrapped within a message is communicated to server 90. Server 90
utilizing the communication channel 100 transmits the message 101 to client 88.
Client 88 initially creates the connection 100 to remain constantly open. As results
of the message 101 client 88 receives notification that its request was fulfilled.
Connection 100 remain open because server: a) does not close it; b) server put to
response header (or in the body) corresponding values for not closing the
connection; c¢) client 88 is set to a constant connection state and does not close the
connection by itself. As a result of the message client 88 allows the connection
100 to remain open. Connection 100 is finalized as a “backward” connection or a
continuous connection. The notification message 101 is also operative in notifying
other network components (not shown) disposed along the communication path
between client 88 and server 90 regarding the finalization of connection 100 as a
continuous connection. As a result of the notification the network components
allow the connection 100 to remain permanently open. When server 92 is updated
with new data originating from diverse external or internal information sources or
routines (not shown) and the updates are operative in the activation of processes

for the notification of client 98. The notification manager 94 of server 92 may
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assemble suitable data objects 103, 105, 107 containing the new data. The data
objects 103,105,107 are transmitted to server 90. Server 90 sends the data objects
within the well-defined formatted HTTP 1.1 messages 102 and sends the
messages 102 to client 88 via transport iOO. As aresult of the continuous status of
the transport 100 the client 88 is functionally receptive to transmission of
messagés from server 90. Therefore, as long as connection 100 is open the
messages 102 sent by server 90 are functionally received and appropriately
processed by client 88. Note should be taken that in parallel with a number of
open backward connections client 88 is allowed to submit forward requests
effecting a number of conventional forward connections. Client 88 can also
terminate the continuous connection 100 through the activation of predetermined

procedures.

Referring now to FIGs. 5 and 6 respectively, FIG.S illustrates the
connectivity flow between the various components of a simplified data
communication network in accordance with the proposed method and system of
the present invention. Client 110 is implemented on a computing platform:
communicatively linked to other computing platforms across a data
communication network. Client 110 includes a client agent 120 and can also
include a local database 122. Client agent 120 is preferably a Web .browser. Agent
120 is an application program that provides a way to look at and interact with
information sources on a data network such as the World Wide Web (the Web).
Agent 120 is a client program that uses the Hypertext Transfer Protocol (HTTP)
to make requests of Web servers throughout the Internet on behalf of the browser
user. Agent 120 can be any network browsers implementing stateless
session-oriented protocols such as HTTP or the like. Agent 120 can also be a
specifically written agent for accomplishing the tasks described herein. Known
network browsers that can be utilized are the Netscape Navigator or the Microsoft

Internet Explorer (MSIE). Optional local database 122 is a formatted data
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structure operative in storing client-side application data. Other methods for
storing the client-side application data can be equally used.

Client 110 is communicatively linked to server 111 via a data
communications network. A proxy server 112 is deployed in the path of
communication between the client 110 and the server 111. Server 112 is used as
an intefmediary between a client and the data network in order to ensure security,
administrative control, and caching service. Typically, a proxy server is associated
with or is a part of a gateway server that separates a local data network from the
external data network and a firewall server that protects the local network from
outside intrusion.

Web server 114 is contained within the server system 111 implemented
on a computing platform communicatively connected to the data network. Server
114 can be any one of the HTTP server extendible applications such as the
Internet Information Server (IIS) developed and distributed by Microsoft
Corporation and the like. Other extendible HTTP servers can be used, such as
UNIX-specific HTTP servers using CGI technology and the like. Any other HTTP
server can be employed in the context of the present invention. In the preferred
embodiment of the present invention server 112 is an IIS server. IIS can be easily
extended by using the built-in Internet Services API (API) routines. ISAPI is a set
of program calls that provide the capability of writing back-end applications. An
ISAPI extension is a Dynamic Link Library (DLL) routine. The DLL is called by
submitting to the IIS a Uniform Resource Locator (URL) with a virtual path to the
DLL. A special kind of ISAPI DLL is called an ISAPI filter, which can be
designated to receive control for every HTTP request. An ISAPI filter can be
created for various purposes such as for request screening, or the like. Other
elements having like operation and functionality can be similarly employed and
are equally contemplated by the present invention. Front-end is a term used to
characterize program interfaces and services relative to the initial user of these
interfaces and services. The user may be a human being or a program. A front-end

application is one that application users interact with directly. In contrast, a
-20-
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back-end application program serves indirectly in support of the front-end
services, usually by being closer to the required resource or having the capability
to communicate with the required resource. The back-end application may interact
directly with the front-end. The back-end application is typically a program called
from an intermediate program that mediates front-end and back-end activities. In
the preferred embodiment of the present invention, server 116 is developed using
ISAPI extensions. Application server 116 is a server-side back-end application
implemented as part of the server system 111 embedded on a computing platform
within a data communication network. Server 116 includes request processor 126,
backward connection handler 130, and backward connection list 132. Request
processor 126 is operative in servicing requests submitted by client 110. Processor
126 accepts requests from client 110, and forwards the requests to a database
server 118 for processing. Processor 126 is also operative in receiving incoming
content, services, notifications, or updates from database server 118 and
appropriately transmitting the received content back to client 118. In the preferred
embodiment of the present invention, processor 126 controls backward
connection handler 130. Handler 130 is activated by processor 126 in order to
identify backward requests, to effect the insertion of backward connection records
into backward connection list 132, to search for and obtain backward connection
records from backward connection list 132 in order to identify operative
continuous connections and for effecting the transmission of new data via the
open connections. List 132 is a formatted data structure which stores data
associated with continuous connections. Database server 118 is a back-end
application implemented within a server system on a computing platform
communicatively linked to a data network. Database server 118 is operative in
supplying "content information such as Web pages, data, or files within the
framework of responses to the requests of client 110. Server 118 is linked to
content database 132. Server 118 is operative in processing requests from request
processor 116. Server 118 accesses content database 134, obtains the content

information requested by client 110 and transmits the requested content to request
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processor 126. For the clarity of description FIG. 5 includes a single database
server associated with a single content database. In the preferred embodiment of
the present invention, a plurality of database servers associated with a plurality of
content databases could be operative. However, persons skilled in the art will
appreciate that the presence or absence of databases serves only to better describe
the présent invention. The present invention may function equally in the absence
or with the presence of databases. In order to initiate a backward connection to the
server 111, client 110 submits an HTTP request via the services of client agent
120. Agent 120 can be a Web browser and operates in the known manner of
network browsers such as the Netscape Navigator or the Microsoft Internet
Explorer. Agent 120 can be a specially written computer program for connecting
to a network and forwarding an receiving network-related instructions. An HTTP
request is submitted by the utilization of a Uniform Resource Locator (URL). The
URL will typically contain the address of the server 110, the relevant port number,
the identification of the ISAPI extension routine to be activated, and the value of a
predetermined parameter, such as BACKWARD=YES in the body or header of
the message. In addition extendable header fields can be employed. The structure
of an exemplary URL to be submitted is shown as the following statement:

“http://server-ip/server-port/server.dll?Backward”

In addition to the URL, the client 110 supplies a regular block of
HTTP headers, containing identification and control information to allow the
server 111 to identify the backward connection and associate the information
thereof with the particular client 110. The identification and control information
enables the server 111 to keep a list of open backward connections 132 with
associated control information identifying the backward connection-initiating
client systems. Thereby, notifications received from diverse external or internal
information sources, such as a database server and are intended to be sent to the
client system 110 are transmitted by the server 111 through utilizing the backward
connection control information stored within the backward connection list 132.

The request introduced by client 110 is formatted as an HTTP request and
-22-
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transmitted to the server 111. The request forwarded to the web server 114 and to
the application server 116. The request processor 126 forwards the request to the
backward connection handler 130. Handler 130 examines the request contents for
the presence of the particular BACKWARD parameter. Requests without the
specific parameter are handled like conventional forward requests in the manner
known in the art. Identified backward messages are appropriately processed by the
extraction of the relevant control information from the header or the body of the
request. The processing of the backward request also includes the building and the
insertion of a backward connection record 159, 161 of FIG. 6B into backward
connection list 132. The backward connection record 159 of FIG. 6A includes
connection identification 156, and client identification 158. Record 159 is utilized
as a pointer to backward connection record 161 of FIG. 6B, Backward connection
record 161 of FIG. 6B contains target Internet Protocol (IP) address 160, a port
number 162 and a source IP address 164. Server 111 will create a suitable
response 140 of FIG. 6A intended as confirmation and/or notification to client
110 and to other network components. The response 140 of FIG. 6A is effective
in finalizing the continuous state of the connection. The response message header
142 of FIG. 6A includes a Connection field 146 with the value of the field set to
“KEEP-ALIVE”, a Connection-Length field 148 with the value of the field set to
a maximum possible value, such as “ULONG_MAX?”, and a Content-Length 150
field with the field set to a maximum possible value, such as “ULONG_MAX”.
The client 110 is notified regarding the setting up of a continuous connection by
the setting of the variable Connection-Length 148 to the maximum possible value
“ULONG_MAX”. The maximum possible value of the wvariable
Connection-Length 148 will require client 110 to wait for an indefinite period
before effecting a disconnection due to a client-side timeout signal. The maximum
possible value of the variable Connection-Length 148 of FIG. 6A enables the
client agent 120 to receive blocks of content information transmitted from the
server 111 independently of specific requests. In addition to notifying client 110

other specific network components should be notified in regard to the setting up
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of a continuous connection. The value of the variable Content-Length 150 of
response header 142 is also set to the maximum possible value such as
ULONG_MAX. Thereby, information of the IIS detection threads, of the proxy
server 112, which is disposed on the communication path between the client 110
and the server 111 and of client 110, is effected. The Content-Length 150 value
indicates that the current request is not yet completed and will be completed only
after a maximum possible value of bytes will be transmitted from server 111 to
client 110. Proxy server 112 disposed along the communication path between
client 110 and server 111 may close the continuous connection independently of
the actions performed by server 111 or by client 110. Typically, for reasons of
performance optimization proxy server 112 has been provided with sophisticated
built-in routines in order to perform autonomously supplementary connectivity
optimizations within the communication network. By analyzing sets of HTTP
instructions, and by ﬁtilizing a set of configurable timeout values, proxy server
112 may terminate a network connection independently of connection-specific
operative components such as the client 110 or the server 111. Depending on the
precise network installation and configuration actions such as these, which follow,
should be performed in order to prevent the proxy server 112 from interfering
with the sustaining of a continuous connection.
a)The field Connection 146 within HTTP header 142 of HTTP response 140
on FIG. 6B should contain the value “KEEP-ALIVE” to inform all the
relevant network components that the relevant TCP socket should not be
closed even if a proxy server considers the current request as already
completed. The KEEP-ALIVE messages can be sent on the application
protocol level from the server to the client. Such signals can be used by the
client to restore or reestablish broken connection.
b) The field Connection-Length 148 within HTTP header 142 of HTTP
response 140 on FIG. 6B should contain the maximum possible value such
as “ULONG MAX?” in order to disable the proxy server timeouts. The

maximum possible value such as “ULONG_MAX” will make the proxy
24-
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server to consider the request uncompleted even after a considerably long
period.

c) IIS connection timeout values should be set to a maximum possible value
such as “ULONG_MAX". IIS connection timeout values can be configured
via the Internet Service Manager application.

d) " The HTTP client 110 connection timeout value should be set to a maximum
possible value. HTTP specifications require HTTP clients not to close a
connection since typically the HTTP servers are responsible for the closing a
connection. However, many HTTP- clients perform their own timeout
checking and occasionally do close a connection when such a timeout
occurs. For example, Microsoft Internet Explorer (MSIE) utilizes a default
timeout value set to twenty minutes. The connection timeout option of an
HTTP client is should be disabled by appropriately modifying the suitable
registry settings.

15 e)As a “natural” timeout can still occur under certain circumstances, like for

example after transmitting a considerably large number of notification data

over a considerably long period of time, an auto-reconnect feature restoring
backward connection, should be added to the client/server implementation
scheme.

20

When the application server 116 wants to notify a client about some
event, the backward connection handler 130 is activated in order to look up the
client’s connection identification 158 of FIG. 6B in the list of the backward
connections 132. Subsequently the connection identification 158 of FIG. 6B and

25 associated connection data 160,162,164 of FIG.6B is utilized to transmit data via

the backward connection to the client 110. Client agent 120 is operative in the

processing of the received information. Optionally by the utilization of client-side
routines the received information is inserted into local database 122. The IIS

WriteClient function can be used to send data to the client 110 identified by the

30 given connection identification fields 160,162,164 of FIG. 6B. When client 110
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disconnects or the continuous connection is terminated as a result of diverse
network-related events, such as a network failure, the IIS 114 informs backward
connection handler 130 in regard to the connection loss. The
disconnection-related information is accompanied by an appropriate reason code.
The receiving of the disconnection-related information effects the removal of the
connection identification 158 of FIG. 6B from the backward connection list 132.
The proposed method and system is operative in the creation,
maintenance, and the sustaining of continuous network connections within the
framework of a single communication session. The method and system according
to the teachings of the present invention operate within a data network
environment that utilizes a stateless application protocol such as the HTTP.
Messages transported via.the HTTP protocol are sent to and received from a
well-known port, such as the standard HTTP port 80. As the present invention
accomplishes a continuous connection transport within the framework of the

HTTP, the requests and responses transmitted between the operative components

- of the proposed system are communicated via port number 80. As port number 80

is a well-known standard port the messages will not be blocked by firewall
routines configured to filter messages transmitted through non-standard ports.
Thus a method and system for the creating, maintaining, and sustaining a
continuous connectivity transport between operative components of data
communication network incorporating the teachings of the present invention has
been described. The present invention is nbt limited to what has been particularly
shown and described hereinabove. Rather the scope of the present invention is

defined only by the claims which follow.
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I/WE CLAIM:

1. In a computing environment accommodating at least one client system

connectable to at least one server system via at least one network control unit
in a data communication network, a non-polling method of transmitting
notiﬁcatibns from the one or more server systems to the at least one client
systém utilizing a stateless session-oriented application protocol, the method
comprising the steps of:

submitting at least one backward request operative in opening of a continuous
connection between a first computer system and a second computer system by
the first computer to be sent to the second computer;

identifying the backward request transmitted by the first computer system by
the second computer system,;

inserting a backward request entry associated with the transmitted backward
request into a list of the backward connections open between the first
computer system and the second computer system by the second computer
system,

responding the the reception of the backward request by transmitting a
response to the first computer system for confirming the opening of the
continuous connection between the first computer system and the second
computer system from the second computer system;

communicating a notification message by the second computer system
regarding the opening of the continuous connection between the first computer
system and the second computer system to at least one network control unit
deployed in the communications path between the first computer system and
the second computer system,

reacting to at least one application-related event by transmitting at least one
notification regarding the at least one event to the first computer system by the
second computer system utilizing the communication path associated with the

continuous connection.
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2. The method of claim 1 further comprising establishing a list of continuous
connections between the first computer system and the second computer

system.

3. The method of claim 1 further comprising transmitting regular forward
requests independently of the continuous connection open between the first
computer system and the second computer system by the first computer system

to the second computer system.

4. The method of claim 1 further comprising terminating the continuous
connection between the first computer system and the second computer system

by the first computer system.

5. The method of claim 4 wherein the step of terminating further comprising
deleting the entry associated with the continuous connection from the

backward connections list on the second computer system.

6. The method of claim 1 wherein the step of identifying comprises the step of
examining the backward request transmitted by the first computer system to
the second computer system for the presence of a predetermined parameter in

the body of the backward request.

7. The method of claim 1 wherein the step of communicating comprises the step
of introducing into the response message predefined parameters operative in
informing the at least one network control unit regarding the opening of the
continuous connection between the the first computer system and the second

computer system
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8. The method of claim 1 wherein the step of submitting comprises the step of
introducing a predetermined parameter within a message object warping the

backward request.

9. The method of claim 1 wherein the step of reacting comprises the sub-steps of:
identifying the first computer as the target of the received content information;
scanning the backward connections list in order to obtain the control

information needed to forward the content to the first computer;
utilizing the control information to transmit the content message to the first

computer.

10. The method of claim 8 wherein the predetermined parameter specifies that
the network transport connection should remain open between the first
computer system and the second computer system independently of the flow of

messages from the second computer system to the first computer system.

11. The method of claim 1 further comprises an auto-connect feature to sustain

continuous connections under exceptional circumstances.

12. In a computing environment accommodating at least one client system
connectable via at least one network control unit to one or more server systems
in a data communication network, a system for creating, sustaining and
maintaining at least one open continuous connection between the at least one
client system and the server system, the system comprising:

a backward connection list implemented on the second computer system to
hold at least one record associated with at least one continuous connections;

an application server implemented on the second computer system;

a backward connection handler component associated with an application

server implemented on the second computer system;
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13. The system of claim 12 wherein the backward connection handler identifies
backward requests submitted by the web browser from the first computer,
inserts backward connection records into backward connection table, an
obtains continous connection records from the backward connection table to
identify operative continuous connections between the second computer

systém and the first computer system.

14. The system of claim 12 wherein the backward connection list is a data
structure holding control information associated with the operative continuous
connection records.

15. The system of claim 14 wherein the backward connection list comprises:

a user identification to identify the use associated with the continuous
connection;

a connection pointer to identify a continuous connection record stored in the
backward connections list;

a target IP address to identify the first computer Internet Protocol address;

a port number to identify the port associated with the session;

a source IP address to identify the source of the content, data, or event to be

transmitted to the first computer.

16. The system of claim 12 wherein the application server comprises a request

processor.

17. The system of claim 14 wherein the request processor is operative in

servicing requests submitted from the first computer system.

18. The system of claim 14 wherein the request processor further operative in
receiving incoming content, services, notifications, and updates from the

database server.
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19. The system of claim 14 wherein the request processor further operative in
transmitting the received content to the web browser on the first computer

system.

20. The system of claim 12 further comprising:

a web browser implemented on the first computer system designed to submit
requests to web servers across a data communication network;

a web server implemented on the second computer system to handle requests
submitted by web browser from the first computer system;

a database server implemented on the second computer system to handle
request for content submitted by the web server;

a content database implemented on the second computer system desgined to

hold content information.

21. The system of claim 20 wherein the database baser is implemented on a third

computer system across the data communication network.

22. The system of claim 12 wherein the web server is a Hypertext Transfer

Protocol (HTTP) server.

23. The system of claim 12 wherein the system implements a stateless

session-oriented épplication protocol.

24. The system of claim 23 wherein the stateless session-oriented protocol is the

HyperText Transfer Protocol (HTTP).
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25. The system of claim 11 further comprising:
a network control server deployed on the communication path between the

first computer and the second computer utilized as a firewall, a gateway, a router,

Or as a proxy Server.

5
26. The system of claim 11 wherein the data communications network is the
Internet.
27. The system of claim 11 wherein the client system is implemented on a
10 Personal computer (PC) platform, a Personal Digital Assistant (PDA) device, a

mobile device, or a WAP-enabled mobile cellular device,
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