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(57) Abstract: A method of network selection is provided. A mobile
communication device is provided with policy and discovery information.
The policy information provides prioritised policies for connecting to a
number of networks. The discovery information provides information for
identifying available networks. The discovery information includes cover-
age information and/or confidence information relating to the discovery
information. The extent to which a mobile communication device search-
es for a higher priority access network when a lower priority access net-
work is available depends on the coverage information and/or the confi-
dence information.
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Description

Network Access Control

The invention relates to network access control; for example

the control of access to a mobile communication network.

Many mobile communication devices are able to make use of
more than one communication access technology. For example,
some mobile communication devices are able to make use of
both the 3GPP standard and WLAN (wireless local area net-

work) .

Providing a mobile communication device with alternative com-
munication technologies has a number of potential advantages.
For example, the mobile communication device may be able to
function in areas where only one of a number of access tech-
nologies is available. Also, i1if a user requires a low cost
connection, then the cheapest of a number of available con-
nection options can be chosen. Alternatively, if a user
wants to send a large amount of data over a connection, then

a connection with a high available bandwidth can be chosen.

It is known to provide mobile communication devices with in-
formation regarding access technologies that are available.
For example, Access Network Discovery and Selection Function
(ANDSF) mechanisms allow a mobile operator to provide sub-
scriber devices with inter-system mobility policies for auto-
matic, intelligent network selection in a heterogeneous net-
work environment, where a plurality of different non-3GPP ac-
cess technologies are available together with 3GPP or ful-

filling gaps where 3GPP is not available.

Figure 1 is a block diagram of a system, indicated generally
by the reference numeral 1, comprising a mobile communication
device 2, an ANDSE server 4, a first mobile network 6 and a

second mobile network 8.
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In the use of the system 1, the ANDSF server 4 provides in-
formation to the mobile communication device 2 regarding the
priority in which the access networks available to the mobile
device (such as the networks 6 and 8) should be accessed.

The mobile communication device requests this priority infor-
mation from the ANDSF server 4, and the ANDSEF server returns
the requested data to the mobile communication device. The
mobile communication device 2 may choose the network to be
used with ANDSF communication according to existing network
selection information or by any other means available to the

mobile device.

Figure 2 is a flow chart showing an algorithm, indicated gen-
erally by the reference number 100, showing an exemplary use

of the system 1.

The algorithm 100 starts at step 102, where ANDSF information
is obtained. The ANDSFEF information may, for example, be pro-
vided (by the ANDSFEF server 4) on request from the mobile com-
munication device 2 (in a “pull” mode) or may be provided in
a manner determined and initiated by the ANDSF server (in a

Ypush” mode) .

The ANDSF server 4 provides a number of policies for connect-
ing the mobile communication device 2 to networks (such as
the first mobile network 6 or the second mobile network 8).
Priorities are assigned to the various policies and, at step
104 of the algorithm 100, the highest priority valid policy
is applied. A policy is considered to be “walid” if it meets
a number of validity conditions. Such conditions may, for

example, relate to location or the time of day.

The policy selected at step 104 will have a number of access
network options associated with it. The access network op-
tions will be prioritized within the policy. At step 105 of
the algorithm 100, the highest priority access network option

of the selected policy is selected.
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The algorithm 100 moves to step 106 where it is determined
whether or not the highest priority access network option of
the selected policy has resulted in a successful connection
to an available network. If a network connection has been
made, then the algorithm 100 terminates at step 112. If a
connection has not been made then the algorithm 100 moves to
step 108, where it is determined whether or not the selected
policy has any more (lower priority) access network options

available.

It should be noted that ANDSFEF information does not define
when a network connection is considered to be good enough.
Even if a mobile communication device is able to connect to a
network, the network quality may still be low. It is left to
the mobile communication device to decide whether a given
network fulfills its own requirements for the connection. If
the network quality is too low, then the mobile communication

device can choose the next preferred network in the policy.

If no further access network options exist, the algorithm 100
terminates at step 112. TIf further access network options do
exist, then the next highest priority access network is se-
lected at step 110. The algorithm 100 then returns to step
106, where it is determined whether or not the newly selected
access network results in a successful connection to an
available network. If a connection is made, then the algo-
rithm 100 terminates at step 112. If a connection is not
made, then the algorithm 100 moves to step 108, as discussed

above.

The algorithm 100 continues until either a successful connec-
tion is made or all access network options of the selected
policy have been tried. In some implementations of ANDSF
systems, if the highest priority wvalid policy does not result
in a connection being made, then no further efforts are made
to make a connection. In other implementations, if the high-

est priority valid policy does not result in a connection be-
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ing made, then the next highest priority policy is used and
steps 105 to 112 of the algorithm 100 are repeated using that
policy.

In addition to providing network selection policies, ANDSFE
allows mobile operators to provide access network discovery
information (ANDI) to assist user equipment (UE) in detecting
access networks specified in the ANDSF policy rules. Policies
are used to list preferred access networks in any given loca-

tion or time.

Discovery information consists of radio technology specific
information like frequencies and channels. This is particu-
larly important, for example, for WiMAX where blind scanning
of the whole frequency domain can take a considerable period
of time (perhaps as much as 15 minutes or more) and can use

considerable battery resources.

Both policies and discovery information can have validity
area, expressed for example using 3GPP Cell Identifier or
tracking area data. Typically, an ANDSFEF server runs in an
operator network and delivers the policies and discovery in-
formation to a user device either on request from the user
device (pull mode) or at the operator’s preference (push

mode) .

Although ANDSFEF can be used to provide a mobile communication
device with information regarding connection options, it is
not currently always clear how that information should be

used by mobile communication devices.

Consider the following example, in which an active ANDSF pol-
icy has two preferred networks. The higher priority network
is a WLAN network, which has SSID=OpenZone. The lower prior-

ity network is a 3GPP network.

In this example, assume that the access network discovery in-

formation (ANDI) data does not contain any information about
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the preferred WLAN network. Thus, the mobile communication
device is aware that the WLAN network is the preferred net-
work, so that, applying the algorithm 100, it is clear that
the WLAN network should be selected at step 105. However,
the mobile communication device does not have the information
required (such as the frequency to use) in order to find the
relevant channel. Accordingly, the application of the WLAN
network at step 105 is not trivial. Moreover, there is no
direct mapping between a policy and relevant access network
discovery information. Both can be defined for example for
specific locations, but there is no requirement to do so.
Even though a mobile communication has some policy, the mo-
bile communication device cannot know whether it has all

relevant discovery information for the policy.

In this scenario, there are at least two options for what the

mobile communication device should do:

1. Conduct a full WLAN scan to find if there are any Open-
Zone access points available. This will determine
whether there is a WLAN network available (the preferred
option according to the ANDSF policy). However, if
there is no WLAN network available, this is very waste-
ful, considering that there may a better option avail-
able.

2. Decide not to use the WLAN connection (even though it is
preferred) on the basis that no information regarding
the available connections is provided. The lower prior-
ity 3GPP connection can be used instead. However, if a
suitable WLAN network is available, it would be prefer-
able to make use of that network, in accordance with the

active ANDSFEF policy.

As it may be unrealistic to assume that an ANDSF server knows
details of all available networks, this may suggest that in
the exemplary scenario set out above, the mobile communica-
tion device should perform a full WLAN scan. However, this

might result in unnecessary scanning, even all the time and
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causing rapid battery drain. Thus, an alternative solution
might only search for networks that are fully defined (e.g.

where a frequency or channel is specified).

The present invention seeks to address at least some of the

problems outlined above.

The present invention provides a method (such as a method of
network selection) comprising: retrieving a preferred network
connection policy for connecting a mobile communication de-
vice to a network, wherein the policy includes one or more
prioritised network connection options; retrieving network
connection data (such as discovery data, for example access
network discovery information), wherein the network connec-
tion data provides information for connecting the mobile com-
munication device to network connection options; retrieving a
confidence value that is indicative of the completeness or
accuracy of the network connection data within a given area;
and determining whether or not to attempt to connect to a
particular network connection option on the basis of the net-
work connection data (this may, for example, include consid-
ering the confidence value).

The present invention also provides an apparatus (such as a
user device) comprising: a first input for receiving network
connection data (such as discovery data) for a highest prior-
ity network connection option, wherein the network connection
data provides information for connecting the mobile communi-
cation device to network connection options; a second input
for receiving a confidence value that is indicative of the
completeness or accuracy of the network connection data
within a given area; a controller for determining whether or
not to attempt to connect to the highest priority network
connection option on the basis of the nature of network con-
nection data and on the confidence value. The first and sec-
ond inputs may be the same physical input. The confidence
data may form part of the network connection data, such that
the confidence data is received at the first input as part of

the network connection data. The apparatus may further com-
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prise a third input for receiving a preferred network connec-
tion policy for connecting a mobile communication device to a
network, wherein the policy includes one or more prioritised
network connection options. The controller may be arranged
such that, in the event that an access point to the highest
priority network connection option is not available within
the given area, then the action taken is dependent on the

confidence wvalue.

The present invention also provides an apparatus (such as a
server, €.g. an ANDSF server) comprising a memory module (or
multiple memory modules) adapted to store: a preferred net-
work connection policy for connecting a mobile communication
device to a network, wherein the policy includes one or more
prioritised network connection options; network connection
data (such as discovery data), wherein the network connection
data provides information for connecting the mobile communi-
cation device to network connection options; and a confidence
value that is indicative of the completeness or accuracy of
the network connection data within a given area. The pre-
ferred network connection policy, the network connection data
and confidence value may be stored on different memory mod-
ules. In one form of the invention, the network connection
policy is stored at a first memory module and the network
connection data and confidence data are stored at a second

memory module.

The present invention also provides a system comprises a user

device as described above and a server as described above.

The preferred network connection policy may be one of several
available policies. For example, the highest priority wvalid

policy may be selected as the preferred policy. The policies
may, for example, be ANDSF policies, and may be obtained from

an ANDSE server.

The retrieving steps of the present invention (such as re-

trieving a preferred network connection policy, retrieving
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network connection data and retrieving a confidence wvalue)
may encompass retrieving data (for example from a server) on
request by a user device (such as a mobile communication de-
vice) or retrieving data that has previously been stored lo-
cally at the user device. By way of example, data may be re-
ceived at a mobile communication device from a server (such
as an ANDSFE server) and stored at the device; the said server

may, for example, be providing data in a “push” mode.

The given area may be a coverage area defining an area in
which all available discovery data is provided. In some
forms of the invention, the coverage area is included in the
network connection data. The coverage area may be defined
for each network connection option separately. The coverage
area may consist of a plurality of areas which together make

up a coverage area.

The given area may be a location area defining the location
of access points for one or more of said one or more priori-
tised network connection options. In some forms of the in-
vention, the location area data may be included in the net-

work connection data.

In the event that an access point to the highest priority
network connection option is available, the mobile communica-
tion device may use that access point to connect to the high-

est priority network connection option.

In the event that an access point to the highest priority
network connection option is not available within the given
area, then the action taken may be dependent on the confi-

dence value.

In the event that the confidence value is above a first
threshold (for example, the confidence value is “high”),
then, in one form of the invention, no attempt is made to
connect to the highest priority network connection option

(for which an access point is either unavailable or unknown) .
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In such a scenario, the confidence value may indicate that
the access point data is sufficient complete that searching
for unknown access points is unlikely to be successful. By
way of example, in the event that the given area is a cover-
age area, then the high confidence may indicate that no fur-
ther access points are within the coverage area and so a fur-

ther search is not justified.

In the event that no attempt is made to connect to the high-
est priority network connection option, then the next highest

priority network connection (if any) may be considered.

In the event that the confidence value is below a second
threshold (for example, the confidence value is “low”), then
a scan may be made for access points to the highest priority
network connection option. The low confidence value may in-
dicate that further (unknown) access points may be available,
such that a search is justified. 1In the event that the given
area 1s a coverage area, then the low confidence may indicate
that it is unknown whether or not further access points are

available within the coverage area.

The first and second thresholds may be the same. Thus, the
confidence value is either above the first threshold (e.g.
“*high”) or below the second threshold (e.g. “low”). Alterna-
tively, there may be more than two confidence levels avail-
able.

In an alternative form of the invention, in the event that
the confidence value is above a third threshold (for example,
the confidence value is “high”), specified channels (if any)
of the highest priority network connection option are
checked. Furthermore, in some forms of the invention, in
the event that said specified channels do not result in a
connection being made, no further connection attempts are

made for that network connection option.

In the event that the confidence wvalue is below a fourth
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threshold (for example, the confidence level is “low”), a

scan of all potentially available channels may be conducted.

In the event that the confidence value is between the third
and fourth thresholds (for example, the confidence level is
“medium”), specified channels (if any) of the highest prior-
ity network connection option may be checked. Furthermore,
in the event that the specified channels do not result in a
connection being made, a scan of all potentially available

channels is conducted.

The invention may further comprise: obtaining a set of net-
work selection policies (such as ANDSFEF policies), the network
selection policies defining an ordered list of mobile commu-
nication network connection options (such as WLAN and 3GPP);
and using said ordered list to determine the highest priority

network connection option.

In some forms of the invention, the network connection data
(such as discovery data) may include frequency ranges and/or

channels.

The present invention further provides a computer program
product comprising: retrieving a preferred network connection
policy for connecting a mobile communication device to a net-
work, wherein the policy includes one or more prioritised
network connection options; retrieving network connection
data, wherein the network connection data provides informa-
tion for connecting the mobile communication device to net-
work connection options; retrieving a confidence value that
is indicative of the completeness or accuracy of the network
connection data within a given area; and determining whether
or not to attempt to connect to a particular network connec-
tion option on the basis of the network connection data and

the confidence value:

The present invention further provides a computer program

comprising: code for retrieving a preferred network connec-
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tion policy for connecting a mobile communication device to a
network, wherein the policy includes one or more prioritised
network connection options; code for retrieving network con-
nection data, wherein the network connection data provides
information for connecting the mobile communication device to
network connection options; code for retrieving a confidence
value that is indicative of the completeness or accuracy of
the network connection data within a given area; and code for
determining whether or not to attempt to connect to a par-
ticular network connection option on the basis of the network
connection data and the confidence value. The computer pro-
gram may be a computer program product comprising a computer-
readable medium bearing computer program code embodied

therein for use with a computer.

Exemplary embodiments of the invention are described below,
by way of example only, with reference to the following num-

bered drawings.

Figure 1 is a block diagram of a system in which the present
invention may be used;
Figure 2 is a flow chart showing a network access selection
algorithm;

Figure 3 is a flow chart showing an algorithm in accor-
dance with an aspect of the present invention;
Figure 4 is a flow chart showing an algorithm in accordance
with an aspect of the present invention; and
Figure 5 is a flow chart showing an algorithm in accordance

with an aspect of the present invention.

As described above, the ANDSF server 4 provides at least the

following information to the mobile communication device 2:

1. Policy information, providing one or more policies that
can be used for connecting to networks. The policies
each have a priority. Each policy includes a number of

prioritised access network options.
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2. Discovery information, providing information, such as
frequency and other channel information, for identifying
available networks. The discovery information includes
location data defining area(s) where access network ac-

cess points can be expected to be found.

The present invention seeks to address the problem that even
if an ANDSF server knows all the locations and related dis-
covery information, there is no mechanism to inform a user
device and the user device has no way to know if it has all
the relevant information available. For example, a user de-
vice may have discovery information of a specific WLAN access
point with validity condition of a 3GPP Cell area. The policy
however might be given for a location area. If the user de-
vice enters another cell in the same location area, the user
device cannot know if it should contact the ANDSF server to
refresh the discovery information. If it does contact the
ANDSFE server, but server knows there is no related WLAN ac-—
cess point under this cell area, how can this be told to the
user device? Absence of discovery information can be inter-
preted as ‘network doesn’t know if there is a suitable access
point in the area’ or ‘network knows there is no suitable ac-
cess point in the area’. The latter indicates there is no
need to scan the WLAN access point, while the former indi-
cates that the user device should perform a scan. In one em-
bodiment of the invention, this problem is addressed by addi-
tionally providing (typically, although not exclusively, as
part of the discovery information) one or both of the follow-

ing:

1. Coverage information, defining an area within which the
discovery information is wvalid. If a user device is
within the coverage area, then the user device knows
that it has all of the available discovery information
for that area (at least from the ANDSF server concerned
- of course, further discovery information could be

available from other ANDSFEF service providers).
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2. Confidence information, indicating the level of confi-
dence that the mobile communication device can place on
the provided discovery information. The confidence in-
formation may, for example, be indicative of the com-

pleteness of the discovery information.

A sample policy might be as follows:
1. home wifi;
2. operator wlan,

3. 3gpp.
Valid within PLMN.

In this case, sample discovery information might be provided
as follows: Home wifi [type=WLAN, location 3GPP-Cell-1, ac-
cessRef -> WLAN AP config, coverage PLMN, confidence=high].

In the example policy above, the user device knows it has all
information for the WLAN access point (since the confidence
level is high), it knows where to search for it and it knows
where not to search. Accordingly, in this example, as the
confidence level is high, there is no need to request discov-

ery information update while within the PLMN.

Figure 3 is a flow chart showing an algorithm, indicated gen-
erally by the reference numeral 10, demonstrating the use of
the coverage and confidence information in accordance with an
aspect of the present invention. The algorithm 10 takes
place between the steps 105 and 106 of the algorithm 100 de-
scribed above. Accordingly, step 102 (obtaining ANDSFEF infor-
mation), step 104 (apply highest priority valid policy) and
step 105 (apply highest priority valid access network) have
already been carried out when the algorithm 10 starts. The

algorithm 10 seeks to connect to the selected access network.

The algorithm 10 starts at step 12, where the user device de-
termines whether it has discovery information (including cov-
erage area data) for the location of the user device. If the

user device has the required discovery information, the algo-
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rithm 10 moves to step 16. Otherwise, discovery information
is obtained from the relevant ANDSFE server at step 14, before

the algorithm 10 moves to the step 16.

At step 16, it is determined whether the user device is at a
location that falls within a location area specified in the
discovery information. The location areas given in the dis-
covery information define locations of access points for a
particular access network (typically the access network se-
lected at step 105). If the user device is within a location
area specified in the discovery information, then the algo-
rithm moves to step 18, where the user device attempts to
connect to the access point at that location. If the user
device is not within a location area, then the algorithm 10

moves to step 22.

From step 18, the algorithm 10 moves to step 20 where it is
determined whether or not the attempt to connect to the ac-
cess point was successful. If the attempt was successful,
the algorithm 10 terminates at step 30. Otherwise, the algo-
rithm 10 moves to the step 22.

At step 22, the confidence level associated with the discov-
ery information is checked. The confidence level is either
high or low. A high confidence level indicates that the lo-
cation information given in the discovery data is complete.
A low confidence level indicates that the location informa-

tion may not be complete.

Accordingly, at step 22 it has been determined that the user
device is within the coverage area of up-to-date discovery
data, but not within the area of a known access point. A
high confidence level indicates that the ANDSFEF server is cer-
tain that there are no further access points in this area and
so no attempt should be made to look for an access point. A
low confidence level indicates that the ANDSFE server is not
certain whether or not a further access point might be avail-
able.
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Accordingly, if, at step 22, the confidence level is high,
then there is no need to search for further access points and
the algorithm 10 terminates at step 30. However, if the con-
fidence level is low, then there may be further access points
available and so the algorithm 10 moves to step 24, where a
scan of the coverage area for further access points is car-

ried out.

From step 24, the algorithm 10 moves to step 26, which deter-
mines whether or not an access point has been found. If not,
the algorithm 10 terminates at step 30. If an access point
is found, then the algorithm 10 attempts to connect to that

access point (at step 28) before terminating at step 30.

From step 30 of the algorithm 10, the algorithm 100 moves to
step 106, where it is determined whether or not a connection
has been successfully made. If so, the algorithm 100 termi-
nates. If not, an attempt is made to connect to the next
highest priority access network (if any). The algorithm 10

would then be repeated.

Thus, the confidence level specified in the discovery infor-
mation specifies whether or not the access network informa-
tion includes all possible access points within the coverage
area. A “high” confidence level indicates that all access
points are defined: a “low” confidence level indicates that
further access points may be available, so that a scan may be

Justified.

In the algorithm 10 as described above, it is assumed that if
discovery data is requested at step 14, then that discovery
data is obtained. 1If, however, a user device cannot access
the server or the server does not provide new discovery data,
then a number of options are possible. For example, in the
event that existing discovery data is available to the user
device, then this data may be used (especially if that data

is relatively recent). If discovery data cannot be obtained,
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then the user device can set the confidence level to “low”
such that, at step 22, the algorithm 10 moves to step 24

where a scan 1s carried out.

The algorithm 10 can be applied to the example described
above in which an active ANDSF policy has two preferred net-
works. The higher priority network is a WLAN network, which
has SSID=OpenZzone and the lower priority network is a 3GPP
network. As discussed above, in this example, the access
network discovery information (ANDI) message does not contain

any information about the preferred WLAN network.

Following the algorithm 10, the action taken depends first on
whether an access point is available. Assuming that an ac-
cess point is not available, then the action taken depends on
the confidence level associated with the discovery informa-

tion.

If the confidence level is high, then the algorithm 10 termi-
nates at step 30, without any attempt to connect to a pre-
ferred WLAN channel. This is because the confidence level is
high, indicating that the reason that no WLAN channels are
specified in the discovery information is that no such chan-
nels are available. 1In this case, the less preferred 3GPP
network would be used. If the confidence level given to the
discovery information was low, then a full scan of the WLAN

frequency range would be carried out at step 24.

In the exemplary embodiment described above, the confidence
information has two levels: high and low. A high level indi-
cates either that the ANDSFE server is confident that, within
the specified coverage area, there either is, or is not, an
available access point. A low level indicates that the ANDSF
server is not certain. Although the use of two confidence
levels is often sufficient, it is possible for more than two

confidence levels to be provided.
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Figure 4 is a flow chart showing an algorithm, indicated gen-
erally by the reference numeral 40, in accordance with an as-
pect of the present invention. As described below, the algo-
rithm 40 makes use of three confidence levels: high, medium

and low.

As with the algorithm 10 described above, the algorithm 40
takes place between the steps 105 and 106 of the algorithm
100 described above. Accordingly, step 102 (obtaining ANDSF
information), step 104 (apply highest priority wvalid policy)
and step 105 (apply highest priority wvalid access network)
have already been carried out when the algorithm 40 starts.
The algorithm 40 seeks to connect to the selected access net-

work.

The algorithm 40 starts at step 42, where the user device de-
termines whether it has discovery information for the loca-
tion of the user device. 1If the user device has the required
discovery information, the algorithm 40 moves to step 46.
Otherwise, discovery information is obtained from the rele-
vant ANDSFEF server at step 44, before the algorithm 40 moves
to the step 46.

At step 46, the algorithm 40 asks whether the confidence data
associated with the policy that is being implemented is low,
medium or high. Of course, although three confidence levels
are described in this example, more or fewer than three con-
fidence levels could be used in alternative embodiments of

the invention.

If, at step 46, it is determined that the confidence level is
high, indicating that the operator is confident that the dis-
covery information is accurate and complete, then the algo-
rithm 40 moves to step 48. Since the discovery information
is complete, in order to find this network, the mobile commu-
nication device 2 need only check the defined frequencies
and/or channels to determine whether the preferred network is

available. 1If the network is not found, then the network is
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presumably not available. Thus, there is no need for full
scan of the possible network frequencies to be carried out.
Accordingly, once the defined fregquencies and/or channels
have been checked, the algorithm 40 terminates at step 56,

regardless of whether or not the channel has been found.

If, at step 46, it is determined that the confidence level is
low, then the algorithm 40 moves to step 50. At step 50,
the operator knows that it should not rely on any discovery
information that has been provided by the ANDSF server 4.
Thus, at step 50, the mobile communication device needs to
perform a full scan of the available frequency range in order
to find a network. Once the scan has been carried out, the

algorithm 40 terminates at step 56.

If, at step 46, it is determined that the confidence level is
medium, then the algorithm 40 moves to step 52. A medium
confidence level indicates that the discovery information
provided by the ANDSFE server 4 may well be incomplete. At
step 52, the mobile communication device 2 first tries the
known channels and/or frequencies. Next, at step 54, it is
determined whether or not the desired channel has been found.
If the desired channel has been found, then the algorithm 40
terminates at step 56. If the desired channel has not been
found, then the algorithm 40 moves to step 50, where, as de-
scribed above, a full scan of the available bandwidth is car-

ried out. The algorithm then terminates at step 56.

The algorithm 40 can readily be applied to the example de-
scribed above in which an active ANDSFEF policy has two pre-
ferred networks. The higher priority network is WLAN net-
work, which has SSID=OpenZone. The lower priority network is
a 3GPP network. As discussed above, in this example, the
access network discovery information (ANDI) message does not

contain any information about the preferred WLAN network.

Following the algorithm 40, the action taken depends on the

confidence level given to the discovery information. If the
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confidence level is high, then the algorithm 40 moves from
step 46 to step 48. No WLAN channels are defined, so no ac-
tion is taken and the algorithm simply terminates at step 56,
without any attempt to connect to a preferred WLAN channel.
This is because the confidence level is high, indicating that
the reason that no WLAN channels are specified in the discov-
ery information is that no such channels are available. 1In

this case, the less preferred 3GPP network would be used.

If the confidence level given to the discovery information
was low, then a full scan of the WLAN frequency range would
be carried out at step 50. Similarly, if the confidence
level was medium, an attempt to check known channels at step
52 would result in step 54 returning a negative answer and a
full scan of the WLAN frequency range being carried out at
step 50.

Figure 3 shows an algorithm in which both coverage and confi-
dence data are provided. Figure 4 shows an algorithm in
which confidence data is provided, but coverage data is not
provided (or, at least, is not considered). Figure 5 shows
an algorithm, indicated generally by the reference numeral
10’, in which coverage data is provided, but confidence data

is not provided.

The algorithm 10’ is similar to the algorithm 10, expect that
the steps 22 to 28 are omitted. 1In essence, the algorithm
10’ implements the algorithm 10, where the confidence level

is always set to high.

The algorithm 10’ starts at step 12', where the user device
determines whether it has discovery information (including
coverage area data) for the location of the user device. If
the user device has the required discovery information, the
algorithm 10’ moves to step 16’. Otherwise, discovery infor-
mation is obtained from the relevant ANDSF server at step

147, before the algorithm 10’ moves to the step 16'.
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At step 16', it is determined whether the user device is at a
location that falls within a location area specified in the
discovery information. The location areas given in the dis-
covery information define locations of access points for a
particular access network (typically the access network se-
lected at step 105). If the user device is within a location
area specified in the discovery information, then the algo-
rithm moves to step 18’, where the user device attempts to
connect to the access point at that location. From step 187,
the algorithm 10’ moves to step 30’, where the algorithm ter-
minates. Similarly, if, at step 16’, the user device deemed
not to be within a location area, then the algorithm 10’ ter-

minates at step 307.

In the algorithm 10’, the coverage area and the discovery
data validity area are the same. When the mobile communica-
tion device 2 is within the coverage area, then the algorithm
30’ knows that all relevant discovery information is avail-
able, so that the location data (indicating the location of
access points) is complete and so no scanning for access

points is required.

In the use of the invention, ANDSF information may be con-
veyed to the device using OMA DM compliant ANDSFEF management
object defined in the 3GPP 24.312 specification. Each access
discovery information element in the management tree consists
of AccessNetworkType Information Element (IE), AccessNetwork-
ValidityArea IE and a reference to actual technology specific
discovery information element. The arrangement of the present
invention adds a new Confidencelevel IE to this access dis-
covery information element, next to AccessNetworkValidityArea
IE. The confidence level may have two, three or more values
to identify the confidence levels discussed above (e.g.
low/high confidence, low/medium/high confidence etc.). Of
course, other confidence settings could be provided, with
different actions being taken in response to different confi-
dence settings. Further, the confidence level may be ex-

pressed as a function of the completeness of the information
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provided (e.g. complete information, partial information and

no information).

By using the present invention, an operator can provide mean-
ingful policies and discovery information to mobile communi-
cation devices. The devices know how to behave, resulting in

faster connection times and/or saved battery lifetime.

In the embodiments described above, the coverage and/or con-
fidence information has generally been described as being
part of the discovery information. This is not essential.
For example, at least some of the coverage and/or confidence
information could be provided as part of the policy informa-
tion. Alternatively, at least some of the coverage and/or
confidence information could be provided separate to both the

policy information and the discovery information.

The present invention has been described, by way of example,
with reference to the known ANDSF mechanism. This is not es-
sential. The principles of the invention are applicable to
other information distribution systems. One potential system
to which the invention could be applied is that described in
the TEEE 802.21 standards documents.

The embodiments of the invention described above are illus-
trative rather than restrictive. It will be apparent to
those skilled in the art that the above devices and methods
may incorporate a number of modifications without departing
from the general scope of the invention. It is intended to
include all such modifications within the scope of the inven-
tion insofar as they fall within the scope of the appended

claims.
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CLAIMS:

1. A method comprising:

retrieving a preferred network connection policy for
connecting a mobile communication device to a network,
wherein the policy includes one or more prioritised network
connection options;

retrieving network connection data, wherein the network
connection data provides information for connecting the mo-
bile communication device to network connection options;
retrieving a confidence value that is indicative of the com-
pleteness or accuracy of the network connection data within a
given area; and

determining whether or not to attempt to connect to a
particular network connection option on the basis of the net-

work connection data and the confidence wvalue.

2. A method as claimed in claim 1, wherein the given area
is a coverage area defining an area in which all available

network connection data is provided.

3. A method as claimed in claim 2, wherein an indication of

the coverage area i1s included in the network connection data.

4, A method as claimed in claim 1, wherein the given area
is a location area defining the location of access points for
one or more of said one or more prioritised network connec-

tion options.

5. A method as claimed in any preceding claim, wherein, in
the event that an access point to a highest priority network
connection option is not available within the given area,

then the action taken is dependent on the confidence value.

o. A method as claimed in claim 5, wherein, in the event
that the confidence value is above a first threshold, then no
attempt is made to connect to the highest priority network

connection option.
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7. A method as claimed in claim 5 or claim 6, wherein, in
the event that the confidence value is below a second thresh-
0ld, then a scan is made for access points to the highest

priority network connection option.

8. A method as claimed in claim 5, wherein in the event
that the confidence value is above a third threshold, speci-
fied channels of the highest priority network connection op-

tion are checked.

9 . A method as claimed in c¢laim 8, wherein in the event
that said specified channels do not result in a connection
being made, no further connection attempts are made for that

network connection option.

10. A method as claimed in any one of claims 5, 8 or 9,
wherein, in the event that the confidence wvalue is below a
fourth threshold, a scan of all potentially available chan-

nels is conducted.

11. A method as claimed in any one of claims 5, 8, 9 or 10,
wherein, in the event that the confidence wvalue is between
the third and fourth thresholds, specified channels of the

highest priority network connection option are checked.

12. A method as claimed in claim 11, wherein, in the event
that said specified channels do not result in a connection
being made, a scan of all potentially available channels is

conducted.

13. An apparatus comprising:

a first input for receiving network connection data for
a highest priority network connection option, wherein the
network connection data provides information for connecting a

mobile communication device to network connection options;
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a second input for receiving a confidence value that is in-
dicative of the completeness or accuracy of the network con-
nection data within a given area;

a controller for determining whether or not to attempt
to connect to the highest priority network connection option
on the basis of the nature of network connection data and on

the confidence value.

14. An apparatus as claimed in claim 13, further comprising
a third input for receiving a preferred network connection
policy for connecting the mobile communication device to a
network, wherein the policy includes one or more prioritised

network connection options.

15. An apparatus as claimed in claim 13 or claim 14, wherein
the controller is arranged such that, in the event that an
access point to the highest priority network connection op-
tion is not available within the given area, then the action

taken is dependent on the confidence value.

16. An apparatus comprising a memory module adapted to
Store:

a preferred network connection policy for connecting a
mobile communication device to a network, wherein the policy
includes one or more prioritised network connection options;

network connection data, wherein the network connection
data provides information for connecting the mobile communi-
cation device to network connection options; and
a confidence value that is indicative of the completeness or

accuracy of the network connection data within a given area.

17. A computer program product comprising:

means for retrieving a preferred network connection pol-
icy for connecting a mobile communication device to a net-
work, wherein the policy includes one or more prioritised
network connection options;

means for retrieving network connection data, wherein

the network connection data provides information for connect-
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ing the mobile communication device to network connection op-
tions;
means for retrieving a confidence value that is indicative of
the completeness or accuracy of the network connection data
within a given area; and

means for determining whether or not to attempt to con-
nect to a particular network connection option on the basis

of the network connection data and the confidence value.
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