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(57) Abstract: A method comprising assigning a first
identifier name to a first symptom alarm received from a
first virtualized network function (VNF). The first symp-
tom alarm indicates a fault experienced by the first VNF.
Further, first topology data corresponding to the first
VNF is obtained. The first topology data indicates associ-
ations between the first VNF and another VNF present in
a VNF network. Subsequently, a first correlation condi-
tion corresponding to the first symptom alarm is obtained
based on a correlation mapping. The first correlation con-
dition indicates the first topology data, the first identitier
name, and a second identifier name corresponding to a
second symptom alarm registered by a second VNF. Con-
sequently, a root cause of the fault indicated in the first
symptom alarm is determined based on the first correla-
tion condition and a root cause mapping that maps correl-
ation conditions with root causes.
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DYNAMIC FAULT MANAGEMENT
BACKGROUND

[6001] Network Function Virtualization (NFV) is a network
architecture that aims at using cloud based resources for providing
telecommunication services. A NFY environment includes a plurality of
virtualized network functions (VNFs) for performing functions of various
network entities, such as load balancers, home location registers, and
base stations. The VNFs are implemented as virtualized machines such
that they can run on a range of indusiry standard server hardware for
implementing the nefwork functions. The VNFs may communicate with
each other over the NFV environment for performing the network

functions.

BrIEF DESCRIPTION OF DRAWINGS

6002} The detailed description is described with reference to the
accompanying figures. It should be noted that the description and figures
are merely exampie of the present subject matter and are not meant to
represent the subject matter itself.

[00O3] Figure 1 iliustrates a block diagram of a system for dynamic
fault management, according 10 an example of the present subject matter.
[6004] Figure 2 illustrates various example components of a system
for dynamic fault management in a network funclion virtualization
envirenment, according to an example of the present subject matier.
[06005] Figure 3 iliusiraies an example method for dynamic fault
management in a network function virtualization environment, according fo
an example of the present subject matier.

[0006] Figure 4 illustrates an example method for dynamic fault
management in a network function virfualization environment, according o

another example of the present subject matter.
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[0007] Figure & illustrales an example network environment
implementing a non-transitory computer readable medium for dynamic
faull management in a network function virtualization environment,

according to an example of the present subject matier.
DeTAILED DESCRIPTION

060038} Network Function Virtualization (NFV) environment is a cloud
computing based network architecture implemented for virtualizing
telecommunication network based services. Any NFV environment
includes a plurality of virtualized network functions (VNFs) for performing
variocus network functions, such as message routing, traffic analysis, and
security measure implementation.

[0009] To efficiently implement and maintain the VNFs, a neiwork
provider may requiarly monitor and analyze alarms raised by the VNFs
impiemented in the NFV environment. The alarms raised by the VNFs may
indicate various events, such as fault evenis experienced by the VNFs
which may be used o analyze health and performance of the VNFs. For
instance, the alarm indicating fault events, such as network conneciivity
issue faced by the VNF may be used to determine network related issues.
Such alarms received from different VNFs may be analyzed o determine
a root cause of the fault evenis reporied by the VNFs. The root cause may
then be used to identify a solution for resolving the root cause.

{00107 Generally, determining the root cause and the solution
includes correlating fault evenis faced by different VNFs using predefined
correlation rules. These correlation rules are predefined at the time of
installing the VNFs based on interconnections between different VNFs.
Thus, in case of change in interconnections between different YNFs, the
existing correlation rules may not work and new correlation rules may
have to be defined. For instance, if a first VNF and a second VNF are
directly connected by a link and the link goes down, then the first VNF and

the second VNF may raise an alarm indicating loss of connection with
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each cther. In such a case a cormrelation rule may be defined to correlate
alarms from the first VNF and the second VNF to identify the root cause in
such faulls as link down. if the first VNF and the second VNF are
connected via a router and face nefwork connectivity issues, the first VNF
and the second VNF may raise an alarm indicating loss of connection with
gach other. In such a case, various correiation rules may have to be
defined to identify whether the rool cause is router malfunclioning or
disruption of links between the router and the two VNFs.

[0011] Defining correlation rules each time network topology
changes may be a hectic and tedious task, and may lead {0 exiensive use
of resources. Further, since a large number of VNFs are implemented in a
network, such a cusiomization of correlation rules may involve regular
monitoring of the network topology to identify modifications in the topology,
thus leading to further wastage of resources.

[0012] Approaches for dynamically managing faults experienced by
virtualized network functions (VNFs) in a network function virtualization
{(NFV) environment are described. As per an example of the present
subject matter, a dynamic correlation rule is defined that performs dynamic
correlation between a plurality of symptom alarms for determining a root
cause of a faull indicated in the symptom alarms. The dynamic comrelation
is performed based on a comrelation condition associated with the
sympitom alarm. The correlation condition includes data, such as an
identifier name that may be used for identifving ancther sympitom alarm,
registered in a symptom alarm directory, similar to the symplom alarm.
Further, topology data may be used o determine if the VNFs raising the
symptom alarms are associated. If the VNFs are associated, the
correlation condition is ascertained to be true. The root cause mapped 1©
the correlation condition is determined to be the root cause of the faults
experienced by the VNFs. Thus, the same dynamic correlation rule can be
used for managing faults in various networks irrespective of the network

topology.
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[0013] In operation, when a first VNF experiences a faulf, say, loss
of connectivity with a second VNF, the first VNF may raise an alarm. On
receiving the alarm, it is inilially determined whether the alarm is a
symptom alarm, based on a sympiom criterion. On determining the alarm
to be a3 symptom alarm, say, a first symptom alarm, a first identifier name
is assigned to the first symptom alam.

[0014] Subsequently, first topology data corresponding to the first
VWNF is obtained and used 0 update the first symptom alarm. The first
topology data indicates associations or links between the first VNF and
other VNFs present in a VNF network. The first symptom alarm is then
registered in a symptom alarm directory that lists a plurality of symptom
alarms and comresponding VNFs from which the symptom alarms are
received. Subsequently, a first correlation condition corresponding to the
first symptom alarm is oblained using a predefined comrelation mapping.
The first correiation condition indicates the first topology data, the first
identifier name, and a second identifier name corresponding 1o a second
symptom alarm that may be registered by a second VNF in the symplom
alarm directory. For instance, the second VNF may also have raised an
alarm indicating loss of connectivity with the first VNF.

[0015] Further, it is determined whether the second symplom alarm
has been registered in the symptom alarm directory and whether the
second VNF is associated with the first VNF. If the second symptom alarm
has been registered and is associated with the first VNF, the correlation
condition is ascertained o be true. The symptom alarms raised by the first
VNF and the second VWNF may thus be asceriained to be correlated.
Further, a root cause of the faull is determined using the first correlation
condition and a root cause mapping. A corrective action is then
determined for resolving the root cause based on a predefined cause-
action mapping.

[0018] The present subject matter thus facilifates in dynamically

managing faults experienced by the VNFs in the NFV environment
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irrespective of the nelwork fopology of the NFV environment As
previously described, correlation conditions are defined based on types of
faults that the VNFs may experience. Using such correlation conditions for
identifying correlaied symptom alarms makes the correlation rules
adaptable to various network types irrespective of the network topology.
Further, since the correlgtion conditions use the identifier names for
determining correlated symptom alarms, the same correlation conditions
can be used even if the nelwork topology is modified.

[00147] The present subject matter is further described with
reference o Figures 1 to 5. It should be noled that the description and
figures merely ilustrate principles of the present subject matter. it is thus
understood that various arrangemenis may be devised that, although not
explicitly described or shown herein, encompass the principles of the
present subject matier. Moreover, all statements herein reciting principles,
aspects, and exampies of the present subject matter, as well as specific
examples thereof, are intended {0 encompass equivalents thereof.

[0018] Figure 1 illustrates a system 102, according to an example of
the preseni subject maiter. The system 102 may be implemented for
dynamically managing faulis experienced by virtualized network functions
{(WNFs} in a Network Function Virtualization (NFV) environment. In one
example, the system 102 may be a virtual machine hosted in the NFV
environment. In ancther example, the system 102 may be implemented in,
for example, desktop computers, multiprocessor sysiems, personal digital
assistants (PDAs), iaptops, network computers, mainframe computers,
and computing based devices in general.

[6019] The system 102 may include, for example, processor(s) 104,
an alarm identification module 106 coupled 1o the processor 104, a
symptom identification module 108 coupled to the processor 104, and a3
corrective action module 110 coupled {0 the processor 104.

060201 in operation, the alarm ideniification module 108 may

determine if an alarm received from a first VNF is a first symptom slarm. In
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one example, the alarm indicates a fault experienced by the first VNF. On
determining the alarm fo be a sympiom alarm, the alarm identification
module 106 may assign a first identifier name 10 the first symplom alarm.
The alarm identification module 108 may further obiain first topology dala
corresponding fo the first VNF. in one example, the first topology data
indicating associations between the first VNF and another VNF present in
a VNF networl, such as the NFV environment.

[0021] Further, the symptom identification module 108 identifies a
root cause of the fault indicated in the symptom alarm. In one example,
the symptom identification module 108 identifies the root cause based on
a first correlation condition corresponding to the first symptom alarm and a
root cause mapping. The root cause mapping maps correlation conditions
with root causes that may have resulled in the fault Further, the first
correlation condition indicates the first topology data, the first identifier
name, and a second identifier name corresponding to a second symptom
alarm reqistered by a second VNF,

[0022] The corrective action module 110 then determines a
corrective action for resolving the root cause based on a predefined
cause-action mapping. In one example, the cause-action mapping maps
the root causes and corrective actions.

[0023] Figure 2 illustrates varicus example components of the
sysiem 102, according to an example of the present subject matier. in one
example, the system 102 is hosted in a NFY environment 200. The NFY
environment 200 further inciudes a plurality of virlualized network
functions (VNFs) 202-1, 202-2, 202-3,...., 202-n, hereinafter collectively
referred to as the VNFs 202 and individually referred to as VNF 202,
communicating with the system 102.

[0024] Iin one example, the NFV environment 200 is a cloud based
network architecture implemented for virtualizing telecommunication
network based services. A service provider hosting the NFV environment

200 may install one or more of a variety of computing devices (not shown
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in the figure), such as a deskiop computer, cloud servers, mainframe
computers, workstation, a mulliprocessor system, a network computer,
and a server for hosting the VYNFs 202 in the form of virtual machines. In
one example, the VNFs 202 may be hosted in the NFV environment 200
for performing various network functions, such as domain name lookup
service, content delivery service, customer premises equipment function,
interactive voice response service, home location senvice for a mobile
network, message routing, traffic analysis, and security measure
impiementation. The VNFs 202 may be hosted as network slements, such
as swiiching elements, mobile network nodes, and firewalls in the NFVY
environment 200. Each of the VNFs 202 may thus be hosted as a self-
contained platform having its own VNF components, such as processers,
storage disks, and network interfaces for running its own operating system
and applications.

[060258] The system 102 includes the processor(s) 104, interface(s)
204, memory 208, module(s) 208, and data 210. The interfaces 204 may
include a variety of commercially available interfaces, for example,
interfaces for peripheral device(s), such as data input cutput devices,
referred to as /O devices, interface cards, storage devices, and network
devices.

[6026] The memory 2086 may be communicatively coupled to the
processor 104 and may include any non-transiiory computer-readable
medium known in the art including, for example, volatile memory, such as
static random access memory (SRAM) and dynamic random access
memaory (DRAM), and/or non-volatile memory, such as read only memory
(ROM), erasable programmable ROM, flash memories, hard disks, optical
disks, and magnelic tapes.

60271 The modules 208, amongst other things, include routines,
programs, objects, componenis, and daia struciures, which perform
particular tasks or implement particular absiract data types. The modules

208 may also be implemented as, signal processor(s), state machine(s},
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logic circuitries, and/or any other device or component that manipulate
signals based on operational instructions. Further, the modules 208 can
be implemented by hardware, by computer-readable instruclions executed
by a processing unit, or by a combination thereof.

[60238] The module(s) 208 may include the alarm identification
module 108, the symptom identification module 108, the correclive action
module 110, and other modules 212. The other modules 212 may include
programs or coded insfructions that supplement applications and
functions, for example, programs in an operating system of the system
102. Further, the data 210 may include topology data 214, symptom alarm
directory 216, mappings 218, and other daia 220.

[6029] As previously described, the present subject matier
facilitates in dynamically managing faulls experienced by the VNFs 202. In
one example, the alarm identification module 106 may determing i an
alarm received from a first VNF, say, the VNF 202-1 is a symptom alarm,
say, a first symptom alarm. The alarm is generated by the first VNF 202-1
upon experiencing a faull, say, loss of network connectivity. The alarm
may thus indicate the faull experienced by the first VNF 202-1. For
instance, assuming that the first VNF 202-1 is connecied {0 a second VNF
202-2 through a link and the link gets damaged, thus disrupting the
network connectivity between the first VNF 202-1 and the second WNF
202-2. When the first VNF 202-1 now attempts to transmit dafa to the
second VNF 202-2, it may receive a destination unreachability error. The
first VNF 202-1 may thus raise an alarm indicating that a fault, ie.,
destination unreachability has been experienced. The alarm may further
include attribuies, such as VNF type, fault type, and fault name. For
instance, the alarm raised by the first VNF 202-1 may indicate that the
fault was destination unreachable and was experienced by the first VNF
202-1 which is a node.

f0030] On receiving the alarm, the alarm identification module 106

may analyze the alarm using a symptom criterion to ascertain if the alarm
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is the first sympiom alarm. In one example, the symptom criterion may
include filters that analyze the alarm based on the attribute associated with
the alarm. An example of the symptom criterion is as follows:
Filter: Event ObjectClass=="router”
&& Event addtionalText confains “unreachable”

00313 On determining the alarm to be the first symptom alarm, the
alarm identification module 108 may assign an identifier name, say, a first
identifier name to the first symptom alarm. An identifier name is 3
descriptive identification name that describes the faull Taced by the VNF
raising the symptom alarm. In one example, the identifier names are
predefined by a user, such as a network operator at the time of
implementing the VNF environment to allow a uniform naming of the
sympiom alanm recognizable by the system 102 and the VNFs 202. The
predefined identifier names are saved in a database (not showing in the
figure} associated with the system 102. In one example, the database may
be exiernal to the sysiem 102. In another example, the database may be
intemal to the systermn 102, The alarm identification moduie 1068 may
access the database to obtain an appropriate identifier name for each
sympiom alarm and update the sympiom alarm to tag the identifier name.
For instance, in the previous example of the first VNF 202-1 raising the
alarm for destination unreachability, the alarm identification module 108
may assign the identifier name as “DstUnreachable”. In one example, the
alarm identification module 108 may obtain the appropriate identifier name
based on the predefined identifier name rules.

[06032] The alarm identification module 106 may further assign an
active time window to the first symptom alarm. The aclive time window
indicates a period for which the first symptom alarm remains active for
being used for identifying a root cause of the fault experienced by the first
VWNF 202-1. Keeping the symptom alarms active for just the active time
window helps in removing old symptom alarms, that may have already

been resolved, or arbitrary symptom alarms that may have been
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erronecusly raised. In one example, the active time window are predefined
by a user, such as the network operator at the time of implementing the
WNF environment and saved in the database associated with the system
102. The alarm identification module 106 may access the database o
obtain an appropriate active time window for each symptom alarm and
update the symptom alarm {0 add the active time window. For instance, in
the previous example of the first VNF 202-1 raising the alarm for
destination unreachability, the alarm identification module 106 may assign
the active time window of 60 seconds. In one example, the alarm
identification module 106 may oblain an appropriate active time window
based on predefined fime window rules.

[06033] The alarm identification module 108 may further obtain first
topology data corresponding to the first VNF 202-1. In one example,
topology data indicates associations between different VNFs 200, For
example, the first topology data may indicate associations between the
first VNF 202-1 and another ¥YNFs 202 present in the NFV environment
200. Examples of the associations include, but are not limited {o, direct
links, communicative couplings via direct links or other VNFs, and sub-
assemblies. The iopology data may be predefined by a user, such as the
network operator at the time of implementing the VNF environment and
saved in the database associated with the system 102, In one example,
the alarm identification module 108 may raise a database query to obtain
the topology data 214 from the database and save it in the fopology data
214. Further, the topology data 214 may be updated from time to time {o
nclude all modifications made to the NFV snvironment 200. The alarm
identification module 106 may further update the sympiom alarm (o
include the first topology data.

[0034] The symptom identification module 108 may subsequently
regisier the first symptom alarm in a symptom alarm directory 218. In one
example, the symptom alarm directory 216 may be a working memory

listing a plurality of symptom alarms received by the system 102 and
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corresponding VNFs 202 raising the symptom alarms. Registering the
symptom alarms in the symptom alarm directory 216 facilitates in
searching comrelated symplom alarms that have been previously raised by
other VNFs 202 and maybe useful for finding a root cause of fauit
indicated in the correlated symptom alarms. As previously described, the
sympiom alarms are useful for identifying the root cause for only short
time duration as absence of any comelated symptom alarm within a
specific time duration may mean that the fault is local 10 a VNF and no
common or ot cause has 10 be thus identified. The symplom
identification module 108 may thus pericdically scan the sympiom alarm
directory 216 to identify inactive symptom alarms being registered in the
sympiom alarm directory 216 for a period greater than corresponding
active time windows. The inactive symptom alarms so identified may then
be removed from the symptom alarm directory 216 by the symptom
identification module 108,

[0035] Upon registering the first symptom alarm in the symptom
alarm directory 216, the sympiom identification module 108 may obtain a
first correlation condition corresponding to the first symptom alarm.
Correlation conditions are predefined by the user for each symptom alarm
that a VNF may raise during operation. A correlation condition indicates
identifier name of the symptom alarm o which the correlation condition is
mapped and anocther identifier name of ancther sympiom alarm that has o
be registered in the symptom alarm directory 216 for the correlation
condition 1o be true. In one example, the other symptom alarm may also
indicaie a fault similar to the fault indicated by the first symptom alarm and
may thus have a common root cause. The correlation condition may also
include the topology data 214 provided in the symptom alarms o
determine if the symptom alarms are related. An example of the sympiom
criterion is as follows:

DstUnreachable exists &8 SrclUnreachable exists &&

DstUnreachable topology==SrcUnreachable. topology
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[00386] In one example, the sympiom identification module 108 may
identify the first correlation condition based on a correlation mapping,
saved in the mapping 218. The first correlation condition may include the
first topology data, the first identifier name, and a second identifier name
corresponding 1o a second symptom alarm registered by the second VNF
202-2. Further, the symplom identification module 108 may analyze the
first correlation condition o obtain the second identifier name. The
sympiom identification module 108 may further scan the symptom alarm
directory 216 {o detect if the second symptom alarm corresponding to the
second identifier name has been registered by the second VNF 202-2 in
the symptom alarm directory 216. in case the second symptom alarm has
not been reqistered, the symptom identification moduie 108 may ascertain
the cormrelation condition {o be false and siop the process of finding the
root cause of the faull. In such a case, the symptom alarm may remain
regisiered in the symptom alarm directory 216 for the remaining time from
the active window and may be used for correlation if the second VYNF 202-
2 raises the second symplom alarm during that time.

[0037] in case the second symptom alarm has been registered, the
symptom identification module 108 may ascertain if the second VWNF 202-2
is associated with the first VNF 202-1. The symptom identification module
108 may ascertain the association based on the first topology data and
second topology data coresponding o the second VNF 202-2. As
previously described, association may include, direct link, indirect link, and
system-sub-system reiation. For instance, the second VNF 202-2 may be
directly connected to the first VNF 202-1 via a link. In another example,
the second VNF 202-2 may be communicatively coupled to the first VNF
202-1 via another VNF. in ancther example, the second VYNF 202-2 may
be a sub-component of the first VNF 202-1 or vice-versa.

[0038] On determining the second VNF 202-2 {0 be associated with
the first VNF 202-1, the symptom identification module 108 may determine

the correlation condition to be true. The symplom alarms raised by the first
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WNF 202-1 and the second VNF 202-1 may thus be ascertained {0 be
correlated. The symptom idenfification module 108 may subsequently
identify the root cause of the fault indicated in the first symptom alarm and
the second sympiom alarm. In one example, the symptom identification
module 108 may use the first correlation condition and a root cause
mapping to identify the root cause. The rool cause mapping is a
predefined mapping that maps correlation conditions with root causes that
may have resulted in the fault. The root cause mapping is predefined by
the user and saved in the mapping 218.

[0039] For instance, in the previous example of the first VNF 202-1
being connecied to the second VNF 202-2 ithrough a link that got
damaged, the first symptom alarm and the second symptom alarm raised
by the VNFs may be identified 1o be correlated. The root cause mapping in
such a case may have a mapping between the first correlation condition
and the root cause, i.e., link damaged.

[0040] The root cause is subsequently used by the correclive action
module 110 to determine a comrective action for resolving the root cause.
In one exampie, the corective action module 110 may use the root cause
and a predefined cause-action mapping to determine the corrective aclion.
The cause-action mapping maps the root causes and corrective actions
that may be taken to resoclve the root cause. Forinstance, in the previous
example, the root cause “link damaged” may be mapped 0 a corrective
action "connect affected VNFs through ancther VYNF”. The cause-action
mapping may be predefined by the user and saved in the mappings 218.
in one example, if the root cause cannot be resolved by the system 102,
the cause-action mapping may instruct the system 102 to forward the
identified root cause (o a system administrator for manual intervention.
[00411 Figures 3 and 4 illustrate example methods 300 and 400C,
respectively, for provisioning and monitoring virtualized network functions,
in accordance with an exampie of the present subject matter. The order in

which the methods are described is not intended 1o be construed a5 &
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limitation, and any number of the described method blocks may be
combined in any order o implement the aforementioned methods, or an
alternative method. Furthermore, the methods 200 and 400 may be
impiemented by processing resource or computing device(s) through any
suitable hardware, non-ransitory machine readable insiructions, or
combination thereof.

[00421 it may also be understood that the methods 300 and 400
may be performed by virtualized computing systems, such as the system
102 hosted in a network funclion virtualization environment. Furthermore,
the methods 300 and 400 may be executed based on instructions stored
in a non-transiiory computer readable medium, as will be readily
understood. The non-transitory computer readable medium may include,
for example, digital memories, magnetic storage media, such as one or
more magnetic disks and magnetic tapes, hard drives, or optically
readable digital data storage media.

[0043] Further, the meathods 300 and 400 are described below with
reference to the system 102 as described above, other suitable systems
for the execution of these methods can be utilized. Additionally,
implementation of these methods is not limited to such examples.

(0044} Referring to Figure 3, at block 302, a first identiifier name is
assigned to a first symptom alarm. In one example, an alarm received
from a first virtualized network function (WNF) is initially analyzed to
determine if the alarm is a sympiom alarm. On determining, the alarm to
be a symptom alarm, say, the first symptom alarm, a first identifier name is
assigned to the first symptom alarm. The identifier name may be a user
defined name that may allow the system 102 to identify the symptom
alarms in a uniform way. For instance, the identifier name may help in
identifying the symptom alarm in a symptom alarm directory. Further, the
first symptom alarm indicates a faull experienced by the first VNF. For
example, connection interruption may be a faull experienced by the first

VNF and indicated to the system 102 through the first symptom alarm.
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[0045] At block 304, first topclogy data corresponding to the first
YWNF is obfained. The first topology data indicates associations befween
the first VNF and another YNF present in a VNF network. In one example,
the first topology data may be obtained from a database using a database
query. The database may be maintained, for example, by a network
provider having information about topology of a network. The topology
data may be updated in form of an expression following any user specified
format. For example, topology data for a VNF A may be "VNF A connected
to VNF B”. Further, the symptom alarm may be updated to include the first
topology data.

[0046] At block 306, a first correlation condition corresponding to
the first sympiom alarm is obtained. in one example, the first correlation
condition is obtained based on a correlation mapping. The first correlation
condition indicates the first topology data, the first identifier name, and a
second identifier name corresponding o a second symptom alarm
regisiered by a second VNF. In one example, a correlation condition is a
predefined condition that may be used to identify if the first and the second
VNF are correlated.

[0047] At block 308, a root cause of the faull indicated in the first
sympiom alarm is delermined. In one example, the root cause is
determined based on the first correlation condition and a root cause
mapping. The root cause mapping maps correlation conditions with root
causes that may have resulted in the fault. The root cause mapping is a
pre-defined mapping that may be defined by a user, for example, a
network provider. Consequently, a correclive aclion may be determined for
resolving the root cause based on a predefined cause-action mapping.
Further, the corrective action is triggered for resolving the root cause.
[0048] Referring to Figure 4, at block 402, a determination is made
to ascertain whether an alarm received from a first Virtual Network
Function (VNF} is a symptom alarm, say, a first symptom alarm. A VNF

may use alarms to indicate varicus events, such as task completion
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events and faull evenis experienced by the VNFs. In one example, the
alarm is determined o be the first symptom alarm based on a symptom
criterion. The symptom criterion may include fillers that analyze the alarm
based on the altribute associated with the alarm. In said example, the first
symptom alarm indicaies a fault experienced by the first VNF.

(0045} Al block 404, a first identifier name is assigned to the first
symptom alarm. In an example, an identifier name is a descriptive
identification name that describes the fault faced by the VNF raising the
symptom alarm. In ong example, the identifier names are predefined by a
user and are saved in a database. Further, an aclive lime window may be
assigned to the first symptom alarm. The active time window indicates a
period for which the first symptom alarm remains active for being used for
identifying the root cause of the fault experienced by the first VNF.

(00501 At block 408, first topclogy data corresponding o the first
VWNF is obfained. The first topology data indicates associations befween
the first VNF and another VNF present in a VNF network. Further, the first
symptom alarm is updated 1o include the topology data. The topology data
may be updated in form of an expression following any user specified
format. For example, topology data for a VNF A may be “VNF A connected
{o VYNF B”. Further, the symptom alarm may be updated to include the first
topology data. In one example, the updated first symptom alarm having
the first identifier name, the active time window, and the first iopology data
is further updated in the symptom alarm direciory.

[0051] At block 408, a first correlation condition corresponding 1o
the first sympiom alarm is obtained. in one example, the first correlation
condition is obtained based on a predefined correlation mapping. The first
correlation condition indicates the first topology data, the first identifier
name, and a second identifier name corresponding to & second symptom
alarm thai may be registered by a second VNF in the sympiom alarm

directory.
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[0052] At biock 410, if the second VNF is associated with the first
YWNF is ascertained. In one example, the associations between first VNF
and second VNF are asceriained based on the first topology data and
second topology data. For instance, inilially the second identifier name is
identified based on the first correlation condition. i is subseguently
detecled if the second symptom alarm corresponding to the second
identifier name has been registered by the second VNF in the symptom
alarm directory. It is further ascertained if the second VNF is associated
with the first VNF based on the first topology data and second topology
data corresponding to the second VNF. Further, the correlation condition
is evaluated as true upon asceriaining that the VNFs are associated.
[0053] At block 412, a root cause of the faull indicated in the first
sympiom alarm is determined. In one example, the rool cause is
determined based on the first correlation condition and a root cause
mapping that maps correlation conditions with root causes. The root cause
mapping may be predefined mapping generated by a user. In one
example, the root cause mapping is stored in mapping modules,

[0054] Al biock 414, a corrective action for resolving the root cause
is determined. In one example, the corrective action is determined based
on a predefined cause-action mapping. Further, the corrective action is
friggered for resolving the root cause. Subsequently, the symptom alarm
directory is scanned periodically {o identify inactive symptom alarms being
registered in the symptom alarms directory for a period greater than
corresponding active time window. Further, the inactive symplom alarms
are removed from the symptom alarm direciory.

[0055] Figure 5 illusirates an example network environment
impiementing a non-transifory computer readable medium for dynamic
fault management, according to an example of the present disclosure. The
sysiem environment 500 may comprise at least a portion of a public
networking environment or a private networking environment, or a

combination thereof. In one implementation, the system environment 500
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includes a processing resource 502 communicatively coupled o a
computer readable medium 504 through a communication link 506.

[0056] For example, the processing rescurce 502 can include one
or more processors of a computing device for dynamic faull management.
The computer readable medium 504 can be, for example, an internal
memory device of the computing device or an external memory device. In
one implementation, the communication link 506 may be & direct
communication link, such as any memory read/write interface. In another
impiementation, the communication link 506 may be an indirect
communication link, such as a network interface. in such a case, the
processing resource 502 can access the computer readable medium 504
through a network 508. The network 508 may be a single network or a
combination of mulliple networks and may use a variety of different
communication protocols.

[0057] The processing resource 502 and the computer readable
medium 504 may also be coupled to requested data sources 510 through
the communication link 506, and/or to communication devices 512 over
the nefworlk 508. The coupling with the requested data scurces 510
enables in receiving the reguested data in an offling environment, and the
coupling with the communication devices 512 enables in receiving the
reguesied data in an online environment.

[0058] In one implementation, the computer readable medium 504
includes a set of computer readable instructions, implementing an alarm
identification module 514, a symptom identification module 516, and a
corrective action module 518, The set of computer readable instructions
can be accessed by the processing resource 502 through the
communication link 506 and subsegquently executed 1o process requested
data communicated with the requested data sources 510 in order fo
facilifate dynamic fault management of a VNF networlk. When executed by

the processing resource 502, the instructions of the alarm identification
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module 514 may perform the functionalilies described above in relation to
the alarm identification module 106.

[0059] For example, the alarm identification module 514 may
determine if an alarm received from a first VNF is a first sympiom alarm. In
one example, the alarm indicates a fault experienced by the first VNF. On
determining the alarm to be a symptom alarm, say, the first symptom
alarm, the alarm identification module 514 may assign a first identifier
name and an aclive time window 1o the first symptom alarm. The first
identifier name may allow the system to identify the symptom alarm in a
symptom alarm directory. The aclive time window indicates a period for
which the first symptom alarmm remains active for being used for identifying
the root cause of the fault. The alarm identification module 514 may further
obtain first topology data corresponding {o the first VNF. In one example,
the first fopology data indicates associations between the first VNF and
another VNF present in a VNF network, such as the NFV environment.
[0060] Further, the symptom identification module 518 identifies a
root cause of the fault indicated in the symptom alarm. In one example,
the symptom identification module 518 may identify the root cause based
on a first correlation condition corresponding o the first sympiom alarm
and a root cause mapping. The root cause mapping is a predefined map
that maps correlation conditions with root causes that may result in the
fault. For example, “connection interruption” may be a symptom and “link
down” may be a root cause for the symptom. Further, the first correlation
condition indicates the first {opology data, the first identifier name, and a
second identifier name corresponding to a second sympiom alarm
registered by a second VNF

(0061} The corrective action module 518 then determines a
corrective action for resclving the root cause based on a predefined
cause-action mapping. In one example, the cause-action mapping maps
the root causes and corrective actions. For example, the root cause "link

damaged” may be mapped to a corrective action “connect affected VNFs
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through another VNF”. Further the corrective action is triggered for
resolving the root cause of the faull.

[0062] Although examples for the present disclosure have been
described in language specific to siructural features and/or methods, it
should be understood that the appended claims are not necassarily limited
{o the specific features or methods described. Rather, the specific features
and methods are disclosed and explained as examples of the present
disclosure.
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VWhat is Claimed:

1. A method compyrising:

assigning a first identifier name 1o a first symptom alarm received
from a first virtualized network function (VNF), wherein the first symptom
alarm indicates a fault experienced by the first VNF;

obtaining first topology data corresponding to the first VNF, the first
topology data indicating associations between the first VNF and ancther
VNF present in a VNF network;

obtaining a first correlation condition comresponding 0 the first
sympiom alarm based on a correlation mapping, wherein the first
correlation condition indicates the first topology data, the first identifier
name, and a second identifier name corresponding 1o a second symptom
alarm registered by a second VNF,; and

determining a root cause of the fault indicated in the first symptom
alarm based on the first correlation condition and a root cause mapping

that maps correlation conditions with root causes.

2. The method as claimed in claim 1, wherein the assigning the identifier
name further comprising:

receiving an alarm from the first VNF;

determining if the alarm received from the first VNF is 3 sympiom
alarm based on a symptom criterion;

assigning an active time window 1o the first symptom alarm,
wherein the active fime window indicates a period for which the first
sympiom alarm remains active for being used for identifying the root
cause; and

updating the first symptom alarm to include the first topology data.
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3. The method as ciaimed in claim 1, wherein the method further
comprising registering the first symptom alarm in sympiom alarm directory

listing a plurality of symptom alarms and corresponding VNFs.

4. The method as claimed in claim 3, wherein the determining the root
cause further comprising:

identifying the second identifier name based on the first cormrelation
condition;

detecting if the second symptom alarm corresponding to the second
identifier name has been registered by the second VNF in the symptiom
alarm directory; and

ascertaining if the second VNF is associated with the first VNF
based on the first topology data and second topoiogy data comresponding
to the second VNF.

5 The method as claimed in claim 2, wherein the method further
comprising:

periodically scanning the symptom alarm directory io identify
inactive symptom alarms being registeraed in the sympiom alarm directory
for a period greater than corresponding active time windows; and

removing the inactive symptom alarms from the sympiom alarm

directory.

6. The method as claimed in claim 1, wherein the method further
comprising:

determining a corrective action for resolving the root cause based
on a predefined cause-action mapping; and

triggering the corrective action for resolving the root cause.

7. A system comprising:

3 Processor,
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an alarm identification module coupled o the processor to:
determine if an alarm received from a first virtualized network
function {VNF) is a first symptom alarm, wherein the alarm indicates
a fault experienced by the first VNF;
assign a first identifier name to the first symptom alarm,; and
obiain first topology data corresponding to the first VNF, the
first topology data indicating associations between the first VNF and
another VNF present in a VNF neiwork;
a symptom identification module coupled {0 the processor o
identify a root cause of the faull indicated in the symptom
alarm based on a first correlation condition corresponding o the
first symptom alarm and a rool cause mapping that maps
correlation conditions with root causes, wherein the first correlation
condition indicates the first topology data, the first identifier name,
and a second identifier name corresponding {0 a second symptom
alarm registered by a second VNF;
a corrective action module coupled to the processor to:
determine a corrective action for resolving the root cause
based on a predefined cause-action mapping that maps root

causes and corrective actions.

8. The system as daimed in claim 7, wherein the alarm identification

module further is to;

receive the alarm from the first VNF;

assign an active time window fo the first symptom alarm, wherein

the active time window indicates a period for which the first symptom

alarm remains aclive for being used for identifying the root cause; and

update the first symptom alarm to include the first topology data,

first identifier name, and the active tims window.
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8. The system as claimed in claim 7, wherein the symptom identification
module further is to:

register the first symptom alarm in symptom alarm directory listing a
plurality of sympiom alarms and corresponding VNFs;

obtain the first correlation condition corresponding to the first
sympiom alarm based on a correlation mapping;

identify the second identifier name based on the first correlation
condition;

detect if the second symptom alarm corresponding to the second
identifier name has been registered by the second VNF in the symptiom
alarm directory; and

ascertain if the second VNF is associated with the first VNF based
on the first topology data and second topology data corresponding to the
second VNF.

10. The system as claimed in claim 9, wherein the symptom identification
module further is to

periodically scan the symptom alarm directory o identify inactive
symptom alarms being registered in the symptom alarm directory for a
period greater than corresponding active time windows, and

remove the inactive symptom alarms from the symptom alarm

directory.

11. A non-transitory computer readable medium having a set of computer
readable instructions that, when execuied, cause a processor {o:

obtain first topology data corresponding to a first virtualized network
function (VNF) experiencing a faull, the first topology data indicating
associations between the first VNF and ancther VYNF present in a WNF
network;

obtain a first correlation condition corresponding to a first symptom

alarm registered by the first VNF based on a correlation mapping, wherein
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the first correlation condition indicates the first topology data, a first
identifier name corresponding 1o the first symptom alarm, and a second
identifier name corresponding to a second symptom alarm registered by a
second VYNF;

determine a root cause of the fault indicated in the first symptom
alarm based on the first correlation condition and a root cause mapping
that maps correlation conditions with root causes; and

identify a corrective action for resolving the root cause based on a
predefined cause-action mapping that maps the root causes and

corrective actions.

12. The non-transitory computer readable medium of claim 11, wherein
the computer readable instructions, when executed, further cause the
processor {o:

receive an alarm from the first YNF;

determine if the alarm received from the first VNF is a sympiom
alarm, wherein the alarm indicates the fault experienced by the first VNF;

assign the first identifier name io the first symptom alarm;

assign an active time window {o the first symptom alarm, wherein
the active time window indicates a period for which the first symptom
alarm remains active for being used for identifying the root cause; and

update the first symptom alarm {o include the first topology data.

13. The non-transitory computer readable medium of claim 11, wherein
the computer readable instructions, when executed, further cause the
processor {o register the first symptom alarm in symptom alarm directory

listing a plurality of symptom alarms and corresponding VNFs.

14. The non-transifory computer readable medium of claim 13, wherein
the computer readable instructions, when executed, further cause the

processor io:
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identify the second identifier name based on the first correlation
condition;

detect if the second symptom alarm corresponding o the second
identifier name has been registered by the second VNF in the symptom
alarm directory; and

ascertain if the second VNF is associated with the first VNF based
on the first topolegy data and second topology data corresponding to the
second VNF.

18, The non-transitory computer readable medium of claim 13, wherein
the computer readable instructions, when executed, further cause the
processor to:

periodically scan the symplom alarm directory 10 identify inactive
symptom alarms being registered in the symptom alarm directory for a
period greater than corresponding active time windows,; and

remove the inactive symptom alarms from the symptom alarm

direciory.
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