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as perceptually significant visual images on graphical displays. These code-
words occur in the context of cryptographic protocols, and typically range in
length from 128 to 1024-bits. By computing representation at more detailed
scales of resolution in progressive steps, this allows human visual inspection
which is both secure, effective and ergonomic. Another advantage of the
method of the present invention is that it computes visually simple (and there-
fore ergonomic) representations at each step of progressive computation, with
the complexity of visualization process (as would necessarily arise from en-
tropy content of cryptographic codewords) dispersed over the multiple steps
of progression. This provides for the user to determine whether visualised
cryptographic input is authentic by means of a process which can range from
v simple to exhaustive, with the level of thoroughness proportional to number
of user interactions with the particular visualization object. Authentication of
the input codeword would be accomplished by means of comparing test visu-
alization against reference visualization at each progressive step, the latter of
which is executed on platform deemed to be trustworthy by the user.
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A METHOD FOR MULTI-STEP PROGRESSIVE VISUAL AUTHENTICATION
OF HIGH-ENTROPY PARAMETERS

FIELD OF THE INVENTION

The present invention relates to a method for authentication of high-entropy parameters by
means of multi-step progressive visualization of a receiving application by a user more
particularly to allow machine-to-human authentication, which is unaddressed in existing
solutions and security protocol frameworks.

BACKGROUND OF THE INVENTION

Standard cryptographic frameworks for client-server security are based on computation and
exchange of high-entropy codewords. Client and server-side components of distributed
applications should not be regarded as independent of one another from the security
viewpoint, especially if developed and/or operated by the same party. Verification that
codewords are correct requires user to presume client or server-side applications are
trustworthy. Codeword correctness as determined by client or server-side components in
the context of transactions executed on the same application is hence not entirely in
satisfactory in terms of establishment of trustworthiness.

In addition, visual inspection of codewords (in symbolic or visual representations) is neither
effective nor ergonomic. This is because of the complexity of codeword representations, in
the form of symbols (as base-16/32/64 strings), or images (ie optical barcode). Codeword
digests (ie public-key hashes) are shorter (i.e. of order 2**160 complexity) but still not
sufficiently conducive for effective and ergonomic visual inspection. Hashing indeed allows
for simpler representations, but cannot be applied repeatedly for cumulative effect. Visual
inspection of codewords is hence still excessively taxing, and therefore not ergonomic.
Therefore, there is a need to overcome the above drawbacks.

The present invention introduces a method for visual authentication of high-entropy
parameters of a receiving application by a user in muitiple progressive steps. The present
invention further computes representation at more detailed scales of resolution in
progressive steps, so as to allow human visual inspection which is both secure and
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ergonomic. Moreover, the present invention allows machine-to-human authentication, which

is unaddressed in existing solutions and security protocol frameworks.

SUMMARY OF THE INVENTION

The present invention provides to a method for visual authentication of high-entropy
parameters of a receiving application on a user terminal executing the receiving application
as a test visualization, and concurrently generating a reference visualization from an
application deemed to be trusted by the user; displaying the test visualization and the
reference visualization on the respective graphical displays; and determining the authenticity
of the test visualization by comparing the test visualization against the reference

visualization.

In one aspect of the present invention, high-entropy parameters are cryptographic

codewords of variable length and effective duration.

In yet another aspect of the present invention, the receiving application executes processing

of a visual representation of high-entropy parameters into progressive scales of resolution.

In another of aspect of the present invention, a visual representation is provided for visual
authentication of high-entropy parameters of a receiving application on a user terminal with a

graphical display.

In one aspect of the present invention, the visual representation transformed from gross to
fine resolution in discrete steps by a controlled system, up to visualization limit computed
from length of high-entropy parameter

In yet another one aspect of the present invention, the visual representation is generated by
dependant on input key.

In one of the embodiment of the present invention, the visual representation is generated by
independant on input key.

In one of the embodiment of the present invention, the visual representation is computed on

multiple segments of a parameter at each step and the visual representation is executed as
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colour value computed from numerical or symbolic value of the parameter on each segment
at each step.

In yet another embodiment of the present invention, segmentation of visual representation
displayed on the user terminal is of equal degree to segmentation of parameter segment
represented, at each progressive step of computation.

A cryptographic hash function is used to compute the colour corresponding to each
segment.

A hash-based message authentication code (HMAC) is used to compute the colour
corresponding to each segment with hash-based message authentication code (HMAC) key

as operative secret parameter.

In another of the embodiment of the present invention, the trusted application executes on a
trusted device.

The receiving application executes a visualization comprising word-to-cell visualization of
the high-entropy parameter into a visual-map in iterative steps comprising partitioning of
visual object [i] of particular step n into N’ sub-cells, where N’ is the degree to which display
object is partitioned for mapping process;

providing a segmentation of input codeword P[i] of same step n into N’ sub-words,

with equal degree N’ of codeword segmentation;

providing a computation of visualization value Q[i] for each sub-word Pfi],

fori=0..N' -1;and

displaying visualization value Q[i] by means of colour assignment Q[i] for each cell [i].

In one aspect of the present invention, a cell colourisation Q(P) corresponding to codeword

segment P is executed in ZK manner.

In another aspect of the present invention, visualization limit is provided if a range of all
possible values of input codeword P at step n is less than encoding capacity N” of single
visualization step and visualization is terminated where N’ is encoding capacity of

visualization output from geometry and colourisation of display object.
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The receiving application executes subsequent visualization comprising word-to-cell
visualization of the high-entropy input codeword into a visual-map; subject to user option of
1-of-N' visual segment corresponding to sub-word of said input codeword, or alternatively
system random option of 1-of-N’ visual segment corresponding as aforesaid, or alternatively
system option of all N’ visual segments corresponding to entirety of said input codeword; and
furthermore subject to condition that visualization process has not exceeded visualization
limit.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part of the
specification, illustrate embodiments of the invention and, together with the description,
serve to explain the principles of the invention.

Figure 1 illustrates a flow chart of a method for visual authentication of high-entropy
parameters of a receiving application on a user terminal in accordance with the present
invention.

Figure 2 illustrates a partition of visual object of visualization process into N’ constituent
cells at each step [n] of multi-step progression, as part of method for visual authentication of
high-entropy parameters of a receiving application on a user terminal in accordance with the
present invention.

Figure 3 illustrates a segmentation process in which input codeword of visualization
process is divided into N’ constituent sub-words at each step [n] of multi-step progression, as
part of method for visual authentication of high-entropy parameters of a receiving

application on a user terminal in accordance with the present invention.

Figure 4 illustrates a computation of visual representation Q for codeword P of interest at
each step [n] of multi-step progression, as part of method for visual authentication of high-
entropy parameters of a receiving application on a user terminal in accordance with the
present invention.
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DETAILED DESCRIPTIONS OF THE INVENTION

The present invention will now be described in detail in connection with specific

embodiments, and with reference to the accompanying drawings.

The method of the present invention provides interactions conducted using cryptographic
codewords in internal representations and external exchange parameters which are of length
excessive for easy or effective visual inspection by human users. This method is applicable
to computerised entities or application processes engaged in interactions using
cryptographic mechanisms and protocols, and in which it is useful for human as users to

have a means for assessment, on external entities and processes.

The present invention relates to a method for visual authentication of high-entropy
parameters of a receiving application by means of a muiti-step progressive method on a
graphical display on a user terminal. The general method of the present invention is
illustrated in Figure 1. Visualization process 100 begins by executing two or more entities or
applications which have engaged in such interactions, in which at least one device or
application is deemed to be trustworthy by the user of interest. Visualization outcomes 110
as iteratively computed on this trusted device or application is provided to be the reference
visualization. The equivalent outcomes on the other entities and/or applications previously
engaged are provided as the test visualizations. User then determines authenticity 112 of
the test visualization by comparing the test visualization against the reference visualization.

For instance, if the outcome of the comparison is similar, this indicates satisfactory authentic
conclusion for prior interaction as characterised by input codeword P. To the contrary, if the
outcome of the comparison is dissimilar, this indicates an unsatisfactory inauthentic

conclusion.

Visualization process 110 is computed on the basis of a N-dimensional hyper-cubic
representation, with each axial component [i] = 0 ... N_i — 1 partitioned to degree N_i.
Visualization process 110 requires specification of visual mapping field Q over hyper-cube
[il; and consequent to aforesaid specification, computation of field value QIi] for each cell,
with cell index i =i = 1..N’ for N = pi_i (= 1...N) N_i as the product of all axial partitions,

spanning entirety of aforesaid N-dimensional representation.
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Each field valuation Q[i] would be in range 0..N_0 — 1, with N_0 being the range of the
colour representation scheme used for particular instance of visualization 100. Encoding
capacity of each visualization step 110 can therefore be established as N" = N_0 * N’ = pi_i
(= 0...N) N_i, as the product of colour map range N_0 and hyper-cubic geometric partition N’
of visualization object 112.

Exemplary embodiments of the visualization geometry of display object 112 allows

assumption of values as follows:-

. N = N_i = 2 for two-dimensional binary-square;
. N = 3, N_i = 2 for three-dimensional binary-cube;
. (N, N_1, N_2) = (2, 2, 2) for tetrahedron, with N’ = 4 triangular surfaces;

(2, 2, 3) for cube, with N’ = 6 square surfaces;

(2, 2, 4) for octahedron, with N’ = 8 triangular surfaces;

(2, 2, 6) for dodecahedron, with N’ = 12 pentagonal surfaces;
(2, 4, 5) for icosahedron, with N’ = 20 triangular surfaces.

Exemplary embodiments of the colour value for each cell of display object 112 allows
assumption of values as follows:-
e N_0=2"*8 = 256 for 8-bit colour or greyscale representations

e N_0=2""16 = for 16-bit representations

When executing word-to-cell visualization 110, of particular cryptographic input 111 into
visual-map 112, the iterative steps comprise partitioning of visual object [i] of particular step
n into N’ sub-cells, where N' is the degree to which display object is partitioned for mapping
process. Then, segmentation of input codeword P[i] 111 of same step n into N’ sub-words is
provided, with equal degree N’ of codeword segmentation. Subsequently, computation of
visualization value Q[i] for each sub-word PJi], fori = 0...N’ — 1 is provided. Finally, display of
visualization Q[i] 112 by means of colour assignment Q[i] for each cell [i].

In one aspect of the method of the present invention, the cell colourisation Q(P)
corresponding to codeword segment P is executed in zero knowledge (ZK) manner such that
deduction of input segment P from output visualization Q(P) is infeasible, discovery of
alternative segment P’ such that Q(P’) = Q(P) is infeasible; and discovery of random
segments (P’, P") such that Q(P’) = Q(P”) is infeasible.
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This specification is equivalent to that associated with the inputs and outputs of
cryptographic hash functions, and ensures that minor differences between dissimilar
segments (P, P’) such that strictly unequal P /= P’ results in major differences in
corresponding visualizations (Q, Q') which are clearly and unambiguously perceptible to
user. Therefore, the use of hash functions is provided to accomplish the outcomes
necessary for visualization step 110.

Visualization 110 can progress -to subsequent step at more detailed resolution of
cryptographic codeword 111, provided that information content of visualization input P as
aforesaid exceeds encoding capacity N” of visualization output 112, as applicable from
geometry and colourisation of display object. Visual limit 120 is therefore attained if the
range of all possible values of input codeword P at step [n] is less than encoding capacity N
of single visualization step. Visualization process cannot then be continued in meaningful
terms at step [n+1], and is consequently terminated at 121.

In one aspect of the method of the present invention, user compares test and reference
visualization objects 112, and undertake determination 130 as to whether computations of
additional visualizations are required. If the outcomes for which the aforesaid visualizations
are clearly dissimilar, no further computation is required, and this implies that the
corresponding input codewords 111 are dissimilar. User therefore chooses to undertake
termination 130 of the visualization process 110, and to conclude that prior cryptographic
interaction did not result in satisfactory authentic completion. User might alternatively
conclude that comparison of visualizations at this step is sufficient to allow for conclusion
that aforesaid interaction concluded in satisfactory manner, and correspondingly engage in

elective termination 130 of visualization process 110.

A preferred embodiment of the present invention, provides for use of a trusted device
equipped with a camera to capture visual object resulting from test visualization, and
additionally graphical screen to display object resulting from reference visualization; and

simultaneously test object as overlay on reference object.

The continuation 140 of visualization process 100 to subsequent iteration [n+1] of
visualization 110 is executed based on the user selection of sub-cell [i] from N’ partitions of
visual object at present step [n] of visualization, or alternatively automatic selection by

system of all partitions of aforesaid object, or alternatively automatic random selection by
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system of one or more partitions; and consequently selection of corresponding singular or
plural sub-words PIi] from N’ segments of input codeword at present step to be used as input
into subsequent step [n+1] of visualization 110.

Partition process in which visual object of visualization step 110 is divided into N’ constituent
cells is illustrated in Figure 2. A particular cell 200 of dimensionality N from preceding step
[n-1] is presented as input into present step [n]. Partition process 201 divides input cell 200
into N’ equal partitions, each of which might be used as input into subsequent step [n+1].
Cell 200 can subsequently be described in terms of internal index [i] =[i_1, ..., i_N] of
dimensionality N, with each axial component i_k is furthermore segmented into N_k
divisions, with values in range 0 ... N_k - 1; resulting in partition 201 of cell into N’ =
pi_k (= 1...N) N_k sub-cells; and subsequent selection 202 of one or more sub-cells [i] from
range of N’ possible partitions of input cell at present step.

Partition process is subsequently repeated, if not terminated as specified by visualization
limit 121 or user action 131, at step [n+1] of visualization 110, with selected partitions 210
from step [n], subject to partitioning 211 identical to equivalent process 201 at previous step;
and selection 212 similarly identical to equivalent 202 at previous step.

Segmentation process in which input codeword into visualization step 110 is divided into N’
constituent words is illustrated in Figure 3. Particular segment 300 from preceding step [n-
1] is presented as input into present step [n]. Segmentation process 201 divides input cell
200 into N’ equal segments, each of which might be used as input into subsequent step
[n+1]. Degree of segmentation N’ for each codeword is identical to degree of partitioning for
each visual object. Segmentation 201 might furthermore insert bits of random value into
alternating segments to ensure that all segments are of uniform length. Segmentation
process is subsequently repeated, if not terminated as specified by visualization limit 121 or
user action 131, at step [n+1] of visualization 110, with selected segments 310 from step [n],
subject to segmentation 311 identical to equivalent process 301 at previous step and
selection 312 similarly identical to equivalent 302 at previous step.

Computation of visual representation Q for codeword P of interest at each step [n] is as
llustrated in Figure 4. Codeword segment of interest P[k] 401 for k = 0 ... N' —= 1 from

previous step [n-1] is presented as input to hash function Q' 400, resulting in internal
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representation P’[k] 402 of hash output, with equivalent segment index. In one aspect of the
method of the present invention, the hash Q' on codeword segment P is executed in zero
knowledge (ZK) manner such that deduction of P from Q'(P) is infeasible: discovery of
alternative segment P_1 such that Q'(P_1) = Q(P) is infeasible and discovery of random
segments (P_1, P_2) such that Q'(P_1) = Q'(P_2) is infeasible. Hash output P’ 402 is
subsequently presented as input to colourisation function Q" 410, resulting in visual
representation Q[i] 411 with N-dimensional spatial partition index [pi_i] = [iL1, ..., i_N] of
equivalent representational dimensionality to segment index of P’.

In one aspect of the present invention, colourisation Q”(P’) on codeword digest P’ is
executed in zero knowledge (ZK) manner such that deduction of P’ from Q’(P’) is infeasible,
discovery of alternative segment P'_1 such that Q'(P_1) = Q’(P) is infeasible; and
discovery of random segments (P'_1, P’_2) such that Q"(P’_1) = Q"(P’_2) is infeasible.

Colour map Q" 411 is then presented to human user for inspection, and possible selection of
portion [i] with multi-dimensional index pi_i = 0 ... N’ - 1, for visualization of corresponding
codeword segment P’[k] of equivalent index. Map index [i] of chosen partition is
subsequently presented as input to association function Q~ 420, enabling selection of
corresponding codeword segment P’[k] with k = Q~(i). The association k = Q~(i) of codeword
index with selected map index i is executed in a zero knowledge (ZK) manner such that
deduction of i from k(i) is infeasible, with the effectiveness of any such deduction equivalent

to random selection from all possible index associations.

Hash Q'(P) 400, colourisation Q"(P’) 410, and index association Q~(i) 420 are furthermore
specified with input dependency on step index [n], with a zero knowledge (ZK) relationship
between equivalent parameters in successive steps, such that deduction of parameters at
previous step [n-1] from equivalent parameters at present step [n] is infeasible, deduction of
alternative parameters at step [n-1] resulting in equal value of equivalent parameters at step
[n] is infeasible and deduction of two distinct sets of random parameters at step [n-1]
resulting in equal value at step [n] is infeasible.

Hash Q' 400, colourisation Q" 410 and index association Q~ 420 are additionally specified
with input dependency on external key 501, such dependence resulting from modification of
Q', Q" and Q~ functions by means of key mixing function Q_k §00. This mixing function 500
is specified with a zero knowledge (ZK) relationship with respect to key input k 501, such
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that deduction of k from output of mixing function used as inputs in Q’, Q" and Q~ is
infeasible; and deduction of k from resultant outputs of Q’, Q" and Q~ is infeasible.

Visual representation of the present invention is generated so as to be dependant on input
key, or independant thereof. This applies to cryptographic codewords deemed to have
either short of long-term effective duration. Representations of visual object used in the
present invention is as a two-dimensional planar map or three-dimensional volumetric solid,
with distinct colour value assigned to each cell in representation, and with cells of visual

object furthermore subject to user interaction at each progressive step of visualization.

Comparison of test and reference visualizations is undertaken by comparison, at each of
multiple progressive steps, of test visual object against reference visual object at particular
step of interest, with reference object as it appears on graphical display of application
deemed to be trustworthy by user. Alternatively, comparison is undertaken by means of
superposition of test visual object, as captured by camera on application deemed to be
trustworthy by user, and reference visual object on graphical display of said trusted
application. A cryptographic hash function is used to compute colour corresponding to each

input segment, corresponding to key-independant visualization.

EXEMPLARY EMBODIMENTS

General representation comprising N-dimensional hypercube: with
. Segmentation into N'=N_1* ... * N_N cells.

. Visual map Q specified over hypercube.

. Value Q[i] in encoding range 0 ... (N_0 - 1) with:-

. *) Ix] = (x_1, ..., x_, ..., x_N) denoting vector index denoting cell location in
hypercube,

. (*) x_i = 0...(N_i — 1) denoting index component value, and

. (*) N_O denoting colour depth, with

. Encoding range of N’ = N_0 * N’ for Q at initial step, and also at each subsequent

progressive step.

Important special representations are inclusive of:-

. N = N_i = 2 for planar binary square.
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N =3, N_i = 2 for volumetric binary-cube.
N_0 = 2**8 /16 for 8/16-bit colour depth.

Representations are also inclusive of non-cartesian constructions, as exemplified by the five

regular solids. These constructions can be represented as planar projections, or as

volumetric objects, as follows:-

Tetrahedron: equivalent to (N, N_1, N_2) = (2, 2, 2) cube, with N’ = 4 triangular
surfaces per step.

Cube: (2, 2, 3) representation, with N’ = 6 square surfaces.

Octahedron: (2, 2, 4) representation, with N’ = 8 triangular surfaces.

Dodecahedron: (2, 2, 6) representation, with N’ = 12 pentagonal surfaces.
Icosahedron: (2, 4, 5) representation, with N’ = 20 triangular surfaces.

The basic concept of present invention is to repeat visualization, as represented by visual

object colourisation, on progressively smaller segments of the input codeword, or

alternatively to stop at visualization limit.

Method of present invention requires execution at n-th step: n=1,2,... of

Partition of cell-of-interest [i,n] into N’ sub-cells.

Segmentation of input-word P[i,n] into N' sub-words, each associated with
corresponding sub-cell.

Compute visualization by colour Q[i,n] = Q(Pi,n]) for each sub-word mapped to
corresponding sub-cell.

Test limit condition: as to whether information content of next cell-of-interest [i,n+1]
less than encoding range N” of visualization

If limit condition has been attained then stop, else progress to subsequent (n+1)-th
step.

Method of invention furthermore requires at initial step comprising:-

Segmentation of input codeword P into N’ words P[i,n(=1)], each corresponding to
cell [i,n(=1)] at initial step n=1; based on premise that

P has value range greater than encoding range N” of Q, and hence that

P[i] value range is greater than colour representation at location [i]; Such that
Specification of visual map Q[i,n(=1)] can be undertaken at [i], by means of



10

15

20

25

30

35

WO 2015/053608 PCT/MY2014/000187

12

. Application of — colour map Q = Q[i}(P) such that PJi] is represented as colour Q[i] at

il

Method of invention then requires progressive (n-th) step comprising:-

. 1-of-N’ selection of cell [i,n], with associated word PJi,n], from cell [i’,n-1] of previous
step.

. Segmentation of cell-of-interest [i] into N’ sub-cells as per previous steps.

. Corresponding and equivalent segmentation of word P[i] into N’ sub-words.

. Application of colour map Q = Q (P) for particular internal index values.

. Test of limit condition as to whether information content of P[i] exceeds encoding

range of Q at present step, with repetition of progressive step for negative test
outcome, or termination for positive test outcome.

Method of invention has additional aspect of progressive steps which can be executed in

one of the following modes :-

. Local progression: in which single 1-of-N’ selection is undertaken at each step,
resulting in additive visualization of O(n*N’) after n steps.

. Global progression: in which all N’ cells are selected at each step, resulting in
multiplicative visualization of O(N'**n) after n steps, and therefore faster convergence

to full information content of input codeword.

Method of invention has additional aspect of key-dependant variation, which requires:-

. Key-dependant map Q'_k(P), with external input k, in lieu of key-independant map
Q(P), and furthermore
. ZK re-mapping of base-step input and/or output into key-dependant map Q'(P) =

(Z_k 0 Qo0 Z'_k) (P).

[i,n] respectively denote the internal spatial and step indices for the visualization object,
which are transparent to external observation. Cell [i,n] is of smaller spatial extent for
progressive step values n. Word P[i,n] is of correspondingly shorter bit-length.

Q[i,n] is specified so as to be subject to spatial -and step-wise variation.

Q should assume the zero knowledge (ZK) irreversibility and collision-resistive properties of

cryptographic hash functions, such that codeword segment P[i] cannot be deduced from
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colour assignment Qi],and furthermore such that it is infeasible to generate collisions —of

form Q(P) = Q(P’) for P /= P’. Q can therefore be constructed from hashing primitives.

Key-dependency can be implemented in various ways, inclusive of - step-specific key
schedules of form k[n] and key-specific cell permutations of form i'_k[i] = i'_k[i,n]. Simple
implementation of key-dependance of form Z_k = Z'_k = h_k can be implemented via a hash
message authentication code (HMAC) block on either or both sides of the base-step
colorization function. Cell selection for progressive computation could be by means of point-
and-click (via mouse) or touch (via touch-screen).

Configurations of the method of the present invention may be implemented by hardware,
software, firmware, middleware, microcode, or a combination thereof. When implemented in
software, firmware, middleware, or microcode, the program code or code segments to
perform the necessary tasks may be stored in a machine-readable medium such as a
storage medium or other storage means. A processor may perform the necessary tasks. A
code segment may represent a procedure, a function, a subprogram, a program, a routine, a
subroutine, a module, a software package, a class, or a combination of instructions, data
structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, arguments,
parameters, or memory contents. Information, arguments, parameters, data, and the like,
may be passed, forwarded, or transmitted via a suitable means including memory sharing,

message passing, token passing, and network transmission, among others.

One of the advantages of the present invention is to provide for representation of long high-
entropy codewords as perceptually significant visual images on graphical displays. These
codewords accur in the context of cryptographic protocols, and typically range in length from
128 to 1024-bits. By computing visual representations at more detailed scales of resolution
in each progressive step-, this allows human visual inspection which is secure, effective and

ergonomic.

Another advantage of the method of the present invention is that it computes visually simple
(and therefore ergonomic) representations at each step of progressive computation, with the
complexity of the visualization process (as would necessarily arise from the entropy content

of cryptographic codewords) dispersed over the multiple steps of progression. This provides
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for the user to determine whether visualised cryptographic input is authentic by means of a
process which can range from simple to exhaustive, with the level of thoroughness
proportional to number of user interactions with the particular visualization object.
Authentication of the input codeword would be assessed by means of comparing test
visualization against reference visualization at each progressive step, the latter of which is
executed on a platform deemed to be trustworthy by the user.

In addition, the method of the present invention is able to compute representation as
dependent on explicit (key-specific) and/or implicit (context-sensitive) system inputs. These
keyless and key-dependent modes are respectively analogous to hash functions and hashed
message authentication codes (HMAC). Existing solutions based on standard protocol
frameworks (inclusive of SSL, TLS and IPsec) are primarily concerned with the security of
machine-to-machine (inclusive of server-to-client/browser and client-to-server) interactions.
User-to-machine security elements (inclusive of passwords and/or physical tokens) are
usually implemented external to the protocol frameworks, but would still not address the
issue of reciprocal system-to-user authentication. This problem is addressed by the method

of the present invention.

The foregoing embodiment and advantages are merely exemplary and are not to be
construed as limiting the present invention. The description of the embodiments of the
present invention is intended to be illustrative and not to limit the scope of the claims and

many alternatives, modifications and variations will be apparent to those skilled in the art.
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CLAIMS

1. A method for visual authentication of high-entropy parameters by a receiving application
on the graphical display of a user terminal, comprising

generating a test visualization on receiving application;

generating a reference visualization on application deemed to be trustworthy by the
user; and

displaying the test visualization and the reference visualization on the graphical
displays of receiving and trusted application; and

determining the authenticity of the tested visualization by comparing the test
visualization against the reference visualization

wherein a visual representation is provided for visual authentication of high-entropy
parameters of a receiving application on the graphical display of a user terminal,
wherein high-entropy parameters are cryptographic codewords of variable length and
effective duration, with the visual representation undertaken in discrete progressive
steps resulting in visualization progressing from gross to fine resolution, by a
controlled system.

2. The method as claimed in Claim 1 wherein the receiving application processes

visualization on progressive scales of resolution, from gross to fine visual resolution in

progressive steps.

3. The method as claimed in Claim 1 wherein the visual representation is generated by

dependant on input key.

4. The method as claimed in Claim 1 wherein the visual representation is generated by

independant on input key.

5. The method of as claimed in Claim 1 in which comparison of test and reference

visualizations is undertaken by means of superposition of test visual object, as captured
by camera on application deemed to be trustworthy by user, and reference visual object
on graphical display of said trusted application.
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The method as claimed in Claim 1 wherein the visual representation is computed on a
segment of the input high-entropy parameter at each progressive step.

The method as claimed in Claim 1 wherein the visual representation is executed as
colour value computed from the numerical or symbolic value of the input high-entropy

parameter on the segment at each progressive step.

The method of as claimed in Claim 6 wherein representations of visual object is as a
two-dimensional planar map or three-dimensional volumetric solid, with distinct colour
value assigned to each cell in representation, and with cells of visual object furthermore

subject to user interaction at each progressive step of visualization.

The method as claimed in Claim 6 wherein segmentation of visual representation
displayed on the graphical display of a user terminal is of equal degree to segmentation
of input parameter segment represented, at each progressive step of computation.

10. The method as claimed in Claim 8 wherein a cryptographic hash function is used to

11.

12.

compute colour corresponding to each input segment, corresponding to key-independant
visualization.

The method as claimed in Claim 8 wherein a hash-based message authentication code
(HMAC) is used to compute colour corresponding to each segment with hash-based
message authentication code (HMAC) key as key parameter, which is presumed to be
secret.

The method as claimed in Claim 1 wherein the receiving application executes as a test
visualization comprising word-to-cell visualization of high-entropy input parameter into a

visual-map in iterative steps, further comprising

providing a partition of visual object [i] of particular step n into N’ sub-cells, where N’
is the degree to which display object is partitioned for mapping process;

providing a segmentation of input codeword P[i] of same step n into N’ sub-words,
with equal degree N’ of codeword segmentation;

providing a computation of visualization value Qfi} for each sub-word PJi],
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fori=0..N'—1; and

displaying visualization value Q[i} by means of colour assignment Q[i] for each cell [i].

. The method as claimed in Claim 12 wherein a cell colourisation Q(P) corresponding to

codeword segment P is executed in a zero knowledge (ZK) manner.

The method as claimed in claim 12 in which next step of visualization is undertaken on
the basis of user or random system selection of one or more partitions on visualization

object, or alternatively system selection of all partitions on visualization object.

The method as claimed in Claim 13 wherein visualization limit is provided if a range of all
possible values of input codeword P at step n is less than encoding capacity N” of single
visualization step, where N” is encoding capacity of visualization output from geometry
and colourisation of display object, and to also provide for termination of visualization if
such limit is attained in visualization computation.
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