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DYNAMIC CONTENT PACKAGING

This paragraph intentionally left blank.

BACKGROUND

[02]

(03]

Content providers distribute content, services, and other information to a user’s premises
via an information distribution network using various protocols. Users at the premises
are increasingly demanding a greater variety of content, services, and other information at
a faster response time. This has led to a growing collection of management schemes and
protocols used throughout a distribution network. The content to be delivered may be
encrypted depending upon the content and/or service. In addition, users may want to
receive content in different formats depending on the device being used for accessing
received content. Users may also want to access the same content at different times on
different devices. For example, users may access content for use on a portable device
during a particular time period and access the same content via a second device such as a
stationary device during a second time period. This may occur, for example, when a user
starts to watch a video on a mobile device and returns home to finish watching the

remaining video content on a home television.

Thus, to support different devices, content may be converted into different formats so that
users may access and utilize the content on different media devices. Storing multiple
formats of the same content for delivery to users utilizing different devices requires large
amounts of storage, provides increased operational cost for preprocessing of the content
into different formats, and may not provide content for new device formats which may be

introduced into the market. Thus, there is an ever present need for efficient solutions for
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providing content to numerous different devices without storing the same content in

numerous different formats.

SUMMARY

[04]

[05]

[06]

[07]

The features described herein generally relate to a dynamic content packager for encrypting

‘and packaging requested content for different requesting devices at the time of

consumption. A content packager which may reside at the ingress or egress of a content

delivery network provides the requested content along a determined content delivery route.

In an exemplary embodiment, a device location and profile of a requesting device may be
determined. Based on the requesting device location and profile, at least one content
packager may be determined. A content path may be determined along which the at least
one content packager resides. Encryption keys and packaging metadata may be retrieved to
encrypt, transcode, and segment the requested content for the requesting device. The

requested content may be delivered to the requesting device along the determined content

delivery route.

Additional aspects of the disclosure relate to determining that the requested content already

resides in resident cache located along the determined content delivery route. The content

packager may cache the first requested content for each different requesting device format

for future delivery to subsequent requesting devices.

The preceding presents a simplified summary in order to provide a basic understanding of
some aspects of the disclosure. The summary is not an extensive overview of the
disclosure. It is neither intended to identify key or critical elements of the disclosure nor to
delineate the scope of the disclosure. The summary merely presents some concepts of the

disclosure in a simplified form as a prelude to the description below.

BRIEF DESCRIPTION OF THE DRAWINGS

[08]

The present disclosure is illustrated by way of example and not limited in the

accompanying figures in which like reference numerals indicate similar elements and in

which:
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[09] Figure 1 illustrates an example information distribution network on which features of the
disclosure may be implemented.

[10] Figure 2 illustrates an example hardware platform on which the various features of the
disclosure may be implemented.

[11]  Figure 3 illustrates an example system diagram on which features of the disclosure may be
implemented.

[12]  Figure 4 illustrates a detailed portion of the system diagram of Figure 3 in which features of
the disclosure may be implemented.

[13] Figure 5 represents another exemplary system diagram on which features of the disclosure
may be implemented.

[14] Figure 6 illustrates an exemplary flow diagram in which content may be received in
accordance with an aspect of the disclosure.

[15] Figure 7 illustrates another exemplary flow diagram in which a content delivery route may
be delivered to in accordance with an aspect of the disclosure.

DETAILED DESCRIPTION

[16] In the following description of various illustrative embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. Itis
to be understood that other embodiments may be utilized, and structural and functional
modifications may be made, without departing from the scope of the present disclosure.

[17] FIG. 1 illustratés an example content (e.g., data, media, information, services, etc.),

distribution network 100 on which many of the various features described herein may be
implemented. Network 100 may be any type of information distribution network, such as
satellite, telephone, cellular, wired or wireless, etc. One example may be an optical fiber
network, a coaxial cable network or a hybrid fiber/coax (HFC) distribution network.

Such networks 100 use a series of interconnected communication lines 101 (e.g., coaxial

3—
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cables, optical fibers, wireless, etc.) to connect multiple premises 102 (e.g., businesses,
homes, consumer dwellings, etc.) to a central office or headend 103 (e.g., a headend, a
processing facility, etc.). The central office 103 may transmit downstream information

signals onto the lines 101, and each premises 102 may have a receiver used to receive and

process those signals.

There may be one line 101 originating from the central office 103, and it may be split a
number of times to distribute the signal to various premises 102 in the vicinity (which
may be many miles) of the central office 103. The lines 101 may include components not
illustrated, such as splitters, filters, amplifiers, etc. to help convey the signal clearly, but
in general each split introduces a bit of signal degradation. Portions of the lines 101 may
also be implemented with fiber-optic cable, while other portions may be implemented
with coaxial cable, other lines, or wireless communication paths. By running fiber optic
cable along some portions, for example, signal degradation in those portions may be
significantly minimized, allowing a single central office 103 to reach even farther with its

network of lines 101 than before.

The wvarious premises 102 may be connected (through wiring and/or wireless
connections) to one another, forming a local premises access network operationally
distinct from another local access network. The connected homes forming a local
premises access network may be located near one another, such as neighboring
townhomes, individual apartments in a downtown highrise, or the like. For example, a
local premises access network may include the various premises 102. Another group of
homes (now shown) may form a separate local premises access network. The local
premises access network of the various premises 102 may be identifiable from the
separate local premises access network. A local premises access network may also be
associated with a particular geographic region (e.g., city, county, geographic area, etc.).
In some embodiments, homes connected to a termination system (TS), such as a modem

termination system (MTS), may form a local premises access network.

The central office 103 may include a termination system (TS) 104, such as a cable

modem termination system (CMTS) in an example of a HFC-type network, which may

—4-
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be a computing device configured to manage communications between devices on the
network of lines 101 and backend devices such as servers 105-107 (to be discussed
further below). In the example of an HFC-type network, the MTS may be as specified in
a standard, such as the Data Over Cable Service Interface Specification (DOCSIS)
standard, published by Cable Television Laboratories, Inc. (a.k.a. CableLabs), or it may
be a similar or modified device instead. The MTS may be configured to place data on
one or more downstream frequencies to be received by modems at the various premises
102, and to receive upstream communications from those modems on one or more
upstream frequencies. The central office 103 may also include one or more network
interfaces 108, which can permit the central office 103 to communicate with various
other external networks 109. These networks 109 may include, for example, Internet
Protocol (IP) networks having Internet devices, telephone networks, cellular telephone
networks, fiber optic networks, local wireless networks (e.g., WiIMAX), satellite
networks, and any other desired network, and the interface 108 may include the
corresponding circuitry needed to communicate on the network 109, and to other devices

on the network such as a cellular telephone network and its corresponding cell phones

117.

As noted above, the central office 103 may include a variety of servers 105-107 that may
be configured to perform various functions. For example, the central office 103 may
include a push notification server 105. The push notification server 105 may generate
push notifications to deliver data and/or commands to the various premises 102 in the
network (or more specifically, to the devices in the premises 102 that are configured to
detect such notifications). The central office 103 may also include a content server 106.
The content server 106 may be one or more computing devices that are configured to
provide content to users in the homes. This content may be, for example, video on
demand movies, television programs, songs, services, information, text listings, etc. In
some embodiments, the content server 106 may include software to validate (or initiate
the validation of) user identities and entitlements, locate and retrieve (or initiate the
locating and retrieval of) requested content, encrypt the content, and initiate delivery
(e.g., streaming, transmitting via a series of content fragments) of the content to the

requesting user and/or device.
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The central office 103 may also include one or more application servers 107. An
application server 107 may be a computing device configured to offer any desired
service, and may run various languages and operating systems (e.g., servlets and JSP
pages running on Tomcat/MySQL, OSX, BSD, Ubuntu, Redhat, HTMLS, JavaScript,
AJAX and COMET). For example, an application server may be responsible for
collecting television program listings information and generating a data download for
electronic program guide listings. Another application server may be responsible for
monitoring user viewing habits and collecting that information for use in selecting
advertisements. Another application server may be responsible for formatting and
inserting advertisements in a video stream and/or content item being transmitted to the

premises 102.

An example premises 102a may include a modem 110 (or another receiver and/or
transmitter device suitable for a particular network), which may include transmitters and
receivers used to communicate on the lines 101 and with the central office 103. The
modem 110 may be, for example, a coaxial cable modem (for coaxial cable lines 101), a
fiber interface node (for fiber optic lines 101), or any other desired modem device. The
modem 110 may be connected to, or be a part of, a gateway interface device 111. The
gateway interface device 111 may be a computing device that communicates with the
modem 110 to allow one or more other devices in the home to communicate with the
central office 103 and other devices beyond the central office. The gateway 111 may be
a set-top box (STB), digital video recorder (DVR), computer server, or any other desired
computing device. The gateway 111 may also include (not shown) local network
interfaces to provide communication signals to other devices in the home (e.g., user
devices), such as televisions 112, additional STBs 113, personal computers 114, laptop
computers 115, wireless devices 116 (wireless laptops and netbooks, mobile phones,
mobile televisions, personal digital assistants (PDA), etc.), and any other desired devices.
Examples of the local network interfaces may include Multimedia Over Coax Alliance
(MoCA) interfaces, Ethernet interfaces, universal serial bus (USB) interfaces, wireless

interfaces (e.g., IEEE 802.11), Bluetooth interfaces, and others.
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FIG. 2 illustrates general hardware elements that can be used to implement any of the
various computing devices discussed herein. The computing device 200 may include one
or more processors 201, which may execute instructions of a computer program to
perform any of the features described herein. The instructions may be stored in any type
of computer-readable medium or memory, to configure the operation of the processor
201. For example, instructions may be stored in a read-only memory (ROM) 202,
random access memory (RAM) 203, removable media 204, such as a Universal Serial
Bus (USB) drive, compact disk (CD) or digital versatile disk (DVD), floppy disk drive,
or any other desired electronic storage medium. Instructions may also be stored in an
attached (or internal) hard drive 205. The computing device 200 may include one or
more output devices, such as a display 206 (or an external television), and may include
one or more output device controllers 207, such as a video processor. There may also be
one or more user input devices 208, such as a remote control, keyboard, mouse, touch
screen, microphone, etc. The computing device 200 may also include one or more
network interfaces, such as input/output circuits 209 (such as a network card) to
communicate with an external network 210. The network interface may be a wired
interface, wireless interface, or a combination of the two. In some embodiments, the
interface 209 may include a modem (e.g., a cable modem), and network 210 fnay include
the communication lines 101 discussed above, the external network 109, an in-home
network, a provider’s wireless, coaxial, fiber, or hybrid fiber/coaxial distribution system

(e.g., a DOCSIS network), or any other desired network.

The FIG. 2 example is an example hardware configuration. Modifications may be made
to add, remove, combine, divide, etc. components as desired. Additionally, the
components illustrated may be implemented using basic computing devices and
components, and the same components (e.g., processor 201, storage 202, user interface
205, etc.) may be used to implement any of the other computing devices and components
described herein. For example, the various components herein may be implemented
using computing devices having components such as a processor executing computer-

executable instructions stored on a computer-readable medium, as illustrated in FIG. 2.

—7—
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One or more aspects of the disclosure may be embodied in a computer-usable data and/or
computer-executable instructions, such as in one or more program modules, executed by
one or more computers or other devices. Generally, program modules include routines,
programs, objects, components, data structures, etc. that perform particular tasks or
implement particular abstract data types when executed by a processor in a computer or
other data processing device. The computer executable instructions may be stored on one
or more computer readable media such as a hard disk, optical disk, removable storage
media, solid state memory, RAM, etc. As will be appreciated by one of skill in the art,
the functionality of the program modules may be combined or distributed as desired in
various embodiments. In addition, the functionality may be embodied in whole or in part
in firmware or hardware equivalents such as integrated circuits, field programmable gate
arrays (FPGA), and the like. Particular data structures may be used to more effectively
implement one or more aspects of the invention, and such data structures are
contemplated within the scope of computer executable instructions and computer-usable

data described herein.

As discussed above, the central office of an information distribution network may
transmit information downstream to various user devices. The transmitted information
may include content for consumption (e.g., playback, viewing, listening, display, storage,
etc.) by a user via user equipment, such as a gateway interface device (e.g., gateway
interface device 111 of FIG. 1) and/or other computing device (e.g., televisions 112,
additional STBs 113, personal computers 114, laptop computers 115, wireless devices
116 of FIG. 1). To assist in providing the content to a user, a content provider may
implement in their distribution network an information distribution management system
that includes one or more information distribution management devices (e.g., one or more
servers and/or other devices) configured to perform various processes related to

managing the providing of content to the user equipment (e.g., user device).

For example, such managing may include requesting, creating and handling various
sessions (e.g., user sessions, multicast group sessions, cache fill sessions, quality of
service sessions); managing transmission of the content (e.g., managing the establishing

of transmissions providing unicast content, such as on demand, and linear content, such

8-
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as multicast content); monitoring usage data of the distribution network, and/or handling
requests and notifications from user equipment. As another example, managing may
include managing the content discovery, content locating and content delivery processes
of the distribution network. In some embodiments, the managing may be implemented
using IP (Internet Protocol) and/or HTTP (Hypertext Transfer Protocol) based processes.
For example, communication between various devices may be performed using HTTP
and/or IP packets. In one example, a session manager server may locate a streaming
server and/or a multicast address for a particular content item, and may notify user
equipment of the streaming server and/or multicast address for the particular content item
using HTTP packets. The user equipment may receive the particular content item (via a
unicast signal and/or a multicast signal) by receiving HTTP packets that include
fragments of the content item and metadata identifying the streaming server and/or
multicast address. In some embodiments, communication between devices may use only
a single protocol (e.g., only HTTP packets or IP packets). Content items may also be
transmitted using the single protocol (e.g., HTTP or IP packets including fragments of

content items). Details of these processes, and others, will be discussed in further detail

below.

Content discovery processes may include supporting the discovery of content for various
content items being provided by a distribution network. For example, content discovery
processes may support the discovery of content items for multicast and/or linear
transmission. In some embodiments, content discovery and the various related processes
may use an HTTP-based approach (e.g., communication is via HTTP and/or IP packets)
that includes communication between user equipment, application servers, and other

various servers of the central office.

Content locating processes may include supporting the setup of various sessions and
managing the resources of the information distribution network. In some embodiments,
content locating processes may enforce entitlement procedures and digital rights
management (DRM) licenses. Additionally, in some embodiments, content locating and

the various related processes may use an HTTP based approach that includes
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communication between user equipment, session manager servers, and other servers of

the central office.

Content delivery processes may include supporting the streaming of the content items
from various servers, such as a streaming server of the central office. In some
embodiments, content delivery processes may enable user equipment to receive multicast
signals (e.g., signals directed at a plurality and/or group of user equipment) and/or receive
unicast signals (e.g., signals directed at a specific user device). Additionally, in some
embodiments, content streaming and the various related processes may use an HITTP
based approach that includes communication between user equipment, content servers,

and other servers of the central office.

Figure 3 illustrates an example system of components that may be implemented on the
network 100, and which may be used to implement various features described herein to
supply various content to users. The system may include one or more sources of the
content. For example, in the case of video content (e.g., audiovideo content), there may
be one or more video on demand (VOD) content encoders 301, each of which may
include an application server (such as application server 107) configured to store video
content such as movies, television shows, video clips, musical videos, etc. The encoders
301 may include encoding hardware and/or software to provide content in a desired

format, such as MPEG.

The system may also include one or more linear content encoders 302. Linear content
encoders 302 may be similar to VOD content encoders 301, but may further be
configured to supply content according to a predetermined schedule, as opposed to on
demand. For example, the NBC content service may have one or more linear encoders
302 configured to supply a video stream of NBC scheduled video programming (e.g., the

nightly news) at the appropriate time.

The system may include one or more content packagers 303. In an embodiment,
packager 303 may be included in premises gateway 311. The content packager 303 may
be another application server, but configured to receive content and package it for

delivery to users. This packaging may include, for example, reformatting the content

10—
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(e.g., video resolution conversion, coder/decoder conversion, audio conversion,
compression altering, synchronization, etc.), and segmenting the content (e.g., a two-hour
movie may be divided into a plurality of discrete time segments for delivery). In

addition, packaging may include encrypting the content.

The system may include a license serverkey manager 304, which may be a server
configured to manage content entitlement. For example, the manager 304 may contain
encryption and/or decryption keys, and can supply those keys to content packager 303 for
use in encrypting content for delivery. The manager 304 may also store information
identifying users, and the level(s) of service to which the users are entitled, and may
make determinations as to whether a particular user is actually entitled to receive a piece

of requested content.

Content delivery network 305 may be any desired type of communication network, such
as network 109. The network 305 may span a large geographic area, and may be used to
disseminate content or make content accessible. For example, some content may be
supplied to.a streaming server 306. The streaming server 306 may be a server configured

to receive packaged content, and generate a unicast stream of that content for delivery to

a user.

Another example may be a multicast server 307. Like the streaming server, multicast
server 307 may also be configured to generate a stream of packaged content. However,
the multicast server’s stream may be a multicast stream, configured to be received by a

plurality of recipient users.

The multicast server 307 may operate at the direction of a multicast controller 308, which
may in turn communicate with a session manager 309 to establish multicast sessions for
the delivery of various pieces of content. Session Manager 309 may be configured to
manage one or more sessions of the distribution network by interfacing with various
devices in the distribution network and communicaﬁng session information with the
various devices. In some embodiments, the sessions that are managed by session
manager 309 may include a user session, a multicast group session, a cache fill session,

and/or a QoS flow session. For example, a user session may be created upon a user

~11-
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device requesting content, and may include information related to the requested content
and the entitlements of the user device. A multicast group session may be created upon a
user device joining a multicast group of a particular group of user equipment, and may
include information related to the multicast group. A cache fill session may be created
upon a user device requesting a cache fill of a particular content item being transmitted
(e.g., multicast or unicast), and may include information related to the user device and the
particular content item. A QoS flow session may be created based on the initiation of a
transmission to a user devicé, and may include information related to the QoS profile
being enforced and the user device. Details of these sessions will be discussed in further

detail below.

The servers 306/307 may communicate with a termination system 310 (e.g., termination
system 104) to ultimately deliver the content to a user’s premises, or to a premises
gateway 311 that can, in turn, supply content to various pieces of user equipment, such as

a set-top box 312a, computer 312b, or any other desired display device or piece of user

equipment.

Other servers may be used as part of this delivery as well. For example, a quality of
service (QoS) configuration manager 313 may be used to determine quality of service
parameters for a given stream. As another example, a location resolution server 314 may
contain geographic identification information for the various servers 306/307, termination
servers 310, packagers 303, and other components in the system, and may be configured
to determine which device(s) are closest geographically to a requesting user device.
Location resolution server 314 may be configured to determine location information for a
particular user device. For example, in some embodiments, location resolution server
314 may receive a location request identifying a particular user device, determine
geographic information (e.g., latitude and longitude) for the user device, determine
whether the user device is on-network or off-network and transmit the information to the
session manager 309. A user device being on-net may include user devices connected via
termination systems (e.g., termination system 310) of the content provider. A user device

being off-net may include user devices (e.g., user equipment) connected via third party

—12—
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distribution networks that are not under the management or control of the session

manager 309 and multicast controller 308.

An entitlement resolution server 315 may be configured to validate a user device’s
entitlement to a particular content item. For example, in some embodiments, entitlement
resolution server 315 may receive a validate entitlement request identifying a content
item; determine whether a user device has a valid entitlement to the content item, based
on user session information, content item information, and location information of the
user device; and transmit the information indicating the result of the determination to the
session manager 309. Entitlement resolution server 315 may also be configured to
validate a user device’s license to a particular content item. For example, in some
arrangements, entitlement resolution server 315 may receive a validate license request
identifying a content item, determine whether a user device has a valid license to the
content item, based on user session information and content item information, and

transmit information indicating the result of the determination to a license resolution

server 316.

License resolution server 316 may be configured to distribute licenses and/or distribute
decryption and encryption keys. For example, in some embodiments, license resolution
device 316 may distribute encryption keys to content packager 303 (or to license server/key
manager 304). The license resolution server may also receive a license request from a user
device; transmit a request to the entitlement resolution device to validate the license; and
upon receiving an indication that the user device has a valid license, and transmit the

license and one or more decryption keys to the user device.

In an aspect of the disclosure, content packager 303 may receive content in a mezzanine
or universal file format to be reformatted, encoded, and segmented based on a users
request for content. The mezzanine or universal file format may comprise, for example, a
MPEG-2 single program transport stream or a similar transport stream as described in
ISO 13818-1. For instance, in an embodiment of the disclosure content packager 303
may be functionally positioned at the ingress of content delivery network 305.

Positioning content packager 303 at the ingress of content delivery network 305 may
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allow for caching of the output stream of content packager 303 for fulfilling other user
requests for the same content accessed by similar device types. Caching the output of
content packager 303 upstream of content delivery network 305 may reduce overall load
on content packager 303. In addition, caching the output upstream of content delivery
network 305 may enable the cached content to be available to a larger pool of users that
may be geographically distant. For instance, numerous users utilizing a particular smart
phone may request a recent episode of a television series for viewing. These users may
be geographically widespread as some may be located in Chicago, Illinois while others
may be located in Tampa, Florida. The output requested from the first requesting user
may be cached so that the next similar device type request from a user may be delivered

from cache reducing overall load on content packager 303.

Figure 4 illustrates content cache 402 which may be used to store output of content
packager 303. Those skilled in the art will realize that content cache 402 may also be
supplemented or physically placed within content delivery network 305. In addition,
content cache 402 trough 409 may be part of a multi-tier caching structure. In an

embodiment, each content cache 409-411 may be utilized for different geographical

regions.

In Figure 4, distribution system 400 may include one or more content packagers 303,
404, and 406. Each content packager 303, 404, and 406 may also be associated with
different content caches 402, 405, and 407. In addition, content caches may be located
across content delivery network 305 such as content caches 409 and 411. Based on a
received device type, packaging of the requested content may be routed to the appropriate
content packager 303, 404, and 406. Those skilled in the art will realjze that additional
content packagers 303 may be utilized to support different requesting device types. Each
content packager 303 based on received or determined requesting device type may

reformat the content, encrypt the content, and segment the content.

In another aspect of the disclosure, content packager 303 may be functionally positioned
at the egress of content delivery network 305 as shown in Figure 5. Positioning content

packager 303 at the egress of content delivery network 305 may allow all content
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delivered through the content delivery network 305 to be in a mezzanine or universal file
format. In addition, a content packager 303 positioned at the egress of the content
delivery network 305 may be very close to termination system 310 and premises gateway

311 which may support session based encryption for increased content security.

Location resolution server 314 may be configured to determine location information for a
particular user device. For example, location resolution server 314 may determine a
requesting location for a user device requesting content delivery. The determined
location of the requesting device may be used to determine an optimal content packager
303 and streaming server 306 to complete content delivery. In addition, alternative
content packagers 303 and streaming servers 306 may be identified and/or utilized based
on availability and utilization of all content packagers 303 and streaming servers 306. In
an embodiment, an IP address or GPS data for a requesting device may be used to
determine device location. For instance, some pieces of user equipment (312a and 312b)
may contain GPS units. These devices may upon setup specify their coordinates such as

longitude and latitude to allow the system to know the exact location of the user device.

Content Router 317 may be configured to determine an optimal content delivery path for
delivery of requested content. In an embodiment, session manager 309 along with
content router 317 may consider specifications and utilization of content packagers 303
and content streamers 306 to determine an optional content delivery path. In another
embodiment, based on the determined device types both ingress 303 and egress content

packagers 303 may be utilized to provide optimal content delivery.

Session manager 309 may also in some aspects of the disclosure communicate with
premises gateway 311 in order to determine the devices types for various user equipment,
e.g., CPE devices, such as 312a and 312b so that the optimal content packager 303 and
content streamer 306 may be determined. For instance, premises gateway 311 may
forward a setup session request from a CPE device to session manger 309. The setup
session request may be used to validate a content purchase and return resource

information to the CPE so that CPE can 1) obtain a list of content to access from a

—15—
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selected streaming server; 2) obtain a content manifest file; and 3) receive a DRM license

and decryption key.

Upon receiving a request for content, session manager 309 may retrieve requested
content based on content packager 303 and content streamer 306 capabilities and
configurations. Content packager 303 and content streamer 306 may be preselected at
session startup for a particular CPE device. The session manger 309 and the content
router 317 may provision target content format to either an ingress or egress content
packager 303. Upon session startup for content consumption, a requesting user device
may pull the content file and/or fragment from the content origin via content packager
303. The content packager 303 may retrieve the appropriate packaging metadata and

encryption keys and begin the just-in-time packaging process.

Table 1 illustrates an example of different media players that may be used on different
devices along with their associated codecs and other properties which may be considered

by content packager 303. Table 1 is merely illustrative and not meant to be an exhaustive

list of devices and their associated properties.

Table 1

Player

Codec

Container

Transport

Stream Control

Rate Adaptation

QuickTime

MPEG-4 AVC/AAC

RTP over UDP/TCP

RTSP

No

Flash

MPEG4 AVC/AAC

MP4

Streaming: RTMP
Progressive: HTTP

N/A

Streaming; Yes
Progressive: No

MS Window Media

VC-1

ASF

RTP over UDP/TCP

RTSP

MS Silverlight

MPEG-4 AVC/AAC

MP4 (fragmented)

HTTP

HTTP (extension)

Yes

MS Mediaroom

MPEG-4 AVC/AAC

MPEG-2 Transport

RTP/UDP (Linear)
RTP/HTTP (VOD)

Yes

Move

On2 VP7

N/A

HTTP

Yes
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Player

Codec

Container

Transport

Stream Control

Rate Adaptation

Real

RealVideo &
RealAudio

RealVideo &
RealAudio

RDT (Proprietary)

RTSP

No

DLNA

Video: MPEG-2,
MPEG-4 AVC
Audio PCM, AC-3

MPEG-2 Transport
MP4

HTTP
RTP over UDP
(optional)

HTTP (extension) —~
proposed

DVB

MPEG-2 / AC-3
MPEG-4 AVC/AC-3

MPEG-2 Transport
MP4 Container

MPEG-2 transport
(embedded)

N/A

Apple HTTP Live

MPEG-4 AVC/AAC

MPEG-2 Transport

HTTP

HTTP

Yes

[52]
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[54]
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The content packager 303 may reformat, encode, and segment the requested content for
delivery to the requesting user device. The post packaged output content file and/or

fragment may be cached at content delivery network 305.

Figure 6 illustrates an exemplary flow diagram in which dynamic content, which may be
referred to as just-in-time content, may be received by a requesting device in accordance
with an aspect of the disclosure. In Figure 6, at step 601 a content request may be received
from a requesting device. Next, in step 603 a device geographical location and device
profile may be determined for the requesting device. In an embodiment, the device profile
may be determined from received device type information from the request or requesting

device.

At least one content packager 303 may be determined in step 604 for providing content to
the requesting device. In an embodiment, the determined at least one content packager 303
may support a media player included in the requesting device as indicated in a device

profile, or may support format of the content needed by the requesting device.

In step 605, a content delivery route may be determined. The content delivery route may

be determined from various different content routing routines. In an altemative
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embodiment, the content delivery route may be determined before a content packager 1s

determined.

In an embodiment, a content delivery route may be determined in accordance with the
exemplary flow diagram shown in Figure 7. In Figure 7, at step 703 a determination may
be made as to whether the requesting device is on/off the content provider’s network.
Next, in step 705 resource availability for each determined at least one content packager

may be determined.

In step 707, availability of the requested content may be determined. Next, in step 709
geographical proximity of a requesting device to a determined content packager may be

determined to use as a factor in selecting a content delivery route.

Referring again to Figure 6, in step 607, a discovery process may be executed to determine
if the requested content resides in cache located on a determined content delivery route. If
the requested content is stored in cache along a determined content delivery route, then the
discovered requested content may be delivered to the requesting device from cache.
However, if the requested content is not stored along the content delivery route, then the

process may continue to retrieve and package requested content.

In an alternative embodiment, the discovery process may include other cache not located
on the content delivery path. In an embodiment, a discovery process may include
generating a list of content packagers throughout a network system that includes the

requested content in cache. In an embodiment, the list may be ranked and evaluated for

fulfilling different client content requests.

In step 609, packaging metadata and encryption keys may be retrieved for use in fulfilling
the content request. Next, in step 611 the requested content may be packaged and
encrypted. The content may delivered to the requesting device along the determined

content delivery route in step 613.

Aspects of the disclosure have been described in terms of illustrative embodiments thereof.
While illustrative systems and methods as described herein embodying various aspects of
the present disclosure are shown, it will be understood by those skilled in the art, that the
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disclosure is not limited to these embodiments. Modifications may be made by those
skilled in the art, particularly in light of the foregoing teachings. For example, each of the
features of the aforementioned illustrative examples may be utilized alone or in
combination or subcombination with elements of the other examples. For example, any of
the above described systems and methods or parts thereof may be combined with the other
methods and systems or parts thereof described above. For example, one of ordinary skill
in the art will appreciate that the steps illustrated in the illustrative figures may be
performed in other than the recited order, and that one or more steps illustrated may be
optional in accordance with aspects of the disclosure. The scope of the claims should not
be limited by particular embodiments set forth herein, but should be construed in a manner

consistent with the specification as a whole.
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CLAIMS:

1 A method comprising:

determining a list of 2 plurality of content packagers capable of packaging content associated with
a content request recetved from a device, whorsin the packaging comprisss reformatting and segrenling of
the contdent;

ranking the list based on proximities of the plarality of conient packagers te a geographic location
of the device, and

based on the ranked bst, causing, by ons of the plurality of content packagers, packaging and

delivery of the content.

2. The method of clamm 1, further comprisiog

causing encrypting of the content for delivery to the device.

3. The mathod of claimt 1 or claim 2, further COrprisneg:
dc.f.nrz'mmm' a vontent delivery roote, whersin the cavsing delivery of the content | by the one of the

plarality of content packagers comprisos caus ing debvery via the content delivery routs.

4. The method of claim 3, whercin the deternusniog the contont delivery route forther comprises

determining available content streamers along the content delivery routs.
3. The method of claim 4, Torther comprising:
selecting a content streamer from the determined available content streamers for delivery of the

sontent.

6. The method of any one of claims 3 to 5, wherein the detonuining the content delivery routo furthes

coruprises doforming gy at Jeast one of an on network status or an off network status.

-3

7. The method of any one of ¢iabms 3 10 &, whevemn the ¢ nterd dedivary route further

cormprises determining proximity v of coxdent stroamers to the

a. The method of any ons of claims 110 7, further » SORPTIS

causing the content to be provided in 2 wezzanine format to e oue of the plurality of content

-20 -
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9. The method of any onc of claires 1 to &, farther comprisio ©

detenmining a deviee

14, The wethod of claim 2, furiber comprising:

determining, based on the device pro

- the one of the pluralily of content packagers.

1L The me one of elatms 1o 19, firther comprising:
recaving, by a computing device, the content tequest; and

determining a geographis location of the device.

any one of claims 1 to 11, wherein the one of the plurality of content packag S

COMpPIiSSs an ingress content packagsr

13. A copputing device comprising:

0BG OF MOYS Iocessors; and
HEnIrY st.-:):ring the one or more processors, cause the

conputing dev

14 The computing dovice of elaim 13, whereln the coxn pating device comprises a gateway device.
15. A systern coraprising:

a first computing device configured to perfomm the method of ary one of claimy 1o 12; and

a sscond computing device configured to esive the conteat.

16 A compnter-readable medium storing instractions that, when executed, cause performance of the
method of ary oue of claims 1 to 12,
17 Avmethod comprising: "

©

determining, by & computing device, » content tem of

content packagers,

determining a location of each of the ane or more cortent packs

tecaiving, from a devics at a requesting Jocation, a ve gquest for the content fom

detenaining a device profile indicatimg capabuitics of the dovies: and

227 -
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causing delivery of the contord tem from at Jeast oge of the one or more content packagers based

at least in part on the device profile and on a proximity betwe

or more content packagers.

15 The method of claxm T7, further comprising:
determinng a content delivery ronte for the content stew; and
selecting a content strearner along the comtent dolivery route for delivery of the content ilem fic

the a

1% The wethod of claxm 17 or claim 18, Quriher comprismy:

causing, based on the device profile, reformatting of the content itern.

ity The method of any one of clains 17 0 19, whewtn the causing delvery of

i content item

the at least one of the ons or more content packagers further compris

raptkang the oxe or mote confont packag or cach of the one or more condent paskagers, &

fance from the device; and

respective dis

causing delivery of the content tem from the at least one of the vie or more content packags

based on the ranking.

21 The mathod of any one of clamms 17 to 20, wherein the cavsing deliver ry of the content tem from

o

the at least one of the one or more content packagers 1s further based on an availability status of the one or

more content pachagors.

ntent tem based on,
the device profile.

Ny
&8

A corapating device compris

I,m

3

00 OF Iore processors; and
memory storing mstructions that, when exscuted by the one or more procsssors, cause the

computing deviee to g

n the method of any one of claims 17 to 22,

24 Asyslem composing:

a first compuiing device configured to ps

Forrn the method of any ane of claims 17 10 22; and
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a seeond computing devies configured to receive the condent itor.

5

23, A computerrsadable medinm storing mstructions that, when executed. causs & perfonpance of the

method of any one of claims 17 10 22,

26 Amethod comprising:

ernining, by a computing device, a location of cach ofa plurabity of content packagers

wang, from a device, a raquest for a content it

IR
defermining a device profile indicatmg » rapabiities of the deviee;

determining a geographic location of the devies;

determiimng ope or maore of the plarality of content packagers storing the content item;

selecting oue of the determined one or mors countent packagers based on the device profife and of

x

onc or more coutent packagers; and

S ::

a proximity between the doviee and the one of the det

caustng delivery of the content ttem from the selented content packager to the de

Uof claim 26, finther comprising:

7. The meth
determining a content delivery route for the content tem; and

3

selecting one or wmore conlent sireamers along the content dels

wry route For delivery of the content

HE ol

28 The method of claim 27, wherein the determining the eontent deltvery route further comprises

H

deterwining an availability of the one or niore content streamers along the e

whivery route.

28, The method of claim 28, wherein the sclectin ng the oue or yeore content strearners further comprises

selecting the ons or mnre content strearuers based ¢ sbifity of the one or rnore content stream ners.

36 The method of any one of cains | whorein the detormining the content delivery ro
further compriscs delenmining a nefwork stalus that ¢ oxnprises Con” or “offl”
3t The methed of any one of claims 27 to 30, whersia the de cstermining the content delivery route

further \."!"lpﬂ‘:kn daterminis ne & }m,\nmi‘ of the one or more cogtent straasgers to ibe devi

)]

2

~

The method of any one of clains 26 o 31, furiker COTBpTIRINE

causing, based on the device profile, ¢

Ly

rmattinng of the content iter.
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4)
Lok

r more of the plarality of

&

content packagers storing the content iten { the plurality of content

packagers by distance from the device and wherein the seisctin z the one of the determined ons or more

%

GOGHE OF more conten E_‘.i.i e ARCIE based

sontent packagers further comprises sslenting ons of the

on, the ranking,

34

wuprisng:

went packaper o segment the content tmn for

36 A computing dev

SO Pris

One O MNS PrOCCIRors ] agd

.,
Ryl
L¢l]

that, when executed by the one or moare processors, canse

conmputing devics to pe he method of any one of claims 26 1o

23
-~
N

A systern comprising:
a first eomputing device configured to perform the method of any one of clatms 26 to 35, and

a second computing device, confignred to rensive the content itom,

38. A vomputer-rzadable wedinm storing instmctions that when executed, canse parformance of the

mathod of any ove of clains 26 o 35,

35, A method comprising:

determining, by a computi rag device, an index indicating an association hetween a content iie w and

2 plarabity of conteot packagers storing the cordont itera; S

~

rom a device ab a requosting location, a viaquost for the contont stemg

g,

determining a device pr wndicating capabilitic

selecting, from the index, one of the plurahiy of contont packagers based at loast in part on the

deviee profile and on a prozimity between the device and of the plurality of content

C:

packagers; and

-4 .
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causing dehvery of the condont itom, rom the selecied one of the plurality of contont packagers, to

the device.

40, The methed of clam 39, wherein the selecting is further based on an availability status of the one

of the plurality of conteni packagers.

41 The method of claim 39 or claim 40, furthor comprising

causing, based on the device profile, reformatting of the content iten.

42, The method of any one of claims 39 to 41, further comprismg:

causing, based on the device profile, the selected one of the plurality of content packagers 5

sogrient the content item for delivary,

The method of any one of claims 39 to 42, funthor comprising:

causing encrypting of the contont ttem for delivery to the device.

44 The method of any ons of claxns 39 to 43, further comprising:

determuning a content delivery roats, wherein the causing delivery of the content item comprises

cavsing delivery via the cordent delivery route.
45. The method of claim 44, wherein the determining the content delivery route further comyprises

defermining availabls content packagers along the content delivery ronts,

46. The method of clai 45, fiuther comprising:
Salectiﬁg a content packager from the determined available content packagers along the content . -

delivery rouie,

47 The mothod of any one of claims 44 to 46, wherein the determining the content delivery ronte

Further comprises determining at loast one of an on network status or an off network status.

43. A compulng deviee comprising:
ONC OF MONS Processors; aud
Imomaory stormg mstructions that, when execuied hy the one or more processors, cause the

computing device fo perform the method of any one of claims 39 10 47

=25 -
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49, A systarm corprising:
a first comyputing device configured to perform the method of any ouc of claims 39 to 47 5 and

a seeond computing devics, configured to receive the content item.

Lo

. A computes-readablc medium storing mstructions that, when exe

method of any oue of claims 39 t0 47

-26-
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