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NETWORK CONFIGURATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This non-provisional patent application claims pri 
ority to Great Britain applications: GB 1412722.9, filed Jul. 
17, 2014: GB 1405790.5, filed Mar. 31, 2014; GB 1403314.6, 
filed Feb. 25, 2014; GB 1405785.5, filed Mar. 31, 2014; GB 
1405786.3, filed Mar. 31, 2014: GB 1405789.7, filed Mar. 31, 
2014; GB 1403312.0, filed Feb. 25, 2014; GB 1405791.3, 
filed Mar. 31, 2014; GB 1405797.0, filed Mar. 31, 2014. 

TECHNICAL FIELD 

0002 This invention relates to configuring the devices of a 
network, for example configuring the devices of a mesh net 
work. 

BACKGROUND 

0003. There is an increasing need for a variety of objects to 
be equipped with the ability to send and receive messages. In 
the case of the home, for example, it may be desirable for 
multiple devices to be able to communicate with each other, 
and also potentially with the internet or cloud, in order to 
allow for more automated control of the home. For example, 
a home may contain a lighting system, heating appliances and 
sensor devices. By allowing these devices to communicate 
with each other certain controls can be automated, such as 
turning on the lights and the heating when the sensor detects 
that a person has entered a room. 
0004 To enable arbitrary objects to communicate, they 
can be equipped with communication devices. As many of 
these objects may not have access to, or require, power them 
selves (for example a window or a door), there may be a desire 
that the communication devices be battery-powered devices 
that consume very little power. 
0005 Low-powered communications equipment may not 
have sufficient communication range to communicate 
directly with other equipment located in the network. A suit 
able network for such devices to adopt may be a mesh net 
work, in which a device can communicate with a remote 
device outside its communication range via one or more 
intermediary devices. In this arrangement the intermediary 
devices function to relay a received message. 
0006 FIG. 1 shows such a mesh network. The network 
comprises a number of devices 101, 102, 103 and 104. Each 
device can communicate wirelessly with other devices that 
are in effective range of it by means of an incorporated wire 
less communications device 101a, 102a, 103 and 104a. Com 
munication devices 102a and 104a may manage operation of 
lights 102b and 104b, respectively, and communication 
device 101 a may monitor a sensor to determine if window 
101b is open or closed. The communications devices coop 
erate to propagate signals between them. The communication 
range of device 101a is bounded by boundary 105. The com 
munication range of device 104a is bounded by boundary 
106. If communications device 101 a transmits a signal, that 
signal can be received by devices 102a and 103 which are 
within range of device 101.a. Device 104a is out of range of 
device 101a. However, device 103 can relay the signal 
received from device 101 a so that it can be received by device 
104a. This method of communication allows devices to com 
municate even though they are out of direct range of each 
other. 
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0007. In order for the operation of appliances connected in 
Such a mesh network to be automated based on a predeter 
mined schedule and/or the state of other devices in the net 
work, the appliances and the network may first be configured 
accordingly by the network user. Every time a new appliance 
is added to the network, that appliance and the network may 
be re-configured to cause the appliance to operate automati 
cally in the desired manner. This is particularly burdensome 
in the case that the new appliance is a replacement for another 
appliance, for example in the case that a lightbulb has blown 
and been replaced by an equivalent light bulb. In this situa 
tion, for every lightbulb that is replaced, the user may have to 
manually configure the light bulb to communicate with the 
mesh network according to the mesh network communica 
tions protocol, and also manually configure the lighting 
operation of the light bulb, i.e. when it is to turn on and off. 
0008. There is a need for an improved way of reconfigur 
ing a network of devices when a replacement device is intro 
duced in a network. 

SUMMARY OF THE INVENTION 

0009. According to one aspect of the invention there is 
provided a method of configuring a network, the network 
comprising a plurality of devices capable of operating accord 
ing to a wireless communications protocol, each device hav 
ing a device type, each device communicating directly with 
one or more local devices of a local group, the local devices 
being those devices of the network with which the device is in 
direct communications range, the method comprising: Stor 
ing a device configuration for each device; at a device: detect 
ing that a first local device having a first device type has left 
the local group, and detecting that a further device having the 
first device type has entered the local group; determining that 
the further device is a replacement for the first local device: 
and applying the stored configuration for the first local device 
to the further device. 

0010 Suitably, the further device is associated with an 
appliance Supplementary to its wireless communications 
function, and applying the stored configuration to the further 
device configures functionality of the appliance. 
0011 Suitably, applying the stored configuration to the 
further device configures the further device to communicate 
over the network according to the wireless communications 
protocol. 
0012 Suitably, the method comprises at each device: stor 
ing identities of the local devices of the local group of that 
device in a store; from each local device, receiving an iden 
tifier message comprising an identity of the local device and 
an instruction not to retransmit the identifier message; and 
updating the store with the identities of the local devices of 
the local group. 
0013 Suitably, the identifier message comprising the 
identity of the local device specifies the device type of the 
local device. 

0014 Suitably, each local device transmits an identifier 
message in response to receiving a trigger message from the 
device. 

0015 Suitably, each local device transmits an identifier 
message in response to receiving a trigger message from a 
central network entity. 
0016 Suitably, the trigger message and the identifier mes 
sage are both transmitted in a low or no security mode Such 
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that a device which is not yet associated with the network can 
Successfully receive the trigger message and transmit the 
identifier message. 
0017 Suitably, each device periodically reports the iden 

tities of the local devices in the local group of that device to a 
central network entity. 
0018 Suitably, each device reports the identities of the 
local devices in the local group of that device to a central 
network entity only if the identities of the local devices in the 
local group have changed since the device last reported the 
identities of the local devices in the local group to the central 
network entity. 
0019 Suitably the method comprises, at the central net 
work entity, determining that the further device is a replace 
ment for the first local device if more than one device reports 
to the central network entity that: the identities of the local 
devices no longer include the first local device's identity; the 
identities of the local devices include the further device's 
identity; and the first local device and the further device have 
the same device type. 
0020 Suitably the method comprises, at the central net 
work entity, determining that the further device is a replace 
ment for the first local device if each of the devices which 
were local devices of the first local device reports to the 
central network entity that: the identities of the local devices 
no longer include the first local device's identity; the identi 
ties of the local devices include the further device's identity: 
and the first local device and the further device have the same 
device type. 
0021 Suitably, the device configurations of each device 
are stored at a central network entity. 
0022 Suitably, the device configurations of each device 
are stored in a distributed manner across the devices of the 
network. 
0023 Suitably, the network is a mesh network. 
0024 Suitably, the devices operate according to the Blue 
tooth Low Energy protocol. 
0025. According to another aspect of the invention there is 
provided a network comprising: a plurality of devices capable 
of operating according to a wireless communications proto 
col, each device having a device type, each device communi 
cating directly with one or more local devices of a local group, 
the local devices being those devices of the network with 
which the device is in direct communications range; wherein 
each device is configured to: detect that a first local device 
having a first device type has left the local group, and detect 
that a further device having the first device type has entered 
the local group; wherein the network is configured to: Store a 
device configuration for each device, determine that the fur 
ther device is a replacement for the first local device, and 
apply the stored configuration for the first local device to the 
further device. 
0026 Suitably, the further device is associated with an 
appliance Supplementary to its wireless communications 
function, and the further device is configured to apply the 
stored configuration to the appliance. 
0027 Suitably, each device comprises a store for storing 
the identities of the local devices of the local group of that 
device, and each device is configured to update the identities 
stored in the store on receiving identifier messages from the 
local devices, each identifier message including an identity of 
the local device that sent the identifier message. 
0028. According to another aspect of the invention there is 
provided a method of determining the topology of a network, 
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the network comprising a central network entity and a plural 
ity of devices capable of operating according to a wireless 
communications protocol, each device communicating 
directly with one or more local devices of a local group, the 
local devices being those devices of the network with which 
the device is in direct communications range, the method 
comprising: at each device, from each local device, receiving 
an identifier message comprising an identity of the local 
device and an instruction not to retransmit the identifier mes 
sage; at each device, reporting the identities of the local 
devices in the local group of that device to the central network 
entity; and at the central network entity, determining the 
topology of the network by collating the identities of the local 
devices in the local groups of each device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029. The present invention will now be described by way 
of example with reference to the drawings. In the drawings: 
0030 FIG. 1 illustrates a mesh network: 
0031 FIG. 2 illustrates a further mesh network: 
0032 FIG. 3 illustrates a wireless communications 
device; 
0033 FIG. 4 illustrates a message format; 
0034 FIG. 5 illustrates a method of updating a store of the 
identifies of the local devices in the local group of a device: 
and 
0035 FIG. 6 illustrates a method of determining that a 
device of the network has been replaced by another device 
and configuring that other device. 

DETAILED DESCRIPTION 

0036 FIG.2 shows a mesh network comprising a plurality 
of devices 201,202,203,204, 205, 206 and 207. Each of these 
devices has an integrated wireless communications unit 
which is capable of communicating with the other devices of 
the mesh network using a wireless communications protocol. 
The devices communicate with each other using the same 
wireless communications protocol. That could be a relatively 
short-range protocol. For example, the effective range of each 
device may be less than 25 m. That characteristic may permit 
the devices to use less powerfor transmitting and/or receiving 
than would be expected in a longer range protocol. Examples 
of Such wireless communications protocols are Bluetooth 
Low Energy, Zigbee, IEEE 802.11 and Zwave. The devices 
communicate in an ad hoc manner in order to transfer data 
between each other. 
0037. One or more of the devices is associated with an 
appliance Supplementary to its wireless communications 
function. The appliance may be mains powered, for example 
a light fitting. Suitably, the integrated wireless communica 
tions units associated with the mains powered appliance is 
also mains powered. Alternatively, the appliance may be bat 
tery-powered, for example a door alarm. Suitably, the inte 
grated wireless communications unit associated with the bat 
tery-powered appliance is also battery powered. 
0038. Each device in the network has a device type. 
Examples of device type are light bulb, light switch, door, 
window, motion sensor, heat sensor, radiator, fridge, mobile 
phone, tablet computer, etc. 
0039 Each device can communicate wirelessly with other 
devices that are in effective range of it. The communications 
coverage area of device 201 is bounded by boundary 208 in 
FIG. 2. Device 201 is able to communicate directly with 
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devices 202, 203, 204 and 205 which are within communica 
tions range 208 of device 201. In other words, device 201 is 
able to receive communications signals which are transmitted 
within its coverage area 208. Similarly, device 201 is able to 
Successfully transmit communications signals to other 
devices which are located within its coverage area 208. No 
intermediary device is needed to relay signals between device 
201 and any other devices located within the area 208. 
Devices within coverage area 208 are referred to herein as 
local devices of device 201’s local group. Thus, devices 202, 
203, 204 and 205 are local devices of device 201’s local 
group. The communications coverage area of device 205 is 
bounded by boundary 209. Thus, devices 201 and 204 are 
local devices of device 205's local group. The communica 
tions coverage area of device 206 is bounded by boundary 
210. Thus, devices 204, 205 and 207 are local devices of 
device 206's local group. 
0040 FIG. 3 shows the architecture of one of the devices 
201, 202, 203, 204, 205, 206 and 207 for communicating in 
the mesh network. The device 300 comprises an antenna 301, 
a radio frequency (RF) front end 302 and a baseband proces 
sor 303. The baseband processor 303 comprises a micropro 
cessor 304 and a non-volatile memory 305. The non-volatile 
memory 305 stores in non-transitory form program code that 
is executable by the microprocessor to cause the baseband 
processor to implement the communications protocol of the 
network and the methods described herein with reference to 
FIGS. 5 and 6. Memory 305 comprises local device identity 
store 306 and keystore 307. 
0041. In order to transmit signals into the mesh network 
the processor 303 can drive the RF front end 302, which in 
turn causes the antenna 301 to emit suitable RF signals. 
Signals received at the antenna 301 from the mesh network 
can be pre-processed (e.g. by analogue filtering and amplifi 
cation) by the RF front end 302, which presents correspond 
ing signals to the processor 303 for decoding. The processor 
can respond to those signals in various ways, as will be 
described in more detail below. 
0042. The device also comprises a clock 308, which can be 
turned on or off by the microprocessor 304 in order to save 
power, and optionally an external connection 309 suitable for 
exchanging information with the devices associated appli 
ance if it has one. Suitably, this external connection 309 is 
wired. This information may include sensing external events 
(e.g. the operation of an associated user interface device Such 
as a Switch) or issuing control signals to associated appliances 
(e.g. to turn a lightbulb on or off). The device also comprises 
a power source 310, which may be a battery. The device may 
also be mains-powered. 
0043. The RF front end 302 and the baseband processor 
303 could be implemented on one or more integrated circuits. 
0044) The mesh network operates by communicating data 
packets among the devices of the network. FIG. 4 shows a 
suitable format for one of the packets. The packet 400 com 
prises aheader made up of a source address 401, a destination 
address 402 and a sequence number 403, a payload 404, an 
authentication field 405 and a trailer comprising a time to live 
(TTL) field 406. The payload is optionally encrypted using an 
encryption key that is specific to a particular set of nodes in 
the network. When such a payload is successfully decrypted, 
as illustrated at 407, it comprises a plaintext payload 408 and 
optionally a checksum field 409. 
0045. Each device is assigned an identity which is unique 
within the network. Suitably, this identity specifies the device 
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type of the device. When composing an original packet for 
transmission, a device inserts its identity in the source address 
field 401. The identity could be assigned at manufacture or 
when the network is being configured. The device also speci 
fies the destination device in the destination address field 402. 
If the message is intended for a single device, then the identity 
of that single device is inserted into the destination address 
field 402. If the message is intended for a group of devices 
then the group identity of that group is inserted into the 
destination address field 402. 

0046 Each device keeps a count of original packets it has 
composed. Each time it composes a new original packet it 
increments the count and inserts the new count into the 
sequence number field 403. The length of the sequence num 
ber field can be set to be sufficient that a combination offields 
401 and 403 uniquely identify within the network any packet 
that would be expected to be currently circulating in the 
network. 

0047. Each device has a keystore 307 where it stores in 
non-volatile fashion one or more network keys, for example 
encryption and/or authentication keys. When a device com 
poses a message for use in a certain mesh network it forms a 
payload 408 including the traffic data it wishes to convey and 
optionally generates a checksum 409 for that payload using a 
predefined checksum algorithm. It then concatenates the pay 
load and the checksum and either: 

0.048 (a) uses that concatenated string as the payload 
404 for the new packet or 

0049 (b) encrypts the concatenated string using a pre 
defined encryption algorithm which takes as input the 
concatenated plaintext payload 408 and the encryption 
key that corresponds to the mesh network in question 
and uses the output of the encryption step as the payload 
404. In the latter case, the encryption key is selected to 
be one that is shared with a device that is intended to 
action the payload. 

0050. A device composing an original packet defines an 
original TTL for that message. The original TTL depends on 
the expected characteristics of the network, as will be dis 
cussed below, but could, for example, be a number such as 8. 
0051. Once the original packet is fully composed the origi 
nating device transmits it one or more times. 
0052. When one of the devices is participating in a mesh 
network it listens for mesh packets. It may listen continually 
or, to save power, intermittently. When it receives a mesh 
packet it attempts to authenticate the packet using one or more 
of the authentication keys it has stored. If the device has 
Successfully authenticated the packet it can pass the received 
payload for processing. The payload might be decrypted by 
means of an encryption key stored by the device. The payload 
is processed by the device. The payload may be intended to 
control the internal operation of the device. For example, the 
payload may control the device to adapt its wireless commu 
nications operation. As another example, the payload may 
indicate that the device should perform some test function. 
Alternatively, the payload may be intended to control the 
operation of an appliance attached to the device (if it has one). 
For example, the payload may indicate that the device should 
issue a control signal to an appliance via external connection 
309. 

0053 An important feature of the mesh network is that a 
device can also re-transmit a packet it has received. Each 
device may be configured either to retransmit all mesh pack 
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ets it receives irrespective of whetherit can authenticate them, 
or only those mesh packets it can Successfully authenticate. 
0054. A device in the mesh network may be configured to 
not re-transmit certain mesh messages so as to suppress the 
possibility of mesh messages circulating indefinitely. One 
way to do this is for the device to be configured to store a 
record of messages it has already re-transmitted (e.g. by Stor 
ing their source and sequence numbers) and to not re-transmit 
those messages if it receives them again. Another way to do 
this is by the device making a determination as to whether to 
re-transmit a received message in dependence on the mes 
sage’s TTL field. 
0055 When a device retransmits a packet the device trans 
mits the packet with data content identical to the content of 
the packet as it received it, except that it decrements the TTL 
value, e.g. by one. The system can be designed so each device 
is configured not to retransmit any mesh packets if the dec 
remented TTL value is zero. In that way the TTL serves to 
prevent messages circulating indefinitely in the mesh net 
work. Configuring each device not to re-transmit a message 
whose identity matches one it has received and re-transmitted 
before can also help to suppress redundant message transmis 
sion. With this behaviour in mind, the original value of the 
TTL can be set to reflect the propagation properties of the 
network. A large or unreliable network may suit a larger 
initial TTL value than a smaller, more reliable network. 
0056 Packets can be transmitted adventitiously among 
the devices participating in a mesh network. A device can 
transmit an original packet into the network, other devices 
participating in the network can serve as a transport for that 
message to reach another device that is out of direct range of 
the originating device. The devices need not be fixed in loca 
tion: they could be mobile. The devices could participate in 
the network continually or from time to time. 
0057. Each device has a store 306 of the identities of the 
local devices in its local group. FIG. 5 is a flowchart illustrat 
ing an exemplary method for updating the store 306. 
0058 At step 501 of FIG. 5, a trigger message is received 
by the devices in the network. Suitably, this trigger message is 
generated and sent by a device of the network. It may be sent 
by a device acting as a central network entity. The central 
network entity may, for example, be a server. The central 
network entity may perform one or more of the following 
roles in the network: sense the network by sending out 
requests for information to the devices in the network; collate 
information from reports received from the devices of the 
network about the local environments of those devices; deter 
mine the topology of the network from the collated informa 
tion; determine changes to make to the operation of the 
devices in the network; instruct the devices of the network to 
change their operation. 
0059 Suitably, incorporated into the trigger message is an 
instruction to retransmit the trigger message. This may be 
achieved, for example, by setting the TTL field of the trigger 
message to be greater than 0. For example, the TTL field may 
be 8. Each device that receives a trigger message decrements 
the value of the TTL field by 1 in the trigger message that it 
retransmits. Any device which receives a trigger message 
with a TTLD-1 retransmits the trigger message. If a device 
receives a trigger message with a TTL=0 or TTL=1 it does not 
retransmit the trigger message. 
0060 An example of sending the trigger message will be 
described with reference to FIG.2. Consider the case in which 
device 207 is the central network entity. Device 207 sends a 
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trigger message with a TTL value of 4. Device 206 receives 
this trigger message, decrements the TTL value to 3, and 
retransmits the trigger message. Device 204 receives the trig 
ger message with a TTL value of 3. Device 204 decrements 
the TTL value to 2, and retransmits the trigger message. 
Devices 201 and 205 receive the trigger message with a TTL 
value of 2. These devices decrement the TTL value to 1, and 
retransmit the trigger message. Devices 202 and 203 receive 
the trigger message sent by device 201. Because the TTL 
value is 1, devices 202 and 203 do not retransmit the trigger 
message. Thus, the trigger message is distributed to all the 
devices in the mesh network of FIG. 2. 
0061 Suitably, the destination address of the trigger mes 
sage is set to a group identity. Each device in the network 
interprets the group identity as addressing itself. Thus, each 
device in the network responds to the trigger message. 
0062. The trigger message may be sent periodically. Alter 
natively, the trigger message may be generated and sent in 
response to Some stimulus in the network. For example, the 
central network entity may sense a bottleneck in the network, 
and in response send out a trigger message to determine the 
current topology of the network. 
0063. At step 502 of FIG. 5, the devices that received the 
trigger message at step 501 respond by transmitting an iden 
tifier message. The identifier message includes the identity of 
the device that sent it. Suitably, incorporated into the identi 
fier message is an instruction not to retransmit the identifier 
message. For example, this may be achieved by setting the 
TTL field of the identifier message to 0. Thus, an identifier 
message is not retransmitted by any device in the network. 
Thus, only devices within direct communications range of the 
device which sends the identifier message receive the identi 
fier message. In other words, only the local devices of the 
local group of a device receive its identifier message. In the 
example of FIG.2, only devices 204 and 201 would receive an 
identifier message transmitted by device 205. Suitably, the 
identifier message includes the device type of the device that 
sends it. This device type may be incorporated into the iden 
tity of the device. Alternatively, the device type may be incor 
porated into a separate field of the message, for example the 
payload. 
0064. In the case that the mesh network is designed such 
that devices do not retransmit packets for which the decre 
mented TTL value is zero, then all retransmitted packets 
received by a device have TTL-1. A device does not receive 
any retransmitted packets that have TTL-Obecause if another 
device had decremented the TTL value to zero, it would not 
have retransmitted the packet. Thus, a device can distinguish 
between packets which have been routed via one or more 
relays (those packets received with TTL-1), and those which 
have been sent directly by a local device in that device's local 
group (those packets received with TTL=0). 
0065. Thus, by means of steps 501 and 502 of FIG. 5, each 
device receives an identifier message from each local device 
of its local group. The device extracts the identity and device 
type (which may form part of the identity) and updates iden 
tity store 306 with the identities at step 503. 
0066. In an alternative implementation, the trigger mes 
sage of step 501 of FIG. 5 is generated and sent by a device of 
the network which is to receive the identifier messages sent in 
response to the trigger message. So, for example, a device 
sends the trigger message to local devices in its local group, 
and those local devices respond by sending identifier mes 
sages which are received by the device that sent the trigger 
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message. In this case, the trigger message may have an 
instruction incorporated into it not to retransmit the trigger 
message. For example, this may be achieved by setting the 
TTL field to 0. Thus, only the local devices of the local group 
of a device receive the trigger message it sends. In this case, 
the destination address may be a group identity which iden 
tifies solely the devices in the local group of the device. 
0067 Suitably, both the trigger message and the identifier 
message are sent in a promiscuous mode. In other words, 
these messages are sent with low or no security. This may be 
achieved, for example, by sending these messages such that 
they can be decoded using a public network key. Alterna 
tively, this may be achieved by sending these messages Such 
that no network key is needed to decode them. Thus, devices 
which have not yet fully entered the network can successfully 
receive the trigger message and are able to transmit an iden 
tifier message which can be successfully received. This may 
be the case, for example, if a device has not yet authenticated 
with the network. As another example, the device may not yet 
have associated with the network. 

0068. At step 504 of FIG.5, the device that has updated its 
identity store at step 503 reports the identities of the local 
devices in its local group to the central network entity. Step 
504 is not necessarily carried out following every instance of 
step 503. A device may periodically report the identities of the 
local devices in its local group to the central network entity. A 
device may report the identities of the local devices in its local 
group to the central network entity every time it updates its 
identity store at step 503. A device may report the identities of 
the local devices in its local group to the central network 
entity only if the set of identities has changed since the device 
last reported the identities of the local devices in its local 
group to the central network entity. A device may report the 
identities of the local devices in its local group to the central 
network entity only if an identity has left the set of identities 
of the local group since the device last reported the identities 
of the local devices in its local group to the central network 
entity. A device may report the identities of the local devices 
in its local group to the central network entity only if an 
identity has joined the set of identities of the local group since 
the device last reported the identities of the local devices in its 
local group to the central network entity. The device may 
reportall of the identities of the local devices in its local group 
to the central network entity. Alternatively, the device may 
only report the identities of the devices that have left or joined 
its local group to the central network entity. The device may 
report the identity and the device type of the local devices in 
its local group to the central network entity. 
0069. Thus, the central network entity receives from each 
device a list of the identities of the local devices in that 
device's local group. The central network entity may thus 
determine the topology of the mesh network by collating 
these identity lists along with knowledge of the identities of 
the devices that sent the lists. Thus, the central network iden 
tity determines the relative arrangement of the devices in the 
mesh network. The greater the density of the devices in the 
network, the more accurate that determination of the relative 
arrangement is. 
0070. In an alternative method for updating the store 306 
of the local device identities of a device's local group, there is 
no step 501. In other words, there is no trigger message which 
is sent to trigger devices to generate the identifier messages. 
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In this case, each device may be configured to periodically 
transmit identifier messages with an incorporated instruction 
not to retransmit. 

0071. The configuration of at least one device of the net 
work is stored in the network other than at that device. Suit 
ably, the configuration of each device of the network is stored 
in the network other than at that device. Suitably, the configu 
ration is stored at the central network entity. Alternatively, the 
configuration is stored in a distributed manner across the 
devices of the network. At one extreme, each device of the 
network may store the configurations of all the other devices 
of the network. More suitably, the whole or partial configu 
ration of a device in the network is stored in a subset of the 
devices of the network. For example, devices which are mains 
powered may store the whole or partial configuration of one 
or more other devices of the network. Devices which have 
Surplus memory may store the whole or partial configuration 
of one or more other devices of the network. The configura 
tion of a device may be stored partially at one device of the 
network and partially at another device of the network. 
0072 The configuration of a device which is stored in the 
network may be a configuration which configures the func 
tionality of the appliance with which the device is associated. 
For example, in the case of a device which is associated with 
a light bulb, the configuration may specify, for example, the 
times that lightbulb switches ON and OFF, that the lightbulb 
is to switch ON if a sensor of the network detects that a person 
has entered the room that the lightbulb is in, that the lightbulb 
is to switch OFF if the sensor detects that the person has left 
the room that the light bulb is in, and so on. 
0073. Additionally, or alternatively, the configuration of 
the devices which is stored in the network may be a configu 
ration which configures the wireless communications func 
tionality of the device. For example, the configuration may 
include network keys, such as one or more authentication 
keys and encryption keys, which enable the device to com 
municate with the network using the mesh protocol. 
0074. Additionally, or alternatively, the configuration of a 
device which is stored in the network may be a configuration 
which configures the functionality of a device acting as a 
relay node. For example, the configuration may define the 
types of messages that the device retransmits. 
0075 FIG. 6 illustrates a method of determining that a 
device of the network has been replaced by another device 
and configuring that other device in the same manner as the 
replaced device. 
0076. At step 601, the updated identity list of local devices 
in the local group of a device is received by the processor 
which is to perform steps 602, 603 and 604 of the method of 
FIG. 6. The processor accesses the currently stored identity 
list of local devices in the local group. The processor com 
pares the two lists. 
0077. At step 602, the processor assesses if an identity on 
the stored list is not on the updated list. If this is the case, then 
this is indicative of a local device having left the local group. 
If all the identities on the stored list are also on the updated 
list, then the method returns to step 601. If an identity on the 
stored list is missing from the updated list, then the method 
proceeds to step 603. 
0078. At step 603, the processor assesses if an identity on 
the updated list is not on the stored list. If this is the case, then 
this is indicative of a new device having entered the local 
group. If all the identities on the updated list are also on the 
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stored list, then the method returns to step 601. If an identity 
on the updated list is missing from the stored list, then the 
method proceeds to step 604. 
0079 At step 604, the processor compares the device type 
of the local device whose identity is on the stored list but 
missing from the updated list with the device type of the new 
local device whose identity is on the updated list but missing 
from the stored list. If the device types are different, then the 
method returns to step 601. If the device types are the same, 
then it is determined that the new local device is a replacement 
device for the device that has left the local group. Thus, if the 
device types are the same, the method proceeds to step 605. At 
step 605 the configuration of the device that has left the local 
group is extracted from the configuration store and transmit 
ted to the replacement device, where that configuration is 
applied to the replacement device. 
0080. The configuration applied to the replacement device 
at step 605 may be a configuration which configures the 
functionality of the appliance with which the device is asso 
ciated. This type of configuration is described above. If the 
configuration applied at step 605 only configures the appli 
ance, then the replacement device separately associates with 
the wireless network as normal using the mesh association 
protocol. For example, the replacement device may associate 
with the mesh network by exchanging its unique identity with 
a configuring device of the network Such as the central net 
work entity. This process is user initiated, for example by the 
user scanning a QR code on the replacement device. In 
response to exchanging its unique identity with the network, 
the configuring device of the network sends the network 
key(s) to the replacement device, thereby enabling it to com 
municate with the network fully according to the network 
communications protocol. 
0081. The configuration applied to the replacement device 
at step 605 may be a configuration which configures the 
wireless communications functionality of the device. This 
type of configuration is described above. If the configuration 
applied at step 605 only configures the wireless communica 
tions operations of the device, then the appliance functional 
ity of the replacement device is separately configured by the 
user. For example, the user may configure the appliance func 
tionality through a user interface on the appliance. 
0082. The configuration applied to the replacement device 
at step 605 may both configure the functionality of the asso 
ciated appliance and configure the wireless communications 
functionality of the device. 
0083) Suitably, the configuration that is applied to the 
replacement device automatically by the network on deter 
mining that the device is a replacement for an old device that 
has left the network depends on the device type. For example, 
if the device type is one deemed to be a low security risk, for 
example a light fitting, then the configuration that is applied to 
it automatically may be chosen to configure the operation of 
the appliance and the wireless communications operation of 
the device. If the device type is one deemed to be a medium 
security risk, for example a proximity sensor, then the con 
figuration applied to it automatically may be chosen to con 
figure the operation of the appliance but not the wireless 
communications operation of the device. Such that the device 
still associates with the network in order to fully integrate 
with the network. If the device type is one deemed to be a high 
security risk, for example a door alarm, then it may be deemed 
that no configuration is to be automatically applied by the 
network and it is to be manually configured instead. Suitably, 
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the security settings of the devices in the network, and the 
configurations to be automatically applied by the network on 
determining that a device has been replaced, are user-config 
urable. Standard security settings of devices in the network 
may be set during manufacture. 
I0084. The method steps of FIG. 6 may be carried out 
solely at the central network entity. This may be the case if (i) 
the central network entity holds a central store of the configu 
ration of the devices in the network, and (ii) the central net 
work entity receives an updated list of the identities of the 
local devices in a device's local group. Alternatively, the 
method steps of FIG.6 may be carried out solely at the device 
which receives the identifier messages from the local devices 
in its local group. This may be the case if the device stores the 
configurations of the local devices in its local group. Alterna 
tively, the method steps of FIG.6 may be carried out partially 
at the device which receives the identifier messages and par 
tially at the central network entity. For example, the device 
which receives the identifier messages may determine that a 
device has been replaced by carrying out steps 601, 602, 603 
and 604, but the central network entity extracts the configu 
ration and applies it to the replacement device by carrying out 
step 605. Alternatively the steps of FIG.6 may be carried out 
partially at the device which receives the identifier messages 
and partially in a distributed manner across the network. For 
example, the device which receives the identifier messages 
may determine that a device has been replaced by carrying out 
steps 601, 602, 603 and 604, but the configuration is extracted 
from one or more other devices across the network and 
applied to the replacement device by carrying out step 605. 
Alternatively, the method steps of FIG.6 may be carried out 
partially at the central network entity and partially in a dis 
tributed manner across the network. For example, the central 
network entity may determine that a device has been replaced 
by carrying out steps 601, 602, 603 and 604, but the configu 
ration is extracted from one or more other devices across the 
network and applied to the replacement device by carrying 
out step 605. 
I0085. In the example of FIG. 6, the configuration of an old 
device that has left the local group is applied to a replacement 
device that has entered the local group with the same device 
type as the old device that left, if both the old device left the 
local group and the replacement device entered the local 
group since the last time the identity list was updated. 
I0086. In a further example, the configuration of an old 
device that has left the local group is applied to a replacement 
device that has entered the local group with the same device 
type as the old device that left, even if the old device had 
already left the local group the last time the identity list was 
updated. In this example, the step 602 in FIG. 6 is not per 
formed. A store of the identities of devices that have recently 
left the local group is maintained, along with their device 
types. If the new identity that is in the updated identity list but 
not the stored identity list has the same device type as any of 
the devices that are in the store of recently departed device 
identities, then the new identity is determined to belong to a 
replacement device for the recently departed device having 
the same device type. Suitably, there is a maximum elapsed 
time between a device leaving a local group and another 
device entering the local group in which the device that has 
entered it can be deemed to be a replacement for the device 
that has left. This maximum elapsed time could be applied, 
for example, by storing the identities of departed devices for 
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a set period of time. After this period of time, the identities of 
the departed devices are discarded. 
0087. The determination that a new device that has entered 
a local group is a replacement for an old device that has 
recently departed the local group in accordance with FIG. 6 
and the further examples described above, may be taken 
based on the identifier messages received by a single device 
whose local group included the device that has departed and 
includes the new device. Alternatively, this determination 
may be made based on the identifier messages received at 
more than one device. In accordance with step 504 of FIG. 5, 
the central network entity receives reports from the devices in 
the network. Each report may list the identities of the local 
devices in the local group of the device that sent the report. 
Thus, the central network entity knows which devices are in 
the local group of each device. By collating the local group 
identities of each device in the network, the central network 
entity is able to determine the topology of the whole network. 
The central network entity may determine the local group of 
the departed device which has been reported as having left the 
local group of another device. The central network entity may 
determine this based on a report received from the departed 
device prior to its departure which lists the identities of the 
local devices in its local group. Alternatively, the central 
network entity may determine the local group of the departed 
device to include all the devices which have reported that the 
departed device is within their local group. 
0088. The central network entity may determine that the 
new device is a replacement for the departed device if more 
than one device in the departed device's local group receives 
identifier messages which indicate that the departed device 
has been replaced by the new device having the same device 
type as the departed device. 
0089. The central network entity may determine that the 
new device is a replacement for the departed device if a 
threshold number or a threshold proportion of the devices in 
the departed device's local group receive identifier messages 
which indicate that the departed device has been replaced by 
the new device having the same device type as the departed 
device. 
0090 The central network entity may determine that the 
new device is a replacement for the departed device if all of 
the devices in the departed device's local group receive iden 
tifier messages which indicate that the departed device has 
been replaced by the new device having the same device type 
as the departed device. 
0091. By utilising the methods described herein, when 
devices in a mesh network are replaced with other devices, the 
mesh network can respond by configuring the replaced 
devices with the same configurations as the devices that they 
are replacing without the need for the network user to manu 
ally perform the configuration. 
0092. The operations described above for the baseband 
processor could be carried out by other devices. For example, 
there could be a dedicated processor for implementing the 
protocol described above, or some of the operations could be 
carried out by the baseband processor and some by another 
processing entity. 
0093. The mesh network may employ a wired communi 
cations protocol. 
0094. The applicant hereby discloses in isolation each 
individual feature described herein and any combination of 
two or more such features, to the extent that such features or 
combinations are capable of being carried out based on the 
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present specification as a whole in the light of the common 
general knowledge of a person skilled in the art, irrespective 
of whether such features or combinations of features solve 
any problems disclosed herein, and without limitation to the 
Scope of the claims. The applicant indicates that aspects of the 
present invention may consist of any such individual feature 
or combination of features. In view of the foregoing descrip 
tion it will be evident to a person skilled in the art that various 
modifications may be made within the scope of the invention. 
What is claimed is: 
1. A method of configuring a network, the network com 

prising a plurality of devices capable of operating according 
to a wireless communications protocol, each device having a 
device type, each device communicating directly with one or 
more local devices of a local group, the local devices being 
those devices of the network with which the device is in direct 
communications range, the method comprising: 

storing a device configuration for each device; 
at a device: 

detecting that a first local device having a first device 
type has left the local group, and 

detecting that a further device having the first device 
type has entered the local group; 

determining that the further device is a replacement for the 
first local device; and 

applying the stored configuration for the first local device 
to the further device. 

2. The method as claimed in claim 1, wherein the further 
device is associated with an appliance Supplementary to its 
wireless communications function, and wherein applying the 
stored configuration to the further device configures function 
ality of the appliance. 

3. The method as claimed in claim 1, wherein applying the 
stored configuration to the further device configures the fur 
ther device to communicate over the network according to the 
wireless communications protocol. 

4. The method as claimed in claim 1, further comprising, at 
each device: 

storing identities of the local devices of the local group of 
that device in a store; 

from each local device, receiving an identifier message 
comprising an identity of the local device and an instruc 
tion not to retransmit the identifier message; and 

updating the store with the identities of the local devices of 
the local group. 

5. The method as claimed in claim 4, wherein the identifier 
message comprising the identity of the local device specifies 
the device type of the local device. 

6. The method as claimed in claim 4, wherein each local 
device transmits an identifier message in response to receiv 
ing a trigger message from the device. 

7. The method as claimed in claim 4, wherein each local 
device transmits an identifier message in response to receiv 
ing a trigger message from a central network entity. 

8. The method as claimed in claim 6, wherein the trigger 
message and the identifier message are both transmitted in a 
low or no security mode such that a device which is not yet 
associated with the network can Successfully receive the trig 
ger message and transmit the identifier message. 

9. The method as claimed in claim 4, wherein each device 
periodically reports the identities of the local devices in the 
local group of that device to a central network entity. 
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10. The method as claimed in claim 4, wherein each device 
reports the identities of the local devices in the local group of 
that device to a central network entity only if the identities of 
the local devices in the local group have changed since the 
device last reported the identities of the local devices in the 
local group to the central network entity. 

11. The method as claimed in claim 9, comprising, at the 
central network entity, determining that the further device is a 
replacement for the first local device if more than one device 
reports to the central network entity that: 

the identities of the local devices no longer include the first 
local device's identity: 

the identities of the local devices include the further 
device's identity; and 

the first local device and the further device have the same 
device type. 

12. The method as claimed in claim 9, comprising, at the 
central network entity, determining that the further device is a 
replacement for the first local device if each of the devices 
which were local devices of the first local device reports to the 
central network entity that: 

the identities of the local devices no longer include the first 
local device's identity: 

the identities of the local devices include the further 
device's identity; and 

the first local device and the further device have the same 
device type. 

13. The method as claimed in claim 1, comprising storing 
the device configurations of each device at a central network 
entity. 

14. The method as claimed in claim 1, comprising storing 
the device configurations of each device in a distributed man 
ner across the devices of the network. 

15. The method as claimed in claim 1, wherein the network 
is a mesh network. 

16. The method as claimed in claim 1, wherein the devices 
operate according to the Bluetooth Low Energy protocol. 

17. A network comprising: 
a plurality of devices capable of operating according to a 

wireless communications protocol, each device having a 
device type, each device communicating directly with 
one or more local devices of a local group, the local 
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devices being those devices of the network with which 
the device is in direct communications range; 

wherein each device is configured to: 
detect that a first local device having a first device type 

has left the local group, and 
detect that a further device having the first device type 

has entered the local group; 
wherein the network is configured to: 

store a device configuration for each device, 
determine that the further device is a replacement for the 

first local device, and 
apply the stored configuration for the first local device to 

the further device. 
18. The network as claimed inclaim 17, wherein the further 

device is associated with an appliance Supplementary to its 
wireless communications function, and wherein the further 
device is configured to apply the stored configuration to the 
appliance. 

19. The network as claimed in claim 17, wherein each 
device comprises a store for storing the identities of the local 
devices of the local group of that device, and wherein each 
device is configured to update the identities stored in the store 
on receiving identifier messages from the local devices, each 
identifier message including an identity of the local device 
that sent the identifier message. 

20. A method of determining the topology of a network, the 
network comprising a central network entity and a plurality of 
devices capable of operating according to a wireless commu 
nications protocol, each device communicating directly with 
one or more local devices of a local group, the local devices 
being those devices of the network with which the device is in 
direct communications range, the method comprising: 

at each device, from each local device, receiving an iden 
tifier message comprising an identity of the local device 
and an instruction not to retransmit the identifier mes 
Sage, 

at each device, reporting the identities of the local devices 
in the local group of that device to the central network 
entity; and 

at the central network entity, determining the topology of 
the network by collating the identities of the local 
devices in the local groups of each device. 
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