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00 (57) Abstract: Systems and methods for monitoring the proximity of a personal item (104) are

provided. Systems and methods as provided herein allow a computing device (102) to monitor the
72 proximity of a personal item (104) by generating an alert when wireless communications between the
computing device (102) and the personal item (104) are lost in an unsafe zone to remind a user of the
computing device (102) about the personal item (104) in an attempt to prevent leaving the personal
item (104) in the unsafe zone, where it may be susceptible to theft or loss. The provided systems and
methods also automatically assign safe zones by analyzing clusters of location data points obtained by
the computing device (102) over time to determine a home location (502) and an office location (504),
assigning the home location and the office location as safe zones (508), and assigning all other loca-
tions as unsafe (510). A user may further manually designate locations as safe zones.
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SYSTEMS AND METHODS FOR MONITORING A PROXIMITY OF A
PERSONAL ITEM AND AUTOMATICALLY ASSIGNING SAFE AND
UNSAFE ZONES

BACKGROUND

{6001 ] Aspects of the disclosure relate to systems and methods for monitoring a
proximity of a personal item. In particular, embodiments disclosed herein are directed to
systems and methods that automatically assign safc and vusafe zones based on clustered
places of relevance for a user such that an alert may be gencrated when a user feaves the
personal tem in an unsafe zone, but does not generate an alert when the user leaves the

personal item in an onsafe zone.

[8082] The loss of an ttem, whether through theft or forgetfulness, 1s something that
most people deal with at least once. For unimportant or inexpensive items, this loss can
usually be absorbed casily by replacing the iiem. However, for expensive or important
items, the loss may be more difficult to recover from. Morcover, in cases where the lost
item i3 an electronic device that stores data, the loss can be particularly damaging
because of not only the loss of the device, but the loss of the stored data, which may
have importance for a person’s job or for a persen’s wdentity or finances. Consequerdly,

there is a need for preventing the loss of a person’s personal ems.

RHEIRY However, somstimes a person leaves behind an item intentionally with the
mtent to retrieve it later or because the person believes that the tem is being left in a
safe location. Thus, a loss prevention system or device should be configurable to
distinguish between a true loss of an item or an imtentional placement of an item.
However, configuring safe and unsafe focations takes time and effort, and may not
properly be performed by a user. Consequently, the configiring of safe and unsafe

locations should be performed automatically based on a user’s past location history.

{6604} Accordingly, there 15 a need for systems, devices, and methods for
preventing the loss of a person’s personal items that is configurable and allows for a
person to distinguish between a true loss in an umsafe zone and an intentional placement
of the personal Uem in a safc zone, wherein safe zones and umsafc zones are

automatically determined based on a user’s loeation history.
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BRIEF SUMMARY
{G805] Consistent with some embodiments, there is provided a device for
monitoring a proximity of a personal item. The device includes one or more wireless
transceivers configured fo communicate witelessly with the personal ttem, 2 location
sensor configured to determine a location of the device, and memory storing the
determined location. The device alse includes one or more processors configured fo
cluster deterouned locations wdo location clusters, automatically assign safe zones
based on the location clusters, and generate an alert when the wireless comnumications

with the personal ftem are lost and the device is not in a safe zone.

HRHHIGY Consistent with some embodiments, there s also provided a method for
monitoring a proximity of a personal item. The method includes steps of establishing,
by wircless transceivers of a computing device, wirciess communications with the
personal itom, automatically assigning, by one or more processors of the computing
device safe zones based on clustered locations i which the computing device has been,
monitoring the wireless commaunications with the personal item, and when the wireless
communications with the personal item are lost, determining a location and generating

an alert when the determined location is not a safe zone.

{6607} Consistent with some embodiments, there is further provided a method. The
method mcludes steps of detormining, by one or more processors of a computing
device, a home location cluster, determyining, by the one or more processors, a work
location claster, determining, by the one or more processors, an office location claster
within the work location cluster, assigning the home location cluster and the office
location cluster as safe zones, and generating an alert when wireless communications
between the computing device and a personal ttem are lost and the computing device is
not located in a safe zone. The method may also be embodied in a computer-readable

medium.

16408] Consistent with some embodiments, there is further provided a system for
monitoring proximity of a personal item. The system includes means for determining a
home location cluster, means for determining a work location cluster, and means for
determining an office location cluster within the work location cluoster. The system also

inchudes means for assigning the home location cluster and the office location cluster as
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safe zones, and means for generating an alert when wircless communications between
the computing device and the personal tem are lost and the computing device is not

located i a safe zone.

BRIEF DESCRIPTION OF THE DRAWINGS

[6409] Aspects of the disclosure are illustrated by way of example. In the

accompanying figures, like reference mambers indicate similar elements, and:

18610} FIG. 1 is a diagram illustrating @ systermn for monitoring 8 proximity of a

personal itom, consistent with some embodiments.

{8811} FIG. 2 18 a diagram illustrating micre places of relevance within a macro

place of relevance, consistent with some embodiments.

18812} FI1G. 3 15 a flowchart illustrating clustering locations to deterovne places of

refevance, consistent with some embodiments.

18813} FIG. 4 is a diagram illustrating location data point clustering, consistent with

some embodiments.

{6614] FIG. 5 is a flowchart ilustrating a method for automatically assigning

clusters as being safe zones, consistent with some embodiments,

{8015} FIG. 6 is a diagram illustrating a user mterface displayed on a computing

device for monitoring proximity of a personal item, counsistent with seroe embodiments.

8816} FIG. 7 is a flowchart illustrating a methed for monitoring proximity of a

personal item, consistent with some erbodiments.

DETAILED DESCRIPTION
{8617} In the following description specific details are set forth describing certain
cembodiments. It will be apparent, however, to one skilled in the art that the disclosed
embodiments may be practiced without some or all of these specific details. The
specific embodiments presented are meant to be illustrative, but not limiting. One
skilled in the art may realize other material that, although vot specifically described

herein, 1s within the scope and spirit of this disclosure,

3.
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16618} FIG. 1 is a diagram illustrating @ systern for monitoring 8 proximity of a
personal item, consistent with some embodiments. As shown in FIG. 1, system 100
inchudes a computing device 102 and personal tem 104, Computing device 102 may be
a mobile device such as a smartphone such as an {Phone™ or other mobile device
running the 10S™ operating system, the Android™ operating system, a BlackBerry™
operating system, the Microsoft® Windows® Phone operating system, Symbian™ (05,
or webOS™, Computing device 102 may also be a tablet computer, such as an iPad™
or other tablet computer running one of the aforementioned operating systems.
Computing device 102 may also be PCs or laptops or netbooks. In some embodiments,
computing device 102 is a device that is either with a user most of the time or near a

pser most of the time.

[6819] According to some embodiments, computing device 102 may be
implemented using any appropriate combination of hardware and/or sofitware
configured for, among other things, monitoring a proximity of personal iterm 104 that
inchides maintaining wirveless communications with personal item 104 when personal
item 104 is within a predetermined distance of computing device 102 and generating
and displaying an alert when the wireless communications with personal ttem 104 arce
distupted and the personal item 104 is determined to be in an unsafe zone. In particular,
computing device 102 may inclide any appropriate combination of hardware and/or
software having one or more processors and capable of reading instructions stored on a
non-transitory machine-readable medium for execution by the one or more processors
for, among other things, avtomatically determining when personal tem 104 15 in a safe
or unsafe zone, maintaining the wireless comuwnications with personal item 104, and
alerting a user when wireless communications with persenal item 104 are disrupted or
otherwise lost. Some common forms of machine-readable media includes, for example,
floppy disk, flexible disk, hard disk, magnetic tape, any other magnetic mediim, CD-
ROM, any other optical medium, punch cards, paper tape, any other physical medium
with patterns of holes, RAM, PROM, EPROM, FLASH-EPROM, any other memory
chip or cartridge, and/or any other medium from which one or more processors or

computer is adapted to read.

[8020] Computing device 102 may include network interface component 106

configured for commmication with a network. Consistent with some embodiments,

4.
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network interface component 106 may be configured to interface with a coaxial cable, a
fiber optic cable, a digital subscriber line (DSL) modem, a public switched telephone
network (PSTN) modem, an Ethernet device, and/or various other types of wired
network conununication devices. Network interface component 106 may be coupled
through system bus 108 to one or more wireless transceivers 110, wherein each wireless
transceiver 110 may include an antenna that is separable or integral and is capable of
transmitting and receiving imformation according to a different wircless networking
protocol, such as Wi-Fi'™, 3G, 4G, HDSPA, LTE, RF, NFC, Bluetooth™, and

Zigbee™,

18821} Systern bus 108 intercomnects various components within computing device
102 and commumication nformation between the various components. Such
components inchide a processing component 112, which may be one or more
processors, central processing units (CPUs), micro-controliers, or digital signal
processors {DAPs), a system memory component 114, which may correspond to random
access memory (RAM), an internal memory component 116, which may correspond to
read only memory (ROM) and/or fumware, and an static or external memory 118,

which may correspend to optical, maguoetic, or solid-state memorics.

[6622] Consistent with some embodiments, computing device 102 may also include
a display component 120 for displaying information fo a uscer. Dhsplay conponent 120
may be a Hgqud crystal display (LCD) screen, an organic light emitting diode (OLED)
screen {inchuding active matrix AMOLED screens), an LED screen, a plasma display, or
a cathode ray tube (CRT) dispiay. Dsplay component 120 may be integrated with
computing device 102, or may be soparate from computing device 102 and coupled to
computing device 102, Computing device 102 may also include an input and navigation
control component 122, allowing for a user to input information and navigate along
dispiay componcut 120. An input and navigation component 122 may include, fur
examiple, a kevboard or key pad, whether physical or virual, a mouse, a trackball, or

other such device, or a capacitive sensor-based touch screen.

18823} Computing device 102 may also include one or more sensors 124 that
capture data associated with computing device 102 and/or its surroundings. Sensors 124
may include, but are not hmited to, microphones or audio sensors, cameras, light
SensOTs, proxuwnity semsors, pressure sensors, inertial sensors {e.g., accelerometers

-5
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and/or gyroscopes), magoetometers, ete. Sensors 124 may be used mdividually or in
combinations, such as sensor arrays or any other combinations. Sensors 124 are capable
of operating interdependontly or independently of one another. Semsors 124 wmay
comummicate with processing component 112 through system bus 108 in order to
process data captured by sensors 124 consistent with mstructions stored n any of
memories 114, 116, and 118 and to gencrate or otherwise obtain metadata associated
with captired data. In somec embodimonts, wireless transceivers 110 may also be
wilized as sensors, for example to sense or detect wireless signals such as Wi-Fi signals
from wireless access points 126, and fo detect wireless communications, or fack thercof,

with personal #tem 104,

[8824] Computing device 102 may also imclude locanon sensors 128, Consistent
with some embodiments, location sensors 128 may inchide global positioning system
(GPS) sensors in comnwmication with GPS satellites 130 for deternuning a location of
computing device 102, Location sensors 128 may also cooperate with network interface
component 106 to determine a location of computing device 102 based on an internet
protocol (IP) address of computing device 102 when computing device 102 is in
comumncation with a network, Location sensors 128 may also cooperate with wireless
transceivers 110, network interface component 106, and sensors 124 to determine a
location of computing device 102 based on data captured by sensors about the
surroundings of computing device 102 and/or wireless access points 126 and other
wircless comamwmnication points that wireless transceivers 110 are in communication

with.

{8825} Although the components of computing device 102 arc shown as being
miegral with computing device 102, the components are not so Hmited and may be
separate from and external to computing device 102, and coupled to computing device

102 and system bus 108 vias a wired or wireless coupling.

{0626} Personal ttem 104 inchudes one or more wircless transceivers 132, wherein

cach wircless transceiver 110 may include an antenna that is separable or integral and is

capable of transmitting and receiving information according to a different wircless

networking protocoel, such as Wi-Fi™, 3G, 4G, HDSPA, L'TE, RF, NFC, Bluctooth™,

and Zighee™. According to some embodiments, wireless transceivers 132 may be

configured to be in wircless commmunication with wireless transceivers 110 of
G-
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computing device 102 when personal item 104 and computing device 102 are within a
predetermined distance of one another. This wireless commumication, or pairing, may
have a predetermined distance between personal item 104 and computing device 102
determined by the wireless uetworking protocol. When peorsonal tem 104 and
computing device (02 are no longer within the predetermined distance from one
ancther, the wircless communications, or pairing, will be disrupted and lost, allowing
computing device 102 to monitor a proximity of personal item 104 by monitoring the

wireless communications therchetween.

{8827} Personal item 104 may also include a processing component 134, and a
memory 136 coupled 1o cach other and wircless tramsceivers 132 over a bus 138,
Processing component 134 may be one ov more processors, central processing units
(CPUs}, micro-controllers, or digital signal processors (DSPs), and memory 136 may
nclude jostructions that moay be exccuted by processing component 134, According to
some embodiments, personal item 104 may be a computing device such as computing
device 102 and, thus, may inclode similar elements such as shown in computing device
102 abthough not shown hercin. In such cmbeodiments, personal itern 104 wmay
correspond o a mobile device, such as a smariphone, a tablet computer, or 2 laptop or
notebook computer. Personal item 104 may also correspond to other peripheral devices
capable of being in wireless commuonication with computing device 102, such as a head
mounted display (HMD) or a wircless-capable camera. Personal itern 104 may also
correspond to a device capable of being attached or atfixed to an itom that is vot
typically capable of being in wireless commnumication with computing device, such as a

briefcase, backpack, gym bag, purse, wallet, ctc.

[6828] According to some embodiments, personal itemn 104 may include location
sensors similar to location sensors 128 that determine a location of personal tem 104, In
other embodiments, a predetermined distance between computing device 102 and
personal item 104 in which computing device 102 and personal #tem 104 remain in
wireless commumnications may be small encugh soach that a location of personal Hem 104
may be assumed to be the location of computing device 102, Personal ttom 104 may be
any configuration of hardware and software that is configured to, at a minimum,
establish and mamtam wireless communications with computing device 102 so that

computing deviee 102 can monitor a proximity of personal item 104,
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16629} According to some embodiments, processing component 112 may execute
instructions stored in any of memories 114, 116, and 118 for monitoring 3 proximity of
personal item 104 by cstablishing wireless communications with personal item 104, and
gencrating an alert when the wireless connmunications with personal item 104 arce
disrapted and lost. Further, any of memories 114, 116, and 118 may include places of
relevance determined by clustered locations that are determined to be safe zones, such
that processing component 112 does not generaie an alert if wircless communications
with personal item 104 are distupted and lost in a safe zone. Safe zones may include
locations such as a home and office of a user, and may be automatically determined by
monitoring a lecation of computing device 102 and clustering the locations to determine

places of relevance, and may also be indicated by a user.

{8430} A place of relevance (PoR) may be any physical location and/or an area that
15 significant to a person, who may, for instance, be a user of computing device 102.
Whether a particular place is significant to the user may depend on and/or be measured
by a pericd of time that the user spends in the physical location and/or arca
corresponding to the particular place. Thus, computing device 102 may determine thai a
particular place is a PoR if & user of computing device 102 {and correspondingly,
computing device 102 itself) remains stationary and/or spends a sufficiently long period
of time in the particular place. A PoR may be a macro PoR, such as a particular
building, or 3 micre PoR which may be a sub-space within a building. A PoR may be
represented by a cluster of data poines clustered by time, location, distance, and other
clustering metrics. Discovering places of relevance are further discussed in U.S. Patent
Application No. 13/627,823 Qualcomm Reference No. 120019, filed on September 26,

2012, the contents of which are hereby incorporated by reference in their cutivety.

{6431} Consistent with some embodiments, places of relevance may be defined
separately for different users. For example, PoRs may be defined separately for cach
user of one or more computing devices 102 based on an amount of time spent in cach
place, based on one or more labels that may be defined and/or otherwise provided for
various places (o.g., including user-defined labels), and/or based on one or more
functions that may be defined for various places {e.g., including user-customizable
location-aware functionalities). Thus, PoRs, including micro PoRs and macro PoRs,

mright not be universal, but instead may vary. In some instances, however, at least some

8-
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places of relevance, including micro places of relevance and/or macro places of
relevance, may be shared across different gsers (e.g., different users of the same device,
different users of different devices, ete.). For example, some places of relevance may be
shared across users when places of relevance information is crowd-sourced from a
number of users (e.g., where a number of users and/or a number of devices provide
places of relevance mformation to one or more central servers for sharing with other
users and/or other devices). In addition, a place of relovance may be different and/or
separate from a known place of interest in some instances, but in some embodiments, a
place of relevance also may be the same as a known place of interest. Micro places of
relevance with macro places of relevance are described in detail n U.S. Patent
Application No. 13/629,202, Qualcorom Reference No. 113455, filed on September 27,

2012, the contents of which are hereby imcorporated by reference in their entivety,

186832] However, to better understand the concept of macro places of relevance and
micro places of relevance, FIG. 2 is a diagram illustrating micro places of relevance
{micro PoRs) within a macro place of relevance (macro PoR). Consistent with some
embodiments, macro PoR 200 may correspond o a floor of an office building, may
correspond to a cluster of locations in which a user of computing device 102 spends
more thme at than some other location clusters and, thus, may correspond to the office of
a user of computing device 102 having personal item 104, Macro PoR 200 may include
a number of discrete sub-spaces, including @ reception area, several offices, a
conference room, and an crployee lounge, among other things, as well as several
wireless access points {e.g., access point 202, access point 204, and access point 206).
Cousistent with some embodiments, the sub-spaces may individually or in combination
be a micro PoR that 15 associated with macroe PoR 200, In some embodiments, macro
PoR 200 may comprise the entire office building or multiple floors of the office

building, and the micro PoRs may be distributed across the different floors.

18833] In some embodimends, computing device 102 visiting macro PoR 200 may
determine that a particular wircless network fingerprint is associated with a particular
micro PoR that is included tn macro PoR 200. For example, based on signal information
stored by computing device 102, the processing component 112 of computing device

102 may determuine whether the particular wircless network fingerprint has been

previously encountered, and accordingly, whether & micro PoR corresponding to the

9.
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wireless network fingerprint has been previously visited. 1f, for mstance, the micro PoR
has been previcusly visited, then mformation about the micro PoR may already be
stored in a cluster model for macro PoR 200. Such information may, for instance,
indicate a label or name previously assigned to the micro PoR, such as “OFFICE” or
“COLLEAGUE OFFICE”. Moreover, such mformation may also correspond to a

designation as to whether the micro PoR is a safe zone or an unsafe zone.

16834} Computing device 102 may, for example, be configured to recognize
contference room 208 as a micro PoR, hased, for imstance, on a particular wirgiess
network fingerprint that is present and/or detectable when computing device 102 is in
conference room 208, Computing device 102 may, for cxample, be configured to
recognize user office 210 as a micro PoR based on, for example, a particular wireless
network fingerprint provided by WAPs 202, 204, and 206. Computing device 102 may
also be configared to recognize user office 210 as being a safe zone wherein 2 user is
comfortable leaving personal tem 104, Computing device 102 may also be configured
o recognize colleague’s office 212 as a micro PoR based on the wireless network
fingerprint provided by WAPs 202, 204, 206. Computing device 102 may further be
configured to recognize colleaguc’s office 212 as a safc zone or an upsafe zone

depending on a preference of the user.

16435) A user of computing device 102 may be able to create a label for cach micro
PoR in macro PoR 200, Once the user provides a name or label for a2 micro PoR, the
mobile device may generate and/or store information describing the wireless network
fingerprint that is detectable in the micro PoR, along with the or label and/or other
information associated with the nicro place of relevance, such as whether the micro
PoR is a safe or unsafe zone, Thereafter, when the user of computing device 102 visits a
micro PoR in macro PoR mn futwe nstances, computing device 102 may be able to
determine that the micro PoR is being visited based on the particular wireless network
fingerprint that is present and/or detectable by computing device 102, In addition, based
on determining that the micro PoR is being visited, computing device 102 may also
determine whether the micro PoR is a safe zone or an unsafe zone and, based on a
determination that the micro PoR is an unsafe zone, gonerate an alert when wireless
communications with personal item 104 are disrupted and lost mdicative of, for

example, user leaving personal item 104 i ewployee lounge 214, However, if

-10-
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computing device 102 determines that personal item 104 was last located in user’s
office 210, which may be labeled as a safe zone, an alert may not be generated when
wircless communications with personal iterm 104 are distupted or lost. Consistent with
some embodiments, computing device 102 may generate a reminder to a user instead of
an alert, which s displayed by display component 120 and informs the user of

computing device 102 that personal item 104 has been left in user office 210,

{6836} While the examples discussed above and illustrated n FIG. 2, describe an
example situation in which 8 macro PoR is the size of an office building and
corresponding micro PoRs are sub-spaces in the office building, the sizes and/or scale
of various PoRs may be different in other amrangements, For justance, in one exampie, a
macro PoR may be an office campus that includes a number of buildings {e.g., three,
four, five, etc.), and cach building may be a micro PoR. Furthermore, while cach
building may be a micro PoR in one place model, in this exanple, one or more other
place models also may be defined for the same physical space and vsed by computing
device 102. In one or more of these other place models, cach building (c.g., each
building that is a micro place of relevance in the fisst place model) may be a macro PoR
in another place model that, in tum, may include 2 number of micro PoRs. These micro
PoRs may, for example, be defined with respect to the PoR associated with the

particular building of the office campus.

18637 FIG. 3 is a tlowchart llustrating clustering locations to determine places of
relevance, consisient with some embodiments. According to some embodiments, the
method 300 shown in FIG. 3 may be embodied in processor-executable instructions
stored in any one of mergorics 114, 116, and 11§, for exccution by processing
component 112, Method 300 may also be embodicd in a systern of modules configured
for performing steps of method 300, As shown in FIG. 3, raw data is recetved from
device data sources 302, which may include, but are not limited to, wircless transceivers
110, sensors 124, location sensor 128, and sources of time/day information such as a
system clock or other mechanisms. Raw data collected from the device data sources 302
can take any form usable for clustering, such as GPS readings from the location sensors
128, network strength and/or other network-related readings forming wireless network
fingerprints from wireless transceivers 110, motion, acceleration, orientation, or other

data from the sensors 124, and a time associated with the data from a system clock.

-11-
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{6638} From the raw data, features are extracted 304, Extracted features 304 may
inchuide latitude/longitude coordinates obtained through location fixes from location
sensor 128, Extracted features 304 may include wireless network fingerprints that may
inchide sets of visible Wi-Fi access points, thetr respective reccived signal strengths,
e.g., given as a signal strength indication (RSSI), and their respective response rates
(i.g., the fraction of the time they are visible when successive scans take place).
Wireless network fingerprints may alse mclude Bluctooth™, Zighee™, or other
wircless network fingerprints, that may melude sets of visibie Blustooth™ devices, thewr
respective signal strengths {e.g., given as RSSID), their device classes, and their

respective response rates,

{66839 After features are extracted 3(4, the data from the extracted features are
cleaned 306. Consistent with some embodiments, cleaning the data from the extracied
features may include removing any data that appears to be statistical outhiers. Statistical
outhers may correspond to latitude/longitude coordinates obtained by performing GPS
fixes or wireless network fingerprints that are very far from previcus latitude/longitude
coordinates or wireless network fingerprints. Statistical outlicrs may also include
latitude/longitude  coordinates or wireless network fingerprings that have a poor
accuracy value associated with them, for example, an accuracy of greater than 200m.
Temporal clustering 308 and similarity clostering 310 are then performed based on
distance metric inputs 312, Clustering refers to grouping data points that appear similar
n some feature space and/or that occur at similar times. For cxample, if the data
consists of a trace of latirude/longitude coordinates obtained by perforning GPS fixes,
clustering may involve grouping the fixes into a finitc mumber of places at which the
user visits and spends time. Thus, one distinct segment of consceutive fixes may
correspond to a user being at home, and may belong fo the same cluster as a second
distinet segment of consecutive fixes that occurs on a different day when the user is
again at home. Another cluster may correspond to fixes obtained when the user is at
work. An illustration of data point clustering is given by diagram 400 n FIG. 4
Chusters may be based on any oriteria, and in some cases may be defined arbitrarily for

a given data stream.

{4840 Consistent with some embodiments, clustering is performed on GPS

coordinates and on wireless network fingerprints indicative of location data points. GPS
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coordinates include a latitude and longitude niple (latlong) determined from location
sensor 128 in communication with GPS satellite 130. A distance between two (fat,long)
tuples is calculated along the geodesic beotween the two points. Wireless network
fingerprints nclude a Hst of visible wircless access pouds (WAPs) 126 and thetr RSS1s.
A distance between two wircless wnetwork fingerprings X = [¥q, X, ..} and v =

V1, V2. .. | may be determined based on the Tanimoto coefficient:

X v

dix,y) = xi2+yl2—x-y

where

X"y:zx‘&’i

1

and |x|% = x-x. Herex, = RSSI — MIN RSSI for the st fingerprint of the i-th WAP
126 both fingerprints have in common. Stmilarly y, = RSSI ~ MIN RSSI i the 2nd
fingerprint of the i-th WAP 126 both fingerprints have in common. According to some
cembodiments, a typical value of MIN_RSST = -1014B. R581 ranges from about -101dB
to -20d4B. The GPS data is clustered in an on line fashion to produce a list of N macro
clusters Mal, MaZ, ... MaN, Similarly, the wircless network dats is chustered in an on
line fashion to produce a list of micro clusters Mil, MiZ2, ... MiM. Various clustering
techniques can be used, however method 300 uses temporal chustering 308 and

stmilarity clustering 310 based on distance metrics 312.

041} Temporal clustering 308 includes periodically collecting location data points
and comparing adjacent data points, and an example is shown n diagram 400 in FIG. 4.
For example, cvery minuie n a new wireless network fingerprint and/or GPS (lat.long)
wiple may be collecied as a data point D A distance  between Dn and D1 s then
determined. I is determined to be less than a predetermined value, Dmoand Du-1 are
determined to be sufficiently close and placed i a cluster. However, if  1s determined
to be more than the predetermined value, D and Dn-1 are determined to sufficiently
ditferent and Dn is placed in a vew cluster. Higher levels of clustering occur wherein
centroids of the created clusters are compared to determine if they are within a
predetermined distance, and merged if they are. These comparisons continue at higher

levels until no further clusters are merged. Similarity clustering 310 applics additional

13-
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distance metrics 312 to the temporal clusters created by temporal clustering 308 and
merges any two clusters that are sofficiently close in distance. In some embodiments,
the additional distance metrics 312 that may be applied include a geodesic distance for
latitude/longitude data and, for wireless network tingerprints, a distance determined by
the above-described Tanimoto coefficient. The merged chusters are stored n model 314,
Both micro clusters MiM and macro clusters MaN are determined using method 300

and stored in model 314, which may be used to determine PoRs.

{60421 Model 314 1s composed of micro and macro clusters, and each macro and
micro closter may include statistics that may be useful for determining a PoR and a
label to be assigred 1o the PoR, yielding a model mapping between PoRs and their
labels. Further, the labels may be used to astomatically or manually assign clusters as
being safe zones or unsafe zones. Consistent with some embodiments, the clusters
stoved in model 314 may be automatically assigned labels by computing device 102

hased on instructions stored in any of memories 114, 116, and 118,

{8843} FIG. 5 is a flowchart illostrating a method for aufomatically assigning
clusters as being safe zones, consistent with some embodiments. For the purpose of
lostration, FIG. § will be described with reference to any of FIGS. 1-4. The method
shown in FIG. 5 may be embodied in computer-readable nstructions for execution by
ONE OF WMOTS Processors in processing component 112 of computing device 102, As
shown in FIG. §, method 300 begins by determining which clusters stored in model 314
corresponds to a place of relevance that may be a aser’s home (502). Consistent with
some cmbodiments, a place of relevance that may be a user’s home is determined by
computing, for cach macro cluster, the fraction of time computing device 102 s in the
clhaster at a particular time, for example 3AM. The cluster having the highest fraction of
time in which computing device 102 s in the cluster at the particular time may then be

determined as a user’s home and be labeled as a “HOME” place of relevance.

{8844} Returning to FIG. 5, method 500 continues by determining which chuster

stored in model 314 corresponds 1o a place of relevance that may be 8 user’s workplace

{504). Consistent with some embodiments, a user’s workplace is determined by

determining the macro cluster, other than the macro cluster determined to be a user’s

home, in which computing device 102 spends the most amount of time. According to

other embodiments, a user’s workplace may be determined by deternining, for cach
-14-
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macro claster, the fraction of time computing device 102 is in the cluster at a particular
time, for example 10 AM or 3PM. The macro chuster having the highest fraction of time
in which computing device 102 is in the cluster at the particular time may then be
determined as a user’s workplace. In some embodiments, a user’s workplace may be
determined by determining a user’s home based on a particular time, as described
above, and then determining the macro cluster having the second highest fraction of
time in which computing device 102 is in the cluster at that particuiar time as a user’s
workplace. The macro cluster determined to be a user’s workplace may then be labeled

as a “WORK” place of relevance.

[8045] Returning to FIG. 5, method 300 coutinues by determining which micro
chuster within the macro cluster determined to be a user’s workplace corresponds to a
micro place of relevance corresponding to a user’s office (506}, Consistent with some
embodiments, a user’s office may be determined by determuing, for each micro cluster
within the macro cluster determined to be a user’s workplace, the fraction of time in
which computing device 162 i3 in the micro cluster, and then determining the micro
cluster having the greatest fraction as being a user’s office. Consistent with some
cmbodiments, a user’s office may also be determined as the micro cluster most
frequently visited when computing device 102 first enters the macro cluster, Consistent
with some embodiments, a user’s office may altermatively be determined as the micro
cluster most frequently visited last before computing device 102 leaves the macro
cluster. The wucro cluster determined to be the user’s office may then labeled as an

“OFFICE” place of relevance.

[6046] Consistent with some embodiments, the determination of the micro and
macro cluster places of relevance may be performed by computing device 102 in real
time, may be initially built by computing deviee 102 offline based on observed or
imported data 302, or may be determined by a separate dovice and then transmitted or
loaded onto computing device 102, Returning to FIG. 35, method 500 may then assign
the clustered places of relevance labeled as “HOME” and “OFFICE” as being safe
zones (50%). Macro clusters other than “HOME” and micro clusters other than
“OFFICE”, may then be assigoed as unsafe zowes (510}, Counsistent with some
embodiments, compuiing device 102 may use the automatically assigned safe zones fo

determine when to generate an alert when wireless commnunications between computing

-15-
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device 102 and personal #tem 104 are disrapted and lost indicating that personal item
104 15 no longer in proximity of computing device 102, Moreover, user may mangally
indicate other clustered places of relevance as being safe or unsafe zones. However,
automatically assigning safe zones provides convenience for the user, and allows for
casier sctup for a user of system 100. Assigning and labeling location clusters are
further described in U.S. Provisional Application No. 61/721,919, Qualcomm Reference
No. 123819P1, filed on November 2, 2012, the contenis of which are hereby

ncorporated by reference in their entirety

{8847} FIG. 6 is a diagram illustrating a user interface displayed on computing
device 102 for monitoring proximity of personal tiemn 104, comsistent with some
embodiments. For the purpose of ilustration, FIG. 6 will be discussed with reference to
at least FIGS. 2 and 5. In order to monitor proximity of personal item 104, computing
device 102 cstablishes wireless commnwmications with personal item 104, The wirciess
commumication may be established by computing device 102 based on instractions
stored in any of memories 114, 116, and 1R exccuted by processing component 112, In
some embodiments, the instructions may correspond {o an application. Input may be
required on both computing device 102 and personal item 104 for establishing wircless
communications. Such mput may include a password or other security credential.
According to some embodiments, the wireless communications may have a
predetermined distance set by the user or associated with the type of wircless
communications being used {c.g., Bluctooth™, Zighee™, WiFi Direct™, ete.} such that
when computing device 102 and personal item 104 are separated by more than the

predetermined distance, the wireless communications are disrapted and lost.

[B848] Onee computing device 102 has established wircless communications with
personal item 104, instructions stored in any of memories 114, 116, and 118 and
exccuted by processing component 112 may monitor the wireless communications
hetween couputing device 102 and personal item 104 such that when the wirciess
comnmmications between computing device 102 and personal item 104 are disrupted
and lost, processing componcnt 112 wmay exccute additional instructions. Such
additional irstroctions may include determining whether the cwrrent location of
computing device 102 is in a safe zone or an unsafe zone or whether a last known

location of persomal #em 104 was in a safe rone or an unsafe zone. Processing
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component 112 may make such a determination by comparing a current location to
assigned safe and unsafe zones determined by method 500. If processing component
112 determines that the current location of computing device 102 or a last koown
location of personal item 104 doos not match any assigned safe zones, processing
component 112 may be configured to generate an alert for display by display
component 120 of compating device 102, Such an alert is shown in FIG. 6 at 600. In
some embodiments, if processing component determines that a current location of
computing device 102 is not a safe zone, processing component may then determine a
fast known location of personal item 104, Such a determination may be made by
periodically recording fimes when computing device 102 is in communication with
personal item 104 and detormining a location of computing device 102 at the time when
computing device 102 was no longer in communication with personal tem 106 and

determining this location to be a location of personal item 106,

186849} Consider an example where personal item 104 corresponds to a user’s laptop
and computing device 102 corresponds to a user’s mobile device. If the user leaves their
laptop in user office 210, as the user leaves user office 210 with mobile device in hand,
the wircless communications between the maobile device and the laptop will be
disrapted and lost. However, since user office 210 has been automatically assigned as a
safe zone labeled as “OFFICE” based on method 500, no alert will be generated. If the
user brings their lapiop to the emplovec lounge 214, and then accidentally leaves it
there, as the user leaves the micro PoR of eoployee founge 214 and alert 600 may be

displayed reminding the user to remember the laptop.

18850] Consistent with some cmbodiments, the user may have opticns for
respending to 8 generated alert. As shown in FIG. 6, the user may set a reminder 602 for
the alert to repeat a predetermined amovnt of time later. The user may set a reminder
604 for the alert to repeat afier the wser leaves the location. According to some
embodiments, the location may correspond to the meacro PoR 1o which the current nicro
PoR is in. For example, reminder 604 may allow the user to receive another reminder if
the user leaves macro PoR 200, such that if the wircless communications between the
mobile device and the laptop are still not present when the mobile device determines
that the user is no longer i macro PoR 200, alert 600 will again be presented to the
user. Reminder 604 may allow the user to set a geofence around the current area, such

-17-
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that alert 600 will be presented to the user it the mobile device s determined to be
outside of the geotence. The geofence may have a radius sot by the user, or may be a

predetermined radius, such as 10m.

051} According to some embodiments, when presented with alert 600, the user
may be able to designate the location as a safe zone 606. If user designates the place as
a safe zone, computing device 102 will store this in any of memorics 114, 116, and 118,
and the current location cluster will be determined to a PoR that is a safe zone for future
visits. The user may alse be able to ignore the alert 608, Although not shown in FIG. 6,
alert 600 may also provide information such as the last known location of personal item
104, which in this example is a laptop. The last known location may be provided as
latitude and longitude coordinates, or a labeled place of relevance, such ag “WORK” or
“EMPLOYEE LOUNGE”. Alert 606 may also provide a location of computing device
102 when wireless conununications between computing device 102 and personal item

104 was lost as either coordinates or a labeled PoR.

{8852} FIG. 7 is a flowchart illustrating a method for monitoring proximity of a
personal item, consistent with some cmbodiments. For the purpose of illustration, FIG.
7 will be described with reference to any of FIGS. 1-6. The method shown in FIG. 7
may be embodied i computer-readable instractions for execution by one or more
processors o processing compounent 112 of computing device 102, As shown i FIG. 7,
method 700 begins by establishing wireless communications with personal ftem 104
{702}, According to some embodiments, wireless commumnications with personal item
104 may include Bluctooth™ communications, Zigbee™ communications, or Wil
comummcations. In some cmbodiments, input may be required on both computing
device 102 and personal item 104 for establishing wireless communications. Such mput
may inchude a password or other sccority  credential.  Moreover, wireless
communications may have a predetermined range soch that the established wircless
commnunications raay be disrupted and lost f computing device 102 and personal item

104 are separated by a distance greater than the predetermined range.

{6853 Method 700 continues as “SAFE” and “UNSAFE” zones arc automatically
assigned based on clostered locations (704). Consistent with some embodiments,
“SAFE” and “UNSAFE” zones may be automatically assigned by processing

component 112 cxccuting instructions in any of memories 114, 116, and 18 for
18-
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performing method 500 shown n FIG. 5. The wireless commumications with personal
item 104 may then be continually monitored (706). According to some embodiments,

o4}

wircless commumnications with personal item 104 may be moniiored by sensors 12
and/ot wireless transceivers 110 in communication with processing component 112, If it
1s determined that wireless communications with personal item 104 has been disrupted
and lost, a location of computing device 102 is determined (708). According to some
embodiments, the location of computing device 102 may be determined by location
sensoy 128 in communication with processing component 112, In sorae emboediments, a
location of computing device 102 may be determined periodically by location sensor
128 and/or wircless transceivers 110, and processing component 112 may determine the
location of computing device 102 as the last periodic location recorded and stored 1o

any of memories 114, 116, and 118,

16854} Method may then determine if the location 15 a “SAFE” zone (710). As
noted above, “SAFE” zones and “UNSAFE” zones may be automatically determined in
step 704 according to method SO0G shown n FIG. §. If the location is determined to be a
“SAFE” zone, no action is taken (712). However, if the location is determined to not be
a “SAFE” zone, an alert may be generated (714). Counsistent with some embodiments,
alert may correspond to alert 600 shown m FIG. 6. Moreover, a user of computing
device 102 may respond to the generated alert similarly to alert 600. That is, user may
choose to ignore the alert, ask for a reminder based on a time duration or a geofence,
and designate the location as a “SAFE” zone. In some embodiments, if the location is
determined to not be a “SAFE” zone, processing component 112 may determine a
location of computing device 102 just prior to the comumunications with personal iiem
104 being disrupted and lost. I this prior location is determyined to be a “SAFE” zone,
then an alert may not be generated. However, if this prior location 1s determined to not

be a “SAFE” zone, an alert may be generated.

16455] Software, in accordance with the present disclosure, such as program code
and/or data, may be stored on one or more machine readable medivms, including non-
fransitory machine readable medium such as any of memories 114, 116, and 118 in
computing device 102, 1t is also contemplated that software wdentified hercin may be
mmplemented using one or more general purpose or specific purpose computers of

application specific integrated circaits (ASICs) and/or computer systems, networked
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and/or otherwise. Where applicable, the ordering of various steps described herein may
be changed, combined into composite steps, and/or separated into sub-steps to provide

features described herein.

[B956] Consequently, embodiments as deseribed herein may provide systems and
methods for allowing a user o monitor a proximity of a personal item by establishing
wircless communications with the personal item and then alerting the user when the
wireless commumications are disrupted and lost. Morcover, systems and methods
provided herein may also automatically assign safe zones and oosafe zones based on a
user’s location clusiers, so that a user may be alerted when the wireless communications
are disrupted and lost in unsafe zones, but not in safe zones. The examples provided
above are exemplary only and are not intended to be hmiting. One skilled in the art may
readily devise other systems consistent with the disclosed embodiments which are
intended to be within the scope of this disclosure. As such, the application is hmited

only by the following claims.
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WHAT IS CLAIMED 15:

1. A device for monitoring a proximity of a personal item,
comprising:

one or more wireless transceivers configured to cornmumicate wirelessly
with the personal item;

a location sensor configured to determine a location of the device;

memory, the memory storing the determined location; and

one or more processors configared to:

cluster determined locations into location closters:

automaticaliy assign safe zoncs based on the location clusters; and

generate an alert when the wircless communications with the personal

itemn are lost and the device 1s not in a safe zone.

2. The device of ¢claim 1, wherein the wireless transceivers are

configured to communicate wirelessly with the personal item using a wireless
communications protocol that has a predetermined range such that when the personal
itern and the device arc separated by a distance greater than the predetermined range the

wireless commumications between the personal tem and the device are lost.

3. The device of claim 1, wherein the location sensor comprises at
least one of 8 global positioning systems (GPS) sensor and a wireless network

fingerprint sensor.

4. The device of claim 3, wherein the location clusters comprise one
or more macro locations clusters of GPS sensor readings and ong or more micro
location clusters of wireless network flugerprint readings within one or more of the

macro location clusters.

5. The device of claim 4, wherein the one or more processors are
configured to automatically assign safe zones based on a time in which the deviceisina

first macro location cluster for a most amount of time at a particular time of day.
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6. The device of claim 3, wherein the one or more processors are
further configured to automatically assign safe zones based on a time in which the
device is in a second macro location cluster for a second most amount of time during a

day.

7. The device of claim 6, whercin the one oF more processors are
further configured to automatically assign safe zones based on a particular miicro
location cluster within the second macro location cluster in which the device 1s in for 4
greatest amount of time among all micro focation chusters within the second macro

focation cluster.

8. The device of claim 1, wherein the one or more processors are
configured to gencrate an alert that allows a user of the device to enter a response 1o the
alert, the one or more processors being further configured to take greatest amoumt of

time actions based on the response.

8. The device of claim 8, wherein the actions comprise at least one
of:

generate a reminder alert after a predetermined amound of time;

generate a reminder alert when the device leaves a geofence area;

ignore the alert;

and assign the zone as being a safe zoge.

10. A method for moniioring proximity of a personal item,
comprising:

establishing, by wireless transceivers of a computing device, wireless
comnmmications with the personal itewy

automatically assigning, by one or more processors of the computing
device safe zones based oun clustered locations o which the computing device has beerny

monitoring the wireless coronumications with the personal iteny; and

when the wircless commumications with the personal item are lost,
determining a location and generating an alert when the determined location is not a

safe zone.
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1i.  The method of ¢laim 10, wherein establishing wireless
comnmications with the personal item comprises establishing wircless
compninications using wireless communications protocol that has a predetermined
range such that when the personal item and the computing device are separated by a
distance greater than the predetermined range the wireless communications between the

personal tem and the computing device are lost.

12, The method of claim 10, wherein automatically assigning safe
ZONSS COMPrises:

determining a home location cluster;

determining a work location cluster;

determining an office location cluster; and

assigning the home iocation cluster and the office location cluster as safe

ZOngs,

13. The method of claim 12, wherein determining a home location
claster coroprises determining a latitude and longitude data point cluster in which the

computing deviee is in for a greatest amount of time at a particelar time of day.

14, The method of claim 12, wherein determining a work location
cluster comprises determining a latitude and longitede data point cluster in which the

computing device spends a sccond greatost ampount of time during & day,

1§, The method of claim 14, wherein determining an office location
cluster comprises determining a wircless network fingerprint data cluster within the
determined work location cluster in which the computing device is spends a greatest

amount of ime during a day.

16, The method of claim 10, wherein generating an alert comprises
generating an alert that includes options for aliowing a user of the compufting device to
schedulc a reminder alert to be generated afier 2 predetermined amount of time or when

the computing device is determined to have left a geofence area.

17. A methed, comprising:
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determining, by one or more processors of a computing device, a home
focation clusier;

determining, by the one or morg processors, 8 work location cluster;

determining, by the one or more processors, an office location cluster
within the work Iocation cluster;

assigning the home location cluster and the office location cluster as safe
zones; and

generating an alert when wircless coromunications between the
computing device and a personal item are lost and the computing device is not located

in a safe zone.

18. The method of claim 17, wherein determining a home location
cluster comprises determining a latitude and longitude data point cluster in which the

computing device s in for a greatest amount of time at a particular time of day.

19, The method of claim 17, wherein determining a work location
clhaster comprises determining a latitude and longitude data point cluster in which the

computing deviee spends a second greatest amount of time during a day.

20, The method of claim 19, wherein determining an office location
cluster comprises determining a wircless network fingerprint data chuster within the
determined work location cluster in which the computing device spends a greatest

amount of time during a day.

21, The method of claim 19, wherein determining an office location
cluster comprises determining a wireless network fingerprint data chaster within the
determined work location cluster that the computing device most frequently enters first

after the computing device enters the determined work location cluster.

22, The method of claim 19, wherein determining an office location
cluster comprises determining a wircless network fingerprint data cluster within the
determined work location cluster that the computing device most frequently leaves

before the computing device leaves the determined work location claster.
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23, A system for monitoring proximity of a personal item,
comprising:

means for determining s home location cluster;

means for determining a work location cluster;

means for determining an office location chuster within the work location
chister;

means for assigning the home location cluster and the office location
cluster as safe zones; and
means for generating an alert when wireless commumications between

the system and the personal item are lost and the system is not located in a safe zone.

24, The system of claim 23, wherein the means for determining a
home location cluster is configured to determine a latitude and longitude data point
cluster in which the system is in for a greatest amount of time at a particular time of

day.

25. The systern of claim 23, wherein the means for determining a

work location chuster is configared to determine a latitude and longitude data point
cluster in which the computing device spends a second greatest amount of time during a

day.

26, The systern of claim 25, wherein the means for determining an
office location cluster is configured to determine a wireless network fingerpring data
chuster within the determined work location cluster in which the computing device

spends a greatest amount of time during a day.

27. The system of claim 25, wherein the means for determining an
office location cluster is configured to determine a wireless network fingerpring data
cluster within the deternined work location cluster that the system most frequently

enters first after the system enters the determined work location cluster,

28, The system of claim 25, wherein the means for determining an
office location cluster is configured to determine a wireless network fingerprint data

cluster within the determined work location cluster that the computing device most
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frequently leaves before the computing device leaves the determined work location

cluster.

29, A computer-readable medivm inchiding instractions that, when
exccuted by one or more processors of a computing device, cause the computing device
to perform a method, comprising:

determindng a home location chuster;

determining a work location cluster;

determining an office location cluster within the work location cluster;

assigning the home location cluster and the office location cluster as safe
zones; and

generating an alert when wireless commaunications between the
computing device and a personal item are lost and the computing device is not located

in a safe zone.,
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