
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2017/006136 Al
12 January 2017 (12.01.2017) P O P C T

(51) International Patent Classification: (72) Inventors: WHALEY, Andrew; c/o Barclays Global In

G06Q 20/06 (2012.01) G06Q 20/40 (2012.01) formation Security, Radbroke Hall, Babbage House,
G06Q 20/38 (2012.01) Knutsford Cheshire WA16 9EU (GB). CRICHTON, An¬

drew; c/o Barclays Global Information Security, Radbroke
(21) International Application Number:

Hall, Babbage House, Knutsford Cheshire WA16 9EU
PCT/GB20 16/052073 (GB).

(22) International Filing Date: (74) Agent: BOULT WADE TENNANT; Verulam Gardens,
8 July 2016 (08.07.2016)

70 Gray's Inn Road, London Greater London WC1X 8BT
(25) Filing Language: English (GB).

(26) Publication Language: English (81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

(30) Priority Data: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
15 11963.9 8 July 2015 (08.07.2015) GB BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

(71) Applicant: BARCLAYS BANK PLC [GB/GB]; 29th DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

Floor, One Churchill Place, Canary Wharf, London Greater HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

London E14 5HP (GB). KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

[Continued on nextpage]

(54) Title: SECURE DIGITAL DATA OPERATIONS

(57) Abstract: Method and system for creating an amount of digital cur
rency comprising generating a currency create signature by cryptographic -
ally signing currency data using at least a currency creator secret key. gener

Digital Currency Ledger ating verifiable create data suitable for addition to a digital currency ledger,

Historic (archived) block headers wherein the create data comprises the currency data and the currency create
signature, the currency data comprising a value of the amount of new digital

Oldest currency and currency key data based at least in part on a currency public
key, wherein the currency public key corresponds to the amount of digital
currency.

Active blocks

I

Most recent

Figure 9

o

o



wo 2017/006136 Ai II II II I III IIII II II ll ll l III II III II I II

(84) Designated States (unless otherwise indicated, for every SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
kind of regional protection available): ARIPO (BW, GH, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,

Published:TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, — with international search report (Art. 21(3))
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, ΓΓ , LT,
LU, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE,



SECURE DIGITAL DATA OPERATIONS

TTeecchhnniiccaall FFiieelldd

TThhee pprreesseenntt ddiisscclloossuurree rreellaatteess ttoo mmeetthhooddss,, ssyysstteemmss aanndd aappppaarraattuuss ffoorr aa ddiiggiittaall ccuurrrreennccyy

ssyysstteemm.. IInn aaccccoorrddaannccee wwiitthh aassppeeccttss ooff tthhee pprreesseenntt ddiisscclloossuurree,, tteecchhnniiccaall eeffffeeccttss ssuucchh

55 iimmpprroovveemmeennttss iinn eeffffiicciieennccyy rreessuullttiinngg ffrroomm aa rreedduuccttiioonn iinn ddaattaa pprroocceessssiinngg aanndd ttrraannssffeerr

rreeqquuiirreemmeennttss,, aass wweellll aass iimmpprroovveemmeennttss iinn ttrraannssaaccttiioonnaall sseeccuurriittyy,, mmaayy bbee aacchhiieevveedd..

BBaacckkggrroouunndd

CCrryyppttooccuurrrreenncciieess aarree ddiiggiittaall ccuurrrreenncciieess tthhaatt aarree aa ffoorrmm ooff aalltteerrnnaattiivvee ccuurrrreennccyy ((oorr pprriivvaattee

ccuurrrreennccyy)).. TThheeyy aarree ddiissttiinncctt ffrroomm cceennttrraallllyy ccoonnttrroolllleedd ggoovveerrnnmmeenntt--iissssuueedd ccuurrrreenncciieess ((ffoorr

1100 eexxaammppllee,, ffiiaatt mmoonneeyy)) aanndd ooffffeerr aa ddeecceennttrraalliisseedd ffoorrmm ooff ccuurrrreennccyy aanndd//oorr mmeeddiiuumm ooff

eexxcchhaannggee.. DDiiggiittaall ccuurrrreenncciieess mmaayy bbee ttrraannssaacctteedd oorr ttrraannssffeerrrreedd ffrroomm oonnee oowwnneerr ttoo aannootthheerr

aanndd mmaayy bbee uusseedd ffoorr eevveerryyddaayy ppuurrppoosseess,, ssuucchh aass bbuuyyiinngg ggooooddss oorr sseerrvviicceess,, oorr bbee rreessttrriicctteedd

ffoorr uussee bbyy ppaarrttiiccuullaarr ggrroouuppss,, ffoorr eexxaammppllee wwiitthhiinn aann oonn--lliinnee ggaammee.. AAss ssuucchh,, ddiiggiittaall

ccuurrrreenncciieess rreepprreesseenntt aann aalltteerrnnaattiivvee ttoo ttrraaddiittiioonnaall ccuurrrreenncciieess..

1155 OOnnee eexxaammppllee ooff aa ccrryyppttooccuurrrreennccyy iiss bbiittccooiinn,, aalltthhoouugghh mmaannyy ootthheerr ccrryyppttooccuurrrreennccyy ssyysstteemmss

hhaavvee bbeeeenn ddeevviisseedd.. BBiittccooiinn wwaass ddeevveellooppeedd bbyy SSaattoosshhii NNaakkaammoottoo aanndd tthhee oorriiggiinnaall ppaappeerr,,

''BBiittccooiinn:: AA PPeeeerr--ttoo--PPeeeerr EElleeccttrroonniicc CCaasshh SSyysstteemm'',, oouuttlliinniinngg tthhee ffuunnddaammeennttaallss ooff bbiittccooiinn mmaayy

bbee ffoouunndd

A n owner o f bitcoins can spend bitcoins associated with a specific address. The address,

2 0 o r account, is a public key and the owner o f the bitcoins associated with that address has a

private key corresponding t o the public key. I n order t o transfer the bitcoins t o a new

address (for example, t o transfer the bitcoins t o a payee associated with the new address)

the payer must create a transaction for addition t o a public ledger called a block chain.

Figure 1 shows a representation o f a bitcoin transaction. A transaction 9 0 comprises: the

2 5 address (public key) o f the payer; a hash 9 2 o f the previous transaction 9 4 (i.e., the

transaction b y which the payer obtained the bitcoins associated with the address o f the

payer) and the address 9 6 (public key) o f the payee; and a digital signature 9 8 o f that hash.

The digital signature 9 8 is created b y signing the hash 9 2 using the payer's private key 9 9

(which corresponds t o the address, o r public key, o f the payer).

3 0 The transaction has a n input and a n output. The input is the amount input t o the

transaction b y the payer and may b e considered t o b e represented b y the payer's address,

o r public key, associated with the input amount and the value (for example 1 bitcoin (BTC),



4.5 BTCS, 13.67 BTCs etc) of the input amount. The output is the amount output from the

transaction to the payee and may be considered to be represented by the payee's address,

or public key, to which they would like the amount to be paid and the value of the output

amount.

A transaction may have multiple inputs, whereby the payer has two or more addresses, or

public keys, each associated with a different amount of bitcoins. In this case, each input

amount may be considered to be represented by an address, or public key, associated with

the input amount, and the value of the input amount. Likewise, a transaction may have

multiple outputs, whereby two or more amounts are paid to two or more different payee

addresses, or public keys. In this case, each output amount may be considered to be

represented by an address, or public key, and the value of the output amount. In this way,

a payer having a collection of bitcoins, some associated with one address, or public key,

and others associated with another address, or public key, may spend them all in a single

transaction. Likewise, by including multiple outputs, multiple payments may be made in

one go (for example, where the total input is greater than the amount the payer wishes to

pay to the payee, a first output amount may be to the value that is to be paid to the payee,

and a second output amount may be to a value that is the change from the transaction,

which goes to an address, or public key, associated with the payer).

The payer publically broadcasts the transaction to a network of communicating nodes, or

miners. Nodes will group together transactions into a block and each node will then work

on finding a so-called 'proof of work'. The 'proof of work' is a number (or nonce) that has a

value such that when the contents of the new block are hashed with the nonce, the result is

numerically smaller than the network's difficulty target. When a node finds a proof-of-work,

they add it to their block and broadcast the block to all nodes. The new block also contains

information that "chains" it to the previous block - a cryptographic hash of the previous

block, using the SHA-256 algorithm.

Each individual node cannot on its own be trusted. Therefore, every entity in bitcoin,

including mining nodes and non-mining users, must perform their own full validation of the

new block to ensure that every transaction is made up of valid inputs. This requires each

entity to obtain a full copy of the block chain.

The block chain is a public ledger that records all bitcoin transactions. Each of the entities

has a copy of the entire block chain, which they may use to verify the new block by

checking that all transactions in it are valid and not already spent, for example by checking



for each transaction that the payer's signature is correct and that according to block chain,

the input amount(s) has not already been spent by the payer in an earlier transaction.

If a new block is accepted by a node, they will signal this by working on creating the next

block in the chain, using the hash of the accepted block as the previous block. Thus, the

accepted block is added to the block chain. New blocks are added to the block chain

approximately six times an hour. Owing to the risk that a new block may be broadcast by a

malicious entity and that a fork in the block chain may temporarily occur, where one fork

contains the malicious new block and the other fork contains a reliable new block, in order

to trust a block, it is advisable to wait until a number of later blocks are chained to it.

Typically, it is suggested that after six further blocks have been added to the block chain, a

block can be trusted. This may take approximately one hour, which may cause a

considerable delay in a transaction being trusted by the parties involved in the transaction,

thereby slowing down other activities (for example, the transfer of goods being purchased

by virtue of the transaction).

In order to verify a new block, for example to check that an input to a transaction has not

already been spent, each entity must have a copy of the entire block chain. This means

that a new entity on the network must download the entire block chain, which is a

significant amount of data, particularly for entities operating on low bandwidth data

connections and/or entities with low processing powers (such as mobile devices, like

mobile telephones, tablet computers, laptop computers, etc.). For some, this may

represent a barrier to the adoption of bitcoin as new entities, such as a new payee that

wishes to check that their transaction has been included in a block in the block chain and

that the output amount has not previously been spent by the payer, or a new node/miner

that wishes to take part in verifying new blocks. Furthermore, since a new block is added

to the block chain approximately six times an hour, the size of the block chain is ever

increasing, which means that this barrier is ever increasing.

For a number of users of bitcoin, anonymity is important. By anonymity, we mean the

ability for a user to hold bitcoins to a total value that cannot be determined by third parties

by referring to the block chain (which is publically published).

In order to provide anonymity for users, it is generally advised that for each transaction for

which a user is a payee, they should generate a new address, or public key. That is to say,

every time a user wishes to receive an amount of bitcoins from another entity, they should

generate a new public-private key pair for the amount that they wish to receive and then

provide the public key to the payer so that it can be used as the address for the output of



the transaction. This means that when a user receives a number of different payments in

different transactions, the block chain will not identify a single address to which all the

payments are being made, which may be linked back to the entity (for example, when the

user pays someone else from that address, that someone else may be able to link the

address to the user because they personally know the user with whom they are dealing).

Instead, the block chain will identify a different recipient address for each payment, such

that even if one of the addresses can be linked back to the user, it will not be possible to

determine the total number of bitcoins the user holds because their bitcoins are kept across

a range of addresses, with no public link between the addresses.

However, generating a new public-private key pair for each new transaction may be

inconvenient and time consuming for some users. Furthermore, it means that a payee that

has received money from a large number of transactions over time must keep track of all of

the different public-private key pairs and securely store all of the private keys. This can be

a significant organisational overhead for some users of bitcoin.

Another issue encountered by some users of bitcoin is the outcome of losing their private

key(s). A transaction can only take place if the payer has the private key associated with

the amount that they wish to input to a transaction. Without a signature correctly generated

using the correct private key, a transaction cannot be authenticated and will not be

accepted onto the block chain. Users may store their public-private key pairs in a variety of

different ways, for example electronically on an electronic device, or physically on a piece

of paper, etc. However, if a user loses their keys (for example, by misplacing the physical

device or means on which they are stored and/or by losing access to the electronic location

in which they are stored) they will irretrievably lose the amounts associated with those

keys. Thus, keeping currency in bitcoin may represent a significant risk for a number of

users and potential users.

Another example of a cryptocurrency is Cryptonite. The Cryptonite system is similar to

bitcoin, but utilises a Mini-Blockchain scheme in place of the block chain used in bitcoin.

The Mini-Blockchain scheme is designed to eliminate the need to obtain and store a full

block chain. The Mini-Blockchain scheme comprises a mini-blockchain, an account tree

and a proof-chain.

The account tree is effectively a self-contained balance sheet to keep a record of the

balance associated with all non-empty addresses (public keys). When a new block is

added to the mini-blockchain, the balances recorded in the account tree are updated

accordingly and a master hash of the account tree is embedded into the block header of



the new block on the mini-blockchain in order to protect the account tree from malicious

changes.

The mini-blockchain is essentially the same as the block chain of bitcoin, but because of

the account tree, it is not necessary to keep a copy of all historic transactions. Thus,

periodically, old blocks may be discarded from the mini-blockchain in order to minimise its

size. However, to secure the system from attackers, the proof chain keeps a chain of

interlocking proof-of-work solutions, which is a chain of block headers. The chain of block

headers feeds into the mini-blockchain and acts to secure it and the account tree against

attackers, even without a record of the old transactions.

Whilst the Mini-Blockchain scheme enables the block chain to be reduced in size by

allowing old blocks to be discarded, the scheme introduces additional complexity by also

requiring an account tree and a proof-chain to be maintained.

Summary

The present disclosure provides a method for creating an amount of digital currency, the

method comprising: generating a currency create signature by cryptographically signing

currency data using at least a currency creator secret key; and generating verifiable create

data suitable for addition to a digital currency ledger (for example, a block chain), wherein

the create data comprises the currency data and the currency create signature, the

currency data comprising: a value of the amount of new digital currency; and currency key

data based at least in part on a currency public key, wherein the currency public key

corresponds to the amount of digital currency.

Thus, the amount of digital currency will be identifiable by the digital currency key data. A

currency secret key corresponding to the currency public key is derivable by the owner of

the amount of digital currency, such that they may use the amount of digital currency (for

example, transfer, or split, or join, etc, the amount of digital currency) at a later time. The

method may further comprise generating the currency secret key corresponding to the

currency public key.

By including the currency create signature, the currency data may be verified by other

entities in a digital currency system (for example, by verifiers and/or user entities etc). This

may improve the security of the digital currency system and of transactions in the system.

Preferably, the method further comprises: outputting the create data for provision to a

verification entity to enable the verification entity to add the create data to the digital

currency ledger. The verification entity may thus verify the currency create signature using



at least a currency creator public key corresponding to the currency creator secret key and

add the create data to the digital currency ledger only if verification is successful.

The method may further comprise: generating a new block comprising the create data; and

adding the new block in the digital currency ledger. This may be performed by the

verification entity, or by the entity that generated the create data (for example, where only

one entity in a digital currency network is able to generate create data, such that it does not

need to be verified by a separate entity before it is added to the digital currency ledger).

The method may further comprise: generating the currency public key. A corresponding

currency secret key may also be generated.

Preferably, the currency key data comprises a hash of the currency public key.

Preferably, a currency creator public key corresponding to the currency creator private key

is obtainable by a verification entity (for example, from a key block chain and/or software

stored in memory in the verification entity).

A currency creator pubic key corresponding to the currency creator private key may be

obtainable by at least one entity (for example, a user entity) in a network of digital currency

entities (for example, from a key block chain and/or software stored in memory in the

entity).

The present disclosure also provides an electronic device for performing a create operation

to create an amount of new digital currency, the electronic device comprising: a processor;

and a memory storing a software program, wherein the software program, when executed

by the processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is provided a method for verifying create

data for creating digital currency, the create data comprising currency data and a currency

create signature, the method comprising a verification entity: obtaining a currency creator

public key; and performing a verification process on the currency create signature using at

least the currency data and currency creator public key. Thus, a trusted verified may check

that the create data has been generated by an authorised entity before it is added to the

digital currency ledger, thereby improving security of the system and of transactions.

The currency creator public key may be obtained from a key block chain or from memory in

the verification entity.



Preferably, the method further comprises: if the outcome of the verification process is a

positive verification of the currency signature, adding the create data to a digital currency

ledger; and if the outcome of the verification process is a negative verification of the

currency signature, discarding the create data.

Adding the create data to the digital currency ledger may comprise: generating a verifier

signature using at least a verifier secret key; generating verification data comprising an

identifier of the verification entity and the verifier signature; generating a new block

comprising the create data and the verification data; and adding the new block in the digital

currency ledger.

The verification data may be included in any suitable part of the new block, for example in

the block header and/or as at least part of the operation data of the new block.

By including the verification data in the new block, other entities reviewing the block may

check the verifier signature using at least a verifier public key corresponding to the verifier

secret key, and thus be assured that the data in the new block has been verified and

approved by a trusted verifier. This may reduce time and data burdens on entities within

the digital currency system, and therefore improve efficiency, because it will not be

necessary for other entities to check all of the data in the block (which would potentially

require going through a large amount of historical data in the digital currency ledger).

Consequently, other entities in the digital currency system may need to download and

review less data in order to be satisfied that create data in the block is valid.

Generating the verifier signature may comprise cryptographically signing at least the

identifier of the verification entity using the verifier secret key.

Preferably, a verifier public key corresponding to the verifier private key is obtainable (for

example, from a key block chain, or from memory in the entity) by at least one entity in a

network of digital currency entities.

The present disclosure also provides a verification entity comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of a verification entity.

The present disclosure also provides a system comprising: the above disclosed electronic

device for performing a create operation to create an amount of new digital currency; and



the above disclosed verification entity, wherein the verification entity is configured to verify

the create data.

In a further aspect of the present disclosure, there is provided a method for creating an

amount of digital currency, the method comprising: generating a currency create signature

by cryptographically signing currency data using at least a currency creator secret key;

generating verifiable create data suitable for addition to a digital currency ledger (for

example, a block chain), wherein the create data comprises the currency data and the

currency create signature, the currency data comprising: a value of the amount of new

digital currency; and currency key data based at least in part on a currency public key,

wherein the currency public key corresponds to the amount of digital currency; obtaining a

currency creator public key; performing a verification process on the currency create

signature using at least the currency data and currency creator public key; and if the

verification process is successfully passed, adding the create data to a digital currency

ledger.

There is also provided a system configured to perform the above disclosed method.

In a further aspect of the present disclosure, there is provided a method for destroying an

amount of digital currency, the method comprising: generating a currency destroy signature

by cryptographically signing currency data using at least a currency destroyer secret key;

and generating verifiable destroy data suitable for addition to a digital currency ledger (for

example, a block chain), wherein the destroy data comprises the currency data and the

currency destroy signature, and wherein the currency data comprises: currency key data

based at least in part on a currency public key associated with the amount of digital

currency.

Thus, it is possible to destroy amounts of digital currency in the digital currency system, for

example when it is identified that those amounts relate to fraudulent activity, or when

destroying the amount would significantly move forward the oldest active block in the digital

currency ledger (for example, it would enable a large number of blocks in the digital

currency ledger to be discarded for no longer having any unspent/active amounts of the

digital currency).

By including the currency destroy signature, the destroy data may be verified by other

entities in the digital currency system (for example, by verifiers and/or user entities etc).

This may improve the security of the digital currency system and of transactions in the

system.



Preferably, the method further comprises: outputting the destroy data for provision to a

verification entity to enable the verification entity to add the destroy data to the digital

currency ledger.

The method may further comprise: generating a new block comprising the destroy data;

and adding the new block in the digital currency ledger. This may be performed by the

verification entity, or by the entity that generated the destroy data (for example, where only

one entity in a digital currency network is able to generate destroy data, such that it does

not need to be verified by a separate entity before it is added to the digital currency ledger).

The method may further comprise: recording a value of the amount of digital currency and

the currency key data. This may enable a new amount to the same value to be created at

a later date if necessary (for example, where an amount has been destroyed in order to

'archive' blocks in the digital currency ledger).

The currency key data may comprise a hash of the currency public key.

Preferably, a currency destroyer public key corresponding to the currency destroyer secret

key is obtainable by at least one entity (for example, a verification entity and/or a user

entity) in a network of digital currency entities (for example, from a key block chain and/or

software stored in memory in the entity).

The currency destroyer pubic key may be obtainable from a public key block chain or from

memory in the at least one entity.

The present disclosure also provides an electronic device for performing a create operation

to create an amount of new digital currency, the electronic device comprising: a processor;

and a memory storing a software program, wherein the software program, when executed

by the processor, causes the processor to perform the above disclosed method.

The present disclosure also provides a software program configured to perform the above

disclosed method, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is also provided a method for verifying

destroy data for destroying an amount of digital currency, the destroy data comprising

currency data and a currency destroy signature, the method comprising a verification entity:

obtaining a currency destroyer public key; and performing a verification process on the

currency destroy signature using at least the currency data and currency destroyer public

key. Thus, a trusted verified may check that the destroy data has been generated by an



authorised entity before it is added to the digital currency ledger, thereby improving security

of the system and of transactions.

Preferably, the currency destroyer public key is obtained from a key block chain or from

memory in the verification entity.

The method may further comprise: if the outcome of the verification process is a positive

verification of the currency destroy signature, adding the destroy data to a digital currency

ledger; and if the outcome of the verification process is a negative verification of the

currency destroy signature, discarding the destroy data.

Adding the destroy data to the digital currency ledger may further comprise: generating a

verifier signature using at least a verifier private key; generating verification data

comprising an identifier of the verification entity and the verifier signature; generating a new

block comprising the destroy data and the verification data; and adding the new block to

the digital currency ledger.

The verification data may be included in any suitable part of the new block, for example in

the block header and/or as at least part of the operation data of the new block.

By including the verification data in the new block, other entities reviewing the block may

check the verifier signature using at least a verifier public key corresponding to the verifier

secret key, and thus be assured that the data in the new block has been verified and

approved by a trusted verifier. This may reduce time and data burdens on entities within

the digital currency system, and therefore improve efficiency, because it will not be

necessary for other entities to check all of the data in the block (which would potentially

require going through a large amount of historical data in the digital currency ledger).

Consequently, other entities in the digital currency system may need to download and

review less data in order to be satisfied that destroy data in the block is valid.

Generating the verifier signature may comprise cryptographically signing at least the

identifier of the verification entity using the verifier private key.

Preferably, a verifier public key corresponding to the verifier private key is obtainable by at

least one entity in a network of digital currency entities.

The present disclosure also provides a verification entity comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.



The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of a verification entity.

The present disclosure also provides a system comprising: the above disclosed electronic

device for performing a destroy operation to destroy an amount of digital currency; and the

above disclosed verification entity, wherein the verification entity is configured to verify the

destroy data.

In a further aspect of the present disclosure, there is also provided a method for destroying

an amount of digital currency, the method comprising: generating a currency destroy

signature by cryptographically signing currency data using at least a currency destroyer

secret key; generating verifiable destroy data suitable for addition to a digital currency

ledger (for example, a block chain), wherein the destroy data comprises the currency data

and the currency destroy signature, and wherein the currency data comprises: currency

key data based at least in part on a currency public key associated with the amount of

digital currency; obtaining a currency destroyer public key; performing a verification

process on the currency destroy signature using at least the currency data and currency

destroyer public key; and if the verification process is successfully passed, adding the

destroy data to a digital currency ledger.

There is also provided a system configured to perform the above disclosed method.

In a further aspect of the present disclosure, there is provided a method for verifying digital

currency operation data comprising currency data and a signature based at least in part on

the currency data, the method comprising a verification entity performing the steps of:

performing a verification process on the currency data using at least the signature; and if

the outcome of the verification process is a positive verification: generating verification data

comprising a verifier signature; generating a new block comprising the digital currency

operation data and the verifier data; and adding the new block to a digital currency ledger.

The currency data may comprise input data and/or output data identifying at least one input

amount of digital currency and/or at least one output amount of digital currency. The

verification process may comprise verifying the currency data using the signature and a

public key associated with the currency data (for example, a public amount key included in

the currency data and/or a creator public key and/or a destroyer public key).

The verification data may be included in any suitable part of the new block, for example in

the block header and/or as at least part of the operation data of the new block.



By including the verification data in the new block, other entities reviewing the block may

check the verifier signature using at least a verifier public key corresponding to the verifier

secret key, and thus be assured that the data in the new block has been verified and

approved by a trusted verifier. This may reduce time and data burdens on entities within

the digital currency system, and therefore improve efficiency, because it will not be

necessary for other entities to check all of the data in the block (which would potentially

require going through a large amount of historical data in the digital currency ledger).

Consequently, other entities in the digital currency system may need to download and

review less data in order to be satisfied that each set of operation data in the block is valid.

When the digital currency operation data is create data or destroy data, and when the

public key associated with the digital currency operation is a public key associated with the

entity that generated the digital currency operation data, preferably the method further

comprises: obtaining the public key, and the verification process comprises: decrypting the

signature using at least the public key; and comparing the decrypted signature with the

digital currency operation data.

The public key may be obtained from a key block chain or from memory in the verification

entity.

The digital currency ledger may comprise at least one historic block, each historic block

comprising historic digital currency operation data identifying at least one output amount of

digital currency, and the method may further comprise: setting in the new block an oldest

active block identifier, wherein the oldest active block identifier identifies the oldest historic

block that has historic digital currency operation data identifying at least one output amount

of digital currency that is not identified in the digital currency operation data in any

subsequent block in the digital currency ledger.

All blocks earlier than the identified oldest active block will include digital currency

operation data relating to inactive amounts of digital currency (i.e., amounts of digital

currency that have been used or spent by virtue of being identified in the digital currency

operation data of a subsequent block in the digital currency ledger). Thus, only the digital

currency ledger as far back as the oldest active block relates to active amounts of digital

currency. Consequently, entities in the digital currency network need only store the digital

currency ledger as far back as the block identified by the oldest active block identifier,

thereby reducing data storage requirements. Furthermore, when a new entity joins the

digital currency network, they need only download the digital currency ledger as far back as



the block identified by the oldest active block identifier, thereby reducing data download

burdens and improving ease and efficiency of joining the digital currency network.

The digital currency ledger may comprise at least one historic block, each historic block

comprising historic digital currency operation data, and the method may further comprise:

copying the historic digital currency operation data of at least one historic block into the

new block. Where the historic block is the oldest active block in the digital currency ledger,

by copying the historic digital currency operation data in this way ('archiving' the historic

digital currency operation data), the historic block may be made inactive, such that the size

of the active part of the digital currency ledger may be reduced. The data storage and data

download burdens may thereby be even further reduced.

The digital currency ledger may comprises at least one historic block, each historic block

comprising historic digital currency operation data, and the method may further comprise:

destroying the amount of digital currency identified by at least one set of historic digital

currency operation data of at least one historic block in the digital currency ledger. Where

the historic block is the oldest active block in the digital currency ledger, by destroying the

amount of digital currency operation data in this way ('archiving' the amount digital

currency), the historic block may be made inactive, such that the size of the active part of

the digital currency ledger may be reduced. The data storage and data download burdens

may thereby be even further reduced.

In a further aspect of the present disclosure, there is provided a method for maintaining a

digital currency ledger, the digital currency ledger comprising at least one historic block,

each historic block comprising historic digital currency operation data identifying at least

one output amount of digital currency, the method further comprising: determining the

oldest active block, wherein the oldest active block is the historic block that has historic

digital currency operation data identifying at least one output amount of digital currency that

is not identified in the digital currency operation data in any subsequent block in the digital

currency ledger; generating a new block comprising an oldest active block identifier,

wherein the oldest active block identifies the determined oldest active block; and adding the

new block to the digital currency ledger.

All blocks earlier than the identified oldest active block will include digital currency

operation data relating to inactive amounts of digital currency (i.e., amounts of digital

currency that have been used or spent by virtue of being identified in the digital currency

operation data of a subsequent block in the digital currency ledger). Thus, only the digital

currency ledger as far back as the oldest active block relates to active amounts of digital



currency. Consequently, entities in the digital currency network need only store the digital

currency ledger as far back as the block identified by the oldest active block identifier,

thereby reducing data storage requirements. Furthermore, when a new entity joins the

digital currency network, they need only download the digital currency ledger as far back as

the block identified by the oldest active block identifier, thereby reducing data download

burdens and improving ease and efficiency of joining the digital currency network.

The method may further comprise: copying the historic digital currency operation data of

the determined oldest active block into the new block. By copying the historic digital

currency operation data in this way ('archiving' the historic digital currency operation data),

the historic block may be made inactive, such that the size of the active part of the digital

currency ledger may be reduced. The data storage and data download burdens may

thereby be even further reduced.

The method may further comprise: destroying at least one amount of digital currency

identified in the historic digital currency operation data of the determined oldest active

block. By destroying the amount of digital currency operation data in this way ('archiving'

the amount digital currency), the historic block may be made inactive, such that the size of

the active part of the digital currency ledger may be reduced. The data storage and data

download burdens may thereby be even further reduced.

In a further aspect of the present disclosure, there is provided a method for maintaining a

digital currency ledger, the digital currency ledger comprising at least one historic block,

each historic block comprising historic digital currency operation data identifying at least

one output amount of digital currency, the method further comprising: generating a new

block comprising a copy of historic digital currency operation data of at least one historic

block; and adding the new block to the digital currency ledger. By copying the historic

digital currency operation data in this way ('archiving' the historic digital currency operation

data), the historic block may be made inactive, such that the size of the active part of the

digital currency ledger may be reduced. The data storage and data download burdens may

thereby be even further reduced. Entities in the digital currency network may identify the

oldest active block either using an oldest active block identifier in the most recent block in

the digital currency ledger, or by reviewing and analysing the digital currency ledger for

themselves.

Preferably, the new block comprises an oldest active block identifier, the method further

comprising: determining the oldest active block, wherein the oldest active block is the

historic block that has historic digital currency operation data identifying at least one output



amount of digital currency that is not identified in the digital currency operation data in any

subsequent block in the digital currency ledger; and setting the identifier of the oldest active

block to identify the determined oldest active block.

The present disclosure also provides an electronic device comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform any of the methods disclosed above.

The present disclosure also provides a software program configured to perform any of the

methods disclosed above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is also provided a method for

maintaining a digital currency ledger, the digital currency ledger comprising at least one

block of digital currency operation data, wherein the most recent of the at least one block

comprises an identifier of the oldest active block, the method comprising: communicating at

least part of the digital currency ledger to a network of digital currency entities, wherein the

at least part of the digital currency ledger comprises the block identified by the identifier of

the oldest active block and each subsequent block. Thus, only the active part of the digital

currency ledger may be provided to any entities wishing to obtain the digital currency

ledger, thereby reducing data storage and data download burdens and improving

efficiency.

Communicating at least part of the digital currency ledger to the network of digital currency

entities may comprise storing the at least part of the digital currency ledger in a location

accessible to the network of digital currency entities.

The present disclosure also provides an electronic device comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is also provided a method for obtaining a

digital currency ledger, the digital currency ledger comprising at least one block of digital

currency operation data, wherein the most recent of the at least one block comprises an

identifier of the oldest active block, the method comprising: obtaining at least part of the

digital currency ledger from a digital currency entity in a network of digital currency entities,

wherein the at least part of the digital currency ledger comprises the block identified by the

identifier of the oldest active block and each subsequent block. Thus, any entities wishing



to obtain the digital currency ledger can obtain only the active part of the digital currency

ledger, thereby reducing data storage and data download burdens and improving

efficiency.

Obtaining at least part of the digital currency ledger from a digital currency entity in a

network of digital currency entities may comprise: obtaining the most recent block in the

digital currency ledger; identifying the oldest active block using at least the identifier of the

oldest active block; and obtaining the oldest active block and all subsequent blocks.

The present disclosure also provides an electronic device comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is provided a method for transferring

digital currency from a first entity to a second entity, the method comprising the first entity:

obtaining (for example, by receiving it from the first entity, or by looking it up in memory in

the first entity, or by looking it up in a publically accessible memory location in a network of

digital currency entities) wallet public key data associated with the second entity;

generating, using at least the wallet public key data, a currency public key for the amount of

digital currency to be transferred to the second entity; obtaining (for example, receiving or

generating) a recipient identifier; and generating transfer data comprising at least the

currency public key data, a value for the amount of digital currency to be transferred to the

second entity and the recipient identifier. By including the recipient identifier in the transfer

data, the recipient of the transfer may more quickly identify that the transfer data may be

relevant to them, thereby reducing the time it takes for a recipient to find their transfer data

in the digital currency ledger. It may also reduce the data processing required of the

recipient where the digital currency system is configured such that the recipient derives the

currency secret key at least in part from the currency public key data, since they can

identify the correct transfer data in the digital currency ledger with more accuracy.

Obtaining the recipient identifier may comprise: generating the recipient identifier based at

least in part on the wallet public key data. By generating the recipient identifier in this way,

anonymity of the recipient may be achieved, whilst still keeping the number of sets of

transfer data that a recipient may consider to be relevant to them to a minimum.

Preferably, the recipient identifier is generated by truncating the wallet public key data.



Obtaining the recipient identifier may comprise: receiving the recipient identifier from the

second entity. By obtaining the recipient identifier in this way, the second entity (for

example, the recipient) may set the recipient identifier to a unique, but anonymous, value,

such that transfer data relevant to them may be identified uniquely, without jeopardising

anonymity.

The method may further comprise: outputting the transfer data for provision to a verification

entity to enable the verification entity to add the transfer data to a digital currency ledger.

The currency public key data may comprise at least one of the currency public key and/or a

currency public key hash.

The wallet public key data may comprise at least one of a wallet public key and/or a wallet

public key hash.

The present disclosure also provides an electronic device comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of an electronic device.

The present disclosure also provides a system comprising an electronic device as

disclosed above and a verification entity configured to verify the transfer data.

In a further aspect of the present disclosure, there is provided a method for transferring

digital currency from a first entity to a second entity, the method comprising: obtaining (for

example, by generating, or retrieving from memory) a recipient identifier (which may

optionally be based at least in part on wallet public key data); identifying in a digital

currency ledger a set of transfer data that comprises the recipient identifier, wherein the

transfer data also comprises currency public key data; and generating a currency secret

key using at least: the currency public key data; and wallet secret key data corresponding

to the wallet public key data.

Obtaining the recipient identifier may comprise generating the recipient identifier based at

least in part on wallet public key data.

The wallet secret key data may comprise at least one of the wallet secret key and/or a hash

of the wallet secret key.



The currency public key data may comprise at least one of the currency public key and/or a

hash of the currency public key.

The present disclosure also provides an electronic device comprising: a processor; and a

memory storing a software program, wherein the software program, when executed by the

processor, causes the processor to perform the method disclosed above.

The present disclosure also provides a software program configured to perform the method

disclosed above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure there is provided a method for transferring

digital currency from a first entity to a second entity, the method comprising the first entity:

obtaining wallet public key data associated with the second entity; generating, using at

least the wallet public key data, a currency public key for the amount of digital currency to

be transferred to the second entity; obtaining (for example, receiving or generating) a

recipient identifier; and generating transfer data comprising at least the currency public key

data, a value for the amount of digital currency to be transferred to the second entity and

the recipient identifier; adding the transfer data to a digital currency ledger; and the second

entity obtaining (for example, generating, or looking up in memory) a recipient identifier

(which may optionally be based at least in part on their wallet public key data); identifying in

a digital currency ledger a set of transfer data that comprises the recipient identifier,

wherein the transfer data also comprises currency public key data; and generating a

currency secret key using at least: the currency public key data; and wallet secret key data

corresponding to the wallet public key data.

There is also provided a system comprising a first entity, a second entity and a verification

entity configured to perform the method disclosed above.

In a further aspect of present disclosure, there is provided a method for maintaining a block

chain for public keys, the method comprising: generating public key data, the key block

data comprising : a public key corresponding to a private key belonging to an entity in a

digital currency network; and an identifier of the entity in the digital currency network;

generating a master signature by cryptographically signing the public key data using at

least a secret master key; generating key block data comprising at least the public key data

and the master signature; and adding the key block data and the master signature to the

block chain. Thus, public keys required for verifying operation data may be obtained by

any entity in a digital currency network from the block chain. The block chain may be, for

example, a key block chain, or the digital currency ledger. By including the master

signature, other entities reviewing the block chain may check the master signature using at



least a public master key, and thus be assured that the public key has been issued an

authorised entity (for example, the primary authority). Thus, security of the public keys,

and therefore the digital currency system, may be increased.

The public key data may comprise an expiry date for the public key.

The public key data may comprise an indicator for indicating the validity of the public key,

the method further comprising: setting the indicator to indicate that the public key is invalid.

In this way, public keys may be revoked. The indicator may be the expiry date, which may

be set to a date in the past to indicate that the public key is invalid.

The key block data may further comprise at least one of: a block number; a time stamp;

and/or a hash of the previous block in the block chain.

There is also provided an electronic device comprising: a processor; and a memory storing

a software program, wherein the software program, when executed by the processor,

causes the processor to perform the method disclosed above.

There is also provided a software program configured to perform the method disclosed

above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is provided a method for obtaining a

public key associated with an entity in a digital currency system, the method comprising:

obtaining a master public key; obtaining key block data from a key block chain, the key

block data comprising at least public key data and the master signature; and performing a

verification operation on the public key data using at least the master signature and the

master public key, wherein the public key data comprises an identifier of the entity in the

digital currency system and the public key.

The public key data may comprise an indicator of the validity of the public key, and the

verification operation may comprise checking the indicator of the validity of the public key.

There is also provided an electronic device comprising: a processor; and a memory storing

a software program, wherein the software program, when executed by the processor,

causes the processor to perform the method disclosed above.

There is also provided a software program configured to perform the method disclosed

above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is provided a method for transferring

digital currency from a first entity to a second entity, the method comprising the first entity:



obtaining a group secret key (for example, from a primary authority in response in returning

for providing a wallet public key and corresponding tracking key to the primary authority);

generating currency data comprising currency public key data and a value for the amount

of digital currency to be transferred to the second entity; generating a transfer signature by

cryptographically signing at least part of the currency data using a currency secret key

known to the first entity (for example, the currency secret key corresponding to an input

amount of digital currency to the transfer); generating a group signature by

cryptographically signing at least part of the currency data using the group secret key; and

generating transfer data comprising the currency data, the transfer signature and the group

signature for addition to a digital currency ledger. In this way, a verifier of the transfer data

can use the group signature to verify that the first entity (which generated the currency

data) is part of the authorised group (for example, by virtue of providing their wallet public

key and corresponding tracking key to the primary authority).

Preferably, the currency public key data comprises a currency public key associated with

an input amount of digital currency to the transfer and a currency public key associated

with an output amount of digital currency to the transfer.

Preferably, the currency secret key corresponds with the currency public key associated

with the input amount of digital currency.

The method may further comprise generating a wallet public key and a corresponding

tracking key; and providing the wallet public key and the corresponding tracking key to a

primary authority.

There is also provided an electronic device comprising: a processor; and a memory storing

a software program, wherein the software program, when executed by the processor,

causes the processor to perform the method disclosed above.

There is also provided a software program configured to perform the method disclosed

above, when executed on a processor of an electronic device.

In a further aspect of the present disclosure, there is provided a method of administering a

digital currency system, the method comprising: receiving a wallet public key and a

corresponding tracking key from a user entity; and providing a group secret key to the user

entity, using which the user entity may generate group signatures for inclusion as part of

digital currency operation data. In this way, the user entity may receive the group secret

key for generating group signatures, which may be required in order to have digital



currency operation data verified in the future, only after it has provided its wallet public key

and corresponding tracking key to the primary authority.

The method may further comprise recording the wallet public key and corresponding

tracking key with an association to user data corresponding to the user entity. The user

data may comprise at least one of a name and/or address for the user, a telephone

number, an email address, a bank account number, a bank sort code, etc.

There is also provided an electronic device comprising: a processor; and a memory storing

a software program, wherein the software program, when executed by the processor,

causes the processor to perform the method disclosed above.

There is also provided a software program configured to perform the method disclosed

above, when executed on a processor of an electronic device.

There is also provided a system comprising a first electronic device configured to perform

the method of administering the digital currency system disclosed above and a second

electronic device configured to a method for transferring digital currency from a first entity

to a second entity disclosed above.

In a further aspect of the present disclosure there is provided a method of administering a

digital currency ledger comprising: obtaining a wallet public key and a corresponding

tracking key; using the wallet public key and the tracking key to identify in the digital

currency ledger at least one amount of digital currency transacted to and/or from a digital

currency wallet associated with the wallet public key; and maintaining a record of the

amounts of digital currency transacted to and/or from the digital currency wallet associated

with the wallet public key.

There is also provided an electronic device comprising: a processor; and a memory storing

a software program, wherein the software program, when executed by the processor,

causes the processor to perform the method disclosed above.

There is also provided a software program configured to perform the method disclosed

above, when executed on a processor of an electronic device.

The methods described above may be implemented as a computer program comprising

program instructions to operate a computer (an electronic device). The computer program

may be stored on a computer-readable medium.

The computer system may include a processor such as a central processing unit (CPU).

The processor may execute logic in the form of a software program. The computer system



may include a memory including volatile and non-volatile storage medium. A computer-

readable medium may be included to store the logic or program instructions. The different

parts of the system may be connected using a network (e.g. wireless networks and wired

networks). The computer system may include one or more interfaces. The computer

system may contain a suitable operating system such as UNIX, Windows (RTM) or Linux,

for example.

It should be noted that any feature described above may be used with any particular aspect

or embodiment of the invention.

Drawings

Aspects of the present disclosure are described, by way of example only, with reference to

the following drawings, in which:

Figure 1 shows a representation of a prior art transaction;

Figure 2 shows a schematic representation of a network of digital currency entities in

accordance with the present disclosure;

Figure 3 shows a schematic representation of a new block to be broadcast to the network

of digital currency entities of Figure 2 ;

Figure 4 shows an example use of digital currencies in the network of digital currency

entities of Figure 2 ;

Figure 5 shows a further example use of digital currency in the network of digital currency

entities of Figure 2 ;

Figure 6 shows a further example use of digital currency in the network of digital currency

entities of Figure 2 ;

Figure 7 shows a further example use of digital currency in the network of digital currency

entities of Figure 2 ;

Figure 8 shows an example schematic representation of operation data in a digital currency

ledger used by the network of digital currency entities of Figure 2 ;

Figure 9 shows an example representation of .a digital currency ledger used by the network

of digital currency entities of Figure 2 ; and

Figure 10 shows a further example representation of a digital currency ledger and key

block chain used by the network of digital currency entities of Figure 2 .



Detailed description

The present disclosure provides a digital currency system wherein amounts of digital

currency may be created, destroyed, split, joined or transferred by adding suitable

operation data to a digital currency ledger (for example, a block chain). In the present

disclosure, an Operation' may be considered analogous to a 'transaction' in other digital

currency system (for example, bitcoin), but the digital currency subject to the operation will

not necessarily change ownership. Thus, an operation is a digital currency action. An

operation may be performed by an entity by generating operation data that is verifiable and

suitable for addition to a digital currency ledger (for example, a block chain).

As will be appreciated from the below description, some operations may be performed only

by authorised entities (such as the create and destroy operations) and other operations

may be performed by any entity that holds or owns the amount of digital currency on which

the operation is to be performed (for example split, join and transfer operations). Operation

data may be provided to at least one trusted verification entity, which may verify that the

operation data is valid. If the operation data is verified as valid, the trusted verification

entity may then add to the digital currency ledger (the block chain) a new block comprising

the operation data, for example by broadcasting the new block to a network of digital

currency entities. In this way, the digital currency ledger, which is freely available to all

entities in the network of digital currency entities, maintains a record of active/valid (for

example, unspent) amounts of digital currency.

Figure 2 shows a highly schematic representation of a network 200 of digital currency

entities in accordance with the present disclosure. The network 200 comprises user

entities 10 , verification entities 20, a currency issuer entity 30, a currency destroyer entity

40 and a primary authority entity 50, all of which interface using a Peer-to-Peer (P2P)

Network.

Each of the entities in the network 200 may operate on the network using any suitable type

of electronic device configured to store and execute digital currency software. For

example, each entity may be a desktop or laptop computer, or a mobile device such as a

smart phone or tablet computer, or a network server, etc. Each entity may comprise

memory on which digital currency software can be stored and at least one processor on

which the software may be executed. The digital currency software may be provided by

the primary authority 50 to entities wishing to join the network 200. The digital currency

software provided to each different type of entity may be different (for example, there may

be user software for user entities 10, verification software for verification entities 20, etc).



Each entity may comprise at least one user input means, for example a keyboard,

microphone, touchscreen, tracker device such as a mouse, etc, using which an operator

may input commands and/or instructions to the electronic device. Furthermore, each entity

may comprise at least one user output means, for example a display device for presenting

information in a visual and/or tactile form (for example, a display screen using any form of

display technology, such LED, OLED, TFT, LCD, Plasma, CRT, etc), and/or speakers for

outputting information in an aural form, etc. Each user entities 10 may further comprise at

least one imaging means, for example at least one camera and/or optical scanner, using

which optical codes, such as QR codes, may be scanned.

All of the entities in the network 10 are interconnected via the P2P Network such that data

may be communicated from any entity in the network 200 to any other one or more (or all)

entities in the network 200. The entities may be interconnected and transfer data between

each other in any standard way. Communication in the network 200 may utilise any

suitable communications architecture and protocols and each entity may utilise the same or

different types of data connection. For example, each of the entities in the network 200

may connect to the P2P network using any suitable communication technology, such as

Ethernet, WiFi, WiMAX, GPRS, EDGE, UMTS, LTE, etc. If an entity (for example, a

verification entity 20) broadcasts data (for example, a new block) to the network 200, the

data is effectively made available to all entities in the network 200. The data may be

communicated from an entity (such as a user entity 10) to all of the entities in the network

200 and/or to a central location that is accessible to all entities in the network 200.

Alternatively, particular types of data may be communicated to only certain types of entity,

for example, some operation data may be communicated from a user entity 10 to only

verification entities 20 and optionally also the primary authority 50.

Each user entity 10 comprises their own, unique wallet public key (pw), which is the public

address for their digital currency. Each user entity 10 may distribute their wallet public key

(pw) as they wish (for example, they may broadcast it to the entire network 200, or provide

it to any entity with which they wish to transact, etc). Each user entity 10 will also comprise

a wallet secret key (sw) corresponding to the wallet public key (pw). Thus, the wallet public

key (pw) and the wallet secret key (sw) form a public-private key pair. The user entity 10

will keep the wallet secret key (sw) secret and may store it in any suitable way, for example

using a hardware device, such as a smart card (for example, a SIM card) or in software, or

written on paper, etc.

Each user entity 10 may be provided with their wallet public key (pw) and wallet secret key

(sw) at any suitable time, for example by the primary authority 50 when digital currency



software is provisioned to the user entity 10 , or they may generate their wallet public key

(pw) and the wallet secret key (sw). The wallet public key (pw) and wallet secret key (sw)

may be generated in accordance with any standard cryptographic public-private key pair

cryptosystem (such as Elliptic Curve Cryptography, RSA, etc).

Each amount of digital currency that a user entity 10 owns has a corresponding currency

public key (p) and a currency secret key (s). The currency public key (p) (and/or a hash of

the currency public key) is visible as an input and/or output in operation data on the digital

currency ledger and publically identifies the amount of digital currency. The currency

secret key (s) is known only to the user entity 10 that owns the amount of digital currency.

Thus, possession of a currency secret key (s) implies ownership of the corresponding

amount of digital currency. Again, the user entity 10 may store the currency secret key(s)

corresponding to each amount of digital currency that they own in any suitable way.

Operations

Operation data comprises at least one of input data and output data (which together may

be referred to as currency data). Operation data also comprises a signature generated by

the generator of the operation data, wherein the signature is generated by cryptographically

signing the currency data using a private key.

After an entity has generated operation data, it may be provided to at least one verification

entity 20, for example by broadcasting it to the network 200, or communicating it only to the

verification entities 20 in the network 200 (and optionally also the primary authority 50).

The verification entity (or entities) may then verify that the operation data is valid. This is

described in more detail in the 'Verification of Operations' section below.

Examples of the operations are set out below.

CREATE OPERATION

The CREATE operation is performed by a currency issuer 30 by generating operation data

(referred to for this operation as create data). The currency issuer 30 is an entity that holds



a currency issuer secret key (sb) and therefore has the authority to create amounts of

digital currency. Other entities do not have the authority to perform the CREATE operation

because they do not hold a currency issuer secret key.

As can be seen, the create data does not comprise any input data. This is because the

CREATE operation is for the creation of an amount of new digital currency.

The Output data may be referred to as 'currency data' and comprises a currency public key

hash (p1 h) (Output Field 1.) and a Value (v1 ) (Output Field 2.). The currency public key

hash (p1 h) is a hash of a currency public key (p1 ) . The currency public key (p1 ) may be

hashed in any suitable way, using any suitable type of hashing function.

The currency public key (p1 ) is the public key associated with the amount of digital

currency being created. It publically identifies the amount that is being created and will

have a corresponding currency private, or secret, key (s1 ) that is known to the currency

issuer 30. The currency secret key (s1) can be used subsequently to perform operations

on the digital currency amount created by the CREATE operation (as will be seen later).

The currency public key (p1 ) and the currency secret key (s1 ) may be generated using any

standard public-private key pair generation technique.

Output Field 1. may be referred to as currency key data and in this example comprises the

currency public key hash (p1 h). However, it may additionally or alternatively comprise at

least the currency public key (p1).

The value (v1 ) is the value of the amount of digital currency being created. For example,

the value (v1) may be 1 currency unit, or 8 currency units, or 40 currency units, or 0.2

currency units, or 0.43 currency units, etc.

Optionally, the CREATE operation may be to create two or more new amounts of digital

currency. Each new amount of digital currency will have a corresponding currency public

key, currency public key hash and value. Each currency public key will be generated as

explained above, such that the currency issuer will have corresponding currency secret

keys for each new amount. The currency public key hash and value of each new amount

of digital currency will be included in the Output data and the currency key data will

therefore comprise the currency public key hashes of each new amount.

The currency issuer 30 generates the new currency signature (Signature Field 1 .) by

cryptographically signing the currency data (the Output data) using the currency issuer

secret key (sb). A corresponding currency issuer public key (pb) is obtainable by

verification entities 20, such that they are able to verify that the currency issuer signature



was correctly created by a currency issuer using their currency issuer secret key (sb). The

currency data may also comprise an identifier of the currency issuer 30, which the

verification entities 20, and/or any other entities in the digital currency network 200, may

use to look up the currency issuer public key (pb) corresponding to the particular currency

issuer 30 who generated the create data. This is explained in more detail in the

'Verification of Operations' and 'Key Block Chains' sections below.

After performing the CREATE operation, the create data may be communicated to the

verification entities 20 by the currency issuer 30, for example by broadcasting the create

data to the network 200, or by communicating the create data just to the verification entities

20 directly, or by putting the create data in a location that is accessible to the verification

entities 20. If the create data is verified as being valid, the currency issuer 30 will then

hold, or own, the newly created amount of digital currency, by virtue of the fact that they

have the currency secret key(s) (as will be seen later).

SPLIT OPERATION

The SPLIT operation is performed by the owner, or holder, of an amount of digital currency

(i.e., the entity that has, or holds, the currency secret key (s1) for the amount of digital

currency) by generating operation data (referred to for this operation as split data). The

owner, or holder, may be a user entity 10 or a currency issuer entity 30. The operation is to

split a single input amount of digital currency into at least two output amounts of digital

currency. Thus, it may be useful where an entity owns an amount of digital currency that

has a high value and they wish to split the amount into at least two amounts of digital

currency, each with a smaller value.

The Input data and Output data may together be referred to as 'currency data'. The Input

data comprises the currency public key hash (p1 h) (Input Field 1.) and the currency public

key (p1) (Input Field 2.) corresponding to the amount of digital currency to be split.



The Output data comprises a currency public key hash (p2h) (Output Field 1.), Value (v2)

(Output Field 2.), a currency public key hash (p3h) (Output Field 3.) and Value (v3) (Output

Field 4.). The currency public key hash (p2h) is a hash of a currency public key (p2) and

the currency public key hash (p3h) is a hash of a currency public key (p3). Each of the

currency public keys p2 and p3 correspond to output amounts of digital currency. The

values v2 and v3 are the values of each of the output amounts of digital currency. Values

v2 and v3 will be set such that v 1 = v2 + v3. If this is not the case, the verification entity 20

may deem the split data to be invalid (as explained in more detail in the 'Verification of

Operations' section below).

The ownership of the input amount and the output amounts does not change. Preferably,

the currency public key hash (p2h) and currency public key hash (p3h) are generated

based on the wallet public key (pw) of the owner of the input amount in accordance with the

key generation process described in detail in section 4 of the white paper 'CryptoNote v

2.0' by Nicholas van Saberhagen, published 17 October 2013 (available at

https://cryptonote.org/whitepaper.pdf) (in particular, in section 4.2.2 Terminology', section

4.3 'Unlinkable payments' and section 4.5 'Standard CryptoNote transaction'). It will be

appreciated that any suitable elliptic curve may be used. Thus, the corresponding currency

secret key (s2) may be derived from the currency public key hash p2h and the wallet secret

key (sw), and the corresponding currency secret key (s3) from the currency public key hash

p3h and the wallet secret key (sw). It will be appreciated that whilst p2h and p3h are both

based on the wallet public key (pw), they may still be different values by using different

random numbers in the generation process for p2h and p3h.

In an alternative, since the entity performing the SPLIT operation will own the output

amounts, they may simply generate public-private key pairs for each pair p2-s2 and p3-s3

according to any standard cryptographic technique. However, if this is done, the 'tracking

key' (described in more detail below) may no longer be operable.

The currency public key (p2) may be hashed in any suitable way, using any suitable

hashing function, to generate the currency public key hash (p2h). Likewise, the currency

public key (p3) may be hashed in any suitable way, using any suitable hashing function, to

generate the currency public key hash (p3h). Preferably, p2 is hashed in the same way,

using the same hashing function, as p3, such that p2h and p3h are generated in analogous

ways.

The split data also comprises a split signature (Signature Field 1.), generated by

cryptographically signing the currency data using the currency secret key (s1). A



verification entity 20 may thus use the currency public key (p1) to verify that the split data

was signed by the currency secret key (s1) and therefore verify that the split data had been

generated by the owner of the input amount (as explained in more detail in the 'Verification

of Operations' section below).

In this example, the split data comprises only two output currency amounts, each

represented by currency public key hash (p2h) and currency public key hash (p3h)

respectively. However, it will be appreciated that the split data may comprise any number

of output currency amounts (for example, three, or four, or seven, or 14, etc), each with a

corresponding currency public key hash and value. The total value of all output amounts

should equal the value of the input amount.

Furthermore, in this example, the split data comprises a single input currency amount,

represented by the currency public key hash (p1 h). However, it will be appreciated that the

split data may comprise two or more input amounts, each with a corresponding currency

public key hash and currency public key. This may be of use where an entity has multiple

amounts of digital currency, the total value of which they wish to distribute differently across

two or more output amounts.

Such an operation may be considered to be a JOIN & SPLIT operation. For example, an

entity may have a first amount with a value of 10 units and a second amount with a value of

4 units and may wish to have three amounts of value 11 units, 2 units and 1 unit

respectively. In this case, the operation data would have two input amounts (of value 10

units and 4 units respectively) and three output amounts (of value 11 units, 2 units and 1

unit respectively). The number of input amounts may be the same as, greater than, or less

than, the number of output amounts, provided that the number of input amounts is at least

two and the number of output amounts is at least two. It will be appreciated from the below

description of a JOIN operation that the operation data may comprise a number of

signatures corresponding to the number of input amounts. Again, the total value of all

output amounts should equal the total value of all input amounts.

After generating the split data, they may be communicated to the verification entities 20. If

the split data is verified as being valid, the entity that performed the SPLIT operation will

also hold, or own, the newly created amounts of digital currency, by virtue of the fact that

they have, or can derive, the corresponding currency secret keys.

JOIN OPERATION



Field no. Input Output Signature

1. Currency public Currency public Join signature 1 (cryptographic signature of the Input

key hash (p1 h) key hash (p3h) and Output using the currency secret key (s1 ))

2 . Currency public Value (v3) Join signature 2 (cryptographic signature of the Input

key (p1 ) and Output using the currency secret key (s2))

3 . Currency public

key hash (p2h)

4 . Currency public

key (p2)

The JOIN operation is performed by the owner, or holder, of two or more amounts of digital

currency (i.e., the entity that has, or holds, the currency secret keys s 1 and s2 for each of

the input amounts of digital currency) by generating operation data (referred to for this

operation as join data). The owner, or holder, may be a user entity 10 or a currency issuer

entity 30. The operation is to combine input amounts of digital currency into a single output

amount of digital currency. Thus, it may be useful where an entity owns two or more

separate amounts of digital currency, but wishes to combine them into a single amount.

The Input data and Output data may together be referred to as 'currency data'. The Input

data comprises the currency public key hash (p1 h) of the first input amount (Input Field 1.),

the currency public key (p1 ) of the first input amount (Input Field 2.), the currency public

key hash (p2h) of the second input amount (Input Field 3.) and the currency public key (p2)

of the second input amount (Input Field 4.).

The Output data comprises a currency public key hash (p3h) (Output Field 1.) and a value

(v3) (Output Field 2.). The currency public key hash (p3h) is a hash of a currency public

key (p3) corresponding to the output amount of digital currency. The value v3 is the value

of the output amount of digital currency. The value v3 will be set such that it equals the

value of the input amounts (i.e., v 1+v2 =v3). If this is not the case, the verification entity 20

may deem the join data to be invalid (as explained in more detail in the 'Verification of

Operations' section below).

The ownership of the input amounts and the output amount does not change. Preferably,

the currency public key hash (p3h) is generated based on the wallet public key (pw) of the

owner of the input amounts in accordance with the key generation process described in

detail in section 4 of the white paper 'CryptoNote v 2.0' by Nicholas van Saberhagen,

published 17 October 201 3 (available at t s./ crypi n ie ra vvn epaper.pdf) (in



particular, in section 4.2.2 Terminology', section 4.3 'Unlinkable payments' and section 4.5

'Standard CryptoNote transaction'). It will be appreciated that any suitable elliptic curve

may be used. Thus, the corresponding currency secret key (s3) may be derived from the

currency public key hash (p3h) and the wallet secret key (sw).

In an alternative, since the entity performing the JOIN operation will own the output

amount, they may simply generate public-private key pairs for each pair p2-s2 and p3-s3

according to any standard cryptographic technique. However, if this is done, the 'tracking

key' (described in more detail below) may no longer be operable.

The currency public key (p3) may be hashed in any suitable way, using any suitable

hashing function, to generate the currency public key hash (p3h).

The join signature 1 (Signature Field 1.) may be generated by cryptographically signing the

currency data using the currency secret key (s1). The join signature 2 (Signature Field 2.)

may be generated by cryptographically signing the currency data using the currency secret

key (s2). A verification entity 20 may thus use the currency public keys p 1 and p2 to verify

that the currency data was signed by the currency secret keys s 1 and s2 to create the join

signatures and therefore verify that the join data is valid.

In this example, the join data comprises only two input amounts, each represented by

currency public key hash (p1 h) and currency public key hash (p2h) respectively. However,

it will be appreciated that the join data may comprise more than two input amounts (for

example, three, five, six, 12, etc), each with a corresponding currency public key hash and

currency public key. The total value of all the input amounts of digital currency should

equal the value of the output amount of digital currency.

Furthermore, it will be appreciated that the join data may comprise two or more output

amounts of digital currency. Such an operation may be considered to be a JOIN & SPLIT

operation, which is described in more detail above.

After generating the join data, they may be communicated to verification entities 20. If the

split data are verified as being valid, the entity that performed the JOIN operation will also

hold, or own, the newly created amount of digital currency, by virtue of the fact that they

have, or can derive, the corresponding currency secret keys.

DESTROY OPERATION

Field no. Input Output Signature



1. Currency public Currency destroy signature (cryptographic signature

key hash (p1 h) of the Input using currency destroyer secret key (sd)

The DESTROY operation is performed by a currency destroyer 40 by generating operation

data (referred to for this operation as destroy data). A currency destroyer 40 is an entity

that holds a currency destroyer secret key (sd) and therefore has the authority to destroy

amounts of digital currency. Other entities do not have the authority to perform the

DESTROY operation because they do not hold a currency destroyer secret key.

Optionally, the currency destroyer may be the same entity as the currency issuer 30.

Optionally, the currency destroyer secret key (sd) may be the same as the currency issuer

secret key (sb), in which case the currency destroyer public key (pd) would also be the

same as the currency issuer public key (pb).

As can be seen, the destroy data does not comprise Output data. This is because the

DESTROY operation destroys the input amount of digital currency.

The Input data may be referred to as 'currency data' and comprises the currency public key

hash (p1 h) (Input Field 1.) of the amount of digital currency to be destroyed.

Optionally, the DESTROY operation may be to destroy two or more amounts of digital

currency. Each amount to be destroyed will have a corresponding currency public key

hash included in the Input data.

The currency destroyer 40 generates the currency destroy signature (Signature Field 1.) by

cryptographically signing the currency data using the currency destroyer secret key (sd). A

corresponding currency destroyer public key (pd) is obtainable by verification entities

(analogously to the currency creator public key (pb)), such that they are able to verify that

the currency destroyer signature was correctly created by a currency destroyer 40 using

their currency destroyer secret key (sd). The currency data may also comprise an identifier

of the currency destroyer 40, which the verification entities 20, and/or any other entities in

the digital currency network 200, may use to look up the currency destroyer public key (pd)

corresponding to the particular currency destroyer 40 who generated the destroyer data.

This is explained in more detail in the 'Verification of Operations' and 'Key Block Chains'

sections below.

It can be seen that because the currency destroy signature is generated using the currency

destroyer secret key (sd), and not the currency secret key (s1) corresponding to the

amount to be destroyed, the currency destroyer 40 does not need to own the amount to be



destroyed (i.e., they do not need to know s1). Thus, a currency destroyer 40 may destroy

any digital currency amount. This may have a number of benefits, for example when it is

identified that an owner of an amount obtained the amount by fraudulent or illegal means,

or where there is a desire to reduce the total value of digital currency in circulation, or when

it is helpful to archive old amounts of digital currency (as explained later) or where the

owner of an amount can prove that they own an amount but have lost the corresponding

currency secret key, in which case a currency destroyer 40 may destroy the amount and a

currency issuer 30 may create a new amount and transfer ownership of the new amount to

the owner.

After generating the destroy data, it may be communicated to the verification entities 20 by

the currency destroyer 40. If the destroy data is verified as being a valid, the destroyed

amount no longer exists, so it is effectively taken out of circulation.

TRANSFER OPERATION

The TRANSFER operation is performed by the owner, or holder, of an amount of digital

currency (i.e., the entity that has, or holds, the currency secret key (s1 ) for the amount of

digital currency) by generating operation data (referred to for this operation as transfer

data). The owner, or holder, may be a user entity 10 or a currency issuer entity 30, and

may be referred to as the payer. The operation is to transfer ownership of the amount of

digital currency to a different entity (for example, a different user entity 10), such that they

then own or hold the amount of digital currency. This different entity may be referred to as

the payee or recipient. Transfer of ownership of an amount requires the transfer in

ownership of a currency secret key corresponding to the amount.

The Input data and Output data may be referred to as 'currency data'. The Input data

comprises the currency public key hash (p1 h) (Input Field 1.) and the currency public key

(p1 ) (Input Field 2.) corresponding to the amount of digital currency that the payer would

like to transfer.



The Output data comprises a currency public key hash (p2h) (Output Field 1.), value (v2)

(Output Field 2.) and a Recipient Flag (RF) (Output Field 3.). The currency public key hash

(p2h) is a hash of the currency public key (p2) corresponding to the amount of digital

currency that the recipient will own as a consequence of the transfer. The value (v2) is the

value of the amount of digital currency that the recipient will own as a consequence of the

transfer. Value v2 may be set to equal value v 1 , otherwise the verification entity 20 may

deem the transfer data to be invalid (as explained in more detail in the 'Verification of

Operations' section below). The Recipient Flag (RF) is data using which the recipient can

identify that the transfer data may be relevant to them (as explained later).

The currency public key (p2) is generated in such a way that the recipient can derive the

corresponding currency secret key (s2). One example way in which this may be achieved

is for the payer to generate the currency public key hash (p2h) based on the recipient's

public wallet key (pw). The recipient can then derive the corresponding currency secret

key (s2) from the currency public key hash (p2h) and their wallet secret key (sw). This key

generation process is described in detail in section 4 of the white paper 'CryptoNote v 2.0'

by Nicholas van Saberhagen, published 17 October 201 3 (available at

In particular, it is described in section 4.2.2

Terminology', section 4.3 'Unlinkable payments' and section 4.5 'Standard CryptoNote

transaction'. It will be appreciated that any suitable elliptic curve may be used.

Thus, only the recipient will be able to derive the currency secret key (s2) and so only the

recipient will own, or control, the transferred amount of digital currency.

The recipient flag (RF) may be any data using which the recipient can identify which

transfer data on the digital currency ledger might relate to them. In particular, after transfer

data have been verified by a verification entity 20 and added to the digital currency ledger,

the recipient may review the operation data on the digital currency ledger (which might

include multiple sets of transfer data for transfers of different amounts of digital currency

between different entities) and use the recipient flag (RF) to recognise which set of transfer

data relates to them.

Optionally, the transfer data may not include a recipient flag (RF). However, in this case, in

order to identify the set of transfer data that is relevant to them, and thus derive the

currency secret key (s2), the recipient would need to go through all sets of transaction data

on the digital currency ledger and speculatively derive a new secret key for each output

amount of each set of transaction data. Since only the correct recipient of the transfer can

derive the correct currency secret key (s2) (because only the correct recipient has the



correct wallet secret key (sw)), they will then need to try each speculatively derived secret

key against each corresponding set of transaction data to determine which set of

transaction data relates to them. This would create a substantial processing burden for

recipients, particularly where the recipient user entity 10 is using an electronic device with

low processing power (such as a mobile electronic device) and/or has a slow data

connection (such as a mobile data network like EDGE). Thus, preferably, the transfer data

will comprise a recipient flag (RF).

The recipient flag (RF) may be the wallet public key (pw) and/or a hash of the wallet public

key of the recipient. However, identifying the wallet public key (pw) and/or a hash of the

wallet public key would eliminate anonymity for the recipient as any entity may identify the

recipient from the transfer data. Therefore, entities may review the entire digital currency

ledger and determine the total value of digital currency that each entity holds and how each

entity has spent their amounts of digital currency.

Therefore, preferably the recipient flag (RF) would not be set to the wallet public key (pw)

and/or a hash of the wallet public key. Instead, preferably it is set to a value that the

recipient may recognise as being relevant to them, but which would not publically identify

the recipient. For example, the recipient flag (RF) may be set to a truncated value of the

public wallet key (pw) or a truncated value of the hash of the wallet public key, such as the

first or last n bits (where n is any suitable value between 1 to the length of pw or the hash

of pw, such as n=1 , or n=4, or n=6, or n=8, or n=1 6 , or n=24, etc) of the wallet public key

(pw) or of the hash of the wallet public key. The recipient flag (RF) for one user entity 10

may therefore still be the same as (i.e., collide with) the recipient flag for a number of other

user entities 10 , such that the recipient is not uniquely identified.

The payer may themselves generate the recipient flag (RF) in this way, since they know the

public wallet key (pw) or the hash of the public wallet key. Thus, the recipient flag (RF)

may be generated by the payer in scenarios where the recipient (payee) has sent a

payment request to the payer (wherein the payment request comprises the public wallet

key (pw) and/or the hash of the public wallet key), and in scenarios where the payment is

unsolicited (for example, where the recipient has made their public wallet key (pw), and/or

the hash of their public wallet key, generally publically available and has not sent a specific

payment request to the payer). Alternatively, in scenarios where the recipient has sent a

payment request to the payer, the recipient may derive the recipient flag (RF) from the

public wallet key (pw) and/or the hash of the public wallet key and include it in the payment

request.



A recipient of a transfer may thus scan through all sets of transfer data in the digital

currency ledger checking for any recipient flags (RF) that match a truncated value of their

wallet public key (pw) or hash of their wallet public key. They may then speculatively

derive a new secret key for each set of transfer data where there is a match and try each

speculatively derived secret key against the corresponding set of transfer data to determine

which set of transfer data relates to them. By first checking the recipient flag (RF), the

number of speculative generations of secret keys should be substantially reduced, thus

substantially reducing the processing burden whilst still not explicitly identifying the

recipient (it is expected that a recipient flag (RF) of 16 bits might reduce the processing

burden by 65,536 times, whilst still allowing a sufficient number of collisions with recipient

flags of other user entities 10 to preserve anonymity).

In a further alternative, in scenarios where the recipient has sent a payment request to the

payer, the recipient may derive the recipient flag (RF) in any suitable way, for example they

may generate a unique recipient flag (RF) for every payment request they send to a payer

(for example, by generating a nonce and setting the recipient flag (RF) to the nonce flag)

and include it in the payment request. In this way, the recipient may keep a record in

memory of the unique recipient flag (RF) and they may later scan through all sets of

transfer data in the digital currency ledger and find the set of transfer data comprising their

unique recipient flag (RF). They will then be able to derive the currency secret key (s2) for

that set of transfer data. By uniquely identifying the set of transfer data in this way, the

data processing burden for the recipient may be minimised, thus simplifying the process

and increasing processing speeds. Furthermore, because the recipient can derive a

different, unique recipient flag (RF) for each transfer in which they take part, anonymity

may still be maintained, as there will be nothing publically linking different sets of transfer

data on the digital currency ledger to the same recipient.

The payer generates the transfer signature (Signature Field 1.) by cryptographically signing

the currency data using the currency secret key (s1). A verification entity 20 may thus use

the currency public key (p1 ) to verify that the currency data were signed by the currency

secret key (s1) and therefore verify that the transfer data were generated by the owner of

the input amount (as explained in more detail in the 'Verification of Operations' section

below).

In this example, the currency data comprises only one input amount of digital currency,

represented by the currency public key hash (p1 h) and the currency public key (p1) and

one output amount of digital currency, represented by the currency public key hash (p2h).

However, it will be appreciated that the currency may comprise two or more input amounts



and/or two or more output amounts. This may be of use where an entity has multiple

amounts of digital currency that they would like to transfer to another entity, and/or where

an entity would like to transfer amounts to two or more different entities (for example, with

one output amount being transferred to a payee and the other output amount being change

that is returned to the payer). It is noted that for any output amount being transferred to the

payer (i.e., change from the transaction), the payer will still preferably generate the

currency public key hash for that amount using the wallet public key (pw), or hash of the

wallet public key, in accordance with the CryptoNote technique identified above. In this

way, the tracking key will still be operable for the output amount that is transferred to the

payer.

Where there is one input amount and two or more output amounts, the operation may be

considered to be a TRANSFER & SPLIT operation. In this case, the currency data may

comprise a currency public key hash, a value and a recipient flag for each output amount.

Where there are two or more input amounts and one output amount, the operation may be

considered to be a TRANSFER & JOIN operation. In this case, the currency data may

comprise two or more signatures, each signature being generated using a currency secret

key corresponding to each input amount (analogously to the JOIN operation described

above).

Where there are two or more input amounts and two or more output amounts, the operation

may be considered to be a TRANSFER & JOIN & SPLIT operation. In this case, the

currency data may comprise a currency public key hash, a value and a recipient flag for

each output amount, and two or more signatures, each signature being generated using a

currency secret key corresponding to each input amount.

After creating the transfer data, it may be communicated to the verification entities 20 by

the payer. If verified as being valid, the recipient will then hold, or own, the output amount

of digital currency, by virtue of the fact that they are able to derive the corresponding

currency secret key.

Thus, it can be seen that a user entity 10 may have a single wallet public key (pw) using

which they can receive multiple different amounts of digital currency from different entities

in the network 200. Anonymity is maintained because the operation data identifies each

input and output amount of digital currency using a currency public key and/or currency

public key hash, which is unique to the amount of digital currency itself. The currency

public key and/or currency public key hash are not linked to the owners of the amounts and

there is no other data in the operation data that uniquely identifies the owners of the



amounts. Therefore, it is no longer necessary for a user entity to generate a new public-

private key pair for every amount of digital currency they would like to receive, and keep

each of the private keys safe. Instead, they need only keep the wallet secret key (sw) safe,

using which they may then derive a currency secret key as and when they wish to perform

an operation on an amount of digital currency.

It can also be seen that, with the exception of destroy data, operation data effectively

creates a new amount of digital currency. This is because amounts of digital currency are

identified by a currency public key hash, and each set of operation data will comprise a

new currency public key hash. Any amounts of digital currency identified in the Input data

(i.e., any currency public key hashes in the Input data) will effectively be deleted by the

operation because after the operation data has been added to the digital currency ledger, a

new amount(s) (i.e., the output amount(s)) is considered to have replaced the old amount

(i.e., the input amount(s)) and those old amounts will be deemed to have used/spent (as

will be seen later). Thus, the amounts of digital currency may be considered to be ne

time amounts' that may be used only once, after which they become invalid and irrelevant.

This enables blocks in the digital currency ledger that identify only used/spent amounts to

be safely deleted as those amounts are no longer relevant (as can be seen in the 'Adding

operation data to the digital currency ledger' section below).

In a further variation, a CREATE&TRANSFER operation may be performed by a currency

issuer 30 by generating operation data as explained above in "CREATE OPERATION", but

rather than deriving the currency public key (p1) and currency secret key (s1) using

standard public-private key pair generation techniques, the currency public key (p1) may be

derived based on the recipient's public wallet key (pw). The recipient can then derive the

corresponding currency secret key (s1) from the currency public key hash (p1 h) and their

wallet secret key (sw). This key generation process is described in detail in section 4 of the

white paper 'CryptoNote v 2.0' by Nicholas van Saberhagen, published 17 October 2013

(available at S //cr p In particular, it is described in section

4.2.2 Terminology', section 4.3 'Unlinkable payments' and section 4.5 'Standard

CryptoNote transaction'. It will be appreciated that any suitable elliptic curve may be used.

Thus, the currency issuer 30 would not 'own' the amount of digital currency created by the

create & transfer data - the recipient would own the amount of digital currency created by

the create & transfer data.

The CREATE&TRANSFER operation may comprise two or more amounts of digital

currency, each with their own currency public key. The currency public key for each



amount intended for a recipient party that is not the currency issuer 30 may be generated

based on the recipient's public wallet key (pw). The currency public key for each amount

intended for the currency issuer 30 (i.e., the amount that is to remain under the control of

the currency issuer) may be generated using standard public-private key pair generation

techniques.

Verification of operations

A verification entity 20 may be any entity that has been provided with a verifier private, or

secret, key (sv). The verifier secret key (sv) will have a corresponding verifier public key

(pv) that is obtainable by any other entity in the network 200.

The verifier secret key (sv) and verifier public key (pv) are a public-private key pair and may

be generated by the primary authority 50 using any suitable cryptographic technique. By

providing the verifier secret key (sv) to a verification entity 20, the primary authority 50

acknowledges that that entity is a trusted verification entity. Alternatively, the verifier secret

key (sv) and verifier public key (pv) may be generated by the verification entity 20 and the

primary authority may signal that the verification entity 20 is a trusted entity by adding the

verifier public key (pv) to a key block chain and/or provisioning it to entities in the network

200 (for example, by including it as at least part of the digital currency software).

The verifier public key (pv) may be included in a key block chain (which may be the same

key block chain for the currency creator public key (pb) and/or currency destroyer public

key (pd), or may be a different key block chain) that is publically available to all entities in

the network 200. For example, it may be maintained and provided by the primary authority

50, or any other suitable entity in the network 200. Additionally or alternatively, the verifier

public key (pv) may be included as part of the digital currency software provided to the

entities in the network 200.

A verification entity 20 may obtain operation data because the data are sent to the

verification entity 20 from a user entity 10, a currency issuer 30 or a currency destroyer 40

(for example, by sending it to a network of verification entities, or just a single verification

entity 20), or by retrieving it from a location to which user entities 10, currency issuers 30

and/or currency destroyers 40 may post operation data (for example, an area hosted by the

primary authority 50, or any other suitable entity).

After a verification entity 20 has obtained operation data that have been created by a user

entity 10 , a currency issuer 30 or a currency destroyer 40, it may carry out a verification



process. The verification process comprises checking the signature in the data and, where

necessary, the values in the data.

The signature in the operation data may be checked by decrypting the signature using the

relevant public key and checking that the decrypted data matches the currency data (i.e.,

the input and/or output data) of the operation.

For create data, the verification entity 20 may obtain the currency issuer public key (pb), for

example from a public key block chain or from memory in the verification entity 20 (where

the currency creator public key (pb) was included as part of the digital currency software

provided to the verification entity 20, or where it has previously obtained the currency

creator public key (pb) from the public key block chain and then saved it in memory). The

new currency signature may then be decrypted and compared with the currency data (i.e.,

the Output data) of the create data.

Likewise, for destroy data, the verification entity 20 may obtain the currency destroyer

public key (pd) in an analogous way to that of the currency creator public key (pb). The

currency destroy signature may then be decrypted and compared with the currency data

(i.e., the Input data) of the destroy data.

For split data, the verification entity 20 will use the currency public key (p1) to decrypt the

split signature and compare the decrypted data with the currency data (i.e., the Input and

Output data) of the split data. For join data, the verification entity 20 will use the currency

public key (p1 ) to decrypt join signature 1 and compare the decrypted data with the

currency data of the split data, and use the currency public key (p2) to decrypt join

signature 2 and compare the decrypted data with the currency data of the split operation.

Likewise, for operation data from a SPLIT & JOIN operation, the verification entity 20 will

use the currency public key (p1) to decrypt join signature 1 and compare the decrypted

data with the currency data (i.e., the Input and Output data), and use the currency public

key (p2) to decrypt join signature 2 and compare the decrypted data with the currency data.

For transfer data, or operation data from a TRANSFER & SPLIT operation, the verification

entity 20 will use the currency public key (p1) to decrypt the transfer signature and compare

the decrypted data with the currency data (i.e., the Input and Output data). For data from a

TRANSFER & JOIN operation, or a TRANSFER & JOIN & SPLIT operation, the verification

entity 20 will use the currency public key (p1) to decrypt the transfer signature 1 and

compare the decrypted data with the currency data, and use the currency public key (p2) to

decrypt transfer signature 2 and compare the decrypted data with the currency data.



If the decrypted data matches the currency data, the signature is verified as correct.

If the decrypted data does not match the currency data, which may be a consequence of

an unauthorised entity, or an entity that does not own the input amount of digital currency

(i.e., an entity that does not have the correct currency secret key), creating the signature,

the signature is identified as incorrect. Upon identification of an incorrect signature, the

verification process is considered to have a negative verification outcome and the

verification entity 20 may discard the operation data so that it does not get added to the

digital currency ledger. The desired digital currency action (for example, a transfer of an

amount of digital currency, or a split of an amount of digital currency, etc) therefore will not

take place.

With the exception of create and destroy data, the verification entity 20 will also check the

input and output values to ensure that they conform with requirements. The requirements

may be that the total input value equals the total output value. Alternatively, the

requirements may be that the total output value is equal to or less than the total input value.

In this instance, any different between the output value and input value may be taken by

the verification entity 20 as a verification commission.

The output value(s) is identified in the Output data of the operation data. The value of each

input amount of digital currency may be determined by checking the digital currency ledger

to identify the set of operation data where that amount was output (for example, by using

the currency public key hash (p1 h) to look up the previous set of operation data where the

currency public key hash (p1 h) appears in the Output data and read off the value (v1 ) from

that set of operation data).

Optionally, the verification entity 20 may also check create data and/or destroy data to

ensure that the input or output values (as appropriate) conform with requirements. In this

instance, the requirements may be that there is a maximum value that can be created or

destroyed.

If the total input and output values conform with requirements, the values in the operation

data are verified as correct.

If the input and output values do not conform with requirements, the verification process is

considered to have a negative verification outcome and the verification entity 20 may

discard the operation data so that it does not get added to the digital currency ledger. The

desired digital currency action therefore does not take place.



Finally, the verification entity 20 may check that any input amounts of digital currency are

still 'active'/'valid' (for example, they have not already been used/spent). To do this, the

verification entity 20 may check the digital currency ledger to ensure that each input

amount in the operation data has not previously been used as an input to any sets of

operation data in the digital currency ledger (for example, by checking that the amount

public key hash (p1 h) has not appeared in the Input data of any sets of operation data in

the digital currency ledger).

If each input amount in the operation data is active/valid, the input amount(s) are verified as

correct.

If any input amount in the operation data is not active/valid (for example, it has been used

as an input amount in a set of operation data in the digital currency ledger), the verification

process is considered to have a negative verification outcome and the verification entity 20

may discard the operation data so that it does not get added to the digital currency ledger.

The desired digital currency action therefore does not take place. Thus, double spending

of the same amount may be prevented.

If all steps of the verification process are successfully passed, the verification process is

considered to have a positive verification outcome and the operation data may be added to

the digital currency ledger by the verification entity 20.

Adding operation data to the digital currency ledger

To add verified operation data to the digital currency ledger, the verification entity 20 adds

the operation data to a new block. All sets of operation data that have been positively

verified in a period of time are added to the new block and at the end of the period of time,

the verification entity 20 adds the new block to the digital currency ledger.

Figure 3 shows an example representation of a new block 300. The new block 300

comprises a block header 310 and sets of operation data 320.

Once the verification entity has created the new block 300, it may be added to the digital

currency ledger in a number of different ways. For example, it may be broadcast to all

entities in the network 200, using a P2P network. Thus, all entities in the network 200 will

have the new block 300 to add to their copy of the digital currency ledger. Additionally, or

alternatively, an entity (for example, the primary authority 50) may keep a publically

available copy of the digital currency ledger. The new block 300 may thus be provided to

that entity, who may then add it to the publically available copy of the digital currency

ledger.



The block header 310 comprises a block number 3 1 1, a hash of the most recent previous

block that appeared in the digital currency ledger 312, a time stamp 314, and optionally an

identifier of the oldest active block in the digital currency ledger 3 13 . The block header 310

may optionally also comprise a merkle root for a merkle tree of hashes of sets of operation

data and/or the number of sets of operation data contained in the block 300. The block

number 3 11 will uniquely identify the new block 300 and may be set to a value that is one

greater than most recent previous block in the digital currency ledger. The hash of the

most recent previous block in the digital currency ledger 312 is used to tie the new block

300 to the most recent previous block (i.e., chain them together). The time stamp 314

indicates when the new block 300 was created. The optional identifier of the oldest active

block in the digital currency ledger 3 13 is described in more detail below.

The sets of operation data 320 comprise each set of operation data 321 , 322, 323... that

has been verified in the period of time. The sets of operation data 320 also comprise

verification data 330. The verification data 330 are created by the verification entity 20 to

signal that they have verified each set of operation data 321 , 322, 323,... The verification

data 330 comprise endorsement data, for example an identifier of the verification entity 20,

and a verification signature that the verification entity 20 generates by cryptographically

signing the endorsement data using their verifier secret key (sv). By including verification

data 330 in the new block 300, after the new block 300 has been added to the digital

currency ledger, any entity in the network 200 may obtain the verifier public key (pv) (for

example by looking it up on a key block chain using the identifier of the verification entity

20, or from memory in the entity) and verify that the verification signature has been

correctly generated. If the verification signature has not been correctly generated, action

may be taken to delete the new block 300 from the digital currency ledger (for example, by

the primary authority 50), or other verification entities 20 may simply ignore the new block

and continue to work on their own new block to be added to the digital currency ledger. If

the signature has been correctly generated, other verification entities 20 may signal their

acceptance of the new block 300 by starting work on a further new block, which would

include a hash of the new block 300 (thus chaining the further new block to block 300).

In addition to, or as an alternative to, including the verification data 330 in the sets of

operation data 320, they may be included in in any other suitable part of the new block 300,

for example in the block header 3 10 . Furthermore, the verification signature may be

generated by cryptographically signing any data in the new block 300 using the verifier

secret key (sv). In this case, the verification data may or may not comprise an identifier of

the verification entity 20.



Some or all verification entities 20 (and optionally also the primary authority 50) in the

network 200 may monitor the behaviour of the verification entities 20 using a consensus

algorithm. If the consensus algorithm identifies that one of the verification entities 20 is not

operating correctly (for example, they are validating sets of operation data that are invalid,

or they are not generating their verification signature correctly, etc), action may be taken

against the verification entity 20, for example to remove their public key from the key block

chain and/or remove their certificate corresponding to the verification secret key (sv) such

that that verification entity 20 can no longer verify operations. The consensus algorithm

may take any suitable form, for example an n-from-n scheme. In one particular example, a

new block may only be accepted by the entities in the digital currency network 200 if a

minimum number of verification signatures are included in it. For example, one verification

entity 20 may check the block and broadcast it with their signature. A second verification

entity 20 may then check that block and if they also verify it, add their signature to the block

and rebroadcast it. This may go on until a minimum acceptable number of signatures have

been added by different verification entities (for example, 3 , or 4 , etc), at which time the

block will be accepted by the entities in the network 200 and work on the next block may

begin. In a further example, one verification entity may act as a primary signatory and one

or more further verification entities may act as secondary signatories. The network 200

may be configured such that a new block 300 is only accepted by the entities if it includes a

signature from the primary entity and at least one secondary signatory.

In this way, improper behaviour from a verification entity 20 (for example, verifying

operation data as correct when in fact that operation data should be discarded) may be

identified and appropriate action taken (for example, removing their public key from the key

block chain, etc). In this way, the network 200 may be protected against a compromised,

rogue or badly implemented verification entity 20 that is habitually creating invalid blocks

300.

As part of creating a new block 300, the verification entity 20 may optionally also set a

value for the identifier of the oldest active block in the digital currency ledger 313. The

identifier 313 will identify the oldest block in the digital currency ledger that has at least one

set of operation data identifying at least one 'active'/'valid' output amount of digital currency

(i.e., a currency public key hash that has not appeared in the operation data of any

subsequent block in the digital currency ledger). All blocks prior to the identified block will

not identify any active/valid output amounts of digital currency and are therefore no longer

of any relevance.



The verification entity 20 may recognise the chronological order of the blocks in the digital

currency ledger using the block number 3 11 and/or the time stamp 314. The verification

entity 20 may set the identifier 313 in the new block 300 by looking at the oldest active

block identified in the block header of the most recent previous block in the digital currency

ledger. If the sets of operation data 320 in that block no longer identify any active/valid

amounts of digital currency, i.e. all amounts identified in that block have been used or

spent, as explained earlier (for example, because all of the currency public key hashes in

the Output data in that block have appeared in the operation data of subsequent blocks

and/or in the sets of operation data 320 of the new block 300), the verification entity 20 will

review the digital currency ledger to identify the next oldest active block and set the

identifier 313 accordingly. Thus, as old amounts of digital currency are used/spent, the

identifier 313 may be updated such that the oldest active block is always identified.

As part of this process, optionally a chain of block headers for 'archived' blocks (i.e., blocks

that are older than the oldest active block may be kept. Thus, a the digital currency ledger

may comprise the 'active' part of the digital currency ledger (i.e., the oldest active block and

all subsequent blocks) and historic (archived) block headers for blocks that are older than

the oldest active block. Some record of all of the blocks that have ever been added to the

digital currency ledger, whilst still keeping the size of the digital currency ledger to a

minimum (because the size of the block header in each block is typically only a small

fraction of the data size of the operation data in the block).

Because the verification entity 20 is a trusted entity and a block added by the verification

entity 20 can be quickly authenticated using the verification data 330 and the verifier public

key (pv), the identifier 313 may be trusted by other entities.

Additionally, or alternatively, the identifier 313 may be in any suitable part of the block, for

example in the sets of operation data 320 as part of a dedicated set of identifier operation

data and/or as part of verification data 330, etc.

Figure 8 shows an example representation of blocks in the digital currency ledger. The

blocks are represented in chronological order with the oldest block left-most and the

newest block right-most. As can be seen, two amounts of digital currency are represented

in the oldest-block (Amount 1 and Amount 2). Amount 1 is split to create Amount 3 and

Amount 4 . Amount 1 is therefore no longer valid/active. Amount 2 is then joined with

Amount 3 to create Amount 5 . Amount 2 and Amount 3 are therefore no longer

valid/active. Thus, as can be seen, the oldest block no longer identifies any active/valid

amounts of digital currency and is therefore a redundant block. The next block still



identifies an active/valid amount of digital currency (Amount 4) and is thus the oldest active

block. The identifier 313 may therefore be set to identify that block as the oldest active

block.

Thus, when entities are reviewing the digital currency ledger to verify operation data and

new blocks, they may look at the identifier 3 13 in the most recent block on the digital

currency ledger and then only review the digital currency ledger as far back as the block

identified by identifier 313. This is because used/spent amounts are irrelevant by virtue of

the ne time' nature of the digital currency (as explained earlier), so only valid/active

amounts need be considered. Thus, the verification process for verification entities 20, and

also the checking of new blocks by any other entities in the network 200, may be made

more efficient and less data intensive because it is not necessary to review the entire digital

currency ledger. Optionally, if the entity keeps a local copy of the digital currency ledger,

they may discard all blocks prior to the block identified by identifier 3 13 , thus reducing the

amount of data they must store.

Furthermore, when a new entity is joining the network 200, they need only download the

digital currency ledger as far back as the block identified by identifier 3 13 . For example, if

they seek to obtain the digital currency ledger from an entity in the network 200, that entity

may provide them with the digital currency ledger only as far back as the block identified by

identifier 313 (and optionally as part of the digital currency ledger, the historic (archived)

block headers). Likewise, if the primary authority 50 is keeping a publically available copy

of the digital currency ledger, they may discard all blocks prior to the block identified by

identifier 313 (and optionally update the historic (archived) block headers accordingly) thus

reducing the size of the publically available digital currency ledger. This reduces the

amount of data that must be downloaded, thereby making it more straightforward for new

entities to join the network 200, particularly when the new entity has a low bandwidth

connection to the network 200 and/or is operating a device with low processing power

(such as a mobile device).

As part of this process, the verification entity 20 may optionally archive old amounts of

digital currency. For example, the verification entity 20 may recognise that the oldest active

block on the digital currency ledger identifies only a small number of active amounts of

digital currency and that if these amounts are archived, the oldest active block would move

forward by a substantial number of blocks (i.e., a large number of blocks could be

discarded from the digital currency ledger). The verification entity 20 may archive old

amounts of digital currency by taking the old set of operation data relating to each old

amount and copy it into the set of operations 320 of the new block 300. Because the



output amount of digital currency identified in the old set of operation data would then

appear as an output amount in the sets of operation data 320 in the new block 300, the old

amount would no longer be active/valid. The oldest active block in the digital currency

ledger will thus be moved forward (i.e., it will now be a more recent block) and the

verification entity 20 may set the identifier 3 13 accordingly.

Additionally, or alternatively, a currency destroyer 40 may assist in archiving older

amounts. The currency destroyer 40 may identify an old amount(s) of digital currency and

destroy it by generating destroy data (as above). The destroy data will then be

communicated to the verification entities 20 who will include it in the sets of operation data

320 in a new block 300 and set the identifier 313 accordingly.

Optionally, the destroyed amount of digital currency may be recreated using create data to

create digital currency to the same value as the destroyed amount and then transferred to

the owner of the destroyed amount using transfer data (for example, where the currency

destroyer 40 is also a currency creator 30). The owner will be able to recognise the

transfer data that are relevant to them (for example, using the Recipient Identifier (RF)) and

derive the currency secret key corresponding to the amount of digital currency output from

the transfer data, thus maintaining ownership of an amount of digital currency that has the

same value as the amount that was destroyed. Alternatively, the currency destroyer 40

may keep a record of the destroyed amount of digital currency and recreate an amount to

the same value and transfer it to the owner of the destroyed amount when the owner

requires it (for example, when the owner submits a request to the primary authority 50).

Or, they may donate the destroyed amount to charity (for example, where the destroyed

amount is of a low value). Or, they may keep the destroyed amount as profit (for example,

where the destroyed amount is of a low value). How the currency destroyer 40 goes about

archiving older amounts may depend on configuration and policy of the network 200.

When setting the identifier 3 13 , verification entities 20 may either consider the operation

data in the sets of operation data 320 (such that an operation on an old amount of digital

currency will have an immediate effect on the identifier 313), or they may consider only

operation data in blocks already in the digital currency ledger (such that an operation on an

old amount of digital currency will only have an effect on the identifier 3 13 when the next

block is created).

By archiving older amounts in this way, the oldest active block in the digital currency ledger

may be moved forward (i.e., made to be a more recent block) more quickly, thereby

reducing even further the size of the digital currency ledger. This may even further improve



efficiency of verifying operation data and new blocks and may even further reduce data

download burdens for new entities, thus making the network 200 more accessible to new

entities.

In an alternative where the new block 300 does not comprise identifier 313, any entity in

the network 200 may still review the digital currency ledger for themselves to identify the

oldest active block and then discard all earliest blocks from their copy of the digital currency

ledger. In this way, the size of the digital currency ledger that they must store may be

reduced. Thus, even when the new block 300 does not comprise identifier 313, archiving

older amounts of digital currency as explained above may still be beneficial as it may

enable a further reduction to the size of the digital currency ledger that entities in the

network 200 store.

Key block chains

At least one key block chain may be used to distribute and manage currency issuer public

keys (pb), currency destroyer public keys (pd) and/or verifier public keys (pv). A single key

block chain may be used for all different types of public keys, or a different key block chain

may be used for each different type of public key required for the digital currency system.

The primary authority 50 may administer the key block chain(s) by virtue of ownership of a

secret master key. A new public key (for example, a new currency issuer public key (pb))

may be added to the key block chain by virtue of the primary authority 50 creating key

block data for the new public key and adding it to the key block chain.

The key block data comprises public key data and a master signature, generated by

cryptographically signing the public key data with the secret master key. The public key

data may comprise the public key (for example, a currency destroyer public key (pd) and

an identifier of the entity to which the public key corresponds (for example, the currency

destroyer 40 corresponding to the currency destroyer public key (pd)). Thus, in order to

check the signature in create data, destroy data, or verification data, an entity may use the

identifier included in the create data, destroy data, or verification data, to look up the

corresponding public key in the key block chain, and thus verify the signature.

The master signature is included in the key block data in order to prove that the public key

data has come from the primary authority 50, and is therefore trustworthy. A public master

key corresponding to the secret master key may be distributed, or made available to, the

network 200 by any suitable means, for example by including it as at least part of the digital

currency software, or via certificate authorities, etc. Thus, whenever an entity retrieves a



public key from the key block chain, the public key data may be checked using the master

signature and the public master key in order to verify that the public key data has come

from the primary authority 50.

The public key data may also comprise an expiry date for the public key, which may be

checked when a public key is being retrieved from the key block chain, in order to verify

that it is still valid.

The key block data may be added to the key block chain in an analogous manner to the

addition of operation data to the digital currency ledger. For example, a block may be

created comprising the key block data (and the key block data for any other public keys

that the primary authority 50 wishes to put on the key block chain) and a block header. The

block header may comprise at least one of a block number, a hash of the previous block in

the key block chain and/or a time stamp. The block may then be added to the key block

chain by, for example, broadcasting it to all entities in the network 200, using a P2P

network, storing it in a location known to, and accessible by, the entities in the network 200,

and/or adding it to their copy of the key block chain, which is then supplied to any entity

that requests it, etc.

Optionally, the primary authority 50 may perform a key revoke operation in order to revoke

a key that has been issued to an entity. For example, it may be recognised that a secret

key belonging to a currency issuer 30, currency destroyer 40 or verification entity 20 has

been compromised, or a currency issuer 30, currency destroyer 40 or verification entity 20

may wish to leave the digital currency system, in which case the corresponding public key

should be made invalid. In this way, any signatures allegedly signed by the relevant entity

could not be authenticated as their corresponding public key would be marked a revoked in

the key block chain. The key revoke operation generates key revoke data, which may take

the same form as the key block data but further comprise a flag to indicate that the public

key has been revoked and is therefore now invalid. In one example, it may be indicated

that the public key has been revoked and is therefore now invalid by setting the expiry date

in the public key data to a date in the past. Since other entities in the network 200 may be

configured to consider only the most recent block in the key block chain that identifies a

particular public key and ignore all earlier blocks identifying the same public key, they will

consider the public key to be invalid and therefore revoked. In this way, the expiry date

may act as the flag to indicate that the public key has been revoked. In a further example,

the public key data may comprise a further data field, which may be set by the primary

authority 50 to a value indicating that the public key in the public key data has been



revoked. The key revoke data may be added to the key block chain in the same way as

the key block data.

In an alternative, rather than just the primary authority 50 having the authority to add new

keys to the key block chain, (and/or revoke keys already in the key block chain) a new key

may be added to the key block chain by a consortium. The system may be configured to

comprise a consortium of two or more equal peers who may vote on the addition of a new

key, for example requiring 4 out of 5 peers to approve a new key before it is accepted onto

the key block chain. Such an arrangement may be achieved in any suitable way, for

example by requiring the peers to vote amongst themselves before a nominated one of the

peers adds the key block data (and/or key revoke data) to the key block chain, or by each

of the peers adding the key block data (and/or key revoke data) to the key block chain and

other entities in the network 200 only treating the key block data (and/or key revoke data)

as valid if it appears in the key block chain a required number of times, etc.

In a further alternative, rather than using a separate key block chain(s), the key block data

and/or key revoke data may be added to the digital currency ledger. For example, key

block data and/or key revoke data may be included as further data sets in the operation

data 320 of a block 300 before the block is added to the digital currency ledger.

In addition to, or as an alternative to, the key block chain, public keys may be made

available by any other suitable means, for example via certification authorities and/or by

issuing updates to the digital currency software, etc.

Figure 9 shows an example representation of the digital currency ledger. As can be seen,

the digital currency ledger in this example comprises a chain of block headers for archived

blocks of the digital currency ledger (as described earlier) and the chain of 'active' blocks

(i.e., the 'active' part of the digital currency ledger, as described earlier). In this example,

both operation data and key block data are included in the blocks of the digital currency

ledger, such that the key block chain is effectively part of the digital currency ledger.

Figure 10 shows a further example representation of the digital currency ledger and

separate key block chain. The digital currency ledger is very similar to that represented in

Figure 9 , but only operation data are included in the blocks of the digital currency ledger.

The key block data are included in blocks of a separate block chain - the key block chain.

Tracking keys

A user entity 20 may generate their wallet public key (pw), wallet secret key (sw) and a

corresponding tracking key in accordance with the key generation process described in



detail in section 4 of the white paper 'CryptoNote v 2.0' by Nicholas van Saberhagen,

published 17 October 201 3 (available at https://crypionote.org/whiiepaper.pdf) (in

particular, in section 4.2.2 Terminology', section 4.3 'Unlinkable payments' and section 4.5

'Standard CryptoNote transaction'). It will be appreciated that any suitable elliptic curve

may be used.

The user entity 20 may supply the wallet public key (pw) (and/or hash of the wallet public

key) and corresponding tracking key to the primary authority 50. Knowledge of the tracking

key and wallet public key (pw) (and/or hash of the wallet public key (pw)) enables the

primary authority 50 to identify and link together from the digital currency ledger all

amounts of digital currency being transferred into or out of the user entity's wallet. Thus,

the primary authority 50 may keep a record of all amounts of digital currency owned by the

user entity 20. However, because the primary authority 50 will not know the amount secret

key corresponding to any of those amounts of digital currency, the primary authority 50 will

not have control over any of the amounts of digital currency. Furthermore, the digital

currency ledger will still not publically link any of the amounts to the particular user entity

20, such that only the primary authority 20 may be able to link the amounts and public

anonymity is still preserved for the user entity 20.

The primary authority 50 may keep a record of the tracking key and wallet public key (pw)

(and/or hash of the wallet public key) along with any other suitable information relating to

the user entity 20, for example at least one of their name, address, bank details, email

address, telephone number, device identifier (such as IMSI, MSISDN, MAC address, etc)

for the electronic device that the user entity 20 uses, etc.

The tracking key may be of particular use where the primary authority 50 is a trusted entity

such as a bank, which may be required by legislation and/or banking codes of conduct, etc

to keep track of user transactions (for example, to help prevent financial crimes, etc). It

may also be useful for the user entity 20 as if they lose at least one of their amount secret

keys (for example, because they lose the device on which they are stored, etc), they may

approach the primary authority 50, who may use the tracking key to verify which amounts

of digital currency the user entity 20 owns, destroy them (using the DESTROY operation),

create new amounts to the same value (using the CREATE operation) and transfer the

amounts back to the user entity 20 (using the TRANSFER operation). Thus, the user entity

20 will not lose the amount(s) simply because they have lost their amount secret key(s).

Where there are two or more primary authorities 50, each user entity 20 may register with

only one primary authority, who may keep a record of the tracking key and wallet public key



(pw) (and/or hash of the wallet public key). At least part of the wallet public key (pw) (for

example, the first three digits) may identify the primary authority 50 that keeps a record of

the tracking key and wallet public key (pw) (and/or hash of the wallet public key) for the

user.

Optionally, the digital currency system may be configured to require each user entity 10 to

register their tracking key and wallet public key (pw) (and/or hash of the wallet public key)

before they may successfully perform any digital currency operations. In one example,

after a user entity 10 has registered their tracking key and wallet public key (pw) (and/or

hash of the wallet public key) with the primary authority 50, the primary authority 50 may

supply a group secret key to the user entity 10 . The user entity 10 may store the group

secret key and may be configured to include a group signature in any operation data that

they generate in the future. The group signature may be generated by cryptographically

signing at least part of the currency data in the operation data using the group secret key.

Thus, the operation data that is provided to the verification entities 20 will comprise at least

two signatures - the group signature and the transfer/split/join signature. In addition to the

verification processes described above, a verification entity 20 may also obtain a group

public key corresponding to the group private key (for example, from a key block chain or

from their digital currency software) and verify the group signature. Only if all signatures in

the operation data are verified may the verification entity 20 include the operation data in a

new block. In this way, if a user entity 10 did not register with the primary authority 50 and

obtain a group private key, they may not perform any operations.

In an alternative to the above, the primary authority 50 may generate the tracking key,

wallet public key (pw) and wallet secret key (sw) and supply these (optionally with the

group private key) to the user entity 20. However, this may not be preferable, as the

primary authority 50 will know the wallet secret key (sw) and may therefore derive amount

secret keys for the amounts transferred to the wallet of the user entity 20.

In a further alternative, tracking keys may not be generated or used at all as part of the

digital currency system.

Example use scenarios

By way of example only, some uses of the digital currency of the present disclosure are

described below.



Figure 4 shows an example of a customer (payer) 2 1 wishing to purchase a product from a

merchant (payee) 22. In this case, the customer 2 1 and merchant 22 are different user

entities 20 in the network 200.

In Step S41 0 , the merchant 22 communicates their public wallet key (pw) to the customer

2 1 and the value of digital currency that they would like to be transferred to them. This

information may be communicated in any suitable way depending on the purchase

situation. For example, if the customer 2 1 is in the merchant's shop 22, the merchant may

communicate the information from the merchant's electronic device to the customer's

electronic device using any suitable communications technology, such as Bluetooth, NFC,

SMS message, email, infra-red (IR) communication, in a QR code (or any other form of

visual code) that is displayed on the merchant's electronic device for scanning by the

customer's electronic device, etc. Alternatively, if the purchase is an internet based

purchase, the merchant 22 may communicate the information in a QR code on a check-out

page of their website, or via an email, or via a digital currency payment portal in the check-

out page, etc.

Upon receipt of the information, in Step S420 the customer 2 1 performs the necessary

operation. For example, the information may be imported into the digital currency software

operating on the customer's electronic device (for example, because the customer 2 1 has

scanned the QR code using their software, or because the information is arranged so as to

launch the digital currency software with the information imported into it) and the operation

data may be created as described above. The electronic currency software may perform a

TRANSFER, or TRANSFER&SPLIT, or TRANSFERS JOIN, TRANSFERS JOIN&SPLIT

operation as necessary, depending on the amounts of digital currency that the customer 2 1

has and the value of the amount that is to be transferred to the merchant 22.

In step S430, the operation data is communicated to at least one verification entity 20 in the

network 200 as described above. In Step S440, the verification entity 20 carries out

verification as described above. If the operation data is positively verified, in Step S450 the

verification entity 20 adds a new block 300 to the digital currency ledger, wherein the new

block 300 includes the operation data.

In Step S460, the merchant 22 may check the digital currency ledger to see if the operation

data has been included in a block. The merchant 22 may utilise the recipient flag (rf) for

this purpose, if the operation data includes a recipient flag (rf). Because the operation data

will have been added to the digital currency ledger in a block approved by a trusted verifier,

the merchant 22 may very quickly satisfy themselves that the operation data has been



added to the digital currency ledger and can be relied upon by authenticating the

verification data 330 in the block. Thus, unlike in other digital currency systems, it is not

necessary for a large number of subsequent blocks to have been added to the digital

currency ledger in order to trust the block comprising the operation date (which can take

about an hour), thereby saving considerable time in completing the transaction.

Furthermore, it is not necessary for the merchant 22 to check the validity of the operation

data for themselves, which again saves considerable time and reduces data processing

requirements as they do not need to review the entire digital currency ledger. Furthermore,

security may be enhanced because the operation data can only have been correctly

verified by a trusted verifier, thus eliminating the risk of a rogue miner verifying a

transaction that should not have been verified.

If the merchant 22 is satisfied that the operation data is in the digital currency ledger so that

the transfer has taken place, they may confirm to the customer 2 1 that the transaction has

taken place (for example, by presenting a success page in an on-line transaction, or by

aurally confirming in the case of a face-to-face purchase, etc) and provide the product to

the customer 2 1 (for example, by shipping it, or by handing over the product). Optionally,

the customer 2 1 may also check the digital currency ledger for themselves to check that

the transfer has taken place.

Figure 5 shows a further example of a customer (payer) 2 1 wishing to purchase a product

from a merchant (payee) 22. This example is very similar to that of Figure 4 , but in this

example the customer 2 1 does not have a connection to the network 200 (for example,

because they are in the merchant's shop and do not have a data connection on their

electronic device).

Steps S41 0 and S420 are performed as described above. After performing the operation,

because the customer 2 1 cannot connect to the network 200, in Step 5 10 they

communicate the operation data to the merchant 22 using any suitable local data

connection to the merchant's electronic device (for example, via Bluetooth, NFC, display of

a visual code, for example a QR code, IR, etc). In Step S520, the merchant 22

communicates the operation data to at least one verification entity 20 in the network 200 as

described above.

Steps S440, S450 and S460 are performed as described above. Optionally, the customer

2 1 may also check the digital currency ledger for themselves to check that the transfer has

taken place.



Figure 6 shows an example of a customer 2 1 'cashing in'. In this example, the customer

2 1 may wish to obtain an amount of digital currency in exchange for providing some other

currency (for example, fiat currency) to the exchange entity 23. The exchange entity 23

may be a bank, or a currency conversion entity, or an ordinary person who has some digital

currency that they wish to exchange for some other currency. The customer 2 1 may be

provided with the digital currency either by transferring digital currency to them (for

example, where the exchange entity is a user entity 10 that owns some digital currency) or

by creating digital currency using create data (for example, where the exchange entity 23 is

a currency issuer 30, such as a bank).

In Step S61 0 , the customer 2 1 communicates their public wallet key (pw) to the exchange

entity 23 and optionally the value of digital currency that they would like. This information

may be communicated in any suitable way depending on the situation. For example, if the

customer 2 1 is at the exchange entity's premises, the customer 2 1 may communicate the

information from the customer's electronic device to the exchange entity's electronic device

using any suitable communications technology, such as Bluetooth, NFC, SMS message,

email, infra-red (IR) communication, in a QR code (or any other form of visual code) that is

displayed on the customer's electronic device for scanning by the exchange entity's

electronic device, etc. Alternatively, if the exchange is an internet based exchange, the

customer 2 1 may communicate the information in a QR code, or via an email, or via a

digital currency portal, or a secure web-based data transfer, etc.

In Step S620 the exchange entity 23 performs the necessary operation (for example, a

CREATE operation, or a TRANSFER operation) to generate the required operation data,

analogously to Step S420 described above. In Step S630, the operation data is

communicated to a verification entity 20, analogously to Step S430 described above.

Steps S440 and S450 are performed as described above. In Step S640, the customer 2 1

may check the digital currency ledger to see if the operation data has been included in a

block, for example by utilising the recipient flag (rf), if the operation data includes a

recipient flag (rf). Again, because the operation data will have been added to the digital

currency ledger in a block approved by a trusted verifier, the customer may very quickly

and with minimum data processing satisfy themselves that the operation data has been

added to the digital currency ledger and can be relied upon by authenticating the

verification data 330 in the block.

If the customer 2 1 is satisfied that the operation data is in the digital currency ledger, they

may transfer the other currency to the exchange entity 23 (for example, by executing a



bank transfer, or handing over cash, etc). Optionally, the exchange entity 23 may also

check the digital currency ledger to check that the transfer has taken place.

Figure 7 shows an example of a customer 2 1 'cashing out'. In this example, the customer

2 1 may wish to exchange an amount of digital currency for some other currency (for

example, fiat currency) from an exchange entity 23. The exchange entity 23 may be a

bank, or a currency conversion entity, or an ordinary person who has some other currency

that they wish to exchange for some digital currency. The customer's digital currency may

be destroyed (for example, where the exchange entity 23 is a currency destroyer 34, such

as a bank) or transferred to the exchange entity 23 (for example, where the exchange

entity is a user entity 10 that owns some digital currency).

In Step S71 0 , the exchange entity 23 communicates their public wallet key (pw) to the

customer 2 1. This information may be communicated in any suitable way depending on

the situation. For example, if the customer 2 1 is in the exchange entity's premises, the

exchange entity 23 may communicate the information from their electronic device to the

customer's electronic device using any suitable communications technology, such as

Bluetooth, NFC, SMS message, email, infra-red (IR) communication, in a QR code (or any

other form of visual code) that is displayed on the exchange entity's electronic device for

scanning by the customer's electronic device, etc. Alternatively, if the exchange is an

internet based exchange, the exchange entity 23 may communicate the information in a

QR code on a check-out page, or via an email, or via a digital currency payment portal in

the check-out page, etc.

Upon receipt of the information, in Step S720 the customer 2 1 performs the necessary

operation. For example, the information may be imported into the digital currency software

operating on the customer's electronic device (for example, because the customer 2 1 has

scanned the QR code using their software, or because the information is arranged so as to

launch the digital currency software with the information imported into it, etc) and the

operation data may be created as described above. The electronic currency software may

perform a TRANSFER, or TRANSFER&SPLIT, or TRANSFERS JOIN, TRANSFERS

JOIN&SPLIT operation as necessary, depending on the amounts of digital currency that

the customer 2 1 has and the value that they would like to 'cash-out'.

In step S730, the operation data is communicated to at least one verification entity 20 in the

network 200 as described above. In an alternative, the operation data may be

communicated back to the exchange entity 23, who may in turn communicate the operation



data to the verification entity 20 (analogously to the process described in respect of Figure

5 above). Steps S440 and S450 are performed as described above.

In Step S740, the exchange entity 23 may check the digital currency ledger to see if the

operation data has been included in a block. The exchange entity 23 may utilise the

recipient flag (rf) for this purpose, if the operation data includes a recipient flag (rf). Again,

because the operation data will have been added to the digital currency ledger in a block

approved by a trusted verifier, the exchange entity 23 may very quickly and with minimum

data processing satisfy themselves that the operation data has been added to the digital

currency ledger and can be relied upon by authenticating the verification data 330 in the

block.

If exchange entity 23 is satisfied that the operation data is in the digital currency ledger so

that the transfer has taken place, they may confirm to the customer 2 1 that the transaction

has taken place (for example, by presenting a success page in an on-line transaction, or by

aurally confirming in the case of a face-to-face purchase, etc) and provide the other digital

currency to the customer 2 1 (for example, executing a bank transfer, or handing over cash,

etc). Optionally, the customer 2 1 may also check the digital currency ledger for themselves

to check that the transfer has taken place.

Once the exchange entity 23 has the amount of digital currency, they may either keep hold

of the amount, or if they are a currency destroyer 40, they may destroy the amount of

digital currency.

It will be appreciated from the above description that the units of digital currency may be

set to any form of currency unit (for example, it may be set to a unit of fiat currency, such

as US dollars, Euros, Pounds Sterling, etc), such that the digital currency represents an

alternative way of keeping and spending fiat currency. This may have advantages in that

the digital currency will not fluctuate in value against the fiat currency to which it is set. It

also means that when a user 'cashes out' of the digital currency system (for example, they

exchange their amount of digital currency for an amount of fiat currency in a different

currency system, for example the cash system), a bank may perform the exchange for

them as described above and then destroy the amount of digital currency system. In this

way, a balance may always be kept between the total value of currency in the digital

currency system and the total value of currency in other currency systems (i.e., the total

value in all currency systems may be kept the same).

Various alternatives to the above described aspects may be readily appreciated.



For example, the network 200 may comprise user entities 10 and the primary authority 50.

The primary authority may have the authority to create and destroy digital currency and to

verify operation data from the user entities 10 (i.e. the primary authority 50 would be a

currency creator, a currency destroyer and a verifier). This may be of use where an entity,

such as a bank, wishes to exercise complete control over the entire digital currency

system. Optionally, the network 200 may also comprise at least one of a currency creator

30, currency destroyer 40 and a verification entity 20 (for example, where the primary

authority 50 wishes to delegate those powers to at least one other entity).

There may be more than one primary authority 50, with each primary authority having

responsibility for managing a particular set of user entities 10 and/or currency issuers 20

and/or currency destroyers 30 and/or verification entities 40. Each example, each primary

authority 50 may be a different bank, each responsible for managing the user entities 10

that bank with them (for example, maintaining their tracking keys and monitoring the

amounts going into and out of their wallets, and/or dealing with user queries, etc). All

primary authorities may have the same privileges, or different primary authorities may have

different privileges, such that they are authorised to carry out different activities.

Where there is only one currency issuer 30 and/or currency destroyer 40 and/or verification

entity 20 (for example, because the primary authority 50 is the only entity that can perform

these operations) it may not be necessary to include an identifier of the currency issuer 30

and/or currency destroyer 40 and/or verification entity 20 in the operation data that they

generate. This is because there will be only one issuer public key (pb) and/or destroyer

public key (pd) and/or verifier public key (pv), so an identifier of the currency issuer 30

and/or currency destroyer 40 and/or verification entity 20 would not be required in order to

look up the correct key. In the above, the network 200 is configured to operate as a P2P

network. In this case, the digital currency ledger may be maintained by virtue of P2P

sharing (for example, broadcasting of operation data and/or new blocks to the entire P2P

network). However, the network 200 may be configured in any suitable way. For example,

all operation data from user entities 10 may be communicated to the primary authority 50.

The primary authority 50 may then verify the operation data and add it to the digital

currency ledger, or forward it to a verification entity 20 who may then verify it and add it to

the digital currency ledger by passing it back to the primary authority 50 or broadcasting it

to the network 200. Thus, it is possible for the primary authority 50 to keep and update the

digital currency ledger themselves, and simply make it available to other entities in the

network 200 by broadcasting it, or keeping it in a publically accessible location in the

network 200.



Any entity in the network 200 may be configured to be able to perform multiple functions.

For example, an entity may be configured as a currency creator, a currency destroyer and

a verification entity, or another entity may be configured as a currency creator and a

verification entity, etc. The network 200 may comprise any number of different entities,

each of which may be configured to perform one or more of the functions described above.

In this instance, where an entity is configured to perform two or more functions, their public

key may be used to verify operation data that they generate for either function (for

example, a single public key may be used to verify create data and destroy data generated

by an entity that is configured to perform create and destroy functions).

Any number of public keys may be included in the digital currency software and/or added

into the digital currency software by way of update. In this instance, each public key may

be stored with an associated identifier to the entity to which the public key relates, so that

the entity operating the software may look up the correct public key to perform verification

on operation data.

Operation data may comprise an identifier of the type of operation to which it relates (for

example, a CREATE operation, or TRANSFER operation, etc). Alternatively, it may not

comprise such an identifier. In this instance, it may be recognised from the contents of the

operation data to which type of operation it relates (for example, if there is no Input data, it

relates to a DESTROY operation, or if there is a recipient flag (rf) it is a TRANSFER

operation, etc).

Many combinations, modifications, or alterations to the features of the above embodiments

will be readily apparent to the skilled person and are intended to form part of the invention.

Any of the features described specifically relating to one embodiment or example may be

used in any other embodiment by making the appropriate changes.

It will be appreciated that the methods described have been shown as individual steps

carried out in a specific order. However, the skilled person will appreciate that these steps

may be combined or carried out in a different order whilst still achieving the desired result.

It will be appreciated that embodiments of the invention may be implemented using a

variety of different information processing systems. In particular, although the figures and

the discussion thereof provide an exemplary computing system and methods, these are

presented merely to provide a useful reference in discussing various aspects of the

invention. It will be appreciated that the boundaries between logic blocks are merely

illustrative and that alternative embodiments may merge logic blocks or elements, or may

impose an alternate decomposition of functionality upon various logic blocks or elements.



It will be appreciated that the above-mentioned functionality may be implemented as one or

more corresponding software modules or components. Method steps implemented in

flowcharts contained herein, or as described above, may each be implemented by

corresponding respective modules; multiple method steps implemented in flowcharts

contained herein, or as described above, may together be implemented by a single

module.

It will be appreciated that, insofar as embodiments of the invention are implemented by

software (or a computer program), then a storage medium and a transmission medium

carrying the computer program form aspects of the invention. The computer program may

have one or more program instructions, or program code, which, when executed by a

computer carries out an embodiment of the invention. The term "program" or "software" as

used herein, may be a sequence of instructions designed for execution on a computer

system, and may include a subroutine, a function, a procedure, a module, an object

method, an object implementation, an executable application, an applet, a servlet, source

code, object code, a shared library, a dynamic linked library, and/or other sequences of

instructions designed for execution on a computer system. The storage medium may be a

magnetic disc (such as a hard drive or a floppy disc), an optical disc (such as a CD-ROM, a

DVD-ROM or a BluRay disc), or a memory (such as a ROM, a RAM, EEPROM, EPROM,

Flash memory or a portable/removable memory device), etc. The transmission medium

may be a communications signal, a data broadcast, a communications link between two or

more computers, etc.



Claims

1. A method for creating an amount of digital currency, the method comprising:

generating a currency create signature by cryptographically signing currency data

using at least a currency creator secret key; and

generating verifiable create data suitable for addition to a digital currency ledger,

wherein the create data comprises the currency data and the currency create signature, the

currency data comprising:

a value of the amount of new digital currency; and

currency key data based at least in part on a currency public key, wherein

the currency public key corresponds to the amount of digital currency.

2 . The method of claim 1, further comprising:

outputting the create data for provision to a verification entity to enable the

verification entity to add the create data to the digital currency ledger.

3 . The method of claim 1, further comprising:

generating a new block comprising the create data; and

adding the new block in the digital currency ledger.

4 . The method of any preceding claim, further comprising:

generating the currency public key.

5 . The method of any preceding claim, wherein the currency key data comprises a

hash of the currency public key.

6 . The method of any preceding claim, wherein a currency creator public key

corresponding to the currency creator private key is obtainable by a verification entity.

7 . The method of any preceding claim, wherein a currency creator pubic key

corresponding to the currency creator private key is obtainable by at least one entity in a

network of digital currency entities.

8 . An electronic device for performing a create operation to create an amount of new

digital currency, the electronic device comprising:



a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any preceding

claim.

9 . A software program configured to perform the method of any of claims 1 to 7 , when

executed on a processor of an electronic device.

10 . A method for verifying create data for creating digital currency, the create data

comprising currency data and a currency create signature, the method comprising a

verification entity:

obtaining a currency creator public key; and

performing a verification process on the currency create signature using at least the

currency data and currency creator public key.

11. The method of claim 10 , wherein the currency creator public key is obtained from a

key block chain or from memory in the verification entity.

12. The method of either claim 10 or claim 11, further comprising:

if the outcome of the verification process is a positive verification of the currency

signature, adding the create data to a digital currency ledger; and

if the outcome of the verification process is a negative verification of the currency

signature, discarding the create data.

13 . The method of claim 12 , wherein adding the create data to the digital currency

ledger comprises:

generating a verifier signature using at least a verifier secret key;

generating verification data comprising an identifier of the verification entity and the

verifier signature;

generating a new block comprising the create data and the verification data; and

adding the new block in the digital currency ledger.

14 . The method of claim 13 , wherein generating the verifier signature comprises

cryptographically signing at least the identifier of the verification entity using the verifier

secret key.



15 . The method of claim 13 or claim 14 , wherein a verifier public key corresponding to

the verifier private key is obtainable by at least one entity in a network of digital currency

entities.

16. A verification entity comprising :

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claim 10

to 15 .

17 . A software program configured to perform the method of any of claims 8 to 13 ,

when executed on a processor of a verification entity.

18. A method for destroying an amount of digital currency, the method comprising:

generating a currency destroy signature by cryptographically signing currency data

using at least a currency destroyer secret key; and

generating verifiable destroy data suitable for addition to a digital currency ledger,

wherein the destroy data comprises the currency data and the currency destroy signature,

wherein the currency data comprises:

currency key data based at least in part on a currency public key associated with

the amount of digital currency.

19 . The method of claim 18 , further comprising:

outputting the destroy data for provision to a verification entity to enable the

verification entity to add the destroy data to the digital currency ledger.

20. The method of claim 18 , further comprising:

generating a new block comprising the destroy data; and

adding the new block in the digital currency ledger.

2 1. The method of any of claims 18 to 20, further comprising:

recording a value of the amount of digital currency and the currency key data.

22. The method of any of claims 18 to 2 1, wherein the currency key data comprises a

hash of the currency public key.



23. The method of any of claims 18 to 22, wherein a currency destroyer public key

corresponding to the currency destroyer secret key is obtainable by at least one entity in a

network of digital currency entities

24. The method of claim 23, wherein the currency destroyer pubic key is obtainable

from a public key block chain or from memory in the at least one entity.

25. An electronic device for destroying an amount of digital currency, the electronic

device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claims

18 to 24.

26. A software program configured to perform the method of any of claims 18 to 24,

when executed on a processor of an electronic device.

27. A method for verifying destroy data for destroying an amount of digital currency, the

destroy data comprising currency data and a currency destroy signature, the method

comprising a verification entity:

obtaining a currency destroyer public key; and

performing a verification process on the currency destroy signature using at least

the currency data and currency destroyer public key.

28. The method of claim 27, wherein the currency destroyer public key is obtained from

a key block chain or from memory in the verification entity.

29. The method of either claim 27 or claim 28, further comprising:

if the outcome of the verification process is a positive verification of the currency

destroy signature, adding the destroy data to a digital currency ledger; and

if the outcome of the verification process is a negative verification of the currency

destroy signature, discarding the destroy data.

30. The method of claim 29, wherein adding the destroy data to the digital currency

ledger comprises:

generating a verifier signature using at least a verifier private key;



generating verification data comprising an identifier of the verification entity and the

verifier signature;

generating a new block comprising the destroy data and the verification data; and

adding the new block to the digital currency ledger.

3 1 . The method of claim 30, wherein generating the verifier signature comprises

cryptographically signing at least the identifier of the verification entity using the verifier

private key.

32. The method of claim 30 or claim 3 1 , wherein a verifier public key corresponding to

the verifier private key is obtainable by at least one entity in a network of digital currency

entities.

33. A verification entity comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claim 27

to 32.

34. A software program configured to perform the method of any of claims 27 to 32,

when executed on a processor of a verification entity.

35. A method for verifying digital currency operation data comprising currency data and

a signature based at least in part on the currency data, the method comprising a

verification entity performing the steps of:

performing a verification process on the currency data using at least the signature;

and

if the outcome of the verification process is a positive verification:

generating verification data comprising a verification signature;

generating a new block comprising the digital currency operation data and

the verification data; and

adding the new block to a digital currency ledger.

36. The method of claim 35, wherein the digital currency operation data is create data

or destroy data, and wherein the public key associated with the digital currency operation is



a public key associated with the entity that generated the digital currency operation data,

the method further comprising:

obtaining the public key, and the verification process comprises:

decrypting the signature using at least the public key; and

comparing the decrypted signature with the digital currency operation data.

37. The method of claim 36, wherein the public key is obtained from a key block chain

or from memory in the verification entity.

38. The method of any of claims 35 to 37, wherein the digital currency ledger comprises

at least one historic block, each historic block comprising historic digital currency operation

data identifying at least one output amount of digital currency, the method further

comprising:

setting in the new block an oldest active block identifier, wherein the oldest active

block identifier identifies the oldest historic block that has historic digital currency operation

data identifying at least one output amount of digital currency that is not identified in the

digital currency operation data in any subsequent block in the digital currency ledger.

39. The method of any of claims 35 to 38, wherein the digital currency ledger comprises

at least one historic block, each historic block comprising historic digital currency operation

data, the method further comprising:

copying the historic digital currency operation data of at least one historic block into

the new block.

40. A method for maintaining a digital currency ledger, the digital currency ledger

comprising at least one historic block, each historic block comprising historic digital

currency operation data identifying at least one output amount of digital currency, the

method further comprising:

determining the oldest active block, wherein the oldest active block is the historic

block that has historic digital currency operation data identifying at least one output amount

of digital currency that is not identified in the digital currency operation data in any

subsequent block in the digital currency ledger;

generating a new block comprising an oldest active block identifier, wherein the

oldest active block identifies the determined oldest active block; and



adding the new block to the digital currency ledger.

4 1 . The method of claim 40, further comprising:

copying the historic digital currency operation data of the determined oldest active

block into the new block.

42. A method for maintaining a digital currency ledger, the digital currency ledger

comprising at least one historic block, each historic block comprising historic digital

currency operation data identifying at least one output amount of digital currency, the

method further comprising:

generating a new block comprising a copy of historic digital currency operation data

of at least one historic block; and

adding the new block to the digital currency ledger.

43. The method of claim 42, wherein the new block comprises an oldest active block

identifier, the method further comprising:

determining the oldest active block, wherein the oldest active block is the historic

block that has historic digital currency operation data identifying at least one output amount

of digital currency that is not identified in the digital currency operation data in any

subsequent block in the digital currency ledger; and

setting the identifier of the oldest active block to identify the determined oldest

active block.

44. An electronic device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claims

35 to 43.

45. A software program configured to perform the method of any of claims 35 to 43,

when executed on a processor of an electronic device.

46. A method for maintaining a digital currency ledger, the digital currency ledger

comprising at least one block of digital currency operation data, wherein the most recent of

the at least one block comprises an identifier of the oldest active block, the method

comprising:



communicating at least part of the digital currency ledger to a network of digital

currency entities, wherein the at least part of the digital currency ledger comprises the

block identified by the identifier of the oldest active block and each subsequent block.

47. The method of claim 46, wherein communicating at least part of the digital currency

ledger to the network of digital currency entities comprises storing the at least part of the

digital currency ledger in a location accessible to the network of digital currency entities.

48. An electronic device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of either of claims

46 or 47.

49. A software program configured to perform the method of either of claims 46 or 47,

when executed on a processor of an electronic device.

50. A method for obtaining a digital currency ledger, the digital currency ledger

comprising at least one block of digital currency operation data, wherein the most recent of

the at least one block comprises an identifier of the oldest active block, the method

comprising:

obtaining at least part of the digital currency ledger from a digital currency entity in a

network of digital currency entities, wherein the at least part of the digital currency ledger

comprises the block identified by the identifier of the oldest active block and each

subsequent block.

5 1. The method of claim 50, wherein obtaining at least part of the digital currency

ledger from a digital currency entity in a network of digital currency entities comprises:

obtaining the most recent block in the digital currency ledger;

identifying the oldest active block using at least the identifier of the oldest active

block; and

obtaining the oldest active block and all subsequent blocks.

52. An electronic device comprising:

a processor; and



a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of either of claims

50 or 5 1.

53. A software program configured to perform the method of either of claims 50 or 5 1,

when executed on a processor of an electronic device.

54. A method for transferring digital currency from a first entity to a second entity, the

method comprising the first entity:

obtaining wallet public key data associated with the second entity;

generating, using at least the wallet public key data, a currency public key for the

amount of digital currency to be transferred to the second entity;

obtaining a recipient identifier; and

generating transfer data comprising at least the currency public key data, a value

for the amount of digital currency to be transferred to the second entity and the recipient

identifier.

55. The method of claim 54, wherein obtaining the recipient identifier comprises:

generating the recipient identifier based at least in part on the wallet public key

data.

56. The method of claim 55, wherein the recipient identifier is generated by truncating

the wallet public key data.

57. The method of claim 54, wherein obtaining the recipient identifier comprises:

receiving the recipient identifier from the second entity.

58. The method of any of claims 54 to 57, further comprising:

outputting the transfer data for provision to a verification entity to enable the

verification entity to add the transfer data to a digital currency ledger.

59. The method of any of claims 54 to 58, wherein the currency public key data

comprises at least one of the currency public key and/or a currency public key hash.

60. The method of any of claims 54 to 59, wherein the wallet public key data comprises

at least one of a wallet public key and/or a wallet public key hash.



6 1 . An electronic device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claims

54 to 60.

62. A software program configured to perform the method of any of claims 54 to 60,

when executed on a processor of an electronic device.

63. The method for transferring digital currency from a first entity to a second entity, the

method comprising:

obtaining a recipient identifier;

identifying in a digital currency ledger a set of transfer data that comprises the

recipient identifier, wherein the transfer data also comprises currency public key data; and

generating a currency secret key using at least: the currency public key data; and

wallet secret key data corresponding to the wallet public key data.

64. The method of claim 63, wherein obtaining the recipient identifier comprises:

generating the recipient identifier based at least in part on wallet public key data.

65. The method of claim 63 or claim 64, wherein the wallet secret key data comprises at

least one of the wallet secret key and/or a hash of the wallet secret key.

66. The method of claims of claims 63 to 65, wherein the currency public key data

comprises at least one of the currency public key and/or a hash of the currency public key.

67. An electronic device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claims

63 to 66.

68. A software program configured to perform the method of any of claims 63 to 66,

when executed on a processor of an electronic device.

69. A method for maintaining a block chain for public keys, the method comprising:



generating public key data, the key block data comprising :

a public key corresponding to a private key belonging to an entity in a digital

currency network; and

an identifier of the entity in the digital currency network;

generating a master signature by cryptographically signing the public key data using at

least a secret master key;

generating key block data comprising at least the public key data and the master signature;

and

adding the key block data and the master signature to the block chain.

70. The method of claim 69, wherein the public key data comprises an expiry data for

the public key.

7 1 . The method of claim 69 or claim 70, wherein the public key data comprises an

indicator for indicating the validity of the public key, the method further comprising:

setting the indicator to indicate that the public key is invalid.

72. The method of any of claims 69 to 7 1, wherein the key block data further comprises

at least one of:

a block number;

a time stamp; and/or

a hash of the previous block in the block chain.

73. An electronic device comprising:

a processor; and

a memory storing a software program, wherein the software program, when

executed by the processor, causes the processor to perform the method of any of claims

69 to 72.

74. A software program configured to perform the method of any of claims 69 to 72,

when executed on a processor of an electronic device.























A . CLASSIFICATION O F SUBJECT MATTER

INV. G06Q20/06 G06Q20/38 G06Q20/40
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B . FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G06Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal

C . DOCUMENTS CONSIDERED TO B E RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

HARSH PATEL: "A pure bl ock chai n based 1-74
decentral i zed exchange" ,
INTERNATIONAL ASSOCIATION FOR CRYPTOLOGIC
RESEARCH , ,
vol . 20141225 :065012 ,
18 December 2014 (2014-12-18) , pages 1-9 ,
XP061017563 ,
[retri eved on 2014-12-18]
the whol e document

US 2012/284181 Al ( LUZZATT0 KFI R [ I L] ) 1-74
8 November 2012 (2012-11-08)
paragraphs [0046] , [0053] - [0074]

-I

X| Further documents are listed in the continuation of Box C . See patent family annex.

* Special categories of cited documents :
"T" later document published after the international filing date or priority

date and not in conflict with the application but cited to understand
"A" document defining the general state of the art which is not considered the principle or theory underlying the invention

to be of particular relevance

"E" earlier application or patent but published o n or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

"L" documentwhich may throw doubts on priority claim(s) orwhich is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one o r more other such documents, such combination
means being obvious to a person skilled in the art

"P" document published prior to the international filing date but later than
the priority date claimed "&" document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

17 October 2016 27/10/2016

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,
Fax: (+31-70) 340-3016 MLil thal er, Evelyn



C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Sunny Ki ng ET AL: " PPCoi n : Peer-to-Peer 1-74
Crypto-Currency wi t h Proof -of -Stake" ,

19 August 2012 (2012-08-19) , XP055236353 ,
Retri eved from the Internet:
URL: https : //i a601705 . s . archi ve . org/33/i t e
ms/PPCoi nPaper/ppcoi n-paper . pdf
[retri eved on 2015-12-15]
the whol e document

US 2015/046337 Al (HU CHIN-HAO [TW] ET AL) 1-74
12 February 2015 (2015-02-12)
the whol e document

US 2015/120569 Al (BELSHE MICHAEL A [US] 1-74
ET AL) 30 Apri l 2015 (2015-04-30)
the whol e document

US 2013/080768 Al ( LAGERWAY ERI K [CA] ET 1-74
AL) 28 March 2013 (2013-03-28)
the whol e document



Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2012284181 Al 08-11-2012 AT 333682 T 15-08 2006
AU 6466800 A 19-03 2001
DE 60029455 T2 19-07 2007
EP 1212734 Al 12-06 2002
EP 1727102 Al 29- 11 2006
I L 148328 A 30- 06 2011
I L 165590 A 30-04 2012
US 7590602 Bl 15-09 2009
US 2009299872 Al 03-12 2009
US 2009319433 Al 24-12 2009
US 2012284181 Al 08-11 2012
US 2014188736 Al 03-07 2014

0 0115100 Al 01-03- 2001

US 2015046337 Al 12-02-2015 NONE

us 2015120569 Al 30-04-2015 NONE

us 2013080768 Al 28-03-2013 NONE


	abstract
	description
	claims
	drawings
	wo-search-report

