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(57) Abstract: Embodiments herein include novel ways of alerting store personnel when various activities, events, conditions, etc.,
occur at the checkout in retail establishments. For example, in accordance with one embodiment, the alerting can take place in sub -
stantially real-time, when the event occurs, allowing personnel to take appropriate measures, corrective or otherwise, to deal with the
detected event. Examples of such events may include situations such as when a person of interest is detected as shopping at the store,
when a cashier has missed scanning an item at the checkout, or to alert store personnel if a non-empty shopping cart has exited the
store without payment (a.k.a., a cart push-out). Although the discussion below uses a grocery store as an example retail environment,

embodiments herein can be used in any type of retail environment.
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NOTIFICATION SYSTEM AND METHODS FOR USE IN RETAIL
ENVIRONMENTS

BACKGROUND

Retail establishments commonly utilize point of sale or other transaction
terminals, such as cash registers, to allow customers of those establishments to purchase
items.

As an example, in a conventional department store, supermarket or other retail
establishment, a customer collects items for purchase and places the items in a shopping
cart, basket, or simply carries them to a point of sale terminal to purchase those items in a
transaction. The point of sale terminal may be staffed with an operator such as a cashier
who is a person employed by the store to assist the customer in completing the sales
transaction. In some cases, retail establishments have implemented self-checkout point
of sale terminals in which the customer is the operator and scans his items for purchase.
In either case, the operator typically places items for purchase on a counter, conveyor belt
or other item input area.

Point of sale terminals typically include a scanning device such as a laser or
optical scanner system that operates to identify a Uniform Product Code (UPC) label or
bar code affixed to each item that the customer desires to purchase. The laser scanner is

usually a peripheral device coupled to a computer that is part of the POS terminal.
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To scan an item, an operator picks up each item, one by one, from the item input
area such as a conveyor and passes each item over a scanning area such as glass window
built into the counter or checkout area to allow the laser scanner to detect the UPC code.
After the point of sale computer identifies the UPC code of an item, the point-of-sale
scanning terminal performs a lookup in a database to determine the price and identity of
the scanned item. Alternatively, in every case where the operator can scan the item, the
operator may likewise enter the UPC or product identification code into the terminal
manually or through an automatic product identification device such as an RFID reader.

As the operator scans or enters each item for purchase, one by one, the point of
sale terminal maintains an accumulated total purchase price for all of the items in the
transaction. For each item that an operator successfully scans or enters, the point of sale
terminal typically makes a beeping noise or tone to indicate to the operator that the item
has been scanned by the point of sale terminal and in response, the operator places the
item into an item output area such as a downstream conveyor belt or other area for
retrieval of the items by the customer or for bagging of the items into a shopping bag. As
well known, after all items in the transaction are scanned in this manner, the operator
indicates to the point of sale terminal that the scanning process is complete and the point
of sale terminal displays a total purchase price to the customer who then pays the store
for the items purchased in that transaction.

These conventional systems that provide for purchase of items using an
automated item identification systems such as a scanner suffer from a variety of
deficiencies. In particular, operation of such systems can be compromised, either
knowingly or unknowingly, by an operator in a manner that allows a customer to receive
possession of one or more items without paying for them. For example, such scanning
systems are susceptible to “pass-throughs,” also know as “sweethearting” in which an
operator purposefully or accidentally fails to scan an item as that item moves through the
transaction area. In such cases, the POS system never detects the un-scanned item and
the item is thus never totaled into the purchase price. Thus, the customer can receive one
or more items for free. Retail chains lose millions of dollars a year due to operator error

or fraudulent activity of this nature.
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3.

In a non-fraudulent example, an operator may unknowingly pass an item through
the scanning area during a transaction and place the item into the item output area such as
a downstream conveyor belt, but no scan of the item took place. It is possible that the
operator was not paying close attention and did not notice (or did not care) that the
scanner failed to beep during scanning of an item.

As an example of "sweethearting" that represents fraud on the retail
establishment, an operator assists a customer who is personally known to the operator
(e.g. a friend or conspirator of the operator). The scan operator intentionally passes the
item over a scan window without the item being detected by the scanner.

One way to prevent proper scanning is to cover or block the UPC label as it is
passes by the scanner's detection window. In such a situation, the item is included with
other items that may or may not have also been scanned, and the customer or operator
continues along with a transaction as if the item was properly scanned.

After the operator processes all items in the transaction, either via actual scanning
which is often done for the less expensive items to make the transaction look legitimate
to anyone who may be watching, or via sweethearting in which case the item not scanned
is grouped with items that appear to have be scanned, the customer pays the operator a
purchase price reflecting only the sum total of the scanned items. After paying, the
customer leaves the store with all items, having only paid for those items that were
properly scanned or entered into the POS system.

In another fraudulent example known as label switching, the operator causes the
POS system to scan an item that is different that the item being passed through the
scanning area during the transaction. In such cases, a customer or operator may replace a
UPC label of an original and often expensive item with a UPC label for another less
expensive item. In such cases, a scan takes place but the wrong item is identified by the
POS system. In this manner, the system will scan the item for a price that is substantially
lower that the value of the item received by the customer.

Security system designers have attempted to develop conventional techniques for
detecting fraudulent or accidental operator error in use of POS terminals. The

conventional systems in the field of detection of pass-through and sweehearting provide
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for the detection of abnormally long “scan-gaps”. A “‘scan-gap” is the amount of time
between consecutive scans at the point of sale terminal. When an item is passed through
a scanner region without scanning, the scan-gap increases until the next scan. By
comparing the scan-gaps between scanned items of a transaction versus the average scan-
gap for a given employee operator, the conventional scan-gap method seeks to identify
incidents when an item has bypassed the scanner without being scanned.

The conventional scan-gap detection method is widely regarded to be impractical,
as scan-gaps have been found to be a “noisy” measure at best. This is due to the fact that
perfectly legitimate scan-gaps may vary widely due to delays such as those caused by
weighing of produce, manual entry of unlabeled or un-scannable goods, and rescanning
of items that did not get scanned on the first pass. As a result, scan-gaps are not a
dependable metric for determining improper activity. Thus, conventional systems that
attempt to use scan gaps as a method for detecting fraudulent activity are prone to
problems.

Other conventional systems include a surveillance camera to record an in-person
sales transaction on video. In such an instance, the video can be reviewed at a later time
in the store to determine whether there were any scan errors associated with a particular

sales transaction.

BRIEF DESCRIPTION

In contrast to conventional techniques, embodiments herein include an analysis
engine that monitors data generated in a retail environment. Based on the data, the
analysis engine is able to identify a customer involved in a transaction. In response to
detecting that the identified customer is included in a watch list, the analysis engine
generates a notification indicating presence of the customer in the retail environment.

In accordance with further embodiments, the analysis engine monitors data
generated in a retail environment. Based on an analysis of the data, the analysis engine
identifies occurrence of a trigger event associated with a transaction in the retail
environment. The analysis engine produces a preliminary alert based on the occurrence

of the trigger event. The analysis engine transmits the preliminary alert to a remote
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processor for human validation. In response to validation of the preliminary alert by the
remote processor, the analysis engine transmits a notification indicates occurrence of the
trigger event in the retail environment.

In accordance with yet another embodiment, the analysis engine monitors a
shopping cart in a retail environment. The analysis engine detects presence of the
shopping cart in a predetermined area in the retail environment. In response to
responsive to detecting presence of the shopping cart in the predetermined area in the
retail environment, the analysis engine generates a notification indicating a cart pushout
event.

These and other embodiments will be discussed in more detail below.

Embodiments herein can include a configuration of one or more computerized
devices, workstations, handheld or laptop computers, or the like to carry out and/or
support any or all of the method operations disclosed herein. In other words, one or more
computerized devices or processors (such as a monitoring system, analyzer, etc.) can be
programmed and/or configured to operate as explained herein to carry out different
embodiments of the invention.

Yet other embodiments herein include software programs to perform the steps and
operations summarized above and disclosed in detail below. One such embodiment
comprises a computer program product that has a computer readable storage medium
including computer program logic encoded thereon that, when performed in a
computerized device having a processor and corresponding memory, programs the
processor to perform the operations disclosed herein. Such arrangements are typically
provided as software, code and/or other data (e.g., data structures) arranged or encoded
on a computer readable medium such as an optical medium (e.g., CD-ROM), floppy or
hard disk or other a medium such as firmware or microcode in one or more ROM or
RAM or PROM chips or as an Application Specific Integrated Circuit (ASIC). The
software or firmware or other such configurations can be installed onto a computerized
device to cause the computerized device to perform the techniques explained herein.

Accordingly, one particular embodiment of the present disclosure is directed to a

computer program product that includes computer readable storage media having



10

15

20

25

30

WO 2012/170551 PCT/US2012/041126

-6-

instructions stored thereon for supporting operations such as those as described herein.
The instructions, when carried out by a processor of a respective computer device, cause
the at least one processor to: monitor data generated in a retail environment; identify a
customer involved in a transaction based on the data; and in response to detecting that the
identified customer is included in a watch list, generate a notification indicating presence
of the customer in the retail environment.

Another particular embodiment of the present disclosure is directed to a computer
program product that includes computer readable storage media having instructions
stored thereon for supporting operations such as those as described herein. The
instructions, when carried out by a processor of a respective computer device, cause the
at least one processor to: monitor data generated in a retail environment; identify, based
on an analysis of the data, occurrence of a trigger event associated with a transaction in
the retail environment; produce a preliminary alert based on the occurrence of the trigger
event; transmit the preliminary alert to a remote processor for validation; and in response
to validation of the preliminary alert by the remote processor, transmit a notification
indicating occurrence of the trigger event in the retail environment.

Yet another particular embodiment of the present disclosure is directed to a
computer program product that includes computer readable storage media having
instructions stored thereon for supporting operations such as those as described herein.
The instructions, when carried out by a processor of a respective computer device, cause
the at least one processor to: monitor a shopping cart in a retail environment; detect
presence of the shopping cart in a predetermined area in the retail environment; and
responsive to detecting presence of the shopping cart in the predetermined area in the
retail environment, generating a notification indicating a cart pushout event.

Yet another particular embodiment of the present disclosure is directed to a
computer program product that includes computer readable storage media having
instructions stored thereon for supporting operations such as those as described herein.
The instructions, when carried out by a processor of a respective computer device, cause
the at least one processor to: monitoring a customer in a retail environment; detecting

occurrence of a trigger event associated with the customer; in response to the trigger
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event: tracking a location of the customer in the retail environment; and depending on the
location of the customer in the retail environment, activating an alarm.

Note that the ordering of the steps has been added for clarity sake; these steps can
be executed in any suitable order.

Other embodiments of the present disclosure include software programs to
perform any of the method embodiment steps and operations summarized above and
disclosed in detail below.

Also, it is to be understood that the embodiments herein can be a software
program, a combination of software and hardware, or as hardware alone. Example
embodiments of the invention may be implemented within computer systems, processors,
and computer program products and/or software applications manufactured by Stoplift,
Inc. of Cambridge, Massachusetts, USA.

As discussed above, techniques herein are well suited for use in point-of-sale
transaction such as those in which an agent scans a respective item at checkout.
However, it should be noted that embodiments herein are not limited to use in such
applications and that the techniques discussed herein are well suited for other applications
as well.

Additionally, although each of the different features, techniques, configurations,
etc., herein may be discussed in different places of this disclosure, it is intended that each
of the concepts can be executed independently of each other or, where suitable, in
combination with each other. Accordingly, the one or more present inventions as
described herein can be embodied and viewed in many different ways.

This brief description of the disclosure does not specify every embodiment and/or
incrementally novel aspect of the present disclosure or claimed invention(s). Instead, this
brief description of embodiments herein only provides a preliminary discussion of
different embodiments and corresponding points of novelty. Thus, the detailed
description includes a further summary of the invention(s). For additional details and/or
possible perspectives (permutations) of the invention(s), the reader is directed to the
Detailed Description section and corresponding figures of the present disclosure as

further discussed below.



10

15

20

25

30

WO 2012/170551 PCT/US2012/041126

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features, and advantages of the invention will be
apparent from the following more particular description of preferred embodiments herein,
as illustrated in the accompanying drawings in which like reference characters refer to the
same parts throughout the different views. The drawings are not necessarily to scale,
with emphasis instead being placed upon illustrating the embodiments, principles,
concepts, etc.

FIG. 1 is an example diagram of a monitoring retail system providing alerts
according to embodiments herein.

FIG. 2 is a more detailed example diagram of a monitoring retail system for
providing alerts according to embodiments herein.

FIG. 3 is a more detailed example diagram of a retail system for providing alerts
based on a watch list according to embodiments herein.

FIG. 4 is an example diagram of implementing human validation according to
embodiments herein.

FIG. 5 is an example diagram of a retail system for providing alerts in response to
sweethearting events according to embodiments herein.

FIG. 6 is an example diagram of a retail system for providing alerts based on self-
check distress according to embodiments herein.

FIG. 7 is an example diagram illustrating of customer information according to
embodiments herein.

FIG. 8 is an example diagram illustrating of controlling alarms according to
embodiments herein.

FIG. 9 is a diagram illustrating an example computer architecture for carrying out
functionality according to embodiments herein.

FIGS. 10-12 are example diagrams of methods according to embodiments herein.

FIG. 13 is an example diagram illustrating a layout of a retail environment

according to embodiments herein.
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FURTHER SUMMARY AND DETAILED DESCRIPTION OF EMBODIMENTS

Embodiments herein include novel ways of alerting store personnel when various
activities, events, conditions, etc., occur at the checkout in retail establishments. For
example, in accordance with one embodiment, the alerting can take place in substantially
real-time, when the event occurs, allowing personnel to take appropriate measures,
corrective or otherwise, to deal with the detected event. Examples of such events may
include situations such as when a person of interest is detected as shopping at the store,
when a cashier has missed scanning an item at the checkout, or to alert store personnel if
a non-empty shopping cart has exited the store without payment (a.k.a., a cart push-out).
Although the discussion below uses a grocery store as an example retail environment,
embodiments herein can be used in any type of retail environment.

These and other embodiments are discussed in more detail below.

More specifically, FIG. 1 is an example diagram of system 100 according to
embodiments herein.

As shown, system 100 can include three components: a listener 110, an analysis
engine 120, and an alerter 130.

In one embodiment, the listener 110 is integrated with the retail environment to
receive data from the retail environment. The listener 110 can receive data one or more
data feeds 105 produced in the retail environment. The listener 110 passes the data feeds
to the analysis engine 120. The data feeds 105 can include any suitable type of feed such
as a video data, point of sale (POS)data, etc.

As its name suggests, the analysis engine 120 analyzes the data received from the
listener 120. In one embodiment, the analysis engine 120 identifies occurrence of
specific patterns, events, activities of interest (AOI), etc. Upon detection of a respective
event (i.e., activity of interest, pattern, etc.), the analysis engine 120 sends an appropriate
alert to the alerter 130. The alerter produces notifications 135 (e.g., alerts, commands,

messages, etc.) to one or more recipients.

Embodiment #1 — Watch List
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In one embodiment, the analysis engine 120 is capable of looking for a variety of
AOIs. For instance, the analysis engine 120 can be configured to retrieve and/or analyze
specific types of data in the data feeds 105 to detect customer identifier information. For
example, transaction data from one or more feed can include transaction log information
(e.g., point of sale data) indicating the items scanned a terminal. The transaction data
from one or more feeds 105 also can include images of the transaction as captured by
monitor devices. In accordance with one embodiment, based on customer identifier
information (e.g., in or derived from the one or more different types of feeds 105), the
analysis engine 120 is able to detect when particular customers of interest are shopping in
a respective retail environment.

In accordance with further embodiments, unique information to identify a
customer can be found within the feeds 105 themselves. In such an instance, the analysis
engine 120 can be configured to analyze data from one or more feeds 105 in order to
produce customer identifier information.

More specifically, in accordance with one embodiment, the system 100 can be
configured to monitor data generated in a retail environment via feeds 105. In such an
embodiment, assume that the system 100 identifies a customer involved in a transaction
based on the monitored data. In response to detecting that the identified customer is
included in a watch list, the system 100 generates a notification indicating presence of the
customer in the retail environment.

The transaction monitored by system 100 can be a retail transaction such as one in
which the customer purchases one or more items selected form the retail environment.
Prior to the customer exiting the retail environment, the system 100 can be configured to
automatically transmit the notification to a resource such as retail personnel (e.g., an
employee in the retail environment, store personnel, remotely located persons outside of
the retail environment, etc.). Accordingly, retail personnel can be notified when a person
of interest is in or exiting the retail environment.

The watch list can includes identities of multiple different customers of interest.
Each of one or more customers of interest on the watch list may be included in the watch

list based on a previous history of behavior of interest. For example, if a customer has
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been previously identified (by such other systems as provided by StopLift, Inc.) of
committing larceny or other bad behavior in the retail environment, the customer may be
added to the watch list; if a customer typically has trouble operating a self-checkout lane
in the retail environment, the person can be added to the watch list; if the person ha such
as criminal record, the person can be included on the watch list; and so on.

In one embodiment, the system 100 monitors data generated in the retail
environment such as point of sale data. A respective checkout terminal in the retail
environment can produce the point of sale data as a customer purchases one or more
items obtained in the retail environment. During the sales transaction, the customer can
input personal or unique information to the checkout terminal. The personal information
can be any information such as information from a customer loyalty card assigned to the
customer, a credit card used by the customer, etc. The system 100 processes the personal
information to determine an identity of the customer. As mentioned above, if the
identified customer happens to be included in the watch list, the system 100 can send a
notification to one or more appropriate parties. In one embodiment, the alerter of system
100 transmits the notifications to a device 150 (e.g., a communication device, an alarm
system, etc.) in the retail environment. The device 150 can be mobile or stationary
depending on the embodiment.

In accordance with further embodiments, the system 100 can be configured to
identify the customer based on an analysis of items purchased by the customer during the
transaction. In many instances, a customer may be in the habit of purchasing the same
items each time they are in a store.

In addition to, or as an alternative to monitoring point of sale data generated
during a transaction, the system 100 can be configured to monitor images captured by
cameras located in the retail environment. For example, the system 100 can monitor
video data of a respective point of sale transaction. The video data can include images of
the customer during the sales transaction. Via the image information, and application of
one or more facial recognition algorithms to the images, the system 100 can be

configured to identify the identity of a respective customer.
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As a more specific example, the system can perform a facial analysis of the at
least one images captured during a transaction to identify a customer. Based on the facial
analysis, the system 100 whether the identified customer is included in the watch list.
The system 100 can attempt to match an image in a received feed to an image stored in
the watch list to detect a customer.

In accordance with yet further embodiments, the system 100 can transmit the
notification to a device 150 such as an alarm system in the retail environment. The
notification causes the alarm system to produce an alert to at least the customer in the
retail environment. In other words, the alarm system can activate a visual alarm, audible
alarm, etc., in the retail environment to provide notification to the customer on the watch
list such that the retail personnel are aware of his/her presence. In such an instance, the
customer may be less likely to commit bad behavior (such as stealing merchandise) from
the retail environment.

The device 150 can be a pedestal alarm system designed to simulate the
appearance and operation of an EAS (Electronic Article Security) pedestal. The alarm
can be activated depending on movement of the customer through the retail environment.
For example, it may be determined in advance that the customer on the watch list
happens to be in the retail environment. The EAS-style pedestal can be located at an
egress of the retail environment. The location of the customer can be tracked via system
100. The alarm (such as a EAS style pedestal or other alert system) can be activated
when the customer is in a vicinity of the alarm system. If the customer exits the retail
environment, the customer can be notified to discontinue exiting the retail environment
via activation of the alarm.

As mentioned, the system 100 can be configured to transmit the notification (e.g.,
message, command, etc.) to any suitable type of resource in the retail environment. For
example, the system 100 can transmit the notification (indicating presence of the
identified customer) to a particular person, a particular department, a member of security
personnel in the retail environment, a remote video analyst, device 150, etc.

The notification can be produced in accordance with any suitable format. For

example, the system 100 can be configured to generate the notification as an SMS text
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message, an e-mail message, a command activating an alarm system located at an exit of
a store alerting exiting customers of a potential security breach associated with the
transaction, a notification indicating to an employee in the retail environment to pay
attention to the customer in a self-checkout lane, a customer service notification
indicating to an employee in the retail environment to provide assistance to the customer
in a self-checkout lane, a command to halt a current transaction to which the customer is
a party, an alert message directed to a point of sale system, an alert message directed to a
self-checkout, etc.

The system 100 can produce the notification to include any type of suitable
information such as symbols, text, graphics, a link to remotely available data, video data,
etc.

In yet further embodiments, the system 100 can be configured to identify a cashier
involved in the sales transaction in addition to a customer involved in the sales
transaction. The watch list accessible to the system 100 can include pairings of persons
to monitor in the retail environment. For example, in response to detecting that a
combination of the identified cashier and the identified customer are participants in the
transaction, and that the pairing of such persons is specified in the watch list, the system
100 generates and transmits a respective notification to alert appropriate retail personnel
(of the corresponding retail transaction).

Thus, embodiments herein can include system 100 that identifies a grouping of
multiple parties involved in a transaction based on data received from one or more feeds
105, the data indicates: 1) a customer purchasing at least one item and ii) a store
representative facilitating the transaction. Responsive to detecting that a combination or
pair including the customer and the store representative is specified in the watch list of
the retail environment, the system 100 generates a notification to alert retail personnel or
activate a public alarm in the retail environment.

In one embodiment, the store representative is a self-checkout assistant cashier
overseeing a self-checkout lane used by the customer that appears to be purchasing one or

more items.
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Note that the transactions as discussed herein can occur in any suitable location in
the retail environment. For example, the transactions monitored by the system 100 can
occur in a self-checkout lane in the retail environment; the transactions monitored by the
system 100 can occur in a manned-checkout lane in the retail environment; the
transactions monitored by the system 100 can occur using a mobile checkout device; etc.

These and more specific embodiments are further discussed below with respect to

additional figures.

Embodiment #2 — Multi-Stage Alert Processing

In accordance with one embodiment, the system 100 monitors data generated in a
retail environment. Based on an analysis of the data, the system 100 identifies the
occurrence of a trigger event associated with a sales transaction in the retail environment.
The system 100 produces a preliminary alert based on the occurrence of the trigger event,
condition, etc. There may be a degree of uncertainty that the trigger event, condition,
etc., occurred because the analysis engine 120 may be inaccurate. The system 100
transmits the preliminary alert to a remote processor for validation. The remote processor
can include a human reviewer that produces the validation of the preliminary alert. In
response to validation of the preliminary alert by the remote processor, the system 100
produces and transmits a notification to one or more target destinations located internal or
external with respect to the retail environment. The notification can include information
indicating the occurrence of the trigger event in the retail environment.

As mentioned, the data monitored by the system 100 can include video data
capturing images of a customer obtained during the transaction. Thus, aspects of the
transaction can be visually and/or audibly recorded. The validation of the preliminary
alert can occur substantially in real-time around a time during which a customer leaves
the retail environment with at least one item obtained or collected from the retail
environment. Thus, the validation of the preliminary alert produced by the system 100
can occur: prior to a customer in the transaction exiting the retail environment but after
the customer takes possession of at least one retail item during the transaction. The

customer can be considered to take possession of the one or more items (without the
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intent to necessarily pay for such items) at any time. In one embodiment, the customer
can be considered as taking possession of the one or more items such as after passing a
checkout lane but before exiting the retail environment. At such point, it may be clear
that the customer has no intention of paying for a respective retail item.

The preliminary alert produced by the system 100 can occur after recording (e.g.,
scanning) of a first retail item in the transaction. Validation of the preliminary alert may
be so fast that validation of the preliminary alert occurs prior to recording (e.g., scanning,
manual entry, reading of RFID tag, etc) of a second retail item in the transaction.

In accordance with further embodiments, validation of the preliminary alert
occurs prior to completion of the transaction. Completion of the transaction can include
completion of scanning items, payment of one or more items in the transaction,
occurrence of the customer leaving a checkout lane to exit the retail environment, etc.
Thus, in one embodiment, the validation of the preliminary alert can occur prior to a
customer in the transaction leaving the retail environment.

In one embodiment, the trigger condition on which the system 100 generates the
preliminary alert can be based on detection of suspicious activity. The system 100
transmits the notification to retail personnel responsible for addressing suspicious activity
in the retail environment.

The analysis engine 120 can be configured to analyze the one or more feeds 105
(e.g., video feeds and corresponding POS data stream feeds) to detect an event such as
when items are not properly scanned by a cashier. This type of event is typically called
sweethearting or scan-avoidance.

In another embodiment, the trigger event may be detection of a customer in need
of help in the retail environment. The system 100 transmits the notification to retail
personnel responsible for customer service in the retail environment.

Thus, the trigger event detected by the system 100 can be: detection of customer
distress at a checkout lane in which a customer needs help during the transaction,
detection of improper recording or scanning of retail items for purchase during the
transaction, detection of a presence of a shopping cart in a predetermined location of the

retail environment, detection of retail items in the shopping cart that have not been
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recorded during the transaction, detection that an identity of a customer in the transaction
is on a watch list, etc.

In one embodiment, the system 100 monitors video of a predetermined location
such as an egress path (e.g., checkout lane bypass path) avoiding checkout lanes in the
retail environment. The trigger event can be presence or passing of a person, shopping
cart, etc., through or near a vicinity of the predetermined location of interest being
monitored

As mentioned, the system 100 can be configured to transmit the preliminary alert
to a remote processor over a network. In one embodiment, the system 100 transmits
video information capturing images of the transaction to the remote processor for review.
Additionally, the system 100 transmits point of sale transaction information (e.g.,
transaction log data) related to the transaction to the remote processor. The remote
processor can include a human reviewer that reviews the video information and the point
of sale transaction information to determine whether the preliminary alert of the detected
is valid or not. In other words, the remote processor analyzes the images and sales
information to determine whether the detected event is valid. If so, the remote processor
provides feedback to system 100 indicating that the preliminary alert is valid.

Validation according to embodiments herein can further include validating the
transaction of any portion thereof. For example, embodiments herein can include
flagging detection of a shopping cart in a retail environment via generation of a
respective preliminary alert for each cart. The system 100 can be configured to generate
the preliminary alert. The remote processor can validate the transaction. That is, the
remote processor site can provide feedback to the system 100 whether or not a there was,
for example, suspicious activity associated with the transaction. If so, the system 100
generates a notification to perform any of the different possible functions as discussed
herein (e.g., notify personnel, activate an alarm, notify the customer, provide a visual
indication, etc.).

In accordance with further embodiments, the detected event can be an event that
is not necessarily suspicious. For example, the retail environment can include a monitor

to detect occurrence of opening of a door. In such an instance, the system 100 can
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generate a preliminary alert that a respective door in the retail environment was opened.
The preliminary alert produced by the system 100 as well as corresponding images taken
of activity taking place with respect to the door can be sent to the remote processor site
for further review by a human reviewer. Thus, the human reviewer can review the
activity in substantially real-time or slightly delayed. The human reviewer can provide
feedback to the system 100 whether or not personnel in the retail environment need to be
dispatched to stop the activity, further monitor the activity, etc.

Note that the system 100 or portion thereof, such as the analysis engine 120, can
be located in the retail environment. As its name suggests, the remote processor (e.g.,
reviewer, playback equipment, etc.) can be located at a remote location with respect to
the retail environment or the system 100. The remote reviewers at the remote location
can be trained to view the video and/or point of sale data logs to determine whether the
preliminary alert is proper. For example, the analysis engine 120 can be configured to
review the received image information and/or point of sale data. The analysis engine 120
generates the preliminary alert if it is determined that an event may have occurred. The
system 100 transmits the recorded transaction data (e.g., image information and point of
sale data associated with the transaction) to the remote processor for human review. The
remote processor reviews the recorded transaction data to determine whether the
preliminary alert is valid.

The preliminary alert produced by the analysis engine 120 can include
information specifying the type of event that was thought to occur. The remote reviewers
can use the preliminary alert as a basis to identify what to look out for in the recorded
transaction data received over the network. For example, the preliminary alert may
specify that an event occurred such as sweethearting, customer in distress, cart pushout,
etc.

A human at the remote processor validates the preliminary alert in response to
detecting a condition such as that at least one item possessed by a customer as indicated
by respective video information was absent from the point of sale transaction
information. In other words, the human reviewer at the remote location can view the

image information in view of the point of sale data to determine whether an item is
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present in a scanning region of a point of sale terminal and whether the item passing the
scanning region is properly scanned. The transaction information sent to the remote
reviewer can include markings indicating when items in a transaction log are properly
scanned.

In further embodiments, the system 100 can generate the notification to include
information indicating one or more items that were absent from the scan log data. The
system 100 transmits the notification to a target destination such as retail personnel in the
retail environment.

If desired, the system 100 transmits the notification of the detected trigger event
to a checkout station (e.g., point of sale terminal used to purchase items) in the retail
environment to halt the transaction. Receipt of the notification (e.g., a command in this
instance) at the checkout station prevents the customer or corresponding cashier from
completing a transaction. An audible, visual alarm, etc., can be activated at the checkout
lane to draw attention in the retail environment to the halting of the transaction.

In accordance with one embodiment, the system 100 can be configured to
transmit the notification to a device 150 such as an alarm system in the retail environment
to produce an audible alarm to a customer associated with the transaction. The audible
alarm can be part of an alarm system that is designed to look and operate like an EAS
(Electronic Article Surveillance) system. The EAS system can be located at an egress of
the retail environment or any other suitable location.

In yet further embodiments, the system 100 can generate the notification to
include information indicating, for example, that a customer needs assistance associated
with the transaction.

The remote processor can have access to a watch list. In such an embodiment, the
remote processor such as a human reviewer validates the preliminary alert based on
detecting that a customer associated with the transaction is included in the watch list.

The remote processor (e.g., centralized or distributed) can be configured to
validate the preliminary alert based on at least one of: crowd sourcing, a facial

recognition engine, calling in to a web service, etc.
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The notification produced by the system 100 can be any suitable type of message
such as: an SMS text message, an e-mail message, a command activating an alarm system
located at an exit of a store alerting exiting customers of a potential security breach
associated with the transaction, a customer service notification indicating to an employee
in the retail environment to provide assistance to the customer in a self-checkout lane, a
security notification indicating to retail personnel in the retail environment to address
suspicious activity at a checkout lane, a command to halt the transaction, an alert message
directed to a point of sale system, an alert message directed to a self-checkout lane, etc.

The trigger condition or event detected by the system 100 to produce the
preliminary alert can be a suspicious activity. In such an instance, the system 100
transmits the notification to retail personnel responsible for addressing suspicious activity
in the retail environment.

These and more specific embodiments are further discussed below with respect to

additional figures.

Embodiment #3 — Cart Pushouts

In yet further embodiments, the analysis engine 120 can be configured to monitor
received data feeds to identify occurrence of events such as cart push-out events. As an
example, a cart-pushout event refers to an event in which a respective customer pushing a
shopping cart leaves (or attempts to leave) a retail environment without paying for one or
more present in the shopping cart.

Applicants note that shopping cart as discussed herein refers any type of resource
(e.g., basket, container, bag, etc.) to convey one or more retail items around and/or out of
the retail environment.

In accordance with such an embodiment, the system 100 monitors a shopping cart
in a retail environment. Assume that the system 100 detects presence of the shopping
cart in a predetermined area in the retail environment. Responsive to detecting presence
of the shopping cart in the predetermined area in the retail environment, the system 100

generates a notification indicating a cart pushout event.
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The system 100 can generate the notification based on any of one or more
different circumstances. For example, in one embodiment, the system 100 generates the
notification to one or more target recipients in response to detecting that the shopping cart
fails to pass through and checkout items in a checkout lane of the retail environment.

In accordance with another embodiment, the system 100 generates the notification
in response to detecting that at least one item in the shopping cart was not properly
recorded for purchase as the shopping cart exits the retail environment.

In the case of detecting a cart pushout event, the system 100 transmits the
notification to retail personnel. The notification can instruct the retail personnel to verify
proper purchase of items present in the customer's shopping cart.

The system 100 can monitor any suitable one or more predetermined locations on
the retail environment. In one embodiment, the predetermined area visually monitored
by the system 100 in the retail environment includes an exit path (e.g., egress) out of the
retail environment. The exit path can be a bypass path used by customers exiting the
retail environment to bypass the checkout lanes. Typically, shopping carts should not be
exiting the retail environment without passing through a checkout lane. Thus, presence
of a shopping cart in a bypass lane may be very suspicious, indicating a likelihood of a
larceny or some other improper event. The system 100 generates the notification as the
shopping cart exits the retail environment in response to detecting that the shopping cart
fails to pass through a checkout lane of the retail environment.

The system 100 can be configured to monitor the shopping cart based on
analyzing video data capturing at least one image of the shopping cart in the
predetermined area. Based on analyzing at least one image of video data, the system
detects whether the shopping cart includes retail items. Shopping carts exiting retail
environment via a bypass lane normally would not include retail items.

The system 100 can analyze captured images of the shopping cart in substantially
real-time or slightly delayed to detect that the shopping cart passes through the
predetermined area in the retail environment. The system 100 can generate and transmit

the notification to the retail personnel sufficiently fast such that the retail personnel are
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notified of the cart pushout prior to the shopping cart passing through an exit, doorway,
threshold, etc., of the retail environment.

In yet another embodiment, the system 100 analyzes received video data in
conjunction with analyzing received transaction logs. The received video data captures
images of the shopping cart. The received transaction logs indicating items purchased by
customers in the retail environment. The system 100 generates the notification of the cart
pushout event in response to detecting absence of a transaction associated with the
shopping cart. Thus, if images of a shopping cart indicate that a shopping cart is in a
predetermined area (such as a checkout lane or bypass lane) and there was no transaction
log of items being scanned for purchase, the system 100 can generate a notification of the
cart pushout event. In such an instance, the system 100 can generate the notification in
response to detecting: 1) presence of at least one item in the shopping cart, and ii) that the
shopping cart passed through the predetermined area.

In accordance with yet further embodiments, the predetermined area monitored by
the system 100 can be a checkout lane for purchasing items in the retail environment. The
system 100 generates the notification based at least in part in response to detecting that
the shopping cart passes through the checkout lane without generation of a corresponding
transaction log indicating that an item was purchased. Thus, the system 100 can generate
notification of a cart pushout event if a shopping cart passes a monitored checkout lane
and there was no transaction log (e.g., point of sale data) generated for the shopping cart
as it passed by a respective point of sale terminal. Thus, embodiments herein can include
a system 100 that generates the notification based at least in part in response to detecting
that a point of sale terminal in the checkout lane does not generate a transaction around a
time of the shopping cart passing through the checkout lane.

The system 100 is not limited to monitoring one or more shopping carts
attempting to leave the retail environment via an egress. Further embodiments herein
include a system 100 configured to monitor an ingress of the retail environment and
generate one or more notification in response to detecting that the shopping cart attempts
to leave the retail environment via an ingress pathway normally used by customers to

enter the retail environment.
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In accordance with yet further embodiments, in addition to or as an alternative to
monitoring a predetermined location in the retail environment, the system 100 can be
configured to track a path of a shopping cart with respect to checkout lanes in the retail
environment. One or more notifications can be generated based on detection of events as
discussed herein.

In one embodiment, the system 100 transmits the notification (e.g., a command in
this instance) to an audible and/or visible alert system or alarm system. The notification
triggers an alarm or alert notifying the customer pushing the shopping cart, as well as
retail personnel in the vicinity, of the cart pushout event. Thus, a customer performing
the cart pushout can be notified that the personnel in the retail environment are aware of

the cart pushout event.

Embodiment #4 — Alarm

In accordance with another embodiment, the system 100 monitors a customer
present in a retail environment. The system 100 detects occurrence of a trigger event
associated with the customer. In response to the trigger event, the system 100: tracks a
location of the customer in the retail environment; and depending on the location of the
customer in the retail environment, activates a respective alarm. Device 150 can be an
alarm that is activated depending on one or more commands generated by the system
100. The alarm can be located at any suitable location in the retail environment.

The system 100 can detect any type of suitable trigger event. For example the
trigger event can be any of the following types: a cart pushout event, a scan avoidance
event, improper recording of at least one retail item for purchase during a respective sales
transaction (i.e., scan avoidance), detection of a presence of a shopping cart in a
predetermined location of the retail environment, detection of retail items in the shopping
cart that have not been recorded during a respective sales transaction, detecting that an
identity of the customer in the transaction is on a watch list, the trigger event can be
suspicious activity associated with one or more customers in the retail environment, etc.

Detection of any of these types of events can cause the system 100 to track one or

more participants of the detected event. For example, the system 100 can detect a scan
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avoidance event by a customer. In other words, the customer can avoid scanning of one
or more items (e.g., via sweethearting, improper use of self-checkout, cart pushout, etc.)
as he leaves or attempts to leave the retail environment. In such an instance, the system
100 monitors a path taken by the customer on an egress pathway of the retail
environment extending from a vicinity of the point of sale terminal to an exit of the retail
environment. The system 100 can be configured to activate the alarm at a time when the
customer is located at a predetermined location in a vicinity of the exit. The
predetermined location can be one or more particular locations in the retail environment.
Activation of the alarm notifies the customer to halt (i.e., discontinue exiting the retail
environment). At such time, retail personnel can confront the customer and determine
whether the customer possesses stolen merchandise, accidentally mis-scanned items, etc.

As mentioned, in one embodiment, the system 100 activates an alarm (e.g., an
EAS-style alarm located at an exit of the retail environment, an alarm at a point of sale
terminal, etc.) in response to detecting that the customer is in a vicinity of a
predetermined location in the retail environment. The predetermined location such as a
exit may be located in an egress pathway of the retail environment. In other words, the
system 100 can detect when the customer is in a location near the exit of the retail
environment. In this instance, the system 100 activates the alarm to notify the customer
(and potentially any other persons in the retail environment) that there is an issue with the
customer requiring further inquiry or attention.

Monitoring of the retail environment and/or customer in the retail environment
can include analyzing scanning information (e.g., point of sale data indicating items
scanned during a sales transaction, etc.) as well as analyzing one or more images (€.g.,
video) produced during the sales transaction in which the customer purchases at least one
retail item obtained in the retail environment. In accordance with such an embodiment,
the sales transaction can occur at a point of sale terminal in the retail environment.
Monitoring equipment such as cameras, recorders, etc., can be configured to capture
images of the sales transaction analyzed by the system 100 or remote processor site.

The system 100 can include electronic devices to detect the trigger condition. In

accordance with other embodiments, the system 100 can transmit image information
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(e.g., one or more images) of the customer to a remote processor site. The remote
processor site can include one or more human reviewers that review the image
information and potentially corresponding point of sale transaction data. Based on input
from one or more human reviewer in the remote processor site, the system 100 can
receive a notification indicating the occurrence of the trigger event. The remote
processor site may be located in a first country or location, for example, India while the
retail environment being monitored may be located in a second country or location such
as Canada.

The alarm that is activated by the system 100 can be an EAS style alarm. For
example, the alarm system can be located near an exit of the retail environment. The
alarm may be an audible alarm (e.g., sound), a visual alarm (e.g., light, display screen,
etc.), etc. In one embodiment, the system 100 initiates a command to activate the alarm
to alert the customer that the event occurred. However, because of the tracking, the
system 100 does not immediately activate the alarm. Instead, as mentioned, the system
100 activates the alarm based on a location of the customer.

Further embodiments herein include monitoring one or more events in a region of
the retail environment between the checkout lanes and a respective exit (e.g., door,
threshold, parking lot, etc.). The trigger event can occurs any between a time when the
customer is in a vicinity of a check lane (or on a path en route to the checkout lane) of the
retail environment and the exit of the retail environment. The system 100 can be
configured to validate the occurrence of the trigger event after entering a checkout lane
and prior to a time when the customer exits the retail environment. As mentioned,
subsequent to receiving a signal validating that the trigger event is proper or that the
event necessitates further in-person attention by retail personnel, the system 100
generates an appropriate one or more notifications to address the event.

The system 100 can detect occurrence of the trigger event by detecting that the
customer is included on a watch list.

In accordance with further embodiments, the system 100 can include a human
reviewer that detects the event. Subsequent to the trigger event, the human reviewer can

be notified to track the location of the customer in the retail environment. The human
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reviewer can activate the alarm depending on the location of the customer in the retail

environment.

These and more specific embodiments are further discussed below with respect to
additional figures. For example, more details of different versions and implementations
of system 100 and respective functionality are further described below.

Applicants further note that there are many other activities and embodiments of
the analysis engine 120 and related functions in the system 100. The previous examples
should not be interpreted as being an exhaustive list.

By way of a non-limiting example, upon receiving a real-time alert of an AOI
(i.e., activity of interest) in progress as generated by the analysis engine 120, the alerter
130 takes appropriate action. As discussed in further detail below, taking appropriate
action in response to detecting an event can include sending out SMS/text messages to
appropriate recipients, sending out emails to registered recipients, communicating with a
POS system in the retail environment, signaling an EAS-like pedestal to sound an alarm,
providing real-time validation of an AQI, etc.

FIG. 2 is an example diagram illustrating a system 200 according to embodiments
herein. As shown, the system 200 (e.g., a more detailed version of system 100) can
include listener 110 that monitors feeds 105 in real-time or substantially real-time.

In this specific example, the listener 110 includes POS event listener 110-1 and
the video event listener 110-2. The POS event listener 110-1 receives POS event stream
105-1.

The POS event stream 105-1 can include point of sale type data generated by
point of sale resources 210 (e.g., cash register, scanner, etc.) in the respective retail
environment being monitored.

The video event listener 110-2 receives a data feed 105-2 (e.g., video images, etc.)
from monitor resources 220. In one embodiment, the monitor resources 220 (e.g., video
cameras, video storage systems, image generators, etc.) produce images of events such as
purchase of items, scanning of items, non-scanning of items passing through a scanner

region of point of sale resources 210 (e.g., checkout lanes including point of sale terminal
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#1, point of sale terminal #2), shopping carts leaving the retail environment, etc. Each
point of sale terminal #1, point of sale terminal #2, etc., can include a respective optical
scanner to scan items for purchase. The scanner detects unique information (e.g., a bar
code) associated with the item. Based on which items are scanned, the respective point
of sale terminal keeps track of a total purchase price for the items. (The term “scanned”
or “recorded” is being used more generally to include optical scanning, manual entry of
the bar code or SKU number, reading of an RFID tag, etc.)

The feeds 105 (and possibly other feeds) are transmitted to analysis engine 120.
As its name suggests, analysis engine 120 analyzes the data for specific Activities of
Interest (AO]) (i.e., events). In one embodiment, subsequent to detection of an event or
activity of interest, the analysis engine 120 communicates detection of one or more
different events, activities, etc., to the alerter 130. The analysis engine 120 receives and
processes notification of the detected events generated by the analysis engine 120.

In this example, based on the detected events as indicated by the analysis engine
120, the alerter 130 sends out one or more notifications 135 (e.g., messages, commands,
signals, etc.) in one or more different formats, protocols, etc., for each detected event.
For example, as shown, the alerter 130 can be configured to transmit an alert via SMS
messaging, emails, alerts targeted to specific Twitter ™ accounts, etc., depending on who

is registered to receive the alerts.

Listener

In one embodiment, the listener 110 in system 200 is responsible for collecting
real-time data feeds or substantially real-time data feeds (e.g., feeds 105) from one or
more resources in the retail environment being monitored (e.g., point of sale resources
210, monitor resources 220, etc.).

Since every retailer has a different set of data from which information can be
retrieved, this may be a nontrivial task, often requiring special connectors for each POS
type (Retalix, IBM, NCR, etc.) and data structures. Furthermore, video typically can be
received in a variety of formats, including analog/CCTV cameras, IP cameras with

different transfer protocols, different codecs, resolution, etc.



10

15

20

25

30

WO 2012/170551 PCT/US2012/041126

27-

Analysis Engine

In accordance with further embodiments, as mentioned, the analysis engine 120
can be configured to monitor for the occurrence of various types of activities of interest
(AOIs). The following is a non-limiting list of examples of the types of AOIs the

analysis engine 120 can look out for:

1. Sweethearting Detection

As previously discussed, the analysis engine 120 can be configured to accept any
suitable type of data such as real-time POS data and video feeds via one or more feeds
105.

In one embodiment, the analysis engine 120 analyzes the video feeds to monitor
the activity of cashier, customer, etc., and to track the items and a respective cart before,
during, or after a transaction. Events captured by the video feed such as images of a
transaction can be cross-referenced or analyzed in view of respective transaction data
(e.g., transaction data from a POS data feed such as item scan information) in order to
determine when an item present in the video stream or image as detected by the analysis
engine 120 does not appear to have been properly recorded by a corresponding point of
sale transaction log (e.g., item scan log). In other words, the feeds 105 can include
images of a transaction as well as corresponding point of sale data generated for the
transaction.

A comparison of the images and the corresponding point of sale transaction data
typically indicates whether all items taken into possession by the customer were properly
scanned at the checkout terminal. If there is one or more item that was not properly
scanned as being purchased during a transaction, as determined by a discrepancy between
the transaction images and the transaction log, the analysis engine 120 generates an alert
of the event to alerter 130.

Additional specific ways of detecting a trigger event (e.g., that an item was not
properly scanned during checkout, etc.) are described in issued U.S. patent 7,631,808, the

entire teachings of which is incorporated herein by this reference.
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2. Cart Pushouts

In accordance with further embodiments, note that the analysis engine 120 can be
configured to monitor real-time or substantially real-time video feeds and detect and track
locations of shopping carts in the retail environment to generate alerts of possible
fraudulent activity.

For instance, the analysis engine 120 can be configured to detect and/or track a
presence of shopping carts in one or more predetermined locations in the retail
environment such as entry ways (e.g., ingresses such as areas designated for entering the
retail environment), exit ways (e.g., egresses such as areas designated for exiting the
retail environment), pathways to lavatories accessible to the customer, etc., of a retail
store. The retail environment can extend to any type of area such as a building, a lot, etc.

The predetermined areas or locations monitored by the analysis engine 120 can
include places where carts typically should not go. One such area is a checkout lane that
is currently closed. Customers pushing shopping carts through a closed shopping lane
may be stealing items from the respective retail environment. The analysis engine 120
can be configured to monitor a predetermined area such as a closed checkout lane to
detect a presence of carts in such an area. Mere presence in such an area can indicate a
possible theft.

In accordance with another embodiment, the predetermined area being monitored
may be a bypass zone or bypass path in the retail environment circumventing one or more
checkout lanes. In other words, areas other than checkout lanes can be monitored for
suspicious activity. The bypass path can be located beside a bank of checkout terminals
and/or lanes and lead to the exit or entrance of the retail environment. Typically, under
normal circumstances, no shopping carts should exit the retail environment via a bypass
path. If such an event occurs, personnel can be notified to verify that the shopping cart in
the bypass path does not include retail items that have not been scanned for purchase at a
checkout lane.

Thus, upon detection of a cart in any of these types of monitored areas, the

analysis engine 120 can initiate generation of one or more alerts to the alerter 130. In this
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example embodiment, the alerter 130 provides notification of the presence of the
shopping carts in the predetermined areas to one or more registered target recipients.

In one embodiment, the alerter 130 transmits a respective notification message to
store personnel, security personnel, attendant, etc., notifying them of a possible cart
pushout event in which a customer leaves a store without paying for respective
merchandise. The party (e.g., retail personnel) receiving the notification can inspect the
suspicious activity, cart, customer, etc., to prevent shrinkage.

Note that cart pushouts can also occur via passing through a checkout lane that
has no marking one way or another indicating whether it is closed or inactive. In such an
instance, examination against the register’s associated transaction data is performed, in
order to determine that no transaction was occurring during the time the cart was pushed
through the checkout lane, point of sale terminal, cash register, etc. Thus, if the cart
passes though an open checkout lane, and there is no recorded transaction, the analysis
engine 120 flags the condition as being suspicious and generates an alert to alerter 130.
The alerter 130 sends out a respective notification to one or more registered parties.

Additionally, there may be a situation in which a transaction is currently
occurring (i.e., in progress), but that the customer did not complete the transaction by
paying for scanned items. The analysis engine 120 can detect this event based on an
analysis of the transaction data received on feed 105-1 by noting the omission of any
tender information. In other words, a transaction log produced for the transaction may
indicate that no payment was received from the customer taking possession of respective
items.

Note that any suitable method can be used to track the carts presence of the carts
in predetermined areas. For example, as mentioned, images can be analyzed to identify

presence of carts.

Additional details of tracking shopping carts can be found in related U.S. patent
application serial number 12/047,042, entitled “Cart Inspection For Suspicious Items,”

the entire teachings of which are incorporated here by this reference.
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One simple method of monitoring a presence of shopping carts in a respective
predetermined area is to perform a frame difference on images in order to look for areas
of motions. In a closed checkout lane, there would not be any expectation of movement
of a shopping cart, so frame differencing or optical flow could be a fast and economical
way of detecting carts.

Generating false positives (e.g., indicating that a cart pushout has occurred when
it actually has not) of cart pushouts may be undesirable. In such a circumstance,
however, it maybe useful to additionally perform a filtering step. As an example, in this
case, the motion detected by frame differencing or optical flow can itself be analyzed to
determine the breadth and strength of the resulting motion parameters. Since shopping
carts are typically large and edgy objects, a moving cart will produce many large motion
features. Filtering on size and/or number of motion features can help eliminate false
positives that a shopping cart is present in a predetermined location being monitored.

Another method to monitor a presence of shopping carts is to use classic far-field
tracking techniques. In such an instance, background models can be maintained in the
predetermined areas being monitored. Frames of video are then compared to the
background model in order to find the foreground or moving objects in such an area.
Similar to frame differencing as discussed above, the size and shape of such a foreground
“silhouette” will be indicative of a cart passing through the monitored area.

Yet another method embodiment can implement a feature-based approach. In this
example case, features can be extracted from each frame of video and tracked through
subsequent frames in the video. These features can then be analyzed in order to
determine whether they correspond to features of a cart. Such an analysis step can itself
be decomposed into one of several different techniques. For instance, the features can be
compared to hard-coded values. This approach works best when the tracked features are
easily understood and are themselves distinct. Such features can be thresholded or
compared to absolute values chosen by experts.

Another approach is to compare the detected features of an object in a monitored
area to a model developed during a training phase on labeled training data. Such models

can be updated over time by incorporating more examples of carts and the features
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extracted from them into the models. The optional validation step described herein in
detail below may be used as feedback of labeled cart data.
Accordingly, any suitable method can be used to detect a presence of a shopping

cart in a monitored area.

3. Customer Alert

In certain instances, retailers may wish to be alerted to the presence of certain
customers of interest in their stores (e.g., a retail environment). For example, retailers
operating a sweethearting detection system to catch fraudulent scanning activity may
detect repeat customers committing fraudulent activity such as stealing of retail items as a
result of improper scanning of the item at self-checkouts or manned checkouts in the
store. Upon determining that further action may be required, such retailers may set up an
alert to indicate when the customer has come back in to shop in the retail environment,
either to catch the customers in a further act of fraud (e.g., larceny) or to simply pursue
further dialog or activity with said customer.

To this end, in accordance with one embodiment, the analysis engine 120 can be
configured to look for the presence of identifying material in either one of or both of the
POS data streams (e.g., feed 105-1) and the video streams (e.g., feed 105-2). The
information in any of the one or more feeds 105 may indicate presence of a particular
person, group of persons, etc., that are present on a watch list.

Presence of a particular customer in the retail environment can be achieved in any
suitable way. For example, in one embodiment, the analysis engine 120 can identify
information and/or events that occur within the POS streams from feed 105-1 based on
and mapping identifying information (e.g., loyalty card information, credit card
information, etc.) in the feed 105-1 to a corresponding identity of a customer.

In one embodiment, the analysis engine 120 checks whether the identified
customer or unique information associated with the customer is included in a watch list
250.

In accordance with one specific embodiment, the analysis engine 120 looks for

PCI compliant (masked or hashed) credit card information and compares such
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information against the watch list 250 to determine whether a particular customer is
present in the retail environment. (“PCI compliant” refers to compliance with security
specifications of the Personal Card Industry consortium.)

In accordance with further embodiments, the analysis engine 120 can be
configured to monitor different items currently being purchased by a customer and
perform a so-called basket analysis. In such an instance, the analysis engine 120 can be
configured to determine an identity of the customer based on identifying items being
purchased and matching the items to a pattern associated with a particular customer that
repeatedly buys such items. Thus, such information as basket analysis may be employed
in certain circumstances, if the customer’s purchasing pattern is distinct.

Furthermore, as will be discussed further later in this specification, the video
stream from one or more resources 220 may be analyzed to determine an identity of a
customer. Determining an identity of a customer can include implementing face
recognition, body or pose recognition, etc., with respect to the images received in the feed
105-2.

FIG. 13 is a diagram illustrating an example layout of a retail environment
according to embodiments herein.

As shown, in one example embodiment, the retail environment 1300 such as a
building includes multiple point of sale terminals 210-1, 210-2, etc., to scan and purchase
items. One or more shopping carts typically occupy checkout lanes. Monitor resources
220 monitor one or more predetermined locations in the retail environment 1300 such as
bypass lanes, checkout lanes, ingress, egress, etc., for cart pushout events. In one
embodiment, as mentioned, the system 100 can generate one or more notifications 135 as
a command to activate alarm system 1350 (e.g., an instance of device 150), control point
of sale terminals 210, activate respective alarms in a vicinity of the checkout lanes, etc.
As mentioned, device 150 (represented by alarm system 1350 in this instance) can be
located at a point of sale terminal, near an egress pathway of the retail environment 1300,
etc.

FIG. 3 is an example diagram illustrating system 300 (e.g., a more detailed

version of system 100) according to embodiments herein.
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As shown, watch list 250 (e.g., a list of customers, unique data associated with
customers of interest, etc.) can be populated in one of several ways.

As a non-limiting example, a customer watch list 250 can be populated via input
received from user interface 310. The user interface 310 enables respective personnel to
edit watch list 250.

In yet further embodiments, a watch list 250 can be automatically populated based
on automated loss prevention or other systems. For instance, if a retailer employs an
automated loss detection analysis system in the retail environment, upon detection of one
or more suspicious transactions or fraudulent incidences involving a particular customer,
that customer may be added to the watch list 250. Furthermore, the watch list 250 can be
populated by the customer appearing in an exception as reported by a legacy data mining
system such as an exception reporting system.

By way of a non-limiting example, the customer alert module 120-1 receives POS
feeds and video input feeds from listener 110 and produces an alert in response to
detecting presence of a watch listed customer (e.g., customer named in the watch list 250)
in the retail environment. As mentioned, the watch list 250 itself can be filled in any of
multiple suitable ways. For example, as mentioned, the watch list 250 can be modified
based on input from a user interface 310, from third-party systems, or from feedback
from the analysis engine 120, etc. Based on the alert from analysis engine 120, the alerter

sends out notifications to one or more appropriate parties.

Customer-Cashier Pair Alert

As arelated example, the watch list 250 can be configured to include a customer-
cashier pairing. In such an instance, the pairing includes a unique identity of a customer
and a unique identity of a cashier. Such an embodiment may be useful in looking for
collusion or sweethearting between a particular cashier and customer in the pairing. For
example, the customer may be the cashier's friend and make it appear as though the items
are being properly scanned during a transaction even though they are not.

The customer-cashier pair could be added to the watch list 250 either manually by

the retailer via a user interface or automatically by a system such as loss detection
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analysis system or exception reporting system. For instance, if a retailer employs an
automated loss detection analysis system, such as those offered by StopLift, Inc, upon
detection of one or more transactions involving a particular customer-cashier pair, that
customer-cashier pair may be added to the watch list.

As an example, an identity pair in watch list 250 can include customer X and
cashier Y. The analysis engine 120 monitors the retail environment in a manner as
previously discussed. Detection of the presence of customer X at a checkout lane

operated by the cashier Y results in generation of an alert to appropriate store personnel.

Random Audit Alert

In one embodiment, the analysis engine 120 is configured to trigger alerts
randomly, such as to audit a small fraction of the transactions coming through a point of
sale system.

In another related embodiment, the analysis engine 120 is configured to trigger
alerts quasi-randomly. Where available, the analysis engine 120 can be configured to
take into account identifying information (as described above with respect to the
customer alert); and where such information is not available, the analysis engine 120 will
initiate triggering of alerts either completely randomly or randomly with probability
weighted toward particular characteristics of the transaction data. For example, the
transactions with greater occurrences of voided items or items for which bagging was
intentionally skipped (e.g., using the “skip bag” button at a self-checkout) may have
greater probability weighting of being flagged for an audit.

The motivation of such an embodiment is to keep customers and self-checkout
attendants aware that loss prevention measures are in place regardless of the presence of

identifying information.

Self-Checkout Distress

In accordance with further embodiments, the analysis engine 120 can be
configured to look for signs of customer trouble at self-checkout lanes of the retail

environment in which the customer scans items for purchase. For example, the system
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300 can be configured to identify occurrence of large-sized time gaps between successive
scans, in order to determine when a customer operating a self-checkout register is having
trouble scanning of items at the point of sale terminal.

The system 300 can also analyze the received video feeds 105-2 (e.g., image
information of a transaction) in order to employ pose estimation and other visual
techniques to determine if a customer is becoming frustrated. Upon determining that a
customer is in need of help, the analysis engine 120 can be configured to generate an
appropriate alert to the alerter 130. In such an instance, the alerter 130 can be configured
to provide a notification to a self-checkout attendant to help the customer in distress.

Any suitable method can be used to determine whether a customer is becoming
frustrated. For instance, embodiments herein can include detecting an event or events
such as multiple attempts by the customer to scan the same item. Such information may
be available from a transaction log produced by the point of sale terminal operated by the
customer. This may be an indicator of frustration. Via one or more video feeds, distress
can be detected by simple tracking of motion features in a designated area (in this case,
the scanner area). Multiple passes through the same area without corresponding motion
in either the input or output areas is an indicator of multiple scan attempts of the same
item.

Additionally, or alternatively, a purely data based approach also can be employed
in which the time between scans is used as a measure to detect frustration.

In accordance with further embodiments, a pose estimation approach to
determining if the customer is becoming frustrated could be to analyze the customer’s
pose. A wide stance could be an indicator of frustration. Pacing and other repetitive
motions without corresponding activity in the input or output areas could be a further
indication of frustration. Observation of customer’s head motions as an intent to engage
the self-check attendant can also be used as an indicator that help is needed.

Customers can be added to a self-checkout distress watch list manually by a user
and/or after the fact as well. The watch list would operate in a similar manner as
discussed above such that personnel in the retail environment are notified of customers

that typically need help. For example, if a self-checkout attendant notices a customer
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having trouble at the self-checkout, the attendant may put that customer on the watch list
250 such that an attendant can be alerted next time the customer is at the checkout so as
to proactively provide assistance to the customer.

Moreover, if a user of a video recording system or video analysis system and/or
data analysis system sees video of a customer having trouble operating a self-checkout,
the user can add the customer to the watch list 250 as well.

A data analysis system can be implemented to identify occurrence of long times
between consecutive scans as a measure of distress. A video analysis system can be used
to analyze the video feeds in order to employ pose estimation and other visual techniques
to determine if a customer is becoming frustrated.

Upon detecting a high degree of frustration or distress on one or more occasions,
an analysis system could automatically place the customer on the self-checkout distress
list. Alternatively an analysis system could present one or more video segments of
suspected frustration to a reviewer (e.g., human viewer, machine, etc.) for validation; and
upon positive validation of frustration, the customer can be added to the self-checkout

distress watch list.

FIG. 4 is an example diagram illustrating validation according to embodiments
herein.

As shown, the analysis engine 120 can be enhanced to include an optional
incorporation of human validation into the process. In other words, video and/or
transaction log information can be reviewed by a human reviewer to detect events of
interest requiring notification. The reviewer can flag occurrence of certain events.

In one embodiment, human validation (e.g., review of an alert by a human
operator) is used to verify, or validate, potential alerts the analysis engine 120 generates.
Via human validation, the potential alert (e.g., an preliminary alert generated by the
analysis engine 120) undergoes validation before the alert is sent out to the alerter for
action. Thus, embodiments herein can include generating a preliminary alert in a first

stage and then validating the preliminary alert via a second stage prior to issuance of an
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alert to retail personnel. This semi-automated approach can be beneficial to the
performance of the analysis engine 120.

As previously described, the analysis engine 120 receives one or more feeds 105
(e.g., image feeds, point of sale feeds, etc.) and analyzes those feeds 105 to detect
occurrence of patterns or conditions that result in generation of a respective alert. In one
embodiment, the analysis engine 120 can produce suspected alerts or preliminary alerts
that would benefit from further analysis before being confirmed as a real alert resulting in
transmission of the notification to a target resource. In this case, a semi-automated
approach is taken, which allows human analysts to contribute in real-time to the analysis
task.

FIG. 4 shows how this optional human validation 410 of potential alerts fits into
the analysis framework according to embodiments herein. In other words, any of the
processes or methods executed by the analysis engine 120 can include use of a remote
processor (e.g., a human reviews) to verify whether a preliminary alert detected by the
analysis engine 120 is valid or not.

In accordance with previous embodiments, inputs into the analysis engine 120
include real time or substantially real time generated data feeds produced in the retail
environment. When using validation feedback, validation results produced by the human
validation 410 are also added to the inputs of the analysis engine 120.

By way of a non-limiting example, the processing data flow can be as follows:
The analysis engine 120 automatically analyzes real time data feeds in a manner as
previously discussed. The analysis engine 120 generates preliminary or potential alerts
based on detecting events. The analysis engine 120 may be uncertain as to whether a
detected event is suspicious or not. Thus, the analysis engine 120 generates a preliminary
alert.

The analysis engine 120 forwards the preliminary alert and corresponding data
(e.g., transaction data, image data, etc. associated with the transaction) to a remotely
located validation site (e.g., remote processor) in order to verify the validity of the
preliminary alert(s). The validation site (e.g., remote processor) may be located on or off

premises. In other words, the validation system (e.g., providing human validation 410)
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can be remotely located with respect to the retail environment being monitored. In one
embodiment, the human validation 410 can include one or more reviewers that review the
alert in view of information such as the transaction log, video, etc., to make a
determination whether the preliminary alert is valid or not. If the preliminary alert is
valid, the human validation 410 provides feedback to the analysis engine 120 that the
alerter 130 should produce a notification to retail personnel.

The “associated data” transmitted to remote processor in this case can include
any and all data necessary to confirm or deny the preliminary alert. Upon verifying that
the preliminary alter received from the analysis engine 120 is valid, the human validation
410 provides feedback to the analysis engine 120 (e.g., over a network connection) that
the preliminary alert is valid. The analysis engine then communicates the valid alert to
the alerter 130 to produce notifications in a manner as previously discussed.

Subsequent FIGS. 5 and 6 show more complete embodiments describing how
human validation fits into the sweethearting and self-checkout distress detection modules
according to embodiments herein.

For example, FIG. 5 is an example diagram of system 500 (e.g., a more detailed
version of system 100) illustrating optional human validation according to embodiments
herein.

In this example, the sweethearting detection module 525 executed by analysis
engine 120 analyzes real-time video and POS data (e.g., transaction data) received on one
or more feeds 105 monitoring a respective transaction. Upon detecting a discrepancy in
items between POS data and visual detections of items being scanned, suspect alerts are
generated. In other words, upon detecting that items pass by a scanner of a point of sale
device, but are not properly scanned for purchase by the point of sale device, the
sweethearting detection module 525 generates one or more preliminary alerts associated
with the transaction.

Upon detecting the suspicious activity, the analysis engine 120 electronically
sends the preliminary alerts and associated POS data, video data, etc., to a remote

processor site for human validation 410.



10

15

20

25

30

WO 2012/170551 PCT/US2012/041126

-30-

Upon review of the preliminary alerts by human validation 410, validation results
produced by the human validation 410 (e.g., a remote processor) are fed back into the
analysis engine 120. One way to convey the information between the analysis engine
120 and the remote processor (e.g., remotely located human reviewers with respect to the
retail environment) is a network 550 such as the Internet. Upon confirmation or
validation of the preliminary alerts generated by the analysis engine 120, the analysis
engine 120 notifies the alerter 130 to produce one or more notifications.

FIG. 6 is an example diagram illustrating optional human validation in system
600 (e.g., a more detailed version of system 100) according to embodiments herein.

In this example embodiment, the analysis engine 120 executes the self check
distress module 625. The self-check distress module executed by the analysis engine 120
analyzes, for each transaction at one or more checkout lanes in the retail environment,
video and POS data received on feeds 105. Upon detecting when a customer in a
respective checkout lane is frustrated, the analysis engine 120 generates a preliminary
alert. The self check distress module 625 transmits the preliminary alert to human
validation 410 at a remote location. The remote location includes appropriate display
screens and processing devices such that the human reviewers are able to view the
information on the feeds 105 in substantially real-time. The human reviewers verify
whether the preliminary alert is legitimate. Upon review of said alerts, the human
reviewers (e.g., human validation 410) send validation results back to self check distress
module 625 executing on the analysis engine 120. Upon confirmation of suspect or
preliminary alerts, these self check distress module 625 sends any validated alerts to
alerter 130 that, in turn, generates and transmits appropriate notifications in the retail

environment.

Alerter Component

Upon receiving a real-time alert of an AOI in progress, the alerter 130 initiates
execution one or more actions. The following is a non-limiting list of examples of the

types of actions that may be taken.
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Sending a Text Message or Email

One such action that the alerter 130 can take is to send a text message or email or
other such notification to one or more registered recipients. The contents of the text
message or email can include information helpful to an investigator or other personnel of
the retail environment. For instance, the notification sent by the alerter 130 to the
recipients can specify a customer of interest, a checkout lane in which a customer needs
helpful, type of detected event, etc.

The notification (e.g., e-mail, text message, etc.) produced by the alerter 130 can
include a picture or video segment of a respective customer. The picture or video can be
copied either from the real-time video feed or from a database of imagery and video
associated with the customer.

The notification (e.g., e-mail, text message, etc.) produced by the alerter 130 may
also contain summary information relating to this customer, including information
ascertained by his or her customer loyalty card, a summary of their recent transactions, or

even a history of incidents in which this customer has been involved, etc.

FIG. 7 is an example diagram illustrating of customer information that can be

included in a respective notification according to embodiments herein.

Customer identification alert:
Customer Number: 63400402416801581
Store: 2087
Time: 2011-04-20 15:53:59.966000

Register: 71

As shown, the customer information produced by the alerter 130 can include a
unique identity value (e.g., 63400402416801581) assigned to the customer, the store
number (e.g., 2087) where the event takes place, the time (e.g., 2011-04-20
15:53:59.966000) of the transaction or time of issuance of the notification, the checkout

register (e.g., 71), etc.
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As previously discussed, one or more persons and/or corresponding
communication devices (e.g., instance of devices 150) operated by the one or more
persons can be registered to receive the different types of notifications. Registration
information indicating where to send the notifications and under what circumstances can
be received from a number of different resources. For instance, the registration of such
recipients can be done from a central location using a user interface or other means.
Registering recipients can also occur automatically, for example by looking for
cashier/attendant check-ins and check-outs. In this manner, the cashier/attendant on-duty
can be automatically added as a recipient of any such messages. Furthermore,
cashier/attendant check-outs can be observed to de-register a cashier/attendant from

receiving such messages.

Tweeting the Alert

Social networks are becoming a popular way of rapidly communicating
information to many people. As such, upon receipt of an alert (to generate and send a
notification), the alerter 130 can be configured to communicate the details of the alert
(see specific example specified above in the previous section), via a web API or other

mechanism, to social networking sites such as Twitter ™ or Facebook ™.

Cashier / Attendant Alert

The alerter 130 can be configured to communicate alerts directly to a POS system
in order to direct the cashier or attendant of the nature of the alert. Thus, an employee
such as a checkout lane attendant in the retail environment can receive notification of the
events via respective point of sale equipment in the checkout lane where the employee is
stationed to work. Thus, the notification is integrated into the point of sale system
operated by an attendant. Such integration allows the alerter 130 to integrate seamlessly
in a retailer’s existing infrastructure. If POS integration is not possible or not desirable, a

small alerting device (such as a communication device operated by a respective employee
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in the retail environment) may be configured to display messages and/or graphics
associated with an incident as specified by the notification.

The communication device operated by the employee can enable the employee to
provide feedback concerning the flagged incident. For example, the employee may
provide information indicating whether backup is needed, the employee can indicate if

the flagged incident as specified by the notification was a false alarm, etc.

Halting the Transaction

A motivating example in accordance with embodiments herein is the prevention
of improper scans by customers at self checkout lanes in the retail environment, whether
accidental or intentional. To this end, the alerter 130 can be configured to communicate
with a respective POS system at the time of the alert. Such communication from the
alerter 130 to the POS system can direct the POS system to halt the transaction and await
further assistance from the self-check attendant or other store personnel.

In another embodiment, a transaction can be halted upon the generation of an alert
by the analysis engine 120 (and generated notification by the alerter 130) indicating a
possible improper scan has occurred at a specified checkout lane. Halting can occur on
any type of checkout lane (e.g., manned checkout lane, self-checkout lane, etc.).

In one embodiment, retail personnel with the proper authorization can look into a
detected incident as specified by the notification produced by the alerter 130. The retail
personnel can located on or off site with respect to the retail environment. The retail
personnel can be an employee of the retailer or otherwise authorized by the retailer to
oversee incidents flagged by the alerter 130. For instance, the authorized person could be
an employee of an analysis company tasked with the role of transaction oversight (also
see previous section on Human Validation).

The checking by the authorized person can take the form of checking the
transaction log up to that point and correlating it with either a portion of the video of the
transaction up to that point or via direct observation of the items in question if the
authorized person is on-site. Upon confirmation that the incident is true (e.g., that the

preliminary alert of an incident), onsite personnel in the retail environment can be alerted
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to provide assistant and/or look into the matter further. Upon denial of the alert, the
transaction is allowed to continue without generation of the notification to retail
personnel.

In accordance with one embodiment, assuming an off-site authorized person (e.g.,
a remote processor) is conducting the oversight and validation of possible alerts, the
result of such a denial of the alert by the authorized person (i.e., a false positive) is a
small delay in the ringing up of the transaction observed by cashier and customer while
the alert is validated transparently and in the background.

In another embodiment, during the delay (for example, if due to detection of self-
checkout stress), an authorized personnel may “call down” and provide live help to the
customer through the use of audio and/or video. The audio and/or video may be
incorporated directly into the self-checkout unit or achieved through a separate device or
multiple devices. This kind of “call down” may also be done with no halting of the

respective transaction.

Automatic Item Scanning

In further embodiments, the analysis engine 120 may also provide details to the
alerter of a specific item in question that was not scanned properly. Such details of the
suspicious activity can be included in the notification to retail personnel. This may
indicate that sweethearting or some other form of fraud is taking place.

In the more common and less malicious case, it may also indicate that inattention
on the part of a cashier or customer at a self check is taking place. In such an instance,
instead of directing the POS system to halt the transaction as in the previous section, the
alerter 130 (via one or more generated notifications) may direct a target POS device to
auto-insert the item in question into the customer’s order. That is, the alerter 130 may
“ring-up” the item automatically for the customer or cashier. Likewise such an insertion

could be directed by a human validator alerted by the system.

EAS-Style Pedestal Alert
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EAS-style pedestal alarms are commonplace at the entryways and exits of a
respective retail establishment. These pedestals typically signal an alarm when an
wireless ID tag embedded in an article for purchase was not deactivated. When this
happens, the alarm sounds and an employee is usually deployed to check on the customer
and their baggage who set off the alarm.

Consumers are accustomed to seeing EAS pedestals and know how to react to
these alarms. For example, upon sounding of an EAS alarm, the customer knows to
discontinue leaving the store as an item in the possession likely set off the alarm.

Embodiments herein can include simulating such an EAS type alarm upon
detection of any of the different types of trigger conditions as discussed herein.

More specifically, in one embodiment, upon receiving an alert from the analysis
engine 120 that indicates to sound the alarm for a given customer leaving the retail
environment, the alerter 130 can be configured to sound off the alarm of an EAS style
pedestal upon the crossing of a threshold indicated by the customer.

The EAS style pedestal can be a pre-existing pedestal or a mock pedestal. In the
case of preexisting EAS pedestals, it is possible for the alerter 130 to set off the
preexisting pedestal’s alarm. In the case of a mock pedestal, an alarm mechanism similar
to those of EAS-Style pedestals is set off.

To produce an alert, embodiments herein can include tracking the customer in
question via overhead or other-positioned CCTV or IP cameras set up in the store. Upon
crossing a threshold location, “tripwire”, etc., the alarm is then sounded. Tracking with
respect to a pedestal may also be accomplished or by manual observation of a live video
feed. Controlling the alarm of an EAS style pedestal or mock EAS pedestal can be used
in conjunction with different embodiments such as sweethearting detection, cart pushout
detection, etc.

As an example, consider the case of automated sweethearting detection coupled
with an EAS-style alerting mechanism. As shown in Figure 8, video and POS data is fed
into the analysis engine 120. As described previously, the sweethearting detection

module 525 generates alerts indicating the presence on non-scanned items. Optionally,
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such alerts could be coupled with a human validation process (e.g., a remote processor) in
order to enhance the efficacy of the process.

Upon the detection (and optional validation) of items that have been sweethearted
or otherwise unrecorded by the POS, a location of the customer is then tracked on access
path to the EAS-style pedestals, the mock pedestals, or some other area such as the entry
or exit way to the store.

The customer can be tracked using standard computer vision tracking techniques
and may include the tracking of the customer, his or her cart, or other associated objects.
Again, optional validation can be performed to facilitate the detection and tracking
process. Upon tracking of the customer to the designated area where the alarm will be
sounded or visually displayed, the analysis engine 120 generates and transmits an alert to
the alerter 130. The alerter 130 generates and transmits the notification (e.g., a
command) to the appropriate alarm device. Via the notification produced by the alerter
130, the alarm is sounded indicating that the customer should halt and wait to be attended
to by a store employee.

One advantage of the method of alert/alarm is that customers and retail employees
alike are already socialized to the expectation of an inspection of the customers bags
upon such an alarm, and thus questioning of the retail employee by the customer as to
why they are being stopped and inspected is minimized.

FIG. 9 is an example block diagram of a computer system for implementing any
of the operations as discussed herein according to embodiments herein.

Computer system 750 can reside in any of the resources as discussed herein such
as system 100, system 200, system 300, etc.

As shown, computer system 750 of the present example can include an
interconnect 811 that couples computer readable storage media 812 such as a non-
transitory type of media (i.e., any type of hardware storage medium) in which digital
information can be stored and retrieved, a processor 813 (e.g., one or more processing
devices), I/0 interface 814, and a communications interface 817.

I/0 interface 814 provides connectivity to other resources such as repository 180.
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Computer readable storage medium 812 can be any hardware storage device such
as memory, optical storage, hard drive, floppy disk, etc. In one embodiment, the
computer readable storage medium 812 stores instructions and/or data.

Communications interface 817 enables the computer system 750 and processor
813 to communicate over a resource such as network 190 to retrieve information from
and/or transmit information to remote sources (e.g., remote processor) and communicate
with other computers and/or persons. 1/O interface 814 enables processor 813 to retrieve
stored information from repository 180.

As shown, computer readable storage media 8§12 is encoded with analysis engine
120-1 (or other processing module such as listener 110, alerter 130, etc.) executed by
processor 813. Analysis engine application 120-1 can be configured to include
instructions to implement any of the operations associated with analysis engine 120 as
discussed herein.

During operation of one embodiment, processor 813 accesses computer readable
storage media 812 via the use of interconnect 8§11 in order to launch, run, execute,
interpret or otherwise perform the instructions in analysis engine application 120-1 stored
on computer readable storage medium 812.

Execution of the analysis engine application 120-1 produces processing
functionality such as analysis engine process 120-2 in processor 8§13. In other words, the
analysis engine process 120-2 associated with processor 813 represents one or more
aspects of executing analysis engine application 120-1 within or upon the processor 813
in the computer system 750.

Those skilled in the art will understand that the computer system 750 can include
other processes and/or software and hardware components, such as an operating system
that controls allocation and use of hardware resources to execute the analysis engine
application 120-1.

In accordance with different embodiments, note that computer system may be any
of various types of devices, including, but not limited to, a set-top box, a television, a
personal computer system, a wireless device, base station, phone device, desktop

computer, laptop, notebook, netbook computer, mainframe computer system, handheld
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computer, workstation, network computer, application server, storage device, a consumer
electronics device such as a camera, camcorder, set top box, mobile device, video game
console, handheld video game device, a peripheral device such as a switch, modem,
router, or in general any type of computing or electronic device. The computer system
150 may reside at any location or can be included in any suitable resource in a retail
environment or external to a retail environment to implement functionality as discussed
herein.

Functionality supported by the different resources will now be discussed via
flowcharts in FIGS. 10-12. Note that the steps in the flowcharts below can be executed in
any suitable order.

FIG. 10 is a flowchart 1000 illustrating an example method according to
embodiments herein. Note that there will be some overlap with respect to concepts as
discussed above.

In step 1010, the system 100 monitors data generated in a retail environment.

In step 1015, the system 100 identifies a customer involved in a transaction based
on the data.

In step 1020, in response to detecting that the identified customer is included in a
watch list 250, the system 100 generates a notification indicating presence of the
customer in the retail environment.

FIG. 11 is a flowchart 1100 illustrating an example method according to
embodiments. Note that there will be some overlap with respect to concepts as discussed
above.

In step 1110, the system 100 monitors data generated in a retail environment.

In step 1115, the system 100 identifies, based on an analysis of the data,
occurrence of a trigger event associated with a transaction in the retail environment

In step 1120, the system 100 produces a preliminary alert based on the detected
occurrence of the trigger event.

In step 1125, the system 100 transmits the preliminary alert to a remote processor

for validation.
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In step 1130, in response to validation of the preliminary alert by the remote
processor, the system 100 transmits a notification to one or more registered destinations.
The notification indicates occurrence of the trigger event in the retail environment.

FIG. 12 is a flowchart 1200 illustrating an example method according to
embodiments herein. Note that there will be some overlap with respect to concepts as
discussed above.

In step 1210, the analysis engine 120 monitors a shopping cart in a retail
environment.

In step 1215, the system 100 detects presence of the shopping cart in a
predetermined area (i.e., location) in the retail environment.

In step 1220, responsive to detecting presence of the shopping cart in the
predetermined area in the retail environment, the system 100 generates a notification
indicating a cart pushout event.

Note again that techniques herein are well suited for use in retail environments.
However, it should be noted that embodiments herein are not limited to use in such
applications and that the techniques discussed herein are well suited for other applications
as well.

While this invention has been particularly shown and described with references to
preferred embodiments thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the
spirit and scope of the present application as defined by the appended claims. Such
variations are intended to be covered by the scope of this present application. As such,
the foregoing description of embodiments of the present application is not intended to be

limiting. Rather, any limitations to the invention are presented in the following claims.
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What is claimed is:

A method comprising:

monitoring data generated in a retail environment;

identifying a customer involved in a transaction based on the data; and

in response to detecting that the identified customer is included in a watch
list, generating a notification indicating presence of the customer in the retail

environment.

The method as in claim 1, wherein the transaction is a retail transaction, the
method further comprising:
prior to the customer exiting the retail environment, providing the

notification to retail personnel.

The method as in claim 1, wherein the watch list includes identities of multiple
different customers, each of which has been included in the watch list based on a

previous history of behavior of interest.

The method as in claim 1, wherein monitoring the data generated in the retail
environment includes monitoring point of sale data produced by a checkout
terminal in the retail environment, the customer inputting the personal
information to the checkout terminal; and

wherein identifying the customer includes processing the personal

information to determine an identity of the customer.

The method as in claim 1, wherein the data includes video capturing images of the

customer during the transaction.

The method method as in claim 1, wherein detecting that the customer is included

in the watch list includes:
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performing a facial analysis of the at least one image to determine that the

watch list includes the customer based on the facial analysis.

The method as in claim 1, wherein the data includes point of sale data generated

during the transaction.

The method as in claim 1 further comprising:
transmitting the notification to an alarm system in the retail environment,
the notification causing the alarm system to produce an alert to at least the

customer in the retail environment.

The method as in claim 8, wherein the alarm system is a pedestal designed to
simulate the appearance and operation of an EAS (Electronic Article Security)

pedestal.

The method as in claim 1, wherein the data is point of sale data identifying the
customer, the identifying information based on at least one resource in the group
consisting of:

a customer loyalty card assigned to the customer,

a credit card used by the customer, and

an analysis of items purchased by the customer during the transaction.

The method as in claim 1 further comprising:

transmitting the notification to retail personnel in the retail environment,
the retail personnel selected from the group consisting of:

a particular person,

a particular department,

a member of a security personnel in the retail environment, and

a remote video analyst.
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The method as in claim 1, wherein the notification is a type selected from the
group consisting of:

an SMS text message,

an e-mail message,

a command activating an alarm system located at an exit of a store alerting
exiting customers of a potential security breach associated with the transaction,

a notification indicating to an employee in the retail environment to pay
attention to the customer in a self-checkout lane,

a customer service notification indicating to an employee in the retail
environment to provide assistance to the customer in a self-checkout lane,

a command to halt the transaction,

an alert message directed to a point of sale system, and

an alert message directed to a self-checkout.

The method as in claim 1 further comprising:
producing the notification to include a resource type selected from the

group consisting of: text, a link to remotely available data, and video data.

The method as in claim 1 further comprising:

identifying a cashier involved in the transaction; and

in response to detecting that a combination of the identified cashier and
the identified customer are participants in the transaction, transmitting the

notification to alert retail personnel.

The method as in claim 1 further comprising:
identifying a grouping of multiple parties involved in the transaction based
on the data, the data indicating: 1) a customer purchasing at least one item and ii) a

store representative facilitating the transaction; and
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responsive to detecting that a combination including the customer and the
store representative is specified in a watch list of the retail environment,

generating a notification to alert retail personnel.

The method as in claim 15, wherein the store representative is a self-checkout

assistant cashier overseeing a self-checkout lane used by the customer.

The method as in claim 1, wherein the transaction occurs in a self-checkout lane

in the retail environment.

The method as in claim 1, wherein the transaction occurs in a manned-checkout

lane in the retail environment.

The method as in claim 1, wherein the transaction occurs using a mobile checkout

device.

A computer-readable storage medium having instructions stored thereon for
processing data information, such that the instructions, when executed by at least
one processing device, cause the at least one processing device to perform the
operations of:

monitoring data generated in a retail environment;

identifying a customer involved in a transaction based on the data; and

in response to detecting that the identified customer is included in a watch
list, generating a notification indicating presence of the customer in the retail

environment.

A system comprising:
at least one processor device;
a storage resource that stores instructions associated with an application

executed by the at least one processor device; and
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an interconnect coupling the at least one processor device and the storage
resource, the at least one processor device executing the application and
performing operations of:
monitoring data generated in a retail environment;
identifying a customer involved in a transaction based on the data;
and
in response to detecting that the identified customer is included in
a watch list, generating a notification indicating presence of the customer

in the retail environment.

22. The system as in claim 21, wherein the transaction is a retail transaction, the at
least one processor device further executing operations of:
prior to the customer exiting the retail environment, providing the

notification to retail personnel.

23. The system as in claim 21, wherein the watch list includes identities of multiple
different customers, each of which has been included in the watch list based on a

previous history of behavior of interest.

24. The system as in claim 21, wherein monitoring the data generated in the retail
environment includes monitoring point of sale data produced by a checkout
terminal in the retail environment, the customer inputting the personal
information to the checkout terminal; and

wherein identifying the customer includes processing the personal

information to determine an identity of the customer.

25. The system as in claim 21, wherein the data includes video capturing images of

the customer during the transaction.
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The system as in claim 21, wherein detecting that the customer is included in the
watch list includes:
performing a facial analysis of the at least one image to determine that the

watch list includes the customer based on the facial analysis.

The system as in claim 21, wherein the data includes point of sale data generated

during the transaction.

The system as in claim 21, wherein the at least one processor device further
executes operations of:

transmitting the notification to an alarm system in the retail environment,
the notification causing the alarm system to produce an alert to at least the

customer in the retail environment.

The system as in claim 28, wherein the alarm system is a pedestal designed to
simulate the appearance and operation of an EAS (Electronic Article Security)

pedestal.

The system as in claim 21, wherein the data is point of sale data identifying the
customer, the identifying information based on at least one resource in the group
consisting of:

a customer loyalty card assigned to the customer,

a credit card used by the customer, and

an analysis of items purchased by the customer during the transaction.

The system as in claim 21, wherein the at least one processor device further
executes operations of:

transmitting the notification to retail personnel in the retail environment,
the retail personnel selected from the group consisting of:

a particular person,
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a particular department,
a member of a security personnel in the retail environment, and

a remote video analyst.

The system as in claim 21, wherein the notification is a type selected from the
group consisting of:

an SMS text message,

an e-mail message,

a command activating an alarm system located at an exit of a store alerting
exiting customers of a potential security breach associated with the transaction,

a notification indicating to an employee in the retail environment to pay
attention to the customer in a self-checkout lane,

a customer service notification indicating to an employee in the retail
environment to provide assistance to the customer in a self-checkout lane,

a command to halt the transaction,

an alert message directed to a point of sale system, and

an alert message directed to a self-checkout.

The system as in claim 21, wherein the at least one processor device further
executes operations of:
producing the notification to include a resource type selected from the

group consisting of: text, a link to remotely available data, and video data.

The system as in claim 21, wherein the at least one processor device further
executes operations of:

identifying a cashier involved in the transaction; and

in response to detecting that a combination of the identified cashier and
the identified customer are participants in the transaction, transmitting the

notification to alert retail personnel.
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The system as in claim 21, wherein the at least one processor device further
executes operations of:

identifying a grouping of multiple parties involved in the transaction based
on the data, the data indicating: 1) a customer purchasing at least one item and ii) a
store representative facilitating the transaction; and

responsive to detecting that a combination including the customer and the
store representative is specified in a watch list of the retail environment,

generating a notification to alert retail personnel.

The system as in claim 35, wherein the store representative is a self-checkout

assistant cashier overseeing a self-checkout lane used by the customer.

The system as in claim 21, wherein the transaction occurs in a self-checkout lane

in the retail environment.

The system as in claim 21, wherein the transaction occurs in a manned-checkout

lane in the retail environment.

The system as in claim 21, wherein the transaction occurs using a mobile

checkout device.

A method comprising:
monitoring data generated in a retail environment;
identifying, based on an analysis of the data, occurrence of a trigger event
associated with a transaction in the retail environment;
producing a preliminary alert based on the occurrence of the trigger event;
transmitting the preliminary alert to a remote processor for validation; and
in response to validation of the preliminary alert by the remote processor,
transmitting a notification indicating occurrence of the trigger event in the retail

environment.
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The method as in claim 40, wherein the data includes video data capturing images

of a customer obtained during the transaction.

The method as in claim 40, wherein producing the preliminary alert occurs after
occurrence of recording a first retail item in the transaction; and
wherein the validation of the preliminary alert occurs prior to recording of

a second retail item in the transaction.

The method as in claim 40, wherein the validation of the preliminary alert occurs

prior to completion of the transaction.

The method as in claim 40, wherein the validation of the preliminary alert occurs

prior to a customer in the transaction leaving the retail environment.

The method as in claim 40, wherein the trigger condition is suspicious activity,
the method further comprising:
transmitting the notification to retail personnel responsible for addressing

suspicious activity in the retail environment.

The method as in claim 40, wherein the trigger event is a customer in need of
help; and
transmitting the notification to retail personnel responsible for customer

service in the retail environment.

The method as in claim 40, wherein the trigger event is of a type included in the
group consisting of:

customer distress at a checkout lane in which a customer needs help
during the transaction,

improper recording of retail items for purchase during the transaction,
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detection of a presence of a shopping cart in a predetermined location of
the retail environment,

detection of retail items in the shopping cart that have not been recorded
during the transaction, and

detecting that an identity of a customer in the transaction is on a watch list.

The method as in claim 47, wherein the predetermined location includes an egress

path avoiding checkout lanes in the retail environment.

The method as in claim 40, wherein transmitting the preliminary alert to the
remote processor includes:

transmitting video information capturing images of the transaction to the
remote processor; and

transmitting point of sale transaction information related to the transaction
to the remote processor, the remote processor including a human reviewing the

video information and the point of sale transaction information.

The method as in claim 49, wherein the human at the remote processor validates
the preliminary alert in response to detecting that at least one item possessed by a
customer as indicated by the video information was absent from the point of sale

transaction information.

The method as in claim 50 further comprising:
generating the notification to include information indicating that the at
least one item was absent from the data; and

transmitting the notification to retail personnel in the retail environment.

The method as in claim 50 further comprising:
transmitting the notification to a checkout station in the retail environment

to halt the transaction.
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The method as in claim 50 further comprising:
transmitting the notification to an alarm system in the retail environment

to produce an audible alarm to a customer associated with the transaction.

The method as in claim 50, wherein the alarm system is a system designed to look

and operate like an EAS (Electronic Article Surveillance) system.

The method as in claim 49 further comprising:
generating the notification to include information indicating that the
customer needs assistance associated with the transaction; and

transmitting the notification to retail personnel in the retail environment.

The method as in claim 40, wherein the remote processor includes a human that

produces the validation of the preliminary alert.

The method as in claim 40, wherein the remote processor has access to a watch
list, the remote processor validating the preliminary alert based on detecting that a

customer associated with the transaction is included in the watch list.

The method as in claim 40, wherein the remote processor validates the
preliminary alert based on at least one of:

crowd sourcing,

a facial recognition engine, and

calling in to a web service.

The method as in claim 40, wherein the notification is a type selected from the
group consisting of:
an SMS text message,

an e-mail message,
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a command activating an alarm system located at an exit of a store alerting
exiting customers of a potential security breach associated with the transaction,

a customer service notification indicating to an employee in the retail
environment to provide assistance to the customer in a self-checkout lane,

a security notification indicating to retail personnel in the retail
environment to address suspicious activity at a checkout lane,

a command to halt the transaction,

an alert message directed to a point of sale system, and

an alert message directed to a self-checkout lane.

The method as in claim 50, wherein the trigger condition is suspicious activity,
the method further comprising:
transmitting the notification to retail personnel responsible for addressing

suspicious activity in the retail environment.

A system comprising:

at least one processor device;

a storage resource that stores instructions associated with an application
executed by the at least one processor device; and

an interconnect coupling the at least one processor device and the storage
resource, the at least one processor device executing the application and
performing operations of:

monitoring data generated in a retail environment;

identifying, based on an analysis of the data, occurrence of a trigger event
associated with a transaction in the retail environment;

producing a preliminary alert based on the occurrence of the trigger event;

transmitting the preliminary alert to a remote processor for validation; and

in response to validation of the preliminary alert by the remote processor,
transmitting a notification indicating occurrence of the trigger event in the retail

environment.
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The system as in claim 61, wherein the data includes video data capturing images

of a customer obtained during the transaction.

The system as in claim 61, wherein producing the preliminary alert occurs after
occurrence of recording a first retail item in the transaction; and
wherein the validation of the preliminary alert occurs prior to recording of

a second retail item in the transaction.

The system as in claim 61, wherein the validation of the preliminary alert occurs

prior to completion of the transaction.

The system as in claim 61, wherein the validation of the preliminary alert occurs

prior to a customer in the transaction leaving the retail environment.

The system as in claim 61, wherein the trigger condition is suspicious activity,
and wherein the at least one processor device further executes operations of:
transmitting the notification to retail personnel responsible for addressing

suspicious activity in the retail environment.

The system as in claim 61, wherein the trigger event is a customer in need of help;
and

wherein the at least one processor device further executes operations of:
transmitting the notification to retail personnel responsible for customer service in

the retail environment.

The system as in claim 61, wherein the trigger event is of a type included in the
group consisting of:
customer distress at a checkout lane in which a customer needs help

during the transaction,
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improper recording of retail items for purchase during the transaction,

detection of a presence of a shopping cart in a predetermined location of
the retail environment,

detection of retail items in the shopping cart that have not been recorded
during the transaction, and

detecting that an identity of a customer in the transaction is on a watch list.

The system as in claim 68, wherein the predetermined location includes an egress

path avoiding checkout lanes in the retail environment.

The system as in claim 62, wherein transmitting the preliminary alert to the
remote processor includes:

transmitting video information capturing images of the transaction to the
remote processor; and

transmitting point of sale transaction information related to the transaction
to the remote processor, the remote processor including a human reviewing the

video information and the point of sale transaction information.

The system as in claim 70, wherein the human at the remote processor validates
the preliminary alert in response to detecting that at least one item possessed by a
customer as indicated by the video information was absent from the point of sale

transaction information.

The system as in claim 71, wherein the at least one processor device further
executes operations of:

generating the notification to include information indicating that the at
least one item was absent from the data; and

transmitting the notification to retail personnel in the retail environment.
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The system as in claim 71, wherein the at least one processor device further
executes operations of:
transmitting the notification to a checkout station in the retail environment

to halt the transaction.

The system as in claim 71, wherein the at least one processor device further
executes operations of:
transmitting the notification to an alarm system in the retail environment

to produce an audible alarm to a customer associated with the transaction.

The system as in claim 71, wherein the alarm system is a system designed to look

and operate like an EAS (Electronic Article Surveillance) system.

The system as in claim 70, wherein the at least one processor device further
executes operations of:

generating the notification to include information indicating that the
customer needs assistance associated with the transaction; and

transmitting the notification to retail personnel in the retail environment.

The system as in claim 61, wherein the remote processor includes a human that

produces the validation of the preliminary alert.

The system as in claim 61, wherein the remote processor has access to a watch
list, the remote processor validating the preliminary alert based on detecting that a

customer associated with the transaction is included in the watch list.

The system as in claim 61, wherein the remote processor validates the preliminary
alert based on at least one of:
crowd sourcing,

a facial recognition engine, and
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calling in to a web service.

The system as in claim 61, wherein the notification is a type selected from the
group consisting of:

an SMS text message,

an e-mail message,

a command activating an alarm system located at an exit of a store alerting
exiting customers of a potential security breach associated with the transaction,

a customer service notification indicating to an employee in the retail
environment to provide assistance to the customer in a self-checkout lane,

a security notification indicating to retail personnel in the retail
environment to address suspicious activity at a checkout lane,

a command to halt the transaction,

an alert message directed to a point of sale system, and

an alert message directed to a self-checkout lane.

The system as in claim 71, wherein the trigger condition is suspicious activity;
and
wherein the at least one processor device further executes operations of:
transmitting the notification to retail personnel responsible for addressing

suspicious activity in the retail environment.

A computer-readable storage medium having instructions stored thereon for
processing data information, such that the instructions, when executed by at least
one processing device, cause the at least one processing device to perform the
operations of:

monitoring data generated in a retail environment;

identifying, based on an analysis of the data, occurrence of a trigger event
associated with a transaction in the retail environment;

producing a preliminary alert based on the occurrence of the trigger event;
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transmitting the preliminary alert to a remote processor for validation; and
in response to validation of the preliminary alert by the remote processor,
transmitting a notification indicating occurrence of the trigger event in the retail

environment.

A method comprising:

monitoring a shopping cart in a retail environment;

detecting presence of the shopping cart in a predetermined area in the
retail environment; and

responsive to detecting presence of the shopping cart in the predetermined
area in the retail environment, generating a notification indicating a cart pushout

event.

The method as in claim 83 further comprising:
generating the notification in response to detecting that the shopping cart
fails to pass through and checkout items in a checkout lane of the retail

environment.

The method as in claim 83 further comprising:
generating the notification in response to detecting that at least one item in
the shopping cart was not properly recorded for purchase as the shopping cart

exits the retail environment.

The method as in claim 83 further comprising:
transmitting the notification to the retail personnel, the notification
instructing the retail personnel to verify proper purchase of items present in the

shopping cart.



10

15

20

25

WO 2012/170551 PCT/US2012/041126

87.

88.

89.

90.

91.

92.

-66-

The method as in claim 83, wherein the predetermined area in the retail
environment includes an exit path out of the retail environment, the exit path used

by customers exiting the retail environment that bypasses the checkout lanes.

The method as in claim 83, wherein monitoring the shopping cart in the retail
environment further comprises:
analyzing video data capturing at least one image of the shopping cart in

the predetermined area.

The method as in claim 88 further comprising:
based on analyzing the at least one image, detecting that the shopping cart

includes retail items.

The method as in claim 83, wherein monitoring the shopping cart includes:
analyzing video data in conjunction with analyzing transaction logs, the
video data capturing images of the shopping cart, the transaction logs indicating
items purchased by customers in the retail environment; and
generating the notification in response to detecting absence of a

transaction associated with the shopping cart.

The method as in claim 83 further comprising:
generating the notification to the retail personnel prior to the shopping cart

exiting a doorway of the retail environment.

The method as in claim 83 further comprising:
analyzing captured images of the shopping cart in substantially real-time
to detect that the shopping cart passes through the predetermined area in the retail

environment.
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The method as in claim 83, wherein the predetermined area is a checkout lane for

purchasing items in the retail environment, the method further comprising:
generating the notification based at least in part in response to detecting

that the shopping cart passes through the checkout lane without generation of a

transaction.

The method as in claim 83 further comprising:
generating the notification as the shopping cart exits the retail environment
in response to detecting that the shopping cart fails to pass through a checkout

lane of the retail environment.

The method as in claim 83 further comprising:
generating the notification in response to detecting that the shopping cart
attempts to leave the retail environment via an ingress pathway used by

customers to enter the retail environment.

The method as in claim 83, wherein monitoring the shopping cart includes
tracking a path of a shopping cart with respect to checkout lanes in the retail

environment.

The method as in claim 83, wherein the predetermined area is a checkout lane for

purchasing items in the retail environment, the method further comprising:
generating the notification based at least in part in response to detecting

that a point of sale terminal in the checkout lane does not generate a transaction

around a time of the shopping cart passing through the checkout lane.

The method as in claim 83, wherein the notification triggers an alarm notifying

the customer pushing the shopping cart of the cart pushout event.

A system comprising:
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at least one processor device;
a storage resource that stores instructions associated with an application
executed by the at least one processor device; and
an interconnect coupling the at least one processor device and the storage
resource, the at least one processor device executing the application and
performing operations of:
monitoring a shopping cart in a retail environment;
detecting presence of the shopping cart in a predetermined area in
the retail environment; and
responsive to detecting presence of the shopping cart in the
predetermined area in the retail environment, generating a notification

indicating a cart pushout event.

100. The system as in claim 99, wherein the at least one processor device further
executes operations of:
generating the notification in response to detecting that the shopping cart
fails to pass through and checkout items in a checkout lane of the retail

environment.

101.  The system as in claim 99, wherein the at least one processor device further
executes operations of:
generating the notification in response to detecting that at least one item in
the shopping cart was not properly recorded for purchase as the shopping cart

exits the retail environment.

102.  The system as in claim 99, wherein the at least one processor device further
executes operations of:
transmitting the notification to the retail personnel, the notification
instructing the retail personnel to verify proper purchase of items present in the

shopping cart.
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The system as in claim 99, wherein the predetermined area in the retail
environment includes an exit path out of the retail environment, the exit path used

by customers exiting the retail environment that bypasses the checkout lanes.

The system as in claim 99, wherein monitoring the shopping cart in the retail
environment further comprises:
analyzing video data capturing at least one image of the shopping cart in

the predetermined area.

The system as in claim 104, wherein the at least one processor device further
executes operations of:
based on analyzing the at least one image, detecting that the shopping cart

includes retail items.

The system as in claim 99, wherein monitoring the shopping cart includes:
analyzing video data in conjunction with analyzing transaction logs, the
video data capturing images of the shopping cart, the transaction logs indicating
items purchased by customers in the retail environment; and
generating the notification in response to detecting absence of a

transaction associated with the shopping cart.

The system as in claim 99, wherein the at least one processor device further
executes operations of:
generating the notification to the retail personnel prior to the shopping cart

exiting a doorway of the retail environment.

The system as in claim 99, wherein the at least one processor device further

executes operations of:
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analyzing captured images of the shopping cart in substantially real-time
to detect that the shopping cart passes through the predetermined area in the retail

environment.

The system as in claim 99, wherein the predetermined area is a checkout lane for
purchasing items in the retail environment; and
wherein the at least one processor device further executes operations of:
generating the notification based at least in part in response to detecting
that the shopping cart passes through the checkout lane without generation of a

transaction.

The system as in claim 99, wherein the at least one processor device further
executes operations of:

generating the notification as the shopping cart exits the retail environment
in response to detecting that the shopping cart fails to pass through a checkout

lane of the retail environment.

The system as in claim 99, wherein the at least one processor device further
executes operations of:

generating the notification in response to detecting that the shopping cart
attempts to leave the retail environment via an ingress pathway used by

customers to enter the retail environment.

The system as in claim 99, wherein monitoring the shopping cart includes
tracking a path of a shopping cart with respect to checkout lanes in the retail

environment.

The system as in claim 99, wherein the predetermined area is a checkout lane for
purchasing items in the retail environment; and

wherein the at least one processor device further executes operations of:



10

15

20

25

30

WO 2012/170551 PCT/US2012/041126

114.

115.

116.

117.

71-

generating the notification based at least in part in response to detecting
that a point of sale terminal in the checkout lane does not generate a transaction

around a time of the shopping cart passing through the checkout lane.

The system as in claim 99, wherein the notification triggers an alarm notifying the

customer pushing the shopping cart of the cart pushout event.

A computer-readable storage medium having instructions stored thereon for
processing data information, such that the instructions, when executed by at least
one processing device, cause the at least one processing device to perform the
operations of:

monitoring a shopping cart in a retail environment;

detecting presence of the shopping cart in a predetermined area in the
retail environment; and

responsive to detecting presence of the shopping cart in the predetermined
area in the retail environment, generating a notification indicating a cart pushout

event.

A method comprising:
monitoring a customer in a retail environment;
detecting occurrence of a trigger event associated with the customer;
in response to the trigger event:
tracking a location of the customer in the retail environment; and
depending on the location of the customer in the retail

environment, activating an alarm.

The method as in claim 116 further comprising:
activating the alarm in response to detecting that the customer is in a

vicinity of a predetermined location in the retail environment.
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The method as in claim 117, wherein the predetermined location is located in an

egress pathway of the retail environment.

The method as in claim 116, wherein the trigger event is of a type from the group
consisting of:

a cart pushout event,

a scan avoidance event,

improper recording of at least one retail item for purchase during a
respective sales transaction,

detection of a presence of a shopping cart in a predetermined location of
the retail environment,

detection of retail items in the shopping cart that have not been recorded
during a respective sales transaction,

detecting that an identity of the customer in the transaction is on a watch

list.

The method as in claim 116, wherein monitoring the customer in the retail
environment includes:

analyzing scanning information and at least one image produced during a
sales transaction in which the customer purchases at least one retail item obtained
in the retail environment, the sales transaction occurring at a point of sale terminal

in the retail environment

The method as in claim 116, wherein detecting occurrence of the trigger event

associated with the customer includes scan avoidance by the customer.

The method as in claim 122, wherein tracking the location of the customer

includes:
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monitoring a path taken by the customer on an egress pathway of the retail
environment extending from the point of sale terminal to an exit of the retail

environment.

The method as in claim 122 further comprising:
activating the alarm at a time when the customer is located at a

predetermined location in a vicinity of the exit.

The method as in claim 123, wherein activation of the alarm notifies the customer

to halt.

The method as in claim 116 further comprising:
transmitting at least one image of the customer to a remote processor site;
receiving notification from a human reviewer at the remote processor site,

the notification indicating the occurrence of the trigger event.

The method as in claim 116, wherein the trigger event is suspicious activity

associated with the customer that occurs in the retail environment.

The method as in claim 116, wherein the alarm is an EAS style alarm.

The method as in claim 116, wherein activating the alarm includes generating an

alert to the customer.

The method as in claim 116, wherein the trigger event occurs between a time
when the customer is in a vicinity of a check lane of the retail environment, the
method further comprising:

validating the occurrence of the trigger event prior to a time when the

customer exits the retail environment.
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The method as in claim 116, wherein detecting occurrence of the trigger event
associated with the customer includes detecting that the customer is included on a

watch list.

The method as in claim 116, wherein a human reviewer tracks the location of the
customer in the retail environment; and
wherein the human reviewer activates the alarm depending on the location

of the customer in the retail environment.

A system comprising:
at least one processor device;
a storage resource that stores instructions associated with an application
executed by the at least one processor device; and
an interconnect coupling the at least one processor device and the storage
resource, the at least one processor device executing the application and
performing operations of:
monitoring a customer in a retail environment;
detecting occurrence of a trigger event associated with the customer;
in response to the trigger event:
tracking a location of the customer in the retail environment; and
depending on the location of the customer in the retail

environment, activating an alarm.

The system as in claim 132, wherein the at least one processor device further
executes operations of:
activating the alarm in response to detecting that the customer is in a

vicinity of a predetermined location in the retail environment.
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The method as in claim 133, wherein the predetermined location is located in an

egress pathway of the retail environment.

The method as in claim 132, wherein the trigger event is of a type from the group
consisting of:

a cart pushout event,

a scan avoidance event,

improper recording of at least one retail item for purchase during a
respective sales transaction,

detection of a presence of a shopping cart in a predetermined location of
the retail environment,

detection of retail items in the shopping cart that have not been recorded
during a respective sales transaction,

detecting that an identity of the customer in the transaction is on a watch

list.

The method as in claim 132, wherein monitoring the customer in the retail
environment includes:

analyzing scanning information and at least one image produced during a
sales transaction in which the customer purchases at least one retail item obtained
in the retail environment, the sales transaction occurring at a point of sale terminal

in the retail environment.

The method as in claim 132, wherein detecting occurrence of the trigger event

associated with the customer includes scan avoidance by the customer.

The method as in claim 137, wherein tracking the location of the customer

includes:
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monitoring a path taken by the customer on an egress pathway of the retail
environment extending from the point of sale terminal to an exit of the retail

environment.

The method as in claim 138, wherein the at least one processor device further
executes operations of:
activating the alarm at a time when the customer is located at a

predetermined location in a vicinity of the exit.

The method as in claim 139, wherein activation of the alarm notifies the customer

to halt.

The method as in claim 132, wherein the at least one processor device further
executes operations of:
transmitting at least one image of the customer to a remote processor site;
receiving notification from a human reviewer at the remote processor site,

the notification indicating the occurrence of the trigger event.

The method as in claim 132, wherein the trigger event is suspicious activity

associated with the customer that occurs in the retail environment.

The method as in claim 132, wherein the alarm is an EAS style alarm.

The method as in claim 132, wherein activating the alarm includes generating an

alert to the customer.

The method as in claim 132, wherein the trigger event occurs between a time
when the customer is in a vicinity of a check lane of the retail environment, the

method further comprising:
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validating the occurrence of the trigger event prior to a time when the

customer exits the retail environment.

The method as in claim 132, wherein detecting occurrence of the trigger event
associated with the customer includes detecting that the customer is included on a

watch list.

The method as in claim 132, wherein a human reviewer tracks the location of the
customer in the retail environment; and
wherein the human reviewer activates the alarm depending on the location

of the customer in the retail environment.

A computer-readable storage medium having instructions stored thereon for
processing data information, such that the instructions, when executed by at least
one processing device, cause the at least one processing device to perform the
operations of:
monitoring a customer in a retail environment;
detecting occurrence of a trigger event associated with the customer;
in response to the trigger event:
tracking a location of the customer in the retail environment; and
depending on the location of the customer in the retail

environment, activating an alarm.



WO 2012/170551 PCT/US2012/041126
1/13

o

~—

135
’
—»

ALERTER
130

ANALYSIS
ENGINE
120

FIG. 1

LISTENER
110

SYSTEM
100

B

SUBSTITUTE SHEET (RULE 26)



PCT/US2012/041126

WO 2012/170551

2/13

uely Svd

o)y
jrew

Hely
X2l SWS

N—
\wnm\/

¢ Old

Uejy Jollim ] fe—

- lalely

:Q_Mwwwmn
Buipeoyieomg
\ seallsi(]

PR

00e
WABAS

SeIBWERD | Qe
10 {nV0BIY

ALDD \

Bueisi] )

suibun
sisAleuy

_ JueAg 80d

/\.9 1
leuels!

12|joUoD) SO

are
S gz oos=2

wealg
WwaAgl S0d

e



PCT/US2012/041126

WO 2012/170551

3/13

s¢l

OIS

Y -

ey %3 [

Rl JOUIM] fe— Y

sy
[rews

us|y
181 SINS

,

2

abug

ww@ﬁm_m
HI8US I8

,,,,,,,

SEISWED J|
ALDD

A
w Emmw mm!% w

e

AR

; ™, il
L Uy Jswolsns &TM,

M_mﬂﬁm_u_

usag gemm

R R AT JLEREEORIEE IR

sl AELn

puibug _oe)

!

ASUE1EN

TTEETIT
Weald s0d

Lapy ISW0ISND

| ISTTUOEM |

" BEQ 80d

Qe

28 S0d L# 20d

JEIDINOT B0

\v
@ﬂ,\

\
Do

W SAS



PCT/US2012/041126

WO 2012/170551

4/14

| T PeepneA

uonepieA
LN LI g

subug sisAleuy




PCT/US2012/041126

WO 2012/170551

5/15

UoHEPIEA
BN

sy

LY

uonosia(
Buipesypemg

¥ROSOd

Mooon

ey 8V (e

Vo[ IS [—

uafy

18ysly

.-

$25

ﬂ.\ uonosag M

.m, !mﬁmﬁ%gm

e e 1.}

ssallsl
\ xumzw ipg

TETD,

C

SERED 4] oze

0
ALDD  /

|ewg — ﬂwﬁ%;w&ﬁ%ﬂp T
e Werd §0d
Loy subug
peLsis v | ; sisfuy JEURLST]

1BIOIUOD SOd

o# wmum L mmm

QOSs
VYAAUS A S




PCT/US2012/041126

6/13

WO 2012/170551

= e

B58lls _%vmm_w s | __ m%mm@&

ospIp

, oe\ a2l L e
" .mm D/ mm

P—— " " / F \,m }I—rmu
e N ] :
I e

Bupresiposm

sl e e e i

o

B0
WSAS

.,

4 WeAg osplp | —

g
et

: / { M ,;W
sy | e AEESIST L

|, Weagsod | weeng ‘(\

‘o - suBug
: ] 3 T ® .
el sns sishjpuy Jsusry s

C



PCT/US2012/041126

WO 2012/170551

7/13

L Old

1L Ja3s1day

SROR8G 65 ESTST BT-¥5-T1Tar fauwtl

LBBE 2005

TRSTORYIYIRPROPED (JOQUNY JBU0ISTT)
TLBTE UOTIEITLTIUSPT JBWOISND

Vi

O\~




PCT/US2012/041126

WO 2012/170551

8/13

8 9OlId

LoHERE A

UEuNH

uonEpIEA
uBLInH

T

¥ m

uoiisEla]
=T

IBlosnn

Buyyoe |

Bunesiissmg

eEgsod |




PCT/US2012/041126

WO 2012/170551

9/13

500}
ELIEENG
TOYLNOD

000
000
000
oo

6 OId
JOVAHILNI WNOD
18
NOLLYOI1ddY
ANIONT SISATYNY SISATYNY
coct 1-0¢t
¥0S$300Nd WSHD
€18 I8
118 ~_
WILSAS
JOVAHILNI O/l ¥3ALNdNOD
P18 057
D 7




PCT/US2012/041126

WO 2012/170551

10/13

0l '©ld

0201~

LANINNOHIANI V.LIH IHL NI ¥IWOLSND FHL 40 FONIASTHd ONILYIIANI NOILYDIHILON

V 3LVHINIO "LSITHOLYM V NI @3ANTONI SI ¥IWOLSND A3I4IINIA! IHL LVHL ONILO3130 OL ISNOJS3Y NI

ﬂ

SLOL

V1vQ 3HL NO @3Sva NOILOVSNVYL V NI IATOANI HINOLSND V A4LLNIAA

%

0L0L

LININWNOHIANZ NVLIY V NI 3LVHINID V.Ivad HOLINOW

®_ 0001



PCT/US2012/041126

WO 2012/170551

11/13

Ll OId

0CLkl~d

ANIWNOHIANT TIVLIY FHL NI LNIAT ¥39D9IHL IHL 40 IONTHINID0 ONILYIIAN! NOILYOIHILON
V ONILLINSNVYHL "HMOSSTOOHd LONIY FHL A LTV AHYNINITTHd IHL 40 NOILYAITYA OL ISNOJSIY NI

+

SCLIN]

NOILVAIVA ¥04 HOSS300Ud ILOWAY V OL LYT TV AYVYNIWITINd IHL LINSNYY L

*

0ZLL

LIN3IAT ¥FOOIEL IHL 40 FONFHHUNOD0 FHL NO G3SVd LHI TV ANVNINIIING V IDNA0Nd

+

SLLL

ANJANOHIANT TIVL3Y 3HL NI NOILOVSNYHL
V HLIM @3.LVIOOSSY LNIAT HI99IYL V 40 FONTFHUNDD0 ‘V1Va FHL 40 SISATYNY NV NO g3svd ‘AdILN3Q

+

ObLL

ININNOHIANSE TIVLIY V NI J31VHANIO V.LVA YOLINOW

®_ 00LL




PCT/US2012/041126

WO 2012/170551

12/13

02¢1 ~

¢l Old

AIN3AT LNOHSNd 1¥VD V ONILVOIANI NOILYOI4ILON V ALVHINIO ‘LNIIWNNOHIANT
VL3 FHL NI VIHY A3NINYTL3038d IHL Ni LYVYD ONIddOHS FHL 40 IONISTH ONILOTLIA OL JAISNOd

SE|

+

1 T4 AN

ANIANOHIANT TIVLIY FHL NI VIHY AININYILIATHD V NI LYVD ONIddOHS THL 40 IONISINd 10313a

+

0LZL

ANIJNNOHIANT TIVLIY V NI LYY ONIddOHS V HOLINOW

®_- 00zl



PCT/US2012/041126

WO 2012/170551

13/13

€L Oid
INV1 SSVJAE
ANV LNOMOIHD
AV
y MOT4
= H3INOLSNO INYT SSYJAS
+—
ANV LNOMOIHD
—_ T-0re
0GEl
00Er
/ _ \ LNINNOHIANI
u SSIHONI MO —L TIvL13y
T H3IWOLSND 022
m —>
3

[o]o] "
W3LSAS

SUBSTITUTE SHEET (RULE 26)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - claims
	Page 51 - claims
	Page 52 - claims
	Page 53 - claims
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - claims
	Page 61 - claims
	Page 62 - claims
	Page 63 - claims
	Page 64 - claims
	Page 65 - claims
	Page 66 - claims
	Page 67 - claims
	Page 68 - claims
	Page 69 - claims
	Page 70 - claims
	Page 71 - claims
	Page 72 - claims
	Page 73 - claims
	Page 74 - claims
	Page 75 - claims
	Page 76 - claims
	Page 77 - claims
	Page 78 - claims
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings
	Page 83 - drawings
	Page 84 - drawings
	Page 85 - drawings
	Page 86 - drawings
	Page 87 - drawings
	Page 88 - drawings
	Page 89 - drawings
	Page 90 - drawings
	Page 91 - drawings

