wo 2012/160257 A3 |[IN I N0F 000 0 R 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date
29 November 2012 (29.11.2012)

(10) International Publication Number

WO 2012/160257 A3

WIPOIPCT

(51) International Patent Classification:

HO04L 12/28 (2006.01) HO04L 29/06 (2006.01)

(21) International Application Number:

PCT/FI2012/050484

(22) International Filing Date:

22 May 2012 (22.05.2012)
Finnish

English

(25)
(26)
(30)

Filing Language:
Publication Language:

Priority Data:

20115512 24 May 2011 (24.05.2011) FI

Applicant (for all designated States except US):
TOSIBOX OY [FI/FI]; Elektroniikkatie 8, FI-90590 Oulu
(FI).

1

(72)
(73)

Inventor; and
Inventor/Applicant (for US only): YLIMARTIMO,
Veikko [FI/FI]; Palokérjentie 4, FI-90420 Oulu (FI).

Agent: BERGGREN OY AB; Kirkkokatu 9, FI-90100
Oulu (FI).

74

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,

CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,

DZ, EC, EE, EG, ES, FI, GB, GD, GF, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Published:
with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(88) Date of publication of the international search report:

21 February 2013

(54) Title: DEVICE ARRANGEMENT FOR IMPLEMENTING REMOTE CONTROL OF PROPERTIES

(HCN)
1B
3 / 65 64 g
L2 eNs) g
Q
/54/ 5 & R a 82
S N N
42¢ "\ 044 n%/ Fh et o
Public At 4 PRl
network/ Internet \/“\ g7 57-- I &
Intranet Vd House intran\/ei\ 5 g o N
(10.01.0/24) % (10.0.0.0/28) /J/ < N a
4 { RN
(1000 e
VPN IR T =" House contral intranet
USB - o v - o o o e (172.17.0.0.24)
(10.0.0:2)
N2
N (172.17.0.1)
42b A1 34 o
(HCNK) 51 '90\3\/
(Fw2) (Fw1) " 6
51 (HCY)
55 (HCND})
Fig. 2

(57) Abstract: In a remote control method and remote control system according to the invention a virtual private network (55) is es-
tablished between a home control network key (42b, 41¢) and a home control network device (61). In order to create the virtual
private network both the home control network key and the home control network device determine their network paths to the Inter -
net (2) from the data transfer network (3, 5) to which they are connected. The determined network paths are stored in a home control
network server (21) on the Internet (2). When it is desired to form a virtual private network, the home control network server (21)
supplies the stored network paths to the home control network key (42b, 41¢) and the home control network device (61). By utilising
the received network paths the home control network key (42b, 41c) and the home control network device (61) establish between
them a virtual private network (55), to which the client device (41c) used by the person performing the remote-controlling and the
actuators (62-65) to be remote-controlled are also connected in order to implement the remote control.



INTERNATIONAL SEARCH REPORT Tntermational application No,

PCT/F12012/050484

A CLASSIFICATION OF SUBJECT MATTER

See extra sheet

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC: HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

FI, SE, NO, DK: HO4L 12/28 & HO4L 29/06 (& newest H04L29/08 FI)

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Epo-Internal, WPI, XPAIP, XPESP, XPESP2, XPETSI, XPIEE, XPIETF, XPIOP,XPIPCOM, XPI3E, XPJPEG,
XPMISC, XPOAC, XPRD, XPTK, XP3GPP, COMPDX, INSPEC, TDB, Internet

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2010014529 A1 (TAKECHI HIDEAKI et al.) 1-9
21 January 2010 (21.01.2010)

Title; Figure 3; paragraphs 0002, 0049, 0087, 0091, 0097-0100, 0131,
0140, 0148-0150; claim 33.

X US 7590074 B1 (DONDETI LAKSHMINATH et al.) 1-9
15 September 2009 (15.09.2009)

Abstract; Fig. 1; “SUMMARY OF THE INVENTION?”; column 4 lines 3-5 &
11-13; col. 91I. 29-33; col. 11 1. 5; col. 12 1. 40.

A EP 1912413 A1 (QUIPA HOLDINGS LTD) 16 April 2008 (16.04.2008) 1-9
Abstract; pars. 0003, 0020, 0023, 0040, 0078.

A US 2005120204 A1 (KIWIMAGI GARY et al.) 02 June 2005 (02.06.2005) 1-9
Abstract; par. 0047.

A US 2009319673 A1 (PETERS MARK E) 24 December 2009 (24.12.2009) 1-9
Pars. 0005, 0007.

Further documents are listed in the continuation of Box C. See patent tamily annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"A" document defining the general state of the art which is not considered hd1 ¢ 4 ‘
the principle or theory underlying the invention

to be of particular relevance
"E"  earlier application or patent but published on or after the international ~ "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited_ to establish the pl_lblication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (&}S specified) ] o considered to involve an inventive step when the document is
"O" document referring to an oral disclosure, use, exhibition or other means combined with one or more other such documents, such combination
"P"  document published prior to the international filing date but later than being obvious to a person skilled in the art
the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
18 December 2012 (18.12.2012) 20 December 2012 (20.12.2012)
Name and mailing address of the ISA/FI Authorized officer
National Board of Patents and Registration of Finland Kalle Mikkola
P.O. Box 1160, FI-00101 HELSINKI, Finland
Facsimile No. +358 9 6939 5328 Telephone No. +358 9 6939 500

Form PCT/ISA/210 (second sheet) (July 2009)



INTERNATIONAL SEARCH REPORT

International application No.

Column 4 Il. 15-45; col. 121. 63 — col. 13 1. 41.

Fig. 1 & abstract [online] EPOQUENET EPODOC & paragraphs 0007 and
0032 of the English translation [ONLINE] [retrieved 2012-11-26].

PCT/F12012/050484
C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A JP 2002354556 A (SUMI TOMOO et al.) 06 December 2002 (06.12.2002) 1-9

A US 6886095 B1 (HIND JOHN RAITHEL et al.) 26 April 2005 (26.04.2005) 1-9

Form PCT/ISA/210 (continuation of second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

> - International application No.
Information on patent family members

PCT/F12012/050484

Patent document Publication Patent family Publication

cited in search report date members(s) date

US 2010014529 A1 21/01/2010 WO 2007043381 A1 19/04/2007
JP 4909277B2 B2 04/04/2012

US 7590074 B1 15/09/2009 None

EP 1912413 A1 16/04/2008 AU 2010214680 A1 16/09/2010
HK 1112544 A1 02/07/2010
US 2008091763 A1 17/04/2008
US 2008134316 A1 05/06/2008
SG 161266 A1 27/05/2010
SG 142251 A1 28/05/2008
PT 1912413E E 20/04/2010
NZ 576245 A 29/07/2011
NZ 562522 A 31/05/2009
KR 20080034084 A 18/04/2008
JP 2008236719 A 02/10/2008
ES 2339711T T3 24/05/2010
EP 2230819 A1 22/09/2010
DK 1912413T T3 25/05/2010
CA 2606718 A1 13/04/2008
AU 2007224392 A1 01/05/2008
AT 455420T T 15/01/2010

US 2005120204 A1 02/06/2005 US 2008222416 A1 11/09/2008
US 2005120223 A1 02/06/2005
US 2005120240 A1 02/06/2005

US 2009319673 A1 24/12/2009 None

JP 2002354556 A 06/12/2002 None

US 6886095 B1 26/04/2005 JP 2010158030 A 15/07/2010
JP 2006203936 A 03/08/2006
MX PA01011969 A 17/02/2005
IL 146384 A 31/10/2006
SG 118221 A1 27/01/2006
PL 354839 A1 23/02/2004
JP 2003500923 A 07/01/2003
HU 0201561 A2 28/09/2002
WO 0072506 A1 30/11/2000
ES 2263474T T3 16/12/2006

Form PCT/ISA/210 (patent family annex) (July 2009)




INTERNATIONAL SEARCH REPORT

> - International application No.
Information on patent family members

PCT/FI12012/050484
Patent document Publication Patent family Publication
cited in search report date members(s) date
EP 1179244 A1 13/02/2002
DE 60029217T T2 31/05/2007
CZ 20014168 A3 15/05/2002
CN 1351789 A 29/05/2002
CA 2371329 A1 30/11/2000
AU 5084500 A 12/12/2000
AT 332599T T 15/07/2006
TW 480864B B 21/03/2002

Form PCT/ISA/210 (patent family annex) (July 2009)



INTERNATIONAL SEARCH REPORT . L
International application No.

PCT/FI12012/050484

CLASSIFICATION OF SUBJECT MATTER

Int.Cl.
HO4L 12/28 (2006.01)
HO4L 29/06 (2006.01)

Form PCT/ISA/210 (extra sheet)



	Page 1 - front-page
	Page 2 - wo-search-report
	Page 3 - wo-search-report
	Page 4 - wo-search-report
	Page 5 - wo-search-report
	Page 6 - wo-search-report

