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SELF-CHECKOUT ARRANGEMENTS

RELATED APPLICATION DATA

[0001] This application claims priority to provisional appli-
cation 62/096,821, filed Dec. 24, 2014, the disclosure of
which is incorporated herein by reference.

INTRODUCTION

[0002] While shopper self-checkout at grocery stores has
been gaining popularity in Europe, it has not been as quick to
gain a foothold in the United States. Adoption of self-check-
out technology may be accelerated by enhancing fraud-pro-
tection measures.

[0003] The present disclosure details a variety of risk-miti-
gation technologies that can aid in reducing self-checkout
fraud.

[0004] For example, if a shopper enters an item on a self-
checkout tally, while positioned at a location remote from the
normal stock location for that item, a responsive action may
be taken. Likewise, if a shopper enters the same item on a
self-checkout tally twice, at widely separated times, a respon-
sive action may be taken. These responsive actions can
include dispatching a store clerk to assist the shopper, or
increasing a risk score that is repeatedly re-calculated during
the shopper’s visit.

[0005] The foregoing and other features and advantages of
the present technology will be more readily apparent from the
following detailed description, which proceeds with refer-
ence to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 illustrates a shopping cart including certain
features detailed here.

[0007] FIG. 2 shows an illustrative cell phone.

[0008] FIG. 3 depicts aspects of the presently-detailed
technology, in a retail store.

DETAILED DESCRIPTION

[0009] The present technology expands on applicant’s ear-
lier work, detailed in patent documents 20120214515 and
20140052555, which are incorporated by reference herein
and form part of the present specification.

[0010] In accordance with one aspect of the present tech-
nology, a shopping cart 10 (FIG. 1) includes a frame 12
conveying a basket 14 on casters 15. Near a handle 16 of the
cartis an inclined pad 18 on which a shopper’s smartphone 20
or other mobile device rests. On a bottom shelf of the cartis a
battery 22. Wiring (not shown) links the battery 22 and the
pad 18. The cart may include other electronics 25, such as an
audio or wireless sensor, or a Bluetooth beacon.

[0011] In addition to powering any electronics provided
with the cart, the battery 22 also serves to charge the shop-
per’s smartphone 20 (FIG. 2). Desirably, power is provided
from the battery to the phone by an inductive charging
arrangement, integrated into the pad 18. As is familiar, induc-
tive chargers are wireless, in the sense that no wire couples the
power source to the phone. Instead, a first induction coil in the
pad creates an alternating electromagnetic field, and a second
induction coil in the phone takes power from the electromag-
netic field and converts it back into electrical current to charge
the phone’s battery. (Inductive charging arrangements are
further detailed in patent documents U.S. Pat. No. 5,821,731
and 20070279002.) Desirably, no wired connection to the
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smartphone 20 exists, affording the shopper maximum flex-
ibility in placing and removing the smartphone. However, in
alternate embodiments, a charging cable (e.g., a USB cable)
can couple the phone to the cart battery 22.

[0012] The cart 10 further includes an inductive charging
arrangement 24 that serves to charge the cart battery. A cor-
responding charging apparatus can be distributed through the
floor of a store, but more commonly is located in the floor of
a corral where the carts are stored for use. That floor-based
charger is powered through commercial mains power. (Alter-
natively, the cart battery 22 can be charged via wired contacts
formed on a retaining rail in the cart corral, which engage with
wired contacts on each cart. A retaining rail arrangement that
can be adapted for charging in this manner is shown in patent
U.S. Pat. No. 6,142,283. Other contact-based charging
arrangement for shopping cart batteries are detailed in patents
U.S. Pat. Nos. 5,064,012 and 3,652,103.) The shopper’s
mobile device 20 can be conventional and include a touch-
screen 26 and various sensors—including a front-facing cam-
era 28 and arear-facing camera (not shown). When the mobile
device rests on the pad 18 in the cart, one or both of these
cameras serves as a scanner device by which the shopper can
add items to a checkout tally, as they are placed in the cart.
(The shopper may have one or more reusable bags open in the
cart, and may place items directly into a bag after scanning.)
As is familiar from applicant’s earlier applications, items may
be identified in various manners, including barcode reading,
object recognition, and digital watermark decoding.

[0013] Alternatively, the shopper may lift mobile device 20
from the pad 18 and scan product-identitying information
from an item before it is placed in the cart (e.g., while the item
is still on a store shelf). This may be done to discover product
information, such as cost, nutritional information, expiration
date, etc. The shopper can instruct the device to add the item
to the checkout tally, and then place the item into the cart. In
still other arrangements, the user may first place the item in
the cart, and then scan the item with the device.

[0014] When the shopperhas obtained all the items needed,
the mobile device 20 is used to make payment to the store, per
the accumulated checkout tally. Known electronic payment
arrangements can be employed, including the PayPal and
Apple Pay services, and the system detailed in applicant’s
patent publications 20140244514 and 20150227925.

[0015] While self-checkout has been gaining popularity in
Europe (commonly using special purpose mobile terminals,
rather than conventional smartphones), it has not been as
quick to gain a foothold in the United States. Adoption of
self-checkout technology may be accelerated by enhancing
protection against pilferage.

[0016] Even though supermarkets and other retail stores
commonly include security cameras that may be monitored
by store personnel, applicant has found that there are some
fraudulent ploys that can escape detection by such surveil-
lance. One is for a dishonest shopper to seemingly present an
item for scanning by a mobile terminal, but orient the item so
that its barcode is not visible to the scanner. For digitally-
watermarked items (in which the identification data spans all
of'the packaging), a dishonest shopper may “palm” the item,
so that the shopper’s hand blocks the camera from sensing the
item. To store personnel watching a security camera, nothing
appears amiss; it appears the item was scanned before placing
it into the cart. One way such loss can be detected is by
estimating (manually, or by machine vision techniques) the
number of items in a cart, and comparing that to a number of
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items on that cart’s checkout tally. (This can be done either in
the shopping aisles, or as the cart approaches the exit of the
store.) Another detection technique is to have a weight sensor
in the cart, and check that the sensed weight of the contents
corresponds to a weight calculated from individual weight
data about items on the checkout tally. In either case, if
something seems amiss, a store clerk can be dispatched to
politely investigate.

[0017] But these cross-checks are susceptible to scams as
well. A shopper who puts an unscanned item into the cart may
seek to conceal the fraud by surreptitiously scanning—for a
second time—a less expensive item that is already in the cart.
That less expensive item now appears twice on the tally,
increasing the cart’s item count and calculated weight, while
a more expensive item leaves the store without full payment.

[0018] In accordance with a further aspect of the present
technology, the camera of a shopper’s mobile device is
employed to identify items placed in a cart and compile a
checkout tally, as above. The tally may further include data
indicating the location in the store at which each item was
added to the tally. Image data additionally is captured from
one or more store cameras 30 (FIG. 3), which are affixed to
the store ceiling, to shelves, etc. This latter imagery is wire-
lessly communicated to a store computer system 32, which
includes software that performs activity classification—iden-
tifying the time points when captured imagery seems to
depict a shopper placing an item in a cart. (Multiple views of
the scene aids in this analysis, since a cart can be recognized
more reliably, and a 3D model can be estimated that reveals
when an item is lowered into the cart by the shopper.)

[0019] The two sets of data thereby collected (e.g., the
shopper’s self-tally, and the data from infrastructure sensors)
are then analyzed for anomalies.

[0020] One anomaly is detection of an item placed in a cart
at a time that does not correspond with an entry on the check-
out tally compiled by the user device. If store computer 32, in
its analysis of imagery from cameras 30, finds that an item
was likely placed in a particular cart at 1:42:03 pm, but no
entry on the cart’s tally (compiled by the shopper’s mobile
device) is found within a threshold interval (e.g., within 15, 30
or 60 seconds of this timepoint), then the event is flagged as
suspicious.

[0021] Another anomaly is detection of an item placed in a
cart at a time that coincides with entry of an item on the
checkout tally, but the item entered on the tally is not stocked
on a shelf near the cart’s current location (e.g., such item is
stocked more than 10 or 20 feet away). This, too, is flagged as
suspicious.

[0022] Still another anomaly is entry of a duplicate item on
the cart’s tally, more than a threshold interval (e.g., more than
15 or 30 seconds) after the first instance of that item was
entered onto the cart’s tally.

[0023] Each such event can add (or subtract) points from a
risk score for that cart (or for that shopper)—with the number
of points dependent on parameters of the event. For example,
if an item is added to a checkout tally at one position, but is
stocked at a second position that is twenty feet away, 10 points
may be added to the risk score. If the item is stocked at a
second position that is two aisles away, 50 points may be
added to the risk score.

[0024] Score information is relayed to a phone or other
device monitored by the store’s customer service personnel.
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If a high risk score is noted (e.g., having a value above a
threshold value), a clerk can be dispatched to help the shopper
compile an accurate tally.

[0025] The risk score may further take into consideration
one or more other factors learned from analysis of records
maintained by the computer 32 (e.g., by data mining), involv-
ing confirmed irregularities in shopper-compiled check-out
tallies.

[0026] One involves time of day. In analyzing historical
records, the computer 32 may discover that self-checkout
irregularities seem to be more common in the 2:00 hour on
Saturday afternoons, than in any other hour (e.g., normalized
to a percentage of shoppers in the store). Conversely, the
computer may discover that the smallest percentage of shop-
pers having difficulty in compiling accurate shelf-checkout
tallies is found in the 9:00 am hour on weekdays. Each hour of
the week may be scored in this fashion—with a metric indi-
cating a degree of increased (or decreased) loss experience
based on historical data analysis.

[0027] Another risk factor may be particular aisles, or
regions within particular aisles, in which shoppers pause. For
example, mining of historical records may suggest that shop-
pers who pause near a particular section of high priced spe-
cialty foods (e.g., aged balsamic vinegars) tend to be associ-
ated with greater risks of loss than those who don’t. Each
location in the store may be scored in this fashion—with a
number indicating a degree of increased (or decreased) loss
experience based on historical data analysis. (For this pur-
pose, the store may be virtually-divided into discrete zones,
e.g., six feet in aisle length—either including shelving on just
one side of the aisle, or both sides.) As a shopper pauses at
different locations in the store, an aggregate position-based
risk score can be compiled, e.g., based on a sum of the scores
associated with the various locations.

[0028] Relatedly, each SKU in the store may be associated
with a loss risk factor—based on data about historical
“shrinkage” (pilferage) of such stock from inventory. Zone-
based scores may be derived from such product-based factors,
e.g., by averaging the risk loss factors for all products found
on shelving within three feet of a location at which a shop-
per’s cart pauses.

[0029] Analysis of store records may also indicate that
items which are properly identified on a shopper’s tally may
be positively- or negatively-correlated with erroneous self-
checkout tallies. For example, a cart listing crackers on its
checkout tally may be statistically more likely to have an
unreported wedge of cheese than a cart that doesn’t list crack-
ers on its checkout tally (or that lists prunes on its checkout
tally).

[0030] Many other factors can be applied based on identi-
fication of particular shoppers. While generalizing loss risks
based on demographic factors such age, gender, nationality,
etc., is disfavored, some stores may consider such factors.
More useful, however, are factors discerned from historical
data involving particular shoppers.

[0031] For example, if a particular shopper previously has
been found to have one or more inaccurate self-checkout
tallies, then heightened scrutiny (e.g., in the form of an extra
plus-up to a risk score) is certainly appropriate. Conversely, if
a shopper is identified as a “regular” at the store, and no
irregularity in self-checkout tallies has previously been noted,
then such person’s risk score may be reduced accordingly by
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a factor (e.g., by subtraction or division). If a shopper has not
previously been noted at the store, a corresponding risk factor
may be added.

[0032] A recognized shopper’s variation from normal hab-
its may also give rise to an adjustment of risk score. If a
shopper’s historical shopping patterns include, primarily,
house-brands and lower-priced cuts of meat, then a visit in
which the shopper pauses repeatedly near premium brands,
and prime cuts of meat, is unusual. So, too, with different
times, or days, of shopping. (A regular 9:00 am Tuesday
morning shopper, who appears at 10:30 pm, is acting out of
character.) Likewise with departure from a usual length of a
store visit. (A shopper who normally spends 45-60 minutes in
the store traversing all aisles of the store, before buying a
cart-full of groceries, breaks that pattern by visiting the store
aisles for just five minutes before heading for the exit door.)

[0033] In such circumstances, an increase to the risk score
may be warranted. Again, the degree of increase can be tied to
particular parameters of the variance.

[0034] A variety of methods for generating an aggregate
score can be used, depending on the particular circumstances.
One technique employs a polynomial approach, where dif-
ferent factors are weighted differently, and combined to pro-
duce an aggregate score. The following exemplary scoring
equation uses input metrics M1, M2, M2 and M4 to yield a
score S for each shopper (or cart). Factors A, B, C, D and
exponents W, X, Y and Z can be determined experimentally,
or by Bayesian techniques:

S=(A*MD) T+ B*M2Y+HC*M3) +(D*MA)*

[0035] Desirably, the score is repetitively recalculated
throughout the user’s visit (e.g., every time the user pauses, or
every ten seconds, etc.). If, at any point, the score exceeds a
threshold value, an alert is issued to the store, so that action
may be taken. In hindsight, this scoring is akin to that detailed
in applicant’s patent publications 20120123959 and
20070205266. Those technologies concern detection of pat-
terns that may be associated with increased (or decreased)
incidences of fraud—in those cases involving ID verification
(e.g., for drivers licenses). The principles detailed in those
prior publications are likewise applicable in the present con-
text to help identify patterns that may be associated with
fraud. For example, arrangements employing neural net-
works or factor analysis (c.f., Kim, “Factor Analysis,” Sage
Publications, 1979) may be employed.

[0036] It will be recognized that the scoring approaches
detailed above are not suited for manual performance, by
humans. For example, the “signals” discovered by machine-
based mining of historical data (e.g., correlations of different
factors with historical loss experience) are typically too weak
to be discerned by humans from review of the historical data,
given any practical time constraints. (The average supermar-
ket stocked 42,214 different items in 2014. A typical super-
market checks-out hundreds of shoppers each day, including
carts aggregating tens of thousands of items each week.) The
repetitive recalculation of a risk score is beyond practical
human capabilities. Similarly with other aspects of the tech-
nology.

[0037] Theproblems addressed by the present technologies
include problems that arise from use of other technologies.
For example, while self-checkout technologies bring conve-
nience to the shopper, and labor savings to the retailer, they
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bring with them new risks of loss—risks that embodiments of
the present technology help identify so that they can be
addressed.

Concluding Remarks

[0038] It will be recognized that the foregoing arrange-
ments address various issues that have deterred adoption of
self-checkout in retail stores. For example, the detailed tech-
nologies sense circumstances associated with increased risks
of'loss, permitting stores to appropriately deploy personnel to
assist shoppers in compiling accurate self-checkout tallies. In
some embodiments, store infrastructure that is already
present for other purposes (e.g., security cameras) is re-pur-
posed to aid in activity classification and 3D shopper model-
ing.

[0039] Having described and illustrated the principles of
the technology with reference to illustrative examples, it will
be recognized that the technology is not so limited.

[0040] For example, while the detailed arrangements com-
puted a score that increased with fraud risk, in other arrange-
ments a score that decreased with fraud risk (e.g., a trust
score) can be employed.

[0041] Similarly, while reference was made to use of store
infrastructure cameras to sense a shopper’s placement of an
item in a cart, it will be recognized that other sensors can
additionally or alternatively be employed for this task.
Motion or weight sensors attached to store shelving are one
such alternative, and can detect removal of items.

[0042] Although the detailed arrangements use shopping
app software on the mobile device to perform product recog-
nition, compile a checkout tally, and effect payment, in other
embodiments such component functions can naturally be per-
formed otherwise—including by operating system software
on a shopper’s device, by the store computer 32, by a remote
server, distributed between such devices, etc.

[0043] Naturally, the historical correlations between difter-
ent factors and different loss experiences can be based on
more than data from a single store. For example, data from a
chain of stores—encompassing hundreds or thousands of
locations—can be considered.

[0044] Shopper or cart location within the store can be
determined by various means, including by reference data
that associates different regions in a field of view of each
camera 30 with different locations in a store aisle. Alterna-
tively, the cart 10 can be equipped with a low power Bluetooth
beacon or RFID chip that is sensed by a proximate sensor 34
mounted to store shelving. Still further, geolocation by
known WiFi or audio techniques can be employed, based on
signals received by a sensor in the cart and relayed to the store
computer system, etc.

[0045] Speaking of beacons, applicant’s inventive combi-
nations include use of the presently-described technologies in
conjunction with beacon and other signaling arrangements
described in application Ser. No. 14/739,251, filed Jun. 15,
2015.

[0046] Activity classification from surveillance video has
been an interest of researchers for many years, and the science
has been extensively developed. See, e.g., Trinh, et al, Detect-
ing human activities in retail surveillance using hierarchical
finite state machine, IEEE Int’1 Conf. on Acoustics, Speech
and Signal Processing (ICASSP), 2011, pp. 1137-1340;
Trinh, et al, Multimodal ranking for non-compliance detec-
tion in retail surveillance, IEEE Workshop on Applications of
Computer Vision, 2012, pp. 241-246; Popoola, et al, Video-
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based abnormal human behavior recognition—a review,
IEEE Trans. on Systems, Man, and Cybernetics, Part C:
Applications and Reviews, 42.6, 2012, pp. 865-878; Qian, et
al, Recognition of human activities using SVM multi-class
classifier, Pattern Recognition Letters 31.2, 2010, pp. 100-
111; Wang, et al, Correspondence-free activity analysis and
scene modeling in multiple camera views, IEEE Trans. on
Pattern Analysis and Machine Intelligence, 32.1, 2010, pp.
56-71; and Hoai, et al, Joint segmentation and classification
of human actions in video, IEEE Conf. on Computer Vision
and Pattern Recognition (CVPR), 2011, pp. 3265-3272, and
references cited therein.

[0047] A cart, or shopper, can be identified in various ways.
For example, a cart can be equipped with identification
means, such as an RFID chip, a Bluetooth beacon, or visual
indicia that can be recognized by cameras 30. A shopper can
be identified by a physical or virtual store loyalty card, or
payment card, employed during the shopper’s visit, or by
other unique-identifying data presented by the shopper.
Facial- or other biometric-identification can also be
employed. The shopper can be demographically classified
(while staying anonymous) by apparent gender, estimated
age, clothing color, etc., as is familiar to artisans.

[0048] Sincethe cart includes the mobile device at a posture
where it is readable to the shopper (e.g., for presentation of the
shopping tally), the device can also present other information
of potential interest to the shopper, such as store map infor-
mation, and location- or product-based offers. (E.g., ifa shop-
per has added peanut butter to their cart, the shopping app can
also present a coupon for jelly, or simply note the location of
such companion product on a store map).

[0049] References to wireless technology should be under-
stood to include not just electromagnetic radiation (e.g., light
and radio signals), but also acoustic pressure waves (e.g.,
audio—both within and above the human range of hearing).

[0050] In implementing the presently-described technol-
ogy, the artisan has a great deal of freedom concerning the
parameters involved. Consider a parameter specifying how
remote a shopper must be from an item’s stock location, when
the item is entered onto the checkout tally, in order for the
action to result in an increase in risk score. Some implement-
ers might set a threshold distance at six feet. Others might set
a threshold at 15 feet, while still others wouldn’t increase the
risk score unless the shopper, and the item’s stock location,
are located in different aisles. Similarly with other concepts
of'spatial nearness, or proximity. In one system, two locations
are near if they are within six feet. Others are near if they are
within 10 feet. Etc. Likewise with concepts of temporal prox-
imity. In one implementation, a risk score may be increased
when duplicate items are entered onto a shopper’s tally more
than 10 seconds apart. In another implementation, the risk
score may not be increased unless the duplicate items are
entered at times that are at least 30 seconds apart. (The tally
data typically includes timestamp information indicating, to
the second, the time at which each item was scanned by the
user and entered onto the tally.)

[0051] To keep this specification concise as required by the
Patent Act, applicant has omitted certain mundane details that
are straightforward to artisans implementing such technol-
ogy. For example, decoding barcode indicia, transmitting
product identification data to a database, displaying product
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information returned from a database, presenting coupon
offers, etc., are all familiar to artisans in the relevant fields.
[0052] Asshouldbe evident, the technology detailed herein
finds utility with all manner of user devices. Not just smart-
phones, but also tablets, digital cameras, wrist- and head-
mounted systems and other wearable devices, etc., can all
make use of the principles detailed herein.

[0053] Particularly contemplated mobile devices include
the Google Glass product; the Apple iPhone 6; smartphones
following Google’s Android specification (e.g., the Galaxy
S4 phone, manufactured by Samsung, and the Google Moto X
phone, made by Motorola), and Windows 8 mobile phones
(e.g., the Nokia Lumia 1020).

[0054] The design of smartphones is familiar to the artisan.
In general terms, each includes one or more processors, one or
more memories (e.g. RAM), storage (e.g., a disk or flash
memory), a user interface (which may include, e.g., a keypad,
a TFT LCD or OLED display screen, touch or other gesture
sensors, a camera or other optical sensor, a compass sensor, a
3D magnetometer, a 3-axis accelerometer, a 3-axis gyro-
scope, one or more microphones, etc., together with software
instructions for providing a graphical user interface), inter-
connections between these elements (e.g., buses), and an
interface for communicating with other devices (which may
be wireless, such as GSM, 3G, 4G, CDMA, WiFi, WiMax,
Zigbee, Thread or Bluetooth, and/or wired, such as through
an Ethernet local area network, etc.). The processes and sys-
tem components detailed in this specification can be imple-
mented as instructions for computing devices, including gen-
eral purpose processor instructions for a variety of
programmable processors, such as microprocessors (e.g., the
Intel Atom, the ARM AS, the Qualcomm Snapdragon, and the
nVidia Tegra 4; the latter includes a CPU, a GPU, and nVid-
ia’s Chimera computational photography architecture),
graphics processing units (GPUs, such as the nVidia Tegra
APX 2600, and the Adreno 330—part of the Qualcomm
Snapdragon processor), and digital signal processors (e.g.,
the Texas Instruments TMS320 and OMARP series devices),
etc. These instructions can be implemented as software, firm-
ware, etc. These instructions can also be implemented in
various forms of processor circuitry, including programmable
logic devices, and field programmable gate arrays (e.g., the
Xilinx Virtex series devices). Execution of the instructions
can be distributed among processors and/or made parallel
across processors within a device or across a network of
devices. Processing of data can also be distributed among
different processor and memory devices. Cloud computing
resources can be used as well. References to “processors,”
“modules” or “components” should be understood to refer to
functionality, rather than requiring a particular form of imple-
mentation. Software instructions for implementing the
detailed functionality can be authored by artisans without
undue experimentation from the descriptions provided
herein, e.g., written in C, C++, Visual Basic, Java, Python,
Tcl, Perl, Scheme, Ruby, etc., in conjunction with associated
data. Smartphones and other devices according to certain
implementations of the present technology can include soft-
ware modules for performing the different functions and acts.
Known browser software, communications software, imag-
ing software, and media processing software can be adapted
for use in implementing the present technology.

[0055] Software and hardware configuration data/instruc-
tions are commonly stored as instructions in one or more data
structures conveyed by non-transitory tangible media, such as
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magnetic or optical discs, memory cards, ROM, etc., which
may be accessed across a network. Some embodiments may
be implemented as embedded systems—special purpose
computer systems in which operating system software and
application software are indistinguishable to the user (e.g., as
is commonly the case in basic cell phones). The functionality
detailed in this specification can be implemented in operating
system software, application software and/or as embedded
system software.

[0056] Another form of implementation is electronic cir-
cuitry that has been custom-designed and manufactured to
perform some or all of the component acts, as an application
specific integrated circuit (ASIC).

[0057] To realize such an implementation, the relevant
module(s) are first implemented using a general purpose
computer, using software such as Matlab (from Mathworks,
Inc.). A tool such as HDLCoder (also available from Math-
Works) is next employed to convert the MatlLab model to
VHDL (an IEEE standard, and doubtless the most common
hardware design language). The VHDL output is then applied
to a hardware synthesis program, such as Design Compiler by
Synopsis, HDL Designer by Mentor Graphics, or Encounter
RTL Compiler by Cadence Design Systems. The hardware
synthesis program provides output data specifying a particu-
lar array of electronic logic gates that will realize the tech-
nology in hardware form, as a special-purpose machine dedi-
cated to such purpose. This output data is then provided to a
semiconductor fabrication contractor, which uses it to pro-
duce the customized silicon part. (Suitable contractors
include TSMC, Global Foundries, and ON Semiconductors.)
[0058] Essentially all of the functions detailed above can be
implemented in such fashion, e.g., decoding a watermark or
barcode payload from captured imagery, activity classifica-
tion, etc.

[0059] Patent application Ser. No. 14/842,575, filed Sep. 1,
2015, details particular hardware implementations for water-
mark detection, which are suitable for use with the present
technology.

[0060] As indicated above, reference to a “module” that
performs a certain function should be understood to encom-
pass one or more items of software, and/or one or more
hardware circuits—such as an ASIC as just-described.
[0061] As indicated, different configurations of the func-
tionality can be implemented on different devices. For
example, in a system in which a smartphone communicates
with a computer at a remote location, different tasks can be
performed exclusively by one device or the other, or execu-
tion can be distributed between the devices. Extraction of
watermark information from imagery is an example of a
process that can be distributed in such fashion. Activity clas-
sification is another. Thus, it should be understood that
description of an operation as being performed by a particular
device (e.g., a smartphone) is not limiting but exemplary;
performance of the operation by another device (e.g., a
remote server), or shared between devices, is also expressly
contemplated.

[0062] Inlike fashion, description of data being stored on a
particular device is also exemplary; data can be stored any-
where: local device, remote device, in the cloud, distributed,
etc.

[0063] The in-store mobile shopping app can form part of,
or incorporate features from, applicant’s Discover app. This
app and related technology are detailed, e.g., in published
patent  applications 20110212717, 20110161076,
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20120208592, 20130311329, and 20140052555, and in
pending application Ser. No. 14/251,229, filed Apr. 11, 2014
(now published as 20150016712). Applicant’s other work
that is relevant to the present technology includes that

detailed in patent documents 20120214515 and
20140164124.
[0064] Other cart-based shopping systems are detailed in

patent documents U.S. Pat. No. 5,287,266, 20040111320,
20100072715, 20100096450, and 20140108195.

[0065] Patent documents 20040153663 and 20120123959
provide additional information on multi-factor risk assess-
ment.

[0066] This specification has addressed several different
embodiments. It should be understood that the methods, ele-
ments and concepts detailed in connection with one embodi-
ment can be combined with the methods, elements and con-
cepts detailed in connection with other embodiments.
Applicant similarly recognizes and intends that the methods,
elements and concepts of this specification can be combined,
substituted and interchanged—not just among and between
themselves, but also with those known from the cited prior art.
Moreover, it will be recognized that the detailed technology
can be included with other technologies—current and
upcoming—to advantageous effect. Implementation of such
combinations is straightforward to the artisan from the teach-
ings provided in this disclosure.

[0067] While this disclosure has detailed particular order-
ing of acts and particular combinations of elements, it will be
recognized that other contemplated methods may re-order
acts (possibly omitting some and adding others), and other
contemplated combinations may omit some elements and add
others, etc.

[0068] Although disclosed as complete systems, sub-com-
binations of the detailed arrangements are also separately
contemplated (e.g., omitting various features of a complete
system).

[0069] While certain aspects of the technology have been
described by reference to illustrative methods, it will be rec-
ognized that apparatuses configured to perform the acts of
such methods are also contemplated as part of applicant’s
inventive work. Likewise, other aspects have been described
by reference to illustrative apparatus, and the methodology
performed by such apparatus is likewise within the scope of
the present technology. Still further, tangible computer read-
able media containing instructions for configuring a proces-
sor or other programmable system to perform such methods is
also expressly contemplated.

[0070] To provide a comprehensive disclosure, while com-
plying with the statutory requirement of conciseness, appli-
cant incorporates-by-reference each of the documents refer-
enced herein. (Such materials are incorporated in their
entireties, even if cited above in connection with specific of
their teachings.) The present specification should be read in
the context of these cited documents. These documents dis-
close technologies and teachings that can be incorporated into
the arrangements detailed herein, and into which the tech-
nologies and teachings detailed herein can be incorporated.
The reader is presumed to be familiar with such prior work.

[0071] Inview of the wide variety of embodiments to which
the principles and features discussed above can be applied, it
should be apparent that the detailed embodiments are illus-
trative only, and should not be taken as limiting the scope of
the invention. Rather, the subject technology includes all such
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modifications as may come within the scope and spirit of the
following claims and equivalents thereof.

1-2. (canceled)

3. A method comprising:

with a camera of a shopper’s mobile device conveyed by

shopping cart, capturing a product identifier from a retail
item placed in the cart, and adding associated informa-
tion to a purchase tally;

with a second sensor mounted to store infrastructure, cap-

turing data about the shopper during an act of moving the
item from a store shelf into the cart; and

determining if a product identifier was captured by the

shopper’s mobile device camera from each item placed
in the shopper’s cart.
4. The method of claim 3 in which the second sensor
comprises a second camera, and said determining is per-
formed using imagery captured by said second camera.
5. The method of claim 4 in which said determining
includes determining, using data captured by the second cam-
era, a time at which an item was placed in the shopper’s cart,
and checking said tally to confirm that a product identifier was
captured from an item at said time.
6. A method comprising the acts:
determining, by detection of a signal emitted by a wireless
beacon, a shopper’s location in an aisle of a retail store;

adding, to a checkout tally, an item scanned at said location
by the shopper, using a camera in a mobile phone device,
the device extracting an item identifier encoded on the
item;

checking a database to determine a stock location where

said scanned item is stocked in the store; and

taking a responsive action when the stock location is

remote from the shopper’s location.

7. The method of claim 6 in which the stock location is
more than ten feet from the shopper’s location, and the
method includes taking said responsive action.

8. The method of claim 6 in which the stock location is
more than twenty feet from the shopper’s location, and the
method includes taking said responsive action.

9. The method of claim 6 in which the stock location is in
an aisle different that the aisle in which the shopper is located.

10. The method of claim 6 in which the responsive action
comprises issuing an alert to store personnel.

11. The method of claim 6 in which the responsive action
comprises increasing a risk score.

12. A method comprising the acts:

analyzing imagery captured by a camera fixedly-mounted

in a retail store, to detect an event, namely that a shopper
has removed an item from a store shelf; or placed an item
in a shopping basket;

storing data indicating a time of said event;
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checking a shopper-compiled tally of items, the tally
including, for each item, time-stamp data indicating a
time that the item was added to the tally; and

taking a responsive action when no item was added to the

tally within a threshold interval of time around the time
indicated by said stored data.

13. The method of claim 12 in which no item was added to
the tally within 15 seconds of the time of said event, and the
method includes taking said responsive action.

14. The method of claim 12 in which the responsive action
includes issuing an alert to store personnel.

15. The method of claim 12 in which the responsive action
includes increasing a risk score.

16. A method comprising the acts:

extracting identifier data from imagery captured by a user

device from an item, consulting a data structure with the
extracted identifier to obtain a corresponding item iden-
tifier, and entering the item identifier on a tally with
associated time-stamp data;

examining the tally for duplicate item identifiers;

determining that a time difference between entry of a first

of said item identifiers on the tally, and entry of a second
of said item identifiers on the tally, is greater than a
threshold value; and

taking an action in response to said determining.

17. The method of claim 16 in which said time difference is
greater than 15 seconds, and the method includes taking said
responsive action.

18. The method of claim 16 that further includes:

determining, by detection of a signals emitted by one or

more wireless beacons, the shopper’s location in an aisle
of a retail store, at times that said duplicate items were
added to the tally;

consulting a database to identify a stock location for said

duplicate items;

when said stock location is within six feet of the deter-

mined shopper location, taking a first action in response
to said determining; and

when said stock location is greater than six feet away from

the determined shopper location, taking a second action
in response to said determining, the second action being
different than said first action.

19. The method of claim 18 that further includes:

when said stock location is greater than six feet away from

the determined shopper location but in the same aisle as
the determined shopper location, taking one second
action; and

when said stock location is great than six feet away from

the determined shopper location but in a different aisle
than the determined shopper location, taking a different
second action.

20. (canceled)



