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SDN SUPPORT FOR DISJOINT MULTIPATH CONFIGURATION

The present invention generally relates to a method and a system for supporting a
multipath connection between two connection endpoints in a network.

The availability of multiple distinct network paths has given rise to the development
of multipath communication, for example standardized in the form of MPTCP
(Multipath Transmission Control Protocol). The basic idea behind multipath
communication is that the reliability of a connection can be increased since link
failures do not affect all paths, and that congestion can be avoided by distributing
the traffic load intelligently among the paths.

However, for this to work optimally, the paths taken by the subflows of a multipath
connection should be completely disjoint. This becomes clear if one imagines a
jointly used link to fail, or being the bottleneck link of all paths. It is therefore of
advantage to ensure that different subflows of the same multipath connection are
forwarded over disjoint paths as far as possible. Since forwarding is typically not
managed by the endpoints, the network entity controlling the forwarding should
support multipath communication by providing this disjoint forwarding.

Research has been conducted on solutions to this problem. In Gregory Detal et
al.: “Revisiting Flow-Based Load Balancing: Stateless Path Selection in Data
Center Networks”, Computer Networks, Volume 57, Issue 5, 7 April 2013, Pages
1204-1216, CFLB (Controllable per-Flow Load-Balancing) has been discussed,
which implements end-host controlled next-hop selection via port number
selection. The approach basically encodes the number of the outgoing interface to
be taken at each hop into the source port number used for the subflow. The
switches then decode this information and implement the forwarding decision. This
approach necessitates global network topology knowledge at the end hosts in
order to select a specific path, since otherwise different but random selection of
next hop interfaces might lead again to shared bottlenecks. In addition, letting the
end hosts decide on forwarding takes away control of network management from
the network itself.
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In Matthieu Coudron, Stefano Secci, Guy Pujolle, Patrick Raad, Pascal Gallard:
“‘Cross-layer Cooperation to Boost Multipath TCP Performance in Cloud
Networks”, Cloud Networking (CloudNet), 2013, San Francisco, USA, and in
Matthieu Coudron, Stefano Secci, Guido Maier, Guy Pujolle, Achille Pattavina:
“‘Boosting Cloud Communications through a Crosslayer Multipath Protocol
Architecture”, 2013 IEEE SDN for Future Networks and Services (SDN4FNS), Nov
2013, Trento, ltaly, a cross-layer architecture to achieve the goal of disjoint
forwarding is presented, which identifies the basic roles necessary (such as flow
qualification and monitoring, path discovery, path computation, and path
enforcement). These papers show the feasibility of implementing the individual
components and of the concept as a whole, but rely on active signaling between
MPTCP-capable endpoints and the network controller to support disjoint
forwarding.

Similarly, the approach proposed in Jingpu Duan, Zhi Wang,Chuan Wu:
‘Responsive Multipath TCP in SDN-based Datacenters”, Proceedings of IEEE
International Conference on Communications (IEEE ICC 2015), London, UK, June
8-12, 2015, necessitates signaling between a controller and a monitor installed on
the end hosts.

Thus, the approaches also presuppose changes in the client network stack or
alternatively in the hypervisors deployed on the physical hosts. This would
necessitate, among other things, a standardized protocol for the signaling, as well
as support and use of particular encapsulation techniques, creating additional
overhead and reducing the flexibility.

It is therefore an objective of the present invention to improve and further develop
a method and a system for supporting a multipath connection between two
connection endpoints in a network in such a way that the benefit of disjoint path
forwarding for multipath connections is achieved without needing changes to
multipath capable end hosts and thus with increased flexibility.

In accordance with the invention, the aforementioned objective is accomplished by
a method for supporting a multipath connection between two connection endpoints
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in a network, wherein said connection endpoints include a sender and a receiver,
the method comprising:

by said sender, initiating a multipath connection with said receiver and
establishing at least one subflow between said sender and said receiver along a
first network path,

by a network controller having knowledge of the network topology,
determining the number of disjoint network paths available between said sender
and said receiver and, based on said number, triggering the establishment of
additional subflows between said sender and said receiver along network paths
being at least partially disjoint to said first network path.

Furthermore, the above objective is accomplished by a system with multipath
connection support, the system comprising

a network comprising a plurality of switches,

at least two devices connected to one or more of the plurality of switches,
wherein said at least two devices include a sender and a receiver being the two
connection endpoints of a multipath connection that includes at least one subflow
established between said sender and said receiver along a first network path, and

a network controller being connected to one or more of the plurality of
switches in the network and having knowledge of the topology of said network,
wherein said network controller is configured to determine the number of disjoint
network paths available between said sender and said receiver and, based on said
number, to trigger the establishment of additional subflows between said sender
and said receiver along network paths being at least partially disjoint to said first
network path.

In accordance with embodiments of the invention it has been recognized that the
above mentioned objective can be accomplished by a network controller with
network and traffic management functions to support and control multipath
connections, optimizing path selection and the number of subflows for these
connections. The network controller, which is assumed to have knowledge of the
network topology, may comprise a logic integrated with and/or executable by a
processor of the network controller, wherein the logic is configured to calculate the
number of available disjoint paths. Based on this number, the network controller
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applies an algorithm for selecting and establishing additional forwarding paths
inside the network and triggers the establishment of new subflows along these
paths, thereby increasing path multiplicity. It should be noted that the network
paths calculated by the network controller do not necessarily have to be disjoint
completely. Depending on the network topology and current load of the network,
partially disjoint paths can be beneficial to use, if a bottleneck link can be
augmented or replaced by multiple other paths through the network. Up until the
branching points, the paths will share certain links, but will be placed on disjoint
ones for other hops in the path. Such a setup can still improve throughput as
congested links can be sidestepped.

Embodiments of the present invention allow the use of multiple networking paths
with the minimum number of subflows necessary, even if the endpoints do not
have multiple network interfaces or multiple (IP) addresses, and even if they do
not know about the existence of the different network paths. The presented
method is even most useful if the clients to be connected are multipath capable,
but possess only a single network interface. In this situation, multiple subflows
could still be opened, but an endpoint without topology knowledge will not know
what the actual number of disjoint paths available for different subflows is.
Opening too many subflows incurs overhead, which can be avoided by
embodiments of the present invention.

According to the present invention, the implemented functions do not require any
changes to the networking stacks in the connection endpoints. In particular, any
manual settings on the connection endpoints and/or on the network equipment in
order to increase the number of network paths becomes dispensable due to the
quasi automation of this process achieved by the present invention. In comparison
to flow-based load balancing the method and system according to the present
invention allow for optimal number of subflows between individual logical endpoint
connections. In comparison to packet-based load-balancing the present invention
avoids reordering and enables joint congestion control over subflows. In
comparison to solutions where connection endpoints just open a large number of
subflows until all disjoint network paths are used, or perform tests by removing
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‘slow’ subflows and trying new ones, an implementation of the present invention
significantly reduces the overhead on the connection endpoints.

Since embodiments of the present invention require programmatic access to
networking elements, an implementation of the present invention in software-
defined networks, SDN, is considered most suitable.

According to an embodiment of the invention the network controller may trigger the
establishment of additional subflows between two endpoints of an existing
connection by creating messages that contain an option of announcing additional
addresses on which said connection endpoints can be reached, and injecting
these messages into the network, e.g. into data streams towards the connection
endpoints. In this regard the implementation of a multipath protocol that allows for
the extraction of the necessary information to create protocol-conformant address
announcements proves to be beneficial. For instance, in case of using MPTCP
(i.e. the network controller, the plurality of switches and the connection endpoints
are configured to exchange MPTCP messages), the above mentioned option of
announcing additional addresses could be, e.g., the add address option
‘ADD_ADDR’ as implemented in MPTCP.

According to an embodiment the network paths of the additional subflows may
have forwarding rules that are based on virtual destination addresses for the two
connection endpoints. The network controller may announce these virtual
destination addresses in the network to be used by the connection endpoints for
establishing the additional subflows. From the perspective of a connection
endpoint, the announced additional virtual addresses seem to belong to the
remote endpoint of the connection (i.e. the connection endpoints are not aware of
the announced addresses being virtual), thus implicitly informing the endpoints of
the number of available paths. The connection endpoints will then in turn establish
new subflows between each other using said virtual addresses.

The virtual addresses may be translated within the network to simulate the
necessary number of interfaces to both endpoints. To this end, i.e. for rewriting
source and destination addresses contained in the headers of packets of
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additional subflows, the network controller may install appropriate address
translation rules in the network, for instance in those switches that are the
topologically closest to the sender and to the receiver, respectively. In effect, the
network thus functions as a NAT (Network Address Translation) component.

With respect to an efficient implementation that hinders clients/senders to
establish additional subflows on their own (which, due to insufficient network
topology knowledge on the side of the client/sender, will likely be suboptimal in
terms of path diversity), according to an embodiment the network controller may
prevent direct establishment of additional subflows between the sender and the
receiver, i.e. the ‘normal establishment of subflows following the respective
multipath protocol where the connection endpoints use their known addresses. For
instance, such a prevention of direct subflow establishment may be achieved by
blocking signaling packets related to any additional subflow handshake, e.g.
MP_JOIN packets in the case of using MPTCP).

According to an alternative embodiment it may be provided that the network
controller generally allows direct establishment of additional subflows between the
sender and the receiver. However, in this case, in order to ensure disjoint network
path configurations for these subflows, the network controller may perform
monitoring of those subflows established by the sender directly. For instance, it
may be provided that the network controller applies a tracking mechanism for
tracking multipath protocol control packets and for retaining information about
existing multipath connections and dependent subflows. In particular, the tracking
mechanism may identify which subflows belong to the same connection between
the two connection endpoints. Subflows identified by this tracking mechanism may
then be forwarded by the network controller on paths as disjoint as possible.

Additionally or alternatively, the tracking mechanism may include informing the
network controller of the initial handshake packets for the connection between the
sender and the receiver (e.g., in case of using MPTCP, an MPTCP SYN with
MP_CAPABLE option) and storing relevant parameters of this connection (e.g.,
MPTCP tokens). This tracking of MPTCP tokens in the controller, which is not part
of the data end-to-end connection, will enable the controller to know dependent
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subflows and to place dependent subflows on different network paths. Still further,
the tracking mechanism may include monitoring address announcements
originating from the connection endpoints (e.g., in case of using MPTCP,
ADD_ADDR packets) and performing predictions of the establishment of any new
subflows to such an announced address shortly after the announcement.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end it is to be referred to the
dependent patent claims on the one hand and to the following explanation of
preferred embodiments of the invention by way of example, illustrated by the
drawing on the other hand. In connection with the explanation of the preferred
embodiments of the invention by the aid of the drawing, generally preferred
embodiments and further developments of the teaching will be explained. In the
drawing the only

Fig. is a schematic view illustrating exemplarily the establishment of a new
subflow triggered by a network controller in accordance with
embodiments of the present invention.

Embodiments of the present invention, as described hereinafter in connection with
the figure, relate to implementations that use the MPTCP (Multipath TCP) protocol
and software-defined networking (SDN) mechanisms. However, as will be
appreciated by those skilled in the art, the present invention would be applicable
also in the case of other protocols supporting multipath communications having
similar characteristics as MPTCP, as well as with control mechanisms other than
SDN that enable a controller entity to manage and control communication
endpoints in the network.

According to its general implementation, MPTCP creates individual subflows for
distinct address pairs created from the |P addresses of the two endpoints of a TCP
connection. First, a single subflow is established, followed by setting up additional
subflows. Alternative IP addresses of the server endpoint of a connection are
communicated via MPTCP control messages to the client, which is then
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establishing additional subflows to these addresses based on the hope that paths
to the additional addresses will follow separate network paths.

In the embodiment illustrated in the figure, a data transfer network 1 having SDN
capabilities is assumed. The network controller 2 is managing the network 1 and
therefore has knowledge of the devices that make up that network 1. Upon the
establishment of a first connection between two network endpoints, the controller 2
calculates all available disjoint network paths between these endpoints. Such
calculation may be affected by the current load on the links participating in the
network paths. This means that the network controller 2, while basically having
identified the existence of a certain number of disjoint network paths (e.g. five),
only considers a lower number of paths (e.g. three) suitable for forwarding
subflows along these paths, since the remaining paths (i.e. two paths in the above
example) are too heavily loaded for carrying any additional subflows.

If the controller 2 has calculated the availability of more disjoint paths between the
endpoints than the number of subflows that have been set up, the controller 2 will
trigger the creation of additional subflows. Preferably, the number of additionally
triggered subflows is such that it exactly matches the difference between the
calculated number of paths being available (and, possibly, being considered
suitable by the network controller) and the number of existing subflows that have
already been set up. The triggering is achieved by generating address
announcements in the network 1 and sending them to the endpoint that initiated
the multipath connection, which in turn typically will try and establish a new
subflow to this new address. It should be noted that the announced addresses do
not need to correspond to actual interfaces on the endpoints, but can be handled
transparently by the network 1.

In the specific scenario illustrated in the figure, it is assumed that a transport
connection exists between a first connection endpoint, which is sender 3, and a
second connection endpoint, which is receiver 4. The sender 3 has a network
interface with address AS, and the receiver 4 has a network interface with
assigned address AR. In the figure, this existing transport connection, which is
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assumed to include three network switches 5 (denoted Sw1, SwX, and Sw2), is
indicated by a solid line and termed ‘path P1’.

The network controller 2 recognizes that the multipath-capable connection
between sender 3 and receiver 4 (hereinafter sometimes briefly denoted
‘connection S-R’) has opened less subflows than there are disjoint paths available
in the network 1. For instance, in the illustrated scenario it is assumed that there is
the disjoint network path including the network switches 5 denoted Sw1, SwY, and
Sw2. In the figure this additional disjoint network path is indicated by a dotted line
and termed ‘path P2’.

The network controller 2 establishes a new path in the network 1, which is yet
unused by any subflow of the connection S-R. This path has forwarding rules
based on virtual destination addresses for the two endpoints, VAS and VAR for
sender 3 and receiver 4, respectively. These virtual addresses (that distinguish
different subflows without the endpoints being aware of these addresses being
virtual) do not need to be assigned to any actual interface of sender 3 or receiver
4, and actually must not be assigned to any other interface.

In addition to establishing the forwarding based on these destination addresses,
the controller 2 also installs header-rewrite rules in the network 1, specifically in
switches Sw1 and Sw2. These rules rewrite packet headers in the following way:
packets with source AS and destination VAR are rewritten to show source address
VAS and destination address AR. On the other hand, packets with source address
AR and destination address VAS are rewritten to show source address VAR and
destination address AS. In effect, the network 1 acts as a NAT component. Any
additional information necessary to be rewritten is included in the rules as well
(e.g., address IDs). It should be noted that in the embodiment illustrated in the
figure rule installation is shown at exemplary network elements. As will be easily
appreciated by those skilled in the art, the rules may be installed at different
network elements than the ones shown in the figure.

The controller 2 announces VAR to the sender 3. This triggers the establishment
of a new subflow from the sender 3. From the perspective of the sender 3, this
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subflow is between AS and VAR, but in effect it will be between AS and AR.
However, due to the forwarding rules installed by the controller 2, it will take a path
different from the path of the already established subflows between sender 3 and
receiver 4, i.e. path P2 instead of path P1 of the initial subflow.

The embodiment described above has the advantage that connection endpoints
with only one network interface that are unaware of multiple paths between
themselves can be triggered to use the right number of subflows to exploit disjoint
paths in the network. Furthermore, if different sub-networks are under the control
of different network controllers, each can increase the number of subflows based
on its local observations of available paths and with a destination address selected
to facilitate routing/forwarding in its own network. However, in this case, care
needs to be taken to no provoke address ID collisions.

Although not explicitly shown in the figure, the method described above also works
if the endpoints of a connection, i.e. sender 3 and/or receiver 4, have multiple
interfaces configured. In this case, the controller 2 can choose between the
following options:

According to one implementation (option 1), the controller 2 can prevent the
‘normal’ (i.e., following standard MPTCP, for instance) establishment of subflows
between the sender 3 and the receiver 4 using their known addresses, e.g., by
blocking the signaling packets (such as MP_JOIN) used for this subflow
handshake.

According to an alternative implementation (option 2), the controller 2 can allow
the ‘normal’ (i.e., following standard MPTCP, for instance) establishment of
subflows (e.g., between all possible distinct pairs of addresses of the sender 3 and
the receiver 4), with or without ensuring disjoint path forwarding for these flows.
Disjoint path forwarding can be ensured by letting the controller 2 track which
subflows seen by its network 1 belong to the same bonded end-to-end connection,
in order to forward them on paths as disjoint as possible, or according to other
optimization criteria.
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According to one option for this subflow tracking, the controller 2 may be informed
of the initial handshake packets for the connection between the sender 3 and the
receiver 4 (e.g., an MPTCP SYN with MP_CAPABLE option), and the controller 2
can store relevant parameters of the connection (e.g., MPTCP tokens). According
to another option address announcements (e.g., ADD_ADDR packets in MPTCP)
may be monitored in order to predict the establishment of new subflows to such an
announced address shortly after the announcement. According to still another
option, preconfigured and known addresses may be used on both endpoints of the
connection, enabling the mapping of addresses to subflows and thus disjoint
forwarding. This might be possible within a datacenter environment, but is more
difficult for WAN connections.

If this disjoint path forwarding for regularly established flows is not to be supported,
the controller 2 still could store the same information (i.e., tokens, IDs, keys, etc.)
in order to be able to judge whether additional subflows over other paths would be
beneficial for the connection S-R. Since the necessary effort is the same, the first
mentioned implementation (i.e. option 1) would be preferable.

Regardless of the chosen option, the controller 2 can always trigger the controlled
establishment of new subflows using the method described above in case it
recognizes this as beneficial.

The embodiment of the present invention described herein includes (part of) an
SDN controller 2, e.g., OpenDaylight, for the use with the standardized MPTCP.
SDN allows for path establishment on the network elements, using e.g.,
OpenFlow. A way of implementing the monitoring of client-established subflows
includes listening to MPTCP ADD_ADDR options, with which end hosts can
announce a useable address to the remote endpoint, then reactively establishing
the path when a MP_JOIN packet is seen in reverse direction. An alternative way
includes collecting tokens exchanged between end hosts in the first handshake
and storing them in a small database. These tokens are re-used when new
subflows are established, allowing to reactively establish a new path for the new
subflow and to announce new addresses in a valid fashion via existing subflows of
a bundled connection.
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The announcement of a new (virtual) address to an endpoint can be implemented
by creating an OpenFlow packet out message containing a valid TCP packet
(such as a copy of an ACK) with the ADD_ADDR MPTCP option set and the
known token/keys derived from the monitored initial connection handshake.

In addition to the header addresses that need to be rewritten, in the case of
MPTCP address IDs need to be assigned by the controller 2 to the virtual
endpoints of the connection, and need to be replaced in the MP_JOIN options
together with the IP addresses and potentially port numbers.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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List of reference numbers

1 data transfer network
2 network controller

3 sender

4 receiver

5

network switch
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Claims
1. Method for supporting a multipath connection between two connection

endpoints in a network (1), wherein said connection endpoints include a sender (3)
and a receiver (4), said method comprising:

by said sender (3), initiating a multipath connection with said receiver (4)
and establishing at least one subflow between said sender (3) and said receiver
(4) along a first network path,

by a network controller (2) having knowledge of the network topology,
determining the number of disjoint network paths available between said sender
(3) and said receiver (4) and, based on said number, triggering the establishment
of additional subflows between said sender (3) and said receiver (4) along network
paths being at least partially disjoint to said first network path.

2. Method according to claim 1, wherein the establishment of additional
subflows between said sender (3) and said receiver (4) is triggered by said
network controller (2) by creating messages that contain an option of announcing
additional addresses on which said connection endpoints can be reached and
injecting said messages into said network (1) towards said connection endpoints.

3. Method according to claim 1 or 2, wherein network paths of said additional
subflows have forwarding rules based on virtual destination addresses for said two
connection endpoints.

4. Method according to any of claims 1 to 3, wherein said network controller
(2) announces virtual destination addresses in the network (1) to be used by said
connection endpoints for establishing said additional subflows.

5. Method according to any of claims 1 to 4, wherein said network controller
(2) installs address translation rules in the network (1) for rewriting source and
destination addresses contained in the headers of packets of said additional
subflows.
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6. Method according to any of claims 1 to 5, wherein said network controller
(2) prevents direct establishment of additional subflows between said sender (3)
and said receiver (4) by blocking signaling packets related to said additional
subflow handshakes.

7. Method according to any of claims 1 to 5, wherein said network controller
(2), while allowing direct establishment of additional subflows between said sender
(3) and said receiver (4), performs monitoring of subflows established by said
sender (3).

8. Method according to any of claims 1 to 7, wherein said network controller
(2) applies a tracking mechanism that identifies which subflows belong to the
same connection between said two connection endpoints, and wherein said
network controller (2) forwards these identified subflows on paths as disjoint as
possible.

9. Method according to any of claims 1 to 8, wherein said tracking mechanism
includes informing said network controller (2) of the initial handshake packets for
the connection between said sender (3) and said receiver (4) and storing
predefined parameters of the connection.

10. Method according to any of claims 1 to 9, wherein said tracking mechanism
includes monitoring address announcements originating from said connection
endpoints and performing predictions of the establishment of any new subflows to
such an announced address shortly after the announcement.

11.  System with multipath connection support, in particular for executing a
method according to any of claims 1 to 10, said system comprising

a network (1) comprising a plurality of switches (5),

at least two devices connected to one or more of the plurality of switches
(5), wherein said at least two devices include a sender (3) and a receiver (4) being
the two connection endpoints of a multipath connection that includes at least one
subflow established between said sender (3) and said receiver (4) along a first
network path, and
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a network controller (2) being connected to one or more of the plurality of
switches (5) in the network (1) and having knowledge of the topology of said
network (1), wherein said network controller (2) is configured

to determine the number of disjoint network paths available between said
sender (3) and said receiver (4) and, based on said number, to trigger the
establishment of additional subflows between said sender (3) and said receiver (4)
along network paths being at least partially disjoint to said first network path.

12.  System according to claim 11, wherein said sender (3) and/or said receiver
(4) each comprise only one network interface.

13. System according to claim 11 or 12, wherein said network controller (2),
said plurality of switches (5) and said connection endpoints are configured to
exchange MPTCP, Multipath Transmission Control Protocol, messages among
each other.

14.  Network switch, in particular SDN switch (5), configured for being employed
in a method and/or in a system according to any of claims 1 to 13.

15.  Network controller, in particular SDN controller (2), configured for being
employed in a method and/or in a system according to any of claims 1 to 13.
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