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DESCRIPTION

[0001] The 1nvention relates to a printing method, to an
assembly for carrying out the printing method, and to a
corresponding computer program and to a correspondlng
computer—-readable storage medium, which 1n particular make
1t possible to i1ncrease the number of printing devices that

can be used by a mobile terminal device.

Prior art:

[0002] For transmitting a print Jjob to a printer, some

limitations are assocliated with a mobile terminal device

TM

equlpped with 10S (1Phone Operating System) 1n comparison

to stationary devices such as PCs or other mobilile devices

such as laptops. It 1s only possible to communicate with
printers that use the AirPrint’" protocol (iLnterface
software). The printers are found using the Bonjour'

protocol. These printers must be accessible via wireless
local area network (WLAN) and have a network address 1n the
same segment as the mobile device. The printer therefore
has to be 1n proximity to the mobile device from which the
print job 1s i1nitlated. The control of access rights to the
printers 1s not uniformly regulated; every manufacturer 1s
at liberty to use and design a user management. This

printing solution for 10S-based moblle devices 1s therefore

only feasible 1n small environments, 1.e., generally a few

to a few tens of users and a few printers 1n a spatially

delimited area. In larger environments, 1n which not every

printer 1s supposed to be available to every user, this
concept places substantial demands on the management of the
printers and moblle terminal devices, as each new mobile
device must be made known to each printer to which print
Jjobs may be sent by mobile devices. For this reason, 1n

actual practice the printers, 1n the default setting, allow

each mobilile device to print. In this environment, 1t makes

sense to install a server that uses the AirPrint™
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protocol, accepts the print Jjob and forwards 1t to the
desired printer. Thilis would remedy the limitations 1n terms

of the accessibility o0of the printer. However, rights

management 1s still only possible with considerable

difficulty with this system. Both methods (direct printing

with AirPrint'™ or indirect printing wvia an AirPrint

p—

server) have a number of disadvantages, which this

invention remedies:

— Printing rights c¢an generally only be granted to a
device, not to a user.

— Printing rights for a mobile terminal device can only be
set up on the printer i1tself.

— Whether and to what extent printing rights can Dbe
assigned to devices or users depends on the printer. A
comprehensive management for all users and devices 1s
therefore only possible 1f all printers enable

management of users and devices.

— Because the user 1interface 1s not standardized, the

necessary adminilistration work for this must be performed
on the device 1tself. At best, a rudimentary
configuration server 1s 1nstalled on the printer so that
the administer can access the printer wvia the network.
However, thilis does not solve the problem regarding the

different user interfaces of different printers.

— If no printing rights are assiligned, then each terminal

device 1s authorized to send print Jobs to a given
printer. Or a printer does not accept any print Jjobs,
depending on the pre—-settings on the printer.

— The user does not have any control over his rights and
the available devices. The AirPrint’ protocol offers him
all accessible printers; the user does not learn whether
he has the authorization to use the printer until after

he has started the print job.

[0003] A typical scenario in an AirPrint'” environment

looks like this:
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1. The access rights are established on the printers by
the administrator.
2. The user selects the print function on his 10S device.
3. The device offers him all printers that were offered
via the AirPrint™™ protocol.
4, The user selects a printer.

5. The print job 1s transmitted to the printer.

p—

6. The print-out starts 1f the printer accepts the 7job.

Otherwise, an error message 1s generated and the user must
repeat step 4.

7. Printers are searched 1n order to get the print-out.

[0004] In a general manner, KR 2001 0067777 A describes an
INTERNET PRINTING PROTOCOLS SERVER SYSTEM. According to

this document, a 1local area network (LAN) 1s used to
transmit i1nformation data to a printer, which 1s connected
to a target printer server via a user terminal. A protocol

server system 1s also described. In a general manner, JP

2004 102959 A describes a HOSTING PRINTER SERVER SYSTEM as

a server—-pased printer management based on the i1internet

printing protocol (IPP).
[0005] Different aspects of the then new internet printing

protocol IPP are described 1n a general manner 1n the
document designated as “INTERNET DRAFT” and titled

“Internet Printing, Protocol/1.0: Directory Schema; draft-
letf-1pp-dir—-schema-01l.txt” by K. Carter (IBM) and S.

Isaacson (Novell, Inc.) of June 12, 1997.

[0006] The problem addressed by the 1nvention 1s therefore
that of providing a printing method, an assembly for
carryilng out the printing method and a correspondiling
computer program and a corresponding computer—readable
storage medium, which remedy the disadvantages of the known

solutions and 1n particular facilitate printing from mobile

terminal devices.
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[0007] According to the 1nvention, this problem i1s solved
by the features 1n Claims 1, 5, 6 and 7. Useful embodiments

of the i1nvention are contained i1n the subordinate claims.

[0008] A particular advantage of this 1nvention lies 1n

the fact that the number of usable printing devices 1is
increased for mobile terminal devices. This 1s achieved
by providing a printing method 1n which a mobile terminal
device, for example a moblle terminal device on which the
10S operating system 1s 1nstalled, communicates with a
server via a wilireless communication connection. For this
purpose, the communilication can use any known or yet to Dbe
developed communicatilion protocol, 1ncluding 1n particular
communication protocols permitting the use of printing

devices only within a limited radius, for example

restricted to specific network addresses of the printing
devices, as is the case with, for example, the AirPrint™
protocol. (For using the 1nvention, the server would then
have to have a corresponding network address, although the
printing devices supported by the server would no longer
have to). According to the 1nvention, data to be printed
out are sent by the mobille terminal device to a printer via
the server.

[0009] According to the 1nvention, further provision 1is

made such that data are filed on the mobile terminal device

that comprise at least 1nformation on a printing device or
on multiple printing devices and Kkeys, wherein each
printing device 1s assigned at least one key. These data
can be data that were originally generated on the data
processing device on which the server 1s 1nstalled or on

another data ©processing device. The keys are also

preferably allocated to a user such that a user profile 1s

created on the server or on the other data processing

p—

device by the generation of the data, which user profile

comprises 1nformation on printing devices usable by a

specific user and keys assigned to the printing devices.

The keys are preferably also user—-specilific such that each

key 1s allocated to just one user (issued for one user).
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(The data, which comprise at least 1nformation on one or

multiple printing devices and Kkeys, shall henceforth also

be designated as ‘user profile’. Accordilngly, a user

profile 1s assligned to one user). The data can Dbe

transmitted to the terminal device from the data processing
device on which the server 1s 1nstalled or from the other
data processing device, eilther by automated or semi-
automated transmission or by manual retrieval. For example,
an emall server, a web server or a moblle device management

(MDM) server, which sends the user profile to the mobile

terminal device, can be 1nstalled on the other data
processing device. The other data processing device shall

henceforth also be designated as ‘communication server’.

[0010] In the event that content 1s to be printed out by

the moblle terminal device, accordling to the invention a
communication connection 1s then established between the
mobile terminal device and the server. The mobilile terminal
devlice preferably communicates with the server via a
wlreless communication interface. The communication

connection therefore has at least partially wireless

communication routes. In a preferred embodiment, the

connection to the server 1s established i1n response to the

p—
p—

activation of a print function on the moblle terminal

device, for example after a user of the mobile terminal
device actuates a print button of an application such as

Microsoft ™ Word. At least one key 1s preferably

transmitted to the server during or (shortly) after the

establishment of the connection. After the connection has
been established between the moblle termlinal device and the
server, 1n a preferred embodiment the server determines the
avallable printing devices that can be used for printing

the content. During this determination, among other things

it 1s vwverified whether a printing device 1s technically

accesslible from the server. In doing so, 1t 1s preferably

also verified on the server whether the at least one key

sent by the terminal device i1s wvalid for the user and/or

for the existing printing devices.
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[0011] Information 1s then transmitted by the server to
the mobilile terminal device wvia at least some of the usable
printing devices. This 1nformation 1s used by the user of

the mobile terminal device to select a sultable printing

device on which the content 1s to be printed. In this

context, usable means that the printers are usable for the
user, 1n other words that all technical conditions for

triggering a printing process on this device are fulfilled.

Providing the terminal device with information vlia printers

in the wuser profile 1s known to the prior art. These

printers are always offered to the user as soon as the

latter has triggered the printing process. The

accessibility thereof 1s not verified. For example, 1t 1s
therefore possible that these devices may have Dbeen
removed, that the adminlistrator has assigned them a new

address or a new name, or that they have simply been turned

off. In the prior art, the user only learns of this when an

error message 1s generated. Because these printers are

filtered out during the verification performed on the

server, the 1nvention presented herein also expands the

prior art here.

[0012] According to a preferred embodiment, at least some

of the keys are contalined 1n the network name of the

printers. If a user has selected a printing device,

established the print settings and authorized the print-

out, the key 1s transmitted 1n the network name of the

printer to the server, where the key and the selected

printing device are extracted from the network name. The

key 1s used to verify the authorization of the user to use

the printing device and/or the set print settings. If the
user 1s authorized, the print data are sent to the
determined printing device. However, the keys can also be
transmitted by the terminal device to the server on
alternative paths, for i1instance as parameters within the

communication protocol.

[0013] In a preferred embodiment, printer objects are set

up on the server, which each address a printing device. A
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preferred embodliment makes provision such that the printer

objects define print settings. The particular advantage of

this lies 1n the fact that different printer objects are

created for a printer, which differ in terms of the print

settings or the name of the printer object. It has

furthermore been proven advantageous 1f the printer objects

are assilgned to a user. In thils manner 1t 1s possible to
create a filrst printer object, which addresses a first
printing device, provides first print settings and 1is
assigned to a first wuser, and a second printer object,
which likewlse addresses the first printing device but
provides second print settings and 1s assigned to the first
or to a second user. The information about at least some of
the usable printing devices ©preferably comprises the
printer objects whilich are assilgned to the user and which
address usable printing devices. The printer objects are

therefore preferably created as a user specific.

p—

[0014] After selection of the printing device, statements

about the selected printing device and optionally further

statements about print settings and the data 1ntended for

printing, or 1nformation which the server can use to

acqulire the data intended for printing from a remote

storage site, are transmitted to the server. In a preferred

embodiment of the 1nvention, provision 1s made such that
after activation of the print function (and transmission of
the printer objects), the user of the mobile terminal

p—
p—

device 1s offered a choice of printer objects. After

selecting a printer object, the user then has the option of
defining print settings or changlng default settings of
printer settings. After the printing device has Dbeen
selected via the corresponding printer object and the print
settings have been made, the selection and the print
settings are confirmed and transmitted, together with the

data 1ntended for printing and the key assigned to the

printer object, to the server. In a further embodiment,
provision 1s made such that information enabling the server

to retrieve the data 1i1ntended for printing from a remote
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storage site 1n a data network 1s sent to the server 1n

lieu of the data 1ntended for printing. The information

enabling the server to retrieve the data can be, for

example, a network address (e.g., a uniform resource
locator (URL)) of the data.
[0015] In a preferred embodiment, provision 1s made for

verifying, on the server, whether the key sent Dby the
terminal device 1s valilid for the selected printing device,
for the user and/or for the print settings that were made.
If 1t 1s established that the key 1s wvalid, the data

intended for printing are sent to the selected printing
device and printed out thereon.

[0016] A preferred embodiment makes provision such that at
least some of the printing device names and keys contained
in the user profile of the user are sent to the server
immediately after the connection 1s established between the
moblile terminal device and the server (in response to the
activation of the print function), and that the server, 1n
accordance with the forwarded printing device names,
determines the (currently) available printing devices to
which a wvalid key has Dbeen forwarded. Thilis has the
advantage that the server only transmits i1nformation

pertaining to printing devices for which a valid key exists

to the mobile terminal device o0of the user. In addition,

provision can be made for performing another wverification

of the wvalidity of the key after the print settings are

made, even 1f the print settings are linked to a valid key.

[0017] In a further preferred embodiment, provision 18

made for using a speclal server with a user management for

the management of the user profiles and for the key

verlfication. The server with the user management can be
arranged 1n the communication connection between the mobile
terminal device and the print server such that all
communication between the moblle terminal device and the
print server runs via the server with the user management.
However, 1t 1s also possible for the server with the user

management to be accessible only from the print server. In
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any case, the print server communilicates with the server for
user management 1n order to obtain information as to

whether the data intended for printing may be sent to the

selected printing device. In a preferred embodiment, the
data 1ntended for printing are transformed into a format
adapted to the selected printing device Prior to
transmission to the selected printing device.

[0018] The invention can be implemented by, for example, a
method for printing from mobile terminal devices via a
wlreless connectilion on network printers using at least one

print server, 1n which

printer objects, which are offered to the central user
management as printers, are set up on the print server,
a list of users and a list of the existing printers 1is
kept on a central user management,

each user 1s provided with hilis own 1list of printers 1n

the central user management,

a unique key 1s created for each combination of users
and printers,

upon login, the list of printers assigned to the user,

together with the keys, 1s transmitted from the print
server to the mobile terminal device on which the user
logs 1nto the system,

for each print Jjob, the key 1s transmitted to the print
server,

after selection of a printer and transmission of the

print Job to the print server, the print server

verlifies the key 1n the central user management, and
the print server forwards the print job to the selected

printer.

[0019] The server that transmits the printer 1list to the
moblle terminal device can be an emaill server, a web server
or an MDM server and the mobille terminal devices can Dbe

devices with the 10S operating system.
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[0020] Provision can be made such that the AirPrint™

protocol 1s used for communilication between the mobile
terminal device and the print server.

[0021] An assembly according to the i1nvention has at least
one chip and/or processor and is set up in such a way that

a printing method can be carried out 1n which a mobile

terminal device communicates wvia an interface for a
wlreless communication with a server and sends data

intended for print-out to a printing device via the server,

whereln data comprising at least information deslgnating a
printing device and at least one key assigned to the
printing device are stored on the moblle terminal device,
and wherein the method comprises the following steps:

p—

— Establishment of a communication connection between the

mobile terminal device and the server,

— TIdentification, on the server, of usable printing

devices,
— Sending of informatilion about the usable printing devices
by the server to the mobile terminal device,

p—

— Selection, on the mobile terminal device, of a usable

printing device,
— Sending of the data 1ntended for print-out, or of

information that will enable the server to retrieve the

data 1ntended for print-out from a remote storage site
in a data network, by the mobilile terminal device to the
server,

— Prior to the sending of the data intended for print—-out

to the selected printing device, verification, on the
server, of the wvalidity of one or multiple keys sent by
the mobile terminal device, and

— Sendlng of the data intended for print-out to the
selected printing device, dependling upon the validity of

the key or keys.

[0022] The description of the method steps 1s not 1ntended

to establish any sequence for the carrying out of the same.

In particular, the wverification of the keys sent by the
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moblle terminal device can also take place 1mmediately
after the establishment of the communication connection
between the mobile terminal device and the server.

[0023] A computer program according to the invention,
after having been loaded 1into the memory of a data
processing device, enables the data processing device to
carry out a printing method 1n which a mobilile terminal
device communicates, via an 1interface for a wireless
communication, with a server and sends, via the server,
data 1ntended for print-out to a printing device, whereiln
data comprising at least i1nformation designating a printing
device and at least one key assigned to the printing device
are stored on the mobile terminal device, and wherein the
method comprises the followling steps:

p—

— Establishment of a communication connection between the

mobile terminal device and the server,

— TIdentification, on the server, of usable printing

devices,
— Sending of information about the usable printing devices
by the server to the mobile terminal device,

p—

— Selection, on the mobile terminal device, of a usable

printing device,
— Sendlng of the data intended for print-out, or of

information that will enable the server to retrieve the

data 1ntended for print-out from a remote storage site
in a data network, by the mobile terminal device to the
server,

— Verifying, on the server, the wvalidity of one or
multiple keys sent by the mobile terminal device, and

— Sending of the data 1ntended for print-out to the
selected printing device, depending upon the wvalidity of

the key or keys.

[0024] In a further preferred embodiment of the invention,

provision 1s made such that the computer program accordlng

to the invention has a modular structure, whereilin
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1)

individual modules are installed on different data
processing devices.

[0025] Advantageous embodiments make further provision of
computer programs by which further method steps or process
sequences mentioned 1n the description can be carried out.
[0026] For example, such computer programs can be provided
in downloadable form (for a fee or free of charge, freely
accessible or password—protected) in a data or
communication network. The computer programs thus provided

can then be made usable by a method 1n which a computer

program according to Claim 6 1s downloaded from an

electronic data network, for example from the internet,
onto a data processing device connected to the data

network.

[0027] In order to carry out the method according to the
inventlion, provision 1s made for using a computer—-readable
storage medium, on which 1s stored a program which, after
1t has been loaded into the memory of the data processing
device, enables the data processing device to carry out a

printing method i1n which a mobilile terminal device

communicates, via an interface for a wlreless
communication, with a server and sends, via the server,
data i1ntended for print-out to a printing device, wherein
data comprising at least information designating a printing
device and at least one key assigned to the printing device
are stored on the mobile terminal device and wherein the
method comprises the following steps:

p—

— Establishment of a communication connection between the

mobile terminal device and the server,

— TIdentification, on the server, of usable printing

devices,
— Sending of informatilion about the usable printing devices
by the server to the mobile terminal device,

p—

— Selection, on the mobile terminal device, of a usable

printing device,
— Sending of the data 1ntended for print-out, or of

information that will enable the server to retrieve the
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data 1ntended for print-out from a remote storage site
in a data network, by the mobile terminal device to the
server,

— Verifying, on the server, the wvalidity of one or
multiple keys sent by the mobile terminal device, and

— Sending of the data 1ntended for print-out to the
selected printing device, depending upon the wvalidity of

the key or keys.

[0028] Among other things, the method of the invention

still provides the user with the familiar environment for

printing whilile avoiding the shortcomings of the prior art.

The user will go through the same steps 1-7 that were

described above as a typical scenario for an AirPrint
environment, except for step 1. The abortion in step 6 1s

likewlise excluded by the invention.

[0029] In the following, the 1nvention shall be explained

1n more detall with reference to an exemplary embodiment

1llustrated, at least partilially, 1in the figures. Shown are:

Fig. 1: an example of a system for carrying out the
printing method according to the i1nvention and

Fig. 2: an example of a user profile.

[0030] In the following, the invention will be described

on an exemplary network, which 1s confiligured to embody an
exemplary embodiment o©of the method according to the
invention. However, the 1invention 1s not limited to the

p—

network or method described by way of example. Rather, 1t

1s also possible to embody the method according to the

invention with differently structured networks or with

methods having other method steps. For example, the print
server 110, the communication server 114 and/or the central
user management 112 can also be 1nstalled on a data

processing device. It 1s also possible to equip the print

server 110 with information that enables 1t to wverify the

validity of the keys without connection to the central user
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management 112. The wvalidity of the keys can also Dbe
verified at any polnt between the time that the user 1logs

onto the network and the time that the data i1ntended for

print—-out 1s sent to the selected printing device 108.

[0031] In addition to the components 'mobile terminal
device 102, printing devices 104, 106, 108 and the server
using the AirPrint™ protocol (AirPrint™  server)’, a
central user management 112 and a communication server 114
are 1ntroduced 1in an example of a printing system 100.
According to the invention, the AirPrint’" server 1is
equipped with further functionalities, which chiefly relate

to user management and key verification. The AirPrint™™

server enhanced by the additional functilionalitles 1s
designated as ‘*‘enhanced AirPrint™ server’ in the
following. The communication server 114 transmits the user

profiles 200 to the mobile terminal device 102. The

communication server can pbe an MDM, web or emall server;

any other technical device that sends the user profiles 200

to the terminal device 102 1s also possible.

[0032] The central user management 112 replaces the rights

management that previously had to be carried out on each

individual printing device 104, 100, 108 for each

individual mobille terminal device 102. In addition, 1t
offers further advantages. The user and the terminal
devlice 102 are thus decoupled. Each user who has logged on
and with a mobile terminal device 102 onto the central user
management 112 can use the print devices 104, 106, 108
assigned to him, regardless of the mobile terminal device

102 used.

[0033] In order to carry out a printing rights management

in the first place, 1n the prior art a terminal device 102
had to be registered on each printing device 104, 106, 108
intended to be used. The user was therefore also restricted

p—

a specific terminal device 102 1f he wanted to use his

preferred printing devices 104, 106, 108. In the method

presented herein, a regilistration (login) isg stil]

necessary; thilis takes place one time 1n the system 100 and
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1s valid for all printing devices 104, 106, 108 and for all
moblle terminal devices 102 used by the user. The central
user management 112 contains a list of the printing devices

and users. A list of printing devices 104, 106, 108 1is

managed for each user. In addition, a unilique key 1s created
for each combination of a user with a printing device 104,
106, 108. At this point the prior art i1is already surpassed

p—

multiple times; the management of the users 1s solved by

the terminal device 102, the cumbersome rights management
on the 1individual printing devices 104, 1060, 108 1is
replaced by a central 1nstance (the central user management
112), the connection of a user to a printing device 104,
106, 108 1s secured by a key.

[0034] The print server 110 1s centrally responsible for

the management of the print jobs of all users. It

communicates with the mobile terminal devices 102 wvia the

AirPrint™ protocol. It furthermore maintains a connection

to the central user management 112 1in order to verify the

validity of the keys. This verification 1s not known from

the prior art.

[0035] Different printer objects, which address the same

printing device 104, 106, 108 but differ 1n the print

settings, can be set up on the print server 110. Different

printer objects with the same settings are also possible,
for example 1n order to be able to assilgn explanatory
names. These printer objects are managed as printers 1n the
central user management 112 and transmitted as printers to
the terminal device 102 by the communication server 114.
For example, 1t 1s thus possible to assign the same
printing device 104, 106, 108 to multiple users, but to
define the print settings 1ndividually for each user. For
example, user A has the option of color printing, whereas
user B can only print 1in black and white on the same
printing device 104, 106, 108. This 1s achieved via two

different printer objects, which are stored for the wvarious

users as different printers in the central user management.

It 1s also possible to set up printer objects with
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different properties for a printing device 104, 106, 108

p—
p—

for a user. The user 1s thus offered multiple printers,

which print on the same printing device 104, 106, 108 but

wilith different properties; for example, user A receives two

printers D1 and D2, wherein D1l prints 1in color and DZ
prints 1n Pblack and white, and the print data are then
forwarded to the same printing device 104, 106, 108.
Accordling to the invention, the settings are not limited to
what has been described here. Each setting or combination

p—

of settings capable of being made for a printing device

104, 106, 108 can form, together with a printer, 1its own

printer object. A printing device 104, 106, 108 can be used

p—

1n any number of printer objects, whereas a printer object

appears as precilsely one printer 1n the central user

management. Two example user profiles 200, which 1llustrate

p—

such printer objects as combinations of printing devices

104, 106, 108, print settings and keys, are shown 1n Figure

2. The printer objects are then assigned to the users 1n

the central user management 112. A further advantage over
the prior art 1s the greater number of available printing
devices 104, 106, 108. Because the printing devices 104,
106, 108 no longer communicate with the mobile terminal
device 102, all printing devices 104, 106, 108 for which a
driver for the print server 110 exists can be used. The
manufacturers implement the AirPrint’  protocol as a
further protocol along with their own or a further
standard. The prior art therefore 1limits the user to a
smaller number of printing devices 104, 106, 108.

[0036] The communication server 114 and the central user

management 112 Jointly create a user profile 200 with the

printers (the printer objects on the print server 110) set

up for this user. The user profile 200 with the 1list of

printers and the keys can be transmitted to the user (to
the mobile terminal device 102 currently being used) 1n

three wayvys:
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Automated transmission: When the user logs 1nto the system

100, the communication system 114 transmits the user

profile 200 to the terminal device 102. This 1s the case

1f, for example, an MDM server 1s used.

Semli—automated transmission: After the user has logged into
the system 100, the communication server 114 sends him a

message containing the data of the user profile 200 or at

least a link to the data. This can happen via an emaill, for
example. The wuser 1s then at 1liberty to use the data

receilved.

Manual request: The user must actively request the data of

the user profile 200 from the communication server 114. For

example, this 1s possible by email or Dby wvisiting a

specific website. Once the user has done this, the

procedure 1s the same as 1n a semli—automated transmission.

[0037] The wuser can 1log 1in via, for example, an LDAP
(lightweight directory access protocol) server or the like.
For the method according to the 1nvention, 1t 1s merely
important that the central user management 112 and the
communication server 114 have knowledge of the login and
that the communication server 114 1s able to communicate

wlith the terminal device 102 used for the login 1n order to

transmit the user profile 200.

[0038] In the prior art, the printing devices found by the
AirPrint = protocol are displayed on the terminal device
102. Even with thilis 1nvention, this 1s unavoidable. To
prevent the use of these printing devices and thus enable
the 1mplementation of the i1nvention, either the acceptance
of print jobs can be barred for all printing devices, 1.e.,
devices other than the print server 110, or the AirPrint™
functionality can be deactivated on the printing devices
104, 106, 108. Preference 1s given to the second method, as
then only the printing devices 104, 106, 108 according to

the i1nvention are displayed on the terminal device 10Z2. A
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display of all printing devices found by

™

AirPrint™/Bonjour’ does not preclude the process according

to the invention.

[0039] An example of a flow of a printing process
according to the 1nvention 1s as follows:

— The user and the printing devices 104, 106, 108
assigned to him are stored 1n the central user
management 112 by the adminilistrator.

— The wuser logs 1nto the system 100 on hils mobile
terminal device 10Z2.

— He receives a list of printers along with the keys.

— The user triggers the print function.

— Before the 1list of printers 1s displayed, the client
sends thilis list along with the keys to the print

server 110.

— The print server verifies, 1n a step 116, whether the
printing devices 104, 106, 108 contained 1n the 1list
are currently accessible. The communication between
the print server 110 and the printing devices 104,
106, 108 can take place wvia wireless, wired or a
combination of wireless and wired communication
connections.

— Printing devices 104, 106, 108 that do not respond are
removed from the list.

— The print server 110 and the central user management
112 jointly verilify the validity of the keys.

— The list of active printing device 104, 106, 108 with
the valid key 1s sent back to the client.

— The user selects a printer.

— The print data are transmitted to the print server
110.

— The print server 110 processes the data for the
selected printing device 108 and, 1n a step 118,

forwards them to the selected printing device 108.

[0040] In its embodiment, the invention i1s limited to the

claims.
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Patentkrav

1. Printmetode, hvor en mobil terminal (102) via et interface til tradlgs

kommunikation kommunikerer med en server (110) og via serveren (110) sender

bestemte data til en printer (108) til udskrivning, hvor der pa den mobile terminal
5 (102) er lagret en brugerprofil, som, for | det mindste en printer (104, 106, 108),

omfatter
- Informationer, der betegner printeren (104, 106, 108), og

- en brugerspecifik nggle tilknyttet printeren (104, 106, 108), ved hjeelp af
hvilken brugerens autorisation til at anvende printeren kan kontrolleres af

10 serveren,
og hvor metoden omfatter falgende:

- etablering af en kommunikationsforbindelse mellem den mobile terminal

(102) og serveren (110),

- fremsendelse af brugerprofilen fra den mobile terminal (102) til serveren
15 (110);

- fastleeggelse, ved hjeelp af serveren (110), af anvendelige printere (104,

106, 108), hvor en printer anses som anvendelig for brugeren, hvis
- printeren er teknisk mulig at na og

- brugerprofilen omfatter en nggle, som viser brugerens autorisation til at

20 anvende printeren;

- fremsendelse af informationer om de anvendelige printere (104, 106, 108)

fra serveren (110) til den mobile terminal (102),

- valg pa den mobile terminal (102) af en anvendelig printer (108), pa basis

af de fremsendte informationer;

25 - fremsendelse af data bestemt til udskrivning eller af informationer, som

gor serveren (110) | stand til at hente de data, der er beregnet til
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udskrivning, fra et fjernliggende lager | et datanetveerk, fra den mobile
terminal (102) til serveren (110), sammen med informationer, der betegner

printeren

- fremsendelse af dataene bestemt til udskrivning fra serveren til den valgte
printer (108);

hvor der pa serveren (110) er defineret printerobjekter, som formidles til den
mobile terminal (102) som anvendelige printere,

hvor der for en printer (104, 106, 108) kan veere defineret flere printerobjekter,
som hver har forskellige printindstillinger,

hvor printerobjekterne er anlagt brugerspecifikt pa en sadan made, at hvert

printerobjekt pa serveren (110) mindst er tilknyttet en bruger.

2. Printmetode ifglge krav 1, hvor de anvendelige printere (104, 106, 108)
fastlaeegges som reaktion pa aktivering af en printfunktion pa den mobile terminal
(102).

3. Printmetode ifalge krav 1 eller 2, hvor brugerprofilen oprettes og/eller
administreres pa databehandlingsenheden, som serveren (110) er installeret pa,
eller en anden databehandlingsenhed (112, 114), og overfares til den mobile

terminal (102) efter oprettelsen.

4. Printmetode ifolge et af de foregaende krav, hvor ngglen er indeholdt i
printerens (104, 106, 108) adresse.

9. Indretning med mindst en chip og/eller processor, hvor indretningen er
konfigureret pa en sadan made, at der kan udfgres en printmetode ifglge et af

kravene 1 til 4.

6. Computerprogram, som gar det muligt for en databehandlingsenhed at
gennemigre en printmetode ifaglge et af kravene 1 til 4, efter at det er indlaest |

lagerenheder | databehandlingsenheden.
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7. Computerleeseligt lagermedium, hvorpa der er lagret et program, som gar det
muligt for en databehandlingsenhed at gennemftgre en printmetode ifglge et af

kravene 1 til 4, efter at det er indlaest | lagerenheder | databehandlingsenheden.
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Figure 1
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