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A system and method for opening and tracking trouble tickets over the public Internet. A customer service management system
(40) provides information included within a customer profile record to a Web enabled infrastructure (30) which is accessible by a remote
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reports of the actions taken to resolve a network event and the service organizations responsible for resolving the network event.




AL
AM
AT
AU
AZ
BA
BB
BE
BF
BG
BJ
BR
BY
CA
CF
CG
CH
CI
CM
CN
Cu
Cz
DE
DK
EE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus

Canada

Central African Republic
Congo
Switzerland
Céte d’Ivoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

ES
FI
FR
GA
GB
GE
GH
GN
GR
HU
IE
IL
IS
IT
JP
KE
KG
KP

KR
KZ
LC
LI

LK
LR

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Treland

Tsrael

Iceland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Liberia

LS
LT
LU
LV
MC
MD
MG
MK

ML
MN
MR
MW
MX
NE
NL
NO
NZ
PL
PT
RO
RU
SD
SE
SG

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

SI
SK
SN
SZ
TD
TG
TJ
™
TR
T
UA
uG
us
UZ
VN
YU
YA

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe




wn

10

15

20

25

30

35

WO 99/15975 PCT/US98/20139

INTEGRATED INTERFACE FOR
WEB BASED CUSTOMER CARE AND TROUBLE MANAGEMENT

The present invention relates generally to an
internet enabled communications network fault
management tool, and more specifically 1s directed
toward a system and method for interactive trouble
reporting and monitoring.

To insure a high availability rate in communi -
cations network services provided to customers, service
providers require accurate and responsive maintenance
efforts. The network management services that support
these maintenance efforts are a vital part of a service
provider's marketability.

In conventional customer enabled maintenance
systems, a connection is made with a large legacy
system via a dial-up connection from a customer owned
personal computer or work station. This connection
frequently, although not always, emulates a terminal
addressable by the legacy system. The dial-up access
requires custom software on the customer workstation to
provide dial-up services, communication services,
emulation and/or translation services and generally
some resident custom form of the legacy application to
interface with the mid-range or mainframe computer
running the legacy system.

There are several problems associated with this
approach:

First, the aforementioned software is very
hardware specific, and customers generally have a wide
range of workstation vendors, which requires extensive
inventory for distribution, and generally, intensive
customer hand holding through initial setup and
installation before reliable and secure sessions are

possible. If the customer hardware platform changes
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through an upgrade, most of these i1ssues need
renegotiation.

Secondly, dial-up, modem, and communications
software interact with each other in many ways which
are not always predictable to a custom application,
requiring extensive trouble shooting and problem
solving for an enterprise wishing to make the legacy
system available to the customer, particularly where
various telephone exchanges, dialing standards or
signal standards are involved.

Third, when an enterprise wishes to make more than
one system available to the customer, the custom
application for one legacy system is not able to
connect to a different legacy system, and the customer
must generally logoff and logon to switch from one to
the other. The delivery technology used by the two
legacy systems may be different, requiring different
interface standards, and different machine level
languages may be used by the two systems, as for
example, the 96 character EBCDIC language used by IBM,
and the 127 character ASCII language used by
contemporary personal computers.

Finally, the security and entitlement features of
the various legacy systems may be completely different,
and vary from system to system and platform to
platform.

It is therefore desired to provide connectivity to
enterprise legacy systems over the public Internet, as
the Internet provides access connectivity world wide
via the TCP/IP protocol, without need to navigate
various telephone exchanges, dialing standards or
signal standards.

One such type of legacy system for the

telecommunications industry is known as a fault

2
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management system which can provide a range of services
to larger customers of the enterprise. A subset
program within the fault management tools has been
known to the public as “trouble tickets”, the tool
which allows a “trouble ticket” to be opened in
response to a telecommunications network fault or a
service problem.

In conventional dial-up trouble systems, service
providers utilize trouble ticketing as a means for
identifying reported network problems, failures, or
customer inquiries. When a network problem, failure,
or customer inquiry is reported, a trouble ticket
describing the network problem, failure, or customer
inquiry is opened. Generically, the trouble ticket is
an electronic tracking mechanism that may exist as a
data record in a database. In this example, the data
record includes information describing the failure
event, time of occurrence, etc.

In operation, the status of the trouble ticket is
considered open as long as the network condition
remains unresolved. At any given time, the collection
of open trouble tickets represents the set of ongoing
and future repair efforts of the service provider.
This mechanism provides the service provider with a
convenient method for identifying the status of current
and future repair efforts.

customers also desire access to this information.
Generally, a customer's assessment of a particular
network management service is not based solely upon the
time frame of repair for the current network failure.
In other words, the customer does not want to report a
network problem, failure, Or customer inquiry and
passively wait for resolution. Customers desire

information on the status of open trouble tickets.

3
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Thus, what is needed is a system and method for
allowing a customer to remotely access a service
provider's trouble ticketing system. This remote
access must enable a customer to seamlessly open a
trouble ticket and identify the status of all trouble
tickets pertaining to his organization.

customers further desire an open access route to
this information. The rapid adoption and use of the
internet for data exchange has also prompted a desire
on the part of customers to access their data over the
internet.

The present invention is directed to a system and
method for opening and tracking trouble tickets over
the public Internet. A customer service management
system provides information included within a customer
profile record to a Web enabled infrastructure which is
accessible by a remote customer workstation having a
web browser and Internet access. The customer profile
information is used to prepopulate data fields in
dialogs used to open a trouble ticket. Once a trouble
ticket is opened, the customer workstation tracks the
existing trouble tickets through a browser based
graphical user interface. The graphical user interface
provides current and historical status reports of the
actions taken to resolve a network event and the
service organizations responsible for resolving the
network event.

According to the preferred embodiment of the
invention there is provided a trouble ticket management
system for enabling an Internet enabled customer to
generate a trouble ticket relating to a service
provided by an enterprise to said customer, the system
comprising an Internet enabled customer work station

having a client web browser application forming an

4
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integrated interface for enabling IP communication
petween said customer and a network of said enterprise,
said client application generating an object-oriented
request message for generating a new trouble ticket
based on a specified product and problem type; a
process for authenticating said customer as having
trouble ticket entitlement within said enterprise; a
customer service management system for generating and
tracking trouble tickets, said system having at least
one database for identifying said customer and trouble
ticket entitlement for said customer, each of said
trouble tickets having multiple data fields; a
transaction manager server for receiving said object-
oriented request, generating a trouble ticket request
transaction message in accordance with said received
objects, communicating said request transaction message
to said customer service management system for
fulfilling said customer requests, and for downloading
downloaded trouble ticket response data from said
customer service management system, said transaction
manager server further translating said downloaded
trouble ticket response data into a trouble ticket
object for communication to said integrated interface.
To generate a trouble ticket at a user's remote
customer workstation, a user first logs on to the
internet through any internet access route, and then
logs on to the enterprise Web-server. After
verification of the customer’s entitlements to use the
system, the Web-server downloads an available suite of
services for that customer, which may include the
trouble ticket tool, which is offered by the assignee
of the present invention as the “Service Inquiry”
service. This service is provided to the customer

through a service object that is invoked and maintained

5
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by a browser based backplane, and which calls, as
needed, other objects, including objects to enable
graphical displays of data to the customer. From the
opening screen, the customer may select the opportunity
to open a new trouble ticket, and the Web-server will
then download the service program object which will
enable opening and generation of a trouble ticket.

At the time of customer verification, the nMCI
Interact administrative server and customer order entry
system (“StarOE”) has obtained certain information
relating to a customer profile maintained on StarOE
server that provides authentication services for the
present invention. This customer profile information
may automatically prepopulate at least one field in a
dialog involved in the opening of a trouble ticket. In
this prepopulation process, data contained within the
customer profile may be automatically entered into a
field of a particular dialog. Through this
prepopulation, the amount of required user input is
minimized, thereby increasing customer usability.
Additionally, the input efficiency provided by
prepopulation allows the service organization to begin
the trouble resolution process with minimal delay.

Upon downloading of the prepopulated trouble
report from the web-server, the customer then enters
information into a problem classification dialog. The
problem classification dialog describes the type of
network problem, failure, or customer inquiry (e.g.,
circuit or 800 number). After this problem
classification dialog is completed, the user is
prompted with questions that pertain to the network
problem, failure, or customer inquiry described in the
problem classification dialog. Both the questions and

SUBSTITUTE SHEET (RULE 26)
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the corresponding answers may be entered into a remarks
section of the trouble ticket.

Finally, the trouble ticket is submitted to the
customer Service Management System. When the CSM
accepts the trouble ticket, a trouble ticket number is
assigned. Thereafter, the trouble ticket is displayed
in a browser based frame through a object based
graphical user interface that permits monitoring of all
existing trouble tickets.

Additionally, the Service Inquiry object also
allows the user to access an activities list that
displays all actions and referrals for that trouble
ticket. This chronological display provides a
historical record of the activities taken by any
organization within the service organization network.
Finally, the graphical user interface allows the user
to access the remarks section that displays all public
comments associated with the trouble ticket.

Advantageously, the popularity of the public
Internet provides a measure of platform independence
for the customer, as the customer can run their own
Internet web-browser and utilize their own platform
connection to the Internet to enable service. This
resolves many of the platform hardware and connectivity
issues in the customers favor, and lets the customer
choose their own platform and operating system.

Further features and advantages of the invention
will become more readily apparent from a consideration
of the following detailed description set forth with
reference to the accompanying drawings, which specify
and show preferred embodiments of the invention,
wherein like elements are designated by identical

references throughout the drawings; and in which:
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Figure 1 illustrates the software architecture
component of the nMCI Interact system comprising a
three-tiered structure;

Figure 2 is a diagrammatic overview of the
software architecture of the networkMCI Interact
system;

Figure 3 is an illustrative example of a backplane
architecture schematic;

Figure 4 illustrates an example client GUI
presented to the client/customer as a browser web page;
Figure 5 is a diagram depicting the physical

networkMCI Interact system architecture;

Figure 6 is a diagram depicting the overall
logical Service Inquiry application architecture of the
present invention; _

Figure 7(a) is a diagram of the Service Inquiry
application server architecture;

Figure 7(b) is a diagram of the Service Inquiry
application Server processes responsible for
interfacing with the Custom Service Management System;

Figures 8(a)-8(k) illustrate various graphical
user interfaces that may be presented to a customer for
opening a new and querying an existing trouble ticket;

Figure 9 illustrates a high-level collaboration
diagram depicting object classes implemented during
creation of a trouble ticket;

Figures 10 illustrates a sequence diagram
depicting the creation of a QuestionTree object which
is subsequently used for presentation to a user;

Figures 11l(a)-11(d) illustrate various interfaces
enabling an administrator to generate a QuestionTree
for presentation to a user in accordance with a product

and service type.
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The present invention is one component of an
integrated suite of customer network management and
report applications using a Web browser paradigm.
Known as the networkMCI Interact system (“nMCI
Interact”) such an integrated suite of Web-based
applications provides an invaluable tool for enabling
customers to manage their telecommunication assets,
quickly and securely, from anywhere in the world.

The nMCI Interact system architecture is basically
organized as a set of common components comprising the
following:

1) an object-oriented software architecture
detailing the client and server based aspect of nMCI
Interact;

2) a network architecture defining the physical
network needed to satisfy the security and data volume
requirements of the networkMCI System;

3) a data architecture detailing the application,
back-end or legacy data sources available for
networkMCI Interact; and

4) an infrastructure covering security, order
entry, fulfillment, billing, self-monitoring, metrics
and support.

Each of these common component areas will be
generally discussed hereinbelow.

Figure 1 is a diagrammatic illustration of the
software architecture component in which the present
invention functions. A first or client tier 10 of
software services are resident on a customer work
station 10 and provides customer access to the
enterprise system, having one or more downloadable
application objects directed to front end business

logic, one or more backplane service objects for
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managing sessions, one or more presentation services
objects for the presentation of customer options and
customer requested data in a browser recognizable
format and a customer supplied browser for presentation
of customer options and data to the customer and for
internet communications over the public Internet.
Additionally applications are directed to front end
services such as the presentation of data in the form
of tables and charts, and data processing functions
such as sorting and summarizing in a manner such that
multiple programs are combined in a unified application
suite. A second or middle tier 12, is provided having
secure web servers and back end services to provide
applications that establish user sessions, govern user
authentication and their entitlements, and communicate
with adaptor programs to simplify the interchange of
data across the network.

A third or back end tier 15 having applications
directed to legacy back end services including database
storage and retrieval systems and one or more database
servers for accessing system resources from one or more
legacy hosts.

Generally, the customer workstation includes
client software capable of providing a platform-
independent, browser-based, consistent user interface
implementing objects programmed to provide a reusable
and common GUI abstraction and problem-domain
abstractions. More specifically, the client-tier
software is created and distributed as a set of Java
classes including the applet classes to provide an
industrial strength, object-oriented environment over
the Internet. Application-specific classes are
designed to support the functionality and server

interfaces for each application with the functionality

10
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delivered through the system being of two-types: 1)
cross-product, for example, inbox and reporting
functions, and 2) product specific, for example, toll
free network management or Call Manager functions. The
system is capable of delivering to customers the
functionality appropriate to their product mix.

Figure 2 is a diagrammatic overview of the
software architecture of the networkMCI Interact system
including: the Customer Browser (a.k.a. the Client) 20;
the Demilitarized Zone (DMZ) 17 comprising a Web
Servers cluster 24; the MCI Intranet Dispatcher Server
26; and the MCI Intranet Application servers 30, and
the data warehouses, legacy systems, etc. 40.

The Customer Browser 20, is browser enabled and
includes client applications responsible for
presentation and front-end services. Its functions
include providing a user interface to various MCI
services and supporting communications with MCI's
Intranet web server cluster 24. As illustrated in
Figure 3, the client tier software is responsible for
presentation services to the customer and generally
includes a web browser 14 and additional object-
oriented programs residing in the client workstation
platform 20. The client software is generally
organized into a component architecture with each
component generally comprising a specific application,
providing an area of functionality. The applications
generally are integrated using a “backplane” services
layer 12 which provides a set of services to the
application objects which provide the front end
business logic and manages their launch. The
networkMCI Interact common set of objects provide a set
of services to each of the applications such as: 1)

session management; 2) application launch; 3) inter-

11
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application communications; 4) window navigation among
applications; 5) log management; and 6) version
management.

The primary common object services include:
graphical user interface (QUI); communications;
printing; user identity, authentication, and
entitlements; data import and export; logging and
statistics; error handling; and messaging services.

Figure 3 is a diagrammatic example of a backplane
architecture scheme illustrating the relationship among
the common objects. In this example, the backplane
services layer 12 is programmed as a Java applet which
can be loaded and launched by the web browser 14. With
reference to Figure 3, a typical user session starts
with a web browser 14 creating a backplane 12, after a
successful logon. The backplane 12, inter alia,
presents a user with an interface for networkMCI
Interact application management. A typical user
display provided by the backplane 12 may show a number
of applications the user is entitled to run, each
application represented by buttons depicted in Figure 3
as buttons 58a,b,c selectable by the user. As
illustrated in Figure 3, upon selection of an
application, the backplane 12 launches that specific
application, for example, Service Inquiry 54a or Alarm
Monitor 54b, by creating the application object. In
processing its functions, each application in turn, may
utilize common object services provided by the
backplane 12. Figure 3 shows graphical user interface
objects 56a,b created and used by a respective
application S54a,b for its own presentation purposes.

Figure 4 illustrates an example client GUI
presented to the client/customer as a browser web page

80 providing, for example, a suite 95 of network

12
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management reporting applications including: MCI
Traffic Monitor 85; an alarm monitor 87; a Network
Manager 89 and Intelligent Routing 91. Access to
network functionality is also provided through Report
Requester 83, which provides a variety of detailed
reports for the client/customer and a Message Center 81
for providing enhancements and functionality to
traditional e-mail communications.

As shown in Figures 3 and 4, the browser resident
GUI of the present invention implements a single
object, COBackPlane which keeps track of all the client
applications, and which has capabilities to start,
stop, and provide references to any one of the client
applications.

The backplane 12 and the client applications use a
browser 14 such as the Microsoft Explorer versions
4.0.1 or higher for an access and distribution
mechanism. Although the backplane is initiated with a
browser 14, the client applications are generally
isolated from the browser in that they typically
present their user interfaces in a separate frame,
rather than sitting inside a Web page.

The backplane architecture is implemented with
several primary classes. These classes include
COBackPlane, COApp, COAppImpl, COParm. and COAppFrame
classes. COBackPlane 12 is an application backplane
which launches the applications 54a, 54b, typically
implemented as COApp. COBackPlane 12 is generally
implemented as a Java applet and is launched by the Web
browser 14. This backplane applet is responsible for
launching and closing the COApps.

When the backplane is implemented as an applet, it

overrides standard Applet methods init (), start(),
stop() and run(). In the init() method, the backplane
13
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applet obtains a COUser user context object. The
COUser object holds information such as user profile,
applications and their entitlements. The user’s
configuration and application entitlements provided in
the COUser context are used to construct the
application toolbar and Inbox applications. When an
application toolbar icon is clicked, a particular COApp
is launched by launchApp() method. The launched
application then may use the backplane for inter-
application communications, including retrieving Inbox
data.

The COBackPlane 12 includes methods for providing
a reference to a particular COApp, for interoperation.
For example, the COBackPlane class provides a getApp ()
method which returns references to application objects
by name. Once retrieved in this manner, the
application object’s public interface may be used
directly.

As shown in Figure 2, the aforesaid objects will
communicate the data by establishing a secure TCP
messaging session with one of the DMZ networkMCI
Interact Web servers 24 via an Internet secure
communications path 22 established, preferably, with a
secure sockets SSL version of HTTPS. The DMZ
networkMCI Interact Web servers 24 function to decrypt
the client message, preferably via the SSL
implementation, and unwrap the session key and verify
the users session. After establishing that the request
has come from a valid user and mapping the reguest to
its associated session, the DMZ Web servers 24 will re-
encrypt the request using symmetric encryption and
forward it over a second secure socket connection 23 to

the dispatch server 26 inside the enterprise Intranet.

14
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A networkMCI Interact session is designated by a
logon, successful authentication, followed by use of
server resources, and logoff. However, the world-wide
web communications protocol uses HTTP, a stateless
protocol, each HTTP request and reply is a separate
TCP/IP connection, completely independent of all
previous or future connections between the same server
and client. The nMCI Interact system is implemented
with a secure version of HTTP such as S-HTTP or HTTPS,
and preferably utilizes the SSL implementation of
HTTPS. The preferred embodiment uses SSL which
provides a cipher spec message which provides server
authentication during a session. The preferred
embodiment further associates a given HTTPS request
with a logical session which is initiated and tracked
by a “cookie jar server” 28 to generate a “cookie”
which is a unique server-generated key that is sent to
the client along with each reply to a HTTPS request.
The client holds the cookie and returns it to the
server as part of each subsequent HTTPS request. As
desired, either the Web servers 24, the cookie jar
server 28 or the Dispatch Server 26, may maintain the
“cookie jar” to map these keys to the associated
session. A separate cookie jar server 28, as
illustrated in Figure 2 has been found desirable to
minimize the load on the dispatch server 26. A new
cookie will be generated when the response to the HTTPS
request is sent to the client. This form of session
management also functions as an authentication of each
HTTPS request, adding an additional level of security
to the overall process.

As illustrated in Figure 2, after one of the DMZ
Web servers 24 decrypts and verifies the user session,

it forwards the message through a firewall 25b over a

15
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TCP/IP connection 23 to the dispatch server 26 on a new
TCP socket while the original socket 22 from the
browser is blocking, waiting for a response. The
dispatch server 26 will unwrap an outer protocol layer
of the message from the DMZ services cluster 24, and
will reencrypt the message with symmetric encryption
and forward the message to an appropriate application
proxy via a third TCP/IP socket 27. While waiting for
the proxy response all three of the sockets 22, 23, 27
will be blocking on a receive. Specifically, once the
message is decrypted, the wrappers are examined to
reveal the user and the target middle-tier (Intranet
application) service for the request. A first-level
validation is performed, making sure that the user is
entitled to communicate with the desired service. The
user’s entitlements in this regard are fetched by the
dispatch server 26 from StarOE server 39 at logon time
and cached.

If the requestor is authorized to communicate with
the target service, the message is forwarded to the
desired service’s proxy. Each application proxy is an
application specific daemon which resides on a specific
Intranet server, shown in Figure 2 as a suite of mid-
range servers 30. Each Intranet application server of
suite 30 is generally responsible for providing a
specific back-end service requested by the client, and,
is additionally capable of requesting services from
other Intranet application servers by communicating to
the specific proxy associated with that other
application server. Thus, an application server not
only can offer its browser a client to server interface
through the proxy, but also may offer all its services

from its proxy to other application servers. 1In
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effect, the application servers requesting service are
acting as clients to the application servers providing
the service. Such mechanism increases the security of
the overall system as well as reducing the number of
interfaces.

The network architecture of Figure 2 may also
include a variety of application specific proxies
having associated Intranet application servers
including: a StarOE proxy for the StarOE application
server 39 for handling authentication order
entry/billing; an Inbox proxy for the Inbox application
server 31, which functions as a container for completed
reports, call detail data and marketing news messages,
a Report Manager Proxy capable of communicating with a
system-specific Report Manager server 32 for
generating, managing and scheduling the transmission of
customized reports including, for example: call usage
analysis information provided from the StarODS server
33; network traffic analysis/monitor information
provided from the Traffic view server 34; virtual data
network alarms and performance reports provided by
Broadband server 35; trouble tickets for switching,
transmission and traffic faults provided by Service
Inquiry server 36; and toll free routing information
provided by Toll Free Network Manager server 37.

As partially shown in Figure 2, it is understood
that each Intranet server of suite 30 communicates with
one or several consolidated network databases which
include each customer’s network management information
and data. In the present invention the Services
Inquiry server 36 includes communication with MCI’s
Ccustomer Service Management legacy platform 40(a).

Such network management and customer network data is

additionally accessible by authorized MCI management

17
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personnel. As shown in Figure 2, other legacy
platforms 40(b), 40(c) and 40 (d) may also communicate
individually with the Intranet servers for servicing
specific transactions initiated at the client browser.
The illustrated legacy platforms 40(a)-(d) are
illustrative only and it is understood other legacy
platforms may be interpreted into the network
architecture illustrated in Figure 2 through an
intermediate midrange server 30.

Fach of the individual proxies may be maintained
on the dispatch server 26, the related application
server, Or a separate proxy server situated between the
dispatch server 26 and the midrange server 30. The
relevant proxy waits for requests from an application
client running on the customer’s workstation 10 and
then services the request, either by handling them
internally or forwarding them to its associated
Intranet application server 30. The proxies
additionally receive appropriate responses back from an
Intranet application server 30. Any data returned from
the Intranet application server 30 is translated back
to client format, and returned over the internet to the
client workstation 10 via the Dispatch Server 26 and at
one of the web servers in the DMZ Services cluster 24
and a secure sockets connection. When the resultant
response header and trailing application specific data
are sent back to the client browser from the proxy, the
messages will cascade all the way back to the browser
14 in real time, limited only by the transmission
latency speed of the network.

The networkMCI Interact middle tier software
includes a communications component offering three (3)
types of data transport mechanisms: 1) Synchronous; 2)

asynchronous; and 3) Bulk transfer. Synchronous
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transaction is used for situations in which data will
be returned by the application server 40 guickly.
Thus, a single TCP connection will be made and kept
open until the full response has been retrieved.

Asynchronous transaction is supported generally
for situations in which there may be a long delay 1in
application server 40 response. Specifically, a proxy
will accept a request from a customer oOr client 10 via
an SSL connection and then respond to the client 10
with a unique identifier and close the socket
connection. The client 10 may then poll repeatedly on
a periodic basis until the response is ready. Each
poll will occur on a new socket connection to the
proxy, and the proxy will either respond with the
resultant data or, respond that the request is still in
progress. This will reduce the number of resource
consuming TCP connections open at any time and permit a
user to close their browser or disconnect a modem and
return later to check for results.

Bulk transfer is generally intended for large data
transfers and are unlimited in size. Bulk transfer
permits cancellation during a transfer and allows the
programmer to code resumption of a transfer at a later
point in time.

Figure 5 is a diagram depicting the physical
networkMCI Interact system architecture 100. As shown
in Figure 5, the system is divided into three major
architectural divisions including: 1) the customer
workstation 20 which include those mechanisms enabling
customer connection to the Secure web servers 24; 2) a
secure network area 17, known as the DeMilitarized Zone
#"DMZ” set aside on MCI premises double firewalled

between the both the public Internet 25 and the MCI
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Intranet to prevent potentially hostile customer
attacks:; and, 3) the MCI Intranet Midrange Servers 30
and Legacy Mainframe Systems 40 which comprise the back
end business logic applications.

As illustrated in Figure 5, the present invention
includes a double or complex firewall system that
creates a “demilitarized zone” (DMZ) between two
firewalls 25a, 25b. 1In the preferred embodiment, one
of the firewalls 25a,b includes port specific filtering
routers, which may only connect with a designated port
on a dispatch server within the DMZ. The dispatch
server connects with an authentication server, and
through a proxy firewall to the application servers.
This ensures that even if a remote user ID and password
are hijacked, the only access granted is to one of the
web servers 24 or to intermediate data and privileges
authorized for that user. Further, the hijacker may
not directly connect to any enterprise server in the
enterprise intranet, thus ensuring internal company
system security and integrity. Even with a stolen
password, the hijacker may not connect to other ports,
root directories or applications within the enterprise
system.

The DMZ acts as a double firewall for the
enterprise intranet because the web servers located in
the DMZ never store or compute actual customer
sensitive data. The web servers only put the data into
a form suitable for display by the customer’s web
browser. Since the DMZ web servers do not store
customer data, there is a much smaller chance of any
customer information being jeopardized in case of a

security breach.
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As previously described, the customer access
mechanism is a client workstation 20 employing a Web
browser 14 for providing the access to the networkMCI
Interact system via the public Internet 15. When a
subscriber connects to the networkMCI Interact Web site
by entering the appropriate URL, a secure TCP/IP
communications link 22 is established to one of several
Web servers 24 located inside a first firewall 25a in
the DMZ 17. Preferably at least two web servers are
provided for redundancy and failover capability. In
the preferred embodiment of the invention, the system
employs SSL encryption so that communications in both
directions between the subscriber and the networkMCI
Interact system are secure.

In the preferred embodiment, all DMZ Secure Web
servers 24 are preferably DEC 4100 systems having Unix
or NT-based operating systems for running services such
as HTTPS, FTP, and Telnet over TCP/IP. The web servers
may be interconnected by a fast Ethernet LAN running at
100 Mbit/sec or greater, preferably with the deployment
of switches within the Ethernet LANs for improved
bandwidth utilization. One such switching unit
included as part of the network architecture is a
HydraWEB™ unit 45, manufactured by HydraWEB
Technologies, Inc., which provides the DMZ with a
virtual IP address so that subscriber HTTPS requests
received over the Internet will always be received.

The Hydraweb unit 45 implements a load balancing
algorithm enabling intelligent packet routing and
providing optimal reliability and performance by

guaranteeing accessibility to the "most available™
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server. It particularly monitors all aspects of web
server health from CPU usage, to memory utilization, to
available swap space so that Internet/Intranet networks
can increase their hit rate and reduce Web server
management costs. In this manner, resource utilization
is maximized and bandwidth (throughput) is improved.

It should be understood that a redundant Hydraweb unit
may be implemented in a Hot/Standby configuration with
heartbeat messaging between the two units (not shown).
Moreover, the networkMCI Interact system architecture
affords web server scaling, both in vertical and
horizontal directions. Additionally, the architecture
is such that new secure web servers 24 may be easily
added as customer reguirements and usage increases.

The use of the HydraWEB™ enables better load
distribution when needed to match performance
requirements.

As shown in Figure 5, the most available Web
server 24 receives subscriber HTTPS requests, for
example, from the HydraWEB™ 45 over a connection 44a
and generates the appropriate encrypted messages for
routing the request to the appropriate MCI Intranet
midrange web server over connection 44b, router 55 and
connection 47. Via the Hydraweb unit 45, a TCP/IP
connection 23 links the Secure Web server 24 with the
MCI Intranet Dispatcher server 26.

Further as shown in the DMZ 17 is a second real
time monitor (“RTM”) server 52 having its own
connection to the public Internet via a TCP/IP
connection 48. As described in greater detail herein,

this RTM server provides real-time session management
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for subscribers of the networkMCI Interact Real Time
Monitoring system. An additional TCP/IP connection 48
1inks the RTM Web server 52 with the MCI Intranet
Dispatcher server 26.

Wwith more particularity, as further shown in
Figure 5, the networkMCI Interact physical architecture
includes three routers: a first router 49 for routing
encrypted messages from the Public Internet 15 to the
HydraWeb 45 over a socket connection 44; a second
router 55 for routing encrypted subscriber messages
from a Secure Web server 24 to the Dispatcher server 26
located inside the second firewall 25b; and, a third
router 65 for routing encrypted subscriber messages
from the RTM Web server 52 to the Dispatcher server 26
inside the second firewall. Although not shown, each
of the routers 55, 65 may additionally route signals
through a series of other routers before eventually
being routed to the nMCI Interact Dispatcher server 26.
In operation, each of the Secure servers 24 function to
decrypt the client message, preferably via the SSL
implementation, and unwrap the session key and verify
the users session from the COUser object authenticated
at Logon.

After establishing that the request has come from
a valid user and mapping the request to its associated
session, the Secure Web servers 24 (and RTM server)
will re-encrypt the request using symmetric RSA
encryption and forward it over a second secure socket
connection 23 to the dispatch server 26 inside the

enterprise Intranet.
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As described herein, the data architecture
component of networkMCI Interact reporting system 1is
focused on the presentation of real time (un-priced)
call detail data, such as provided by MCI’'s TrafficView
Server 34, and priced call detail data and reports,
such as provided by MCI’'s StarODS Server 33 in a
variety of user selected formats.

All reporting is provided through a Report
Requestor GUI application interface which support
spreadsheet, a variety of graph and chart type, or both
simultaneously. For example, the spreadsheet
presentation allows for sorting by any arbitrary set of
columns. The report viewer may also be launched from
the inbox when a report is selected.

A common database may be maintained to hold the
common configuration data which can be used by the GUI
applications and by the mid-range servers. Such common
data will include but not be limited to: customer
security profiles, billing hierarchies for each
customer, general reference data (states, NPA’s,
Country codes), and customer specific pick lists: e.g.,
ANI’'s, calling cards, etc.. An MCI Internet StarOE
server will manage the data base for the common
configuration of data.

Report management related data is also generated
which includes 1) report profiles defining the types of
reports that are available, fields for the reports,
default sort options and customizations allowed; and 2)
report requests defining customer specific report
requests including report type, report name, scheduling
criteria, and subtotal fields. This type of data will
be resident in an Inbox server database and managed by

the Inbox server.
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The Infrastructure component of the nMCI Reporting
system includes means for providing secure
communications regardless of the data content being
communicated. The nMCI Interact system security
infrastructure includes: 1) authentication, including
the use of passwords and digital certificates; 2)
public key encryption, such as employed by a secure
sockets layer (SSL) encryption protocol; 3) firewalls,
such as described above with reference to the network
architecture component; and 4) non-repudiation
techniques to guarantee that a message originating from
a source is the actual identified sender. One
technique employed to combat repudiation includes use
of an audit trail with electronically signed one-way
message digests included with each transaction.

Another component of the nMCI Interact
infrastructure includes order entry, which is supported
by the Order Entry (”StarOE”) server. The general
categories of features to be ordered include: 1) Priced
Reporting; 2) Real-time reporting; 3) Priced Call
Detail; 4) Real Time Call Detail; 5) Broadband SNMP
Alarming; 6) Broadband Reports; 7) Inbound RTM; 8)
Outbound RTM; 9) Toll Free Network Manager; and 10)
Call Manager. The order entry functionality is
extended to additionally support 11) Event Monitor; 12)
Service Inquiry; 13) Outbound Network Manager; 14)
Portfolio; and, 15) Client View.

The Self-monitoring infrastructure component for
nMCI Interact is the employment of mid-range servers
that support SNMP alerts at the hardware level. 1In
addition, all software processes must generate alerts
based on process health, connectivity, and availability
of resources (e.g., disk usage, CPU utilization,

database availability).
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The Metrics infrastructure component for nMCI
Interact is the employment of means to monitor
throughput and volumes at the Web servers, dispatcher
server, application proxies and mid-range servers.
Metrics monitoring helps in the determination of
hardware and network growth.

To provide the areas of functionality described
above, the client tier 10 is organized into a component
architecture, with each component providing one of the
areas of functionality. The client-tier software is
organized into a “component” architecture supporting
such applications as inbox fetch and inbox management,
report viewer and report requestor, TFNM, Event
Monitor, Broadband, Real-Time Monitor, and system
administration applications. Further functionality
integrated into the software architecture includes
applications such as Outbound Network Manager, Call
Manager, and Client View.

The present invention focuses on the middle-tier
proxy and client application components that enable
customers to create, status, and display service
requests, i.e., trouble tickets, to the enterprise
service provider (MCI). Particularly, through a client
application GUI, customers have the ability to create
and query trouble tickets (“tickets”).

Figure 2 illustrates the service inquiry “SI”
application server 36 interfacing with a backend
Customer Service Management” (“CSM”) legacy host system
40 (a). The SI application server component 36 includes
processes for handling all requests made of Service
Inquiry by the customer (as relayed via the Dispatcher
26). Specifically, requests are handed off to Service

Inquiry back-end processes and responses are received
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from the Service Inquiry back-end processes to be
routed back through the Dispatcher to the client
workstation web browser 20.

As will be described, the major components of the
nMCI Interact Service Inquiry application include: the
Graphical User Interface (GUI) or client application
component which is preferably a Java application, e.g.,
#JDK” 1.1.5, providing outside customers, e.g., large
corporate accounts, with the ability to manage trouble
tickets for MCI services and products; and, an
Infrastructure component which includes: the Common
Object Framework, including use of the nMCI Interact
platform client communication (common objects) package
including the mechanisms for delivering messages from
the client (GUI) to the SI application server; the
Model -View-Controller (MVC) framework, and a Service
Ingiuiry (SI) application server framework detailing
client and server communications packages providing the
interaction between the networkMCI Interact platform
and Service Inquiry application. As will be described,
the application server package includes a thread
pooling mechanism and transaction manager, and,
together with the client communications package,
supports both synchronous and asynchronous
transactions.

Additionally, as will be described, the overall
Domain Object Model implemented in Service Inquiry
includes classes representing the business components
of Service Inquiry including context areas such as: 1)
QuestionTree Construction, i.e., the objects invoked to

enable a system administer to create trouble ticket
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questions that enables a customer to open a trouble
ticket; 2) Trouble Ticket construction, i.e., the
objects invoked to enable customers to create trouble
tickets via their web browser interface; 3)
QuestionTree Usage, i.e., the objects invoked to enable
customers to navigate through screen dialogs displays
when creating trouble tickets; and, 4) Trouble Ticket
Query, i.e., the objects invoked that enable customers
to obtain status.and details regarding their trouble
tickets.

As in any of the above-described nMCI Interact
suite of telecommunications network applications, the
Service Inquiry application utilizes the Common Objects
application framework (COF) to inter-operate with the
networkMCI Interact backplane and integrate with the
other elements of the networkMCI Interact architecture.
The Common Objects framework is utilized to leverage
existing infrastructure services such as logon and
authentication, and transaction management and
security.

Particularly, the Service Inquiry application
extends the COAppImpl class in order to inter-operate
with the Interact backplane and other networkMCI
Interact applications (as required), and, includes one
or more screens derived from the COAppFrame class.

Most of the high level classes dealing with the
initiation of transactions are utilized by Service
Inquiry. The COClientSession class is available to the
Service Inquiry application upon successful login to
the networkMCI Interact system and is utilized for

session management (e.g., connect, disconnect, and
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logoff). The family of COTransaction classes is used
to send and receive messages to the backend Service
Inquiry service. These classes include
CONonblockTransaction, COSynchTransaction, and
CcOoAsynchTransaction and, a COBulkTransaction may also
be used if necessary. Additionally, the SI may utilize
all of the COCommunications classes as well as utilize
the data import and export facilities of the Common
Objects to perform local file I/0. Service Inquiry
assumes it will be trusted since the networkMCI
Interact platform assumes the responsibility of signing
the applets. Service Inquiry implements the
COImportable and COExportable interfaces to retrieve
local resource for writing and reading. Service
Inquiry may also utilize a COAppLog class to perform
local logging.

As mentioned, the Service Inquiry application
enables retrieval of pre-filtered customer tickets and
caching of data for later presentation to the query
screens during the lifetime of a Service Inquiry
session. The initial bulk transfer and caching greatly
reduces response times for each gquery transaction.

In order to have the capability to access local
resources, Service Inquiry utilizes the Common Object
security model as part of the networkMCI Interact
architecture and retrieves the existing security
manager from the networkMCI Interact backplane. Thus,
SI classes are packaged into CAB files and signed such
that SI may interact with security manager to access
trusted resources.

To access the Service Inquiry application, a
customer first accesses the networkMCI Interact home

page (not shown), at which time the COBackPlane 1is
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downloaded and loaded by the Java Class Loader by the
browser and presented to the user along with a logon
screen (not shown). The logon screen is normally part
of the COBackPlane code, i.e., the logon screen is
launched by the COBackPlane. The COBackPlane extends
the Applet class and thus contains an init() method.
Inside the init() method, all the available networkMCI
Interact applications are registered by name by calling
the addAvailableApp (String) method defined within
COBackPlane. For example, to add Service Inquiry, the
addAvailableApp (“Servicelnquiry”) is invoked. Once the
user enters logon information, e.g., username and
password, this information is sent to the StarOE server
39 for authentication. Once the logon process is
successful, a COClientSession is created and can be
used to perform transactions or get user information
such as the COUser object.

The COBackPlane object then puts up the web page
screen display of Figure 4 that contains the
application list 95 and the toolbar with a button for
each application for which the user has access to.

When the user selects the Service Inguiry icon 91 from
the application list (Figure 4), the COBackPlane loads
the class by name and instantiates the class by
invoking

uClass.forName (“ServiceInguiry) .newInstance()”. Then
COBackPlane creates a new thread (an instance of the
COoAppStartThread) and this thread is associated with
the launched application. The COAppStartThread then
invokes the start() method of the service inquiry

application. All networkMCI Interact applications
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extend the COAppImpl class that defines a start()
method that each subclass is responsible for
implementing.

Anytime after a successful login and a creation of
the COClientSession object, the application may obtain
more information by invoking methods defined in the
coClientSession class. Some of this information is
COUser, locale, and a list of applications the user is
entitled to utilize (entitlements). The COUser may be
obtained through the COClientSession by calling
“gession.getUser()”. The object initially only
contains the username, password and a list of
applications the user is entitled to. Additional
information can be retrieved from StarOE and used to
populate the COUser that can function like a cache for
later use.

In an alternate embodiment, user profile
information, e.g., name, phone number, security levels,
etc., may be directly communicated from StarOE to the
SI application server via a server-to-server TCP/IP
socket level transaction.

The COClientSession is the source all
transactions. This class is used to connect to the
backend application server and perform all the
different transaction types (synchronous and
asynchronous supported by Service Inquiry).

Figure 6 illustrates the high-level design of the
Service Inquiry application 200 including the client
application 220 and SI application server 36
components. As described, Service Inquiry requires

integration with a number of external systems and
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utilizes the Common Objects Framework for inter-
application communications. Interfacing with the
Service Inquiry application server 250 via the common
objects framework are the StarOE server 39, e.g., for
user profile information, as well as other Service
Inquiry specific data, and, the CSM legacy host 40 (a)
that provides the ability to query, status, and take
action on service inquiries. It should be understood
that communications between the SI server 36 and StarOE
may be via TCP/IP connection 253. Communication
between the SI application server 36 and CSM 40(a) is
via Registry middleware. The above-referenced Registry
system has a number of options for inter-application
communication, including both Java and CORBA
interfaces.

The Service Inquiry client communications and
application server packages provide the framework for
transporting client messages to the mid-tier
application server for invocation of domain objects.
The domain objects encapsulate the logic to translate
the actual client messages and deliver the request to
the backend services. The response from the backend
service is then received by the application server and
returned to the originating client.

The SI application server 36 interfaces with the
Legacy Backend 40(a), CSM/SI through a
SvcIngCSMRequester “Requester” object 251 and Receiver
object 255, as shown in Figure 7(b), which primarily
handles communication with Registry communication
middleware. Particularly, the Requester object 251 is
the class that represents the requester which takes the

request data that comes from the Front-End/Client
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application through a Transaction Manager 260, builds
the CSM/SI request transactions by interacting with the
Translator classes 280 and ships off the requests to
CSM. The request data that comes from the Front
End/Client is an array of strings that are required
from the customer for the request to be made. Minimal
information is passed from the client to reduce the
communication overhead from the client to the SI
application server. All other information is packaged
in the Requester 251.

The translator class 280 is used to facilitate the
use of the formatting behaviors of the Registry classes
and the Header classes and is responsible for: creating
correctly formatted CSM/SI transactions from Service
Inquiry objects; and, creating ServiceInquiry objects
from the results of the CSM/SI transactions. That is,
the translator 280 coordinates activities and
collaborate with the Registry classes and Header
classes. Particularly, the Requester object 251 invokes
the SvcIngRegistryHeader and SvcIngSIHeader classes in
the Translator 280 to build the “Registry Header” and
#3T Header” strings that are required for the CSM/SI
request transactions for implementing Service Inquiry
functionality, as will be explained in further detail.
It also talks to the SvcIngActivity or the
SveIngRemarks classes to build the data portion of the
CSM/SI requests. Once the CSM/SI Transaction String is
formatted the actual request to the CSM legacy is made.
Sending the transaction to CSM's Standard Interface
(SI) wvia Registry classes does this.

The Receiver object 1is an instance of the
SIRegistryHandler class whose responsibility is to
obtain the responses from CSM, parse the response,

strip off the headers and build objects from the
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response data, by interacting with the Translator
classes 280. Particularly, it uses the SvcIngRemark,
the SvcIngActivity, the SvcIngTroubleTicket or the
svcIngRegistryEntry class in the Translator to build
the remarks, activity, detail or list of Ticket objects
from the response string that is received from CSM.

The built object is then sent back to the Transaction
Manager 280 who passes it back to the Front-End/Client.

Figure 7(a) illustrates a flow diagram depicting
the execution of a transaction by the SI application
server 36 with each bubble representing a separate
thread. First, at step 501, the SI Application Server
36 instantiates and starts the Transaction Manager 260
in a separate thread. The SI Application Server then
instantiates and starts the Transaction Server 250 in a
separate thread at step 502. The SI Application Server
36 instantiates and starts the Registry Server in a
separate thread at step 503.

More particularly, as shown in Figure 7(a), the
Transaction Server receives a client transaction
request, as shown at step 504. The connection is
accepted and Transaction Handler thread is removed from
the thread pool for execution, as indicated at 505.

The Transaction Handler unpackages the transaction
request at step 506 and puts the request message into
the Transaction Manager’s ReguestQ. The Transaction
Manager 260 removes the request message from its
RequestQ at step 507 and spawns a Transaction Executer
thread to execute the transaction. Then, at step 508,
the Transaction Executer translates the message and
executes the transaction by loading the domain class
and invoking the specified method which send the

request to the backend services.
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As indicated at step 509, the backend service
responds by sending the result of the transaction to
the Registry Server which accepts the connection. At
step 510, a Registry Handler is removed from the thread
pool for execution for performing translation of the
received message and placing the result into the
Transaction Manager’s ResponseQ, as indicated at step
511. The Transaction Handler retrieves the transaction
result from the ResponseQ at step 512 and
fhe transaction response is delivered to the client at
step 513.

The mainframe legacy backend 40(a) “Registry” is

the cross-platform communication mechanism that is used
by Service Inquiry to send messages to and receive
messages from the CSM host. It shields applications
from network protocols. CSM is provided with a
mainframe database (not shown) that provides a set of
Transactions to request CSM information through its
Standard Interface (SI) which uses Registry as the
messaging system. The Service Inquiry Application
Server 250 is configured to communicate asynchronously
with CSM using Registry’s RQS as the Inter-Process
Communication (IPC) mechanism. Since CSM supports only
one-way messaging, the communication between Service
Inquiry and CSM/SI is asynchronous. When CSM 40 (a)
receives a request from the Requester, it does not send
any acknowledgment back to the requester. The requester
only receives a confirmation from Registry that the
request was successfully sent. When CSM finishes
processing the request, it sends the response to the

Receiver object 255 (Figure 7(b)).
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Registry configuration consists of configuring the
Registry client which sends request messages to CSM
from the Service Inquiry Requester and Registry server
that receives responses from CSM and passes it to the
Service Inquiry Receiver. As shown in Figure 7(b), the
Registry Queuing system, RQS is an asynchronous mode of
inter process communication where there is one queue on
the client and one on the server and there is only one
TCP/IP connection always open between the client and
the server. The client puts its requests on its own
local queue 262 and it is then forwarded to the queue
on the server. The server takes the request off the
queue, processes the reguest and the response messages
are put in the client’s queue 265. Since there is only
one TCP/IP connection at any given time between the
client and the server this mode is very efficient in
terms of both network and system resources.

As in the other applications of the nMCI Interact
suite, the Service Inquiry client application is
written as a Java application to be executed at the
client web browser 14 running, for example, Microsoft
Internet Explorer 4.0 (Figure 2). The Service Inquiry
client is started from the networkMCI Interact homepage
upon selection of the service inguiry icon 91 shown in
the home page 79 of Figure 4.

Figure 8(a) illustrates an example service inquiry
main screen 240 presented upon entry into the SI system
selection. As shown in Figure 8(a), the Service
Inquiry display 240 presents a title bar, menu bar 241,
tool bar 245, work area, and message window to provide
the user alternative ways to manage different
components of Service Inquiry product. It should be
understood that any action available from the tool bar

will also be available within the menu bar.
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Preferably, there are two permission levels that a user
can have: 1) a View permission allowing a user to view
the Service Inquiry application desktop (Default
Query), define Service Inquiry queries, view the
details, remarks and activities, print, and report
trouble tickets via StarWRS web-based reporting
service; and, 2) an edit permission allowing a user to
create trouble tickets, refer out trouble tickets,
close trouble tickets, add remarks to trouble tickets,
and, update trouble tickets.

In further view of Figure 8(a), the menu bar 241
consists of the following items that correspond to the
associated functionality: a File option 241la including
selections for creating a new ticket or new query,
opening an existing query, saving a query being edited;
printing and exiting the SI service; an Edit option
241b including selections for querying on a specific
ticket number, closing a currently selected ticket, or
referring back to a currently selected ticket; a View
option 241c including selections for showing details,
remarks, or activities of a currently selected ticket,
and for refreshing current query results; a Tools
option 241d including selections for sorting tickets in
the active window; and, a Help option. The tool bar
245 provides a Create button 246 for creating a new
ticket, a Query button 247 for generating a new query,
a find button 248 enabling queries on a specific ticket
number and, a refresh button 249 for refreshing the
ticket pool.

The Query component of the Service Inquiry
application enables Service Inquiry users to query
trouble ticket information within the system, i.e., the

listing or viewing of tickets based on, e.g., different
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selection criteria. This component also provides users
with the ability to add remarks to tickets. A Default
Query functionality i1s provided that allows users to
keep a dedicated query available at all times. This
query enables users to monitor the subset of tickets
that are of most interest to them. A refresh mechanism
is additionally provided so that the user may keep up
with as current a status of these tickets as needed.
The Default Query may be executed and displayed
immediately on startup of the Service Inquiry
application and is available throughout the Service
Inquiry session. Preferably, the Service Inquiry
application includes a set of predefined queries, one
of which is preset as the Default Query and which may
be redefined at any time. The user can only set their
Default Query from a saved query.

To create a new query, e.g., upon selection of the
“Query” button 247 from the tool bar 245, a “Criteria”
window is displayed such as the example window display
270 shown in Figure 8(b) which enables the customer to
select from among the following criteria to be used in
the query: priority, status, identifier, open date, and
ticket number. As criteria are selected from the
“CRITERIA” tab 272, new tabs (not shown) appear that
are associated with the selected criteria. It is from
these tabs that the actual parameters are specified for
which the query is executed against. As the query is
built, the parameters that are selected populate
themselves in the table 274 to the right of the tabbed
panel. At any point in this selection process, the

user may perform the following: move back and forth to
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any criteria tab by selecting the “Back” and “Next”
buttons 276a, 276b respectively, or selecting the
desired tab directly; add or remove criteria tabs by
selecting or deselecting the associated checkbox from
the “CRITERIA” tab 272; execute the query by selecting
the “submit” button 276c; save the query by selecting
the “Save As” button 276d; remove highlighted
parameters in the table by selecting the “Remove”
button 276e; or, remove all parameters in the table by
selecting the “Remove All” button 276f.

When executing a trouble ticket query, a “List
Tickets by Status Request” transaction is communicated
via Registry to the CSM legacy system to provide all
the tickets for a given organization (ORG) code with
the requested status and created after a specified
date. CSM returns the list of tickets via a “List
Ticket -Status Response” Transaction. The ORG code to
be passed in this transaction is one of the selection
criteria representing the originating organization or
the organization where the ticket was created. The
customer may choose from a list of ORGs that the
customer has authority over and a primary ORG is
obtained from every customer and is stored locally in
the user profile. As mentioned, the resulting
information from all of the tickets is cached for
future processing. Generally, only one type of status
may be specified in a single request: Open, Closed,
Referred or Cancelled status. If a customer has
authority over more than one organization that customer
is able to view tickets for any organization he/she has

authority over. If a customer has access to a primary
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organization, then he/she has implied access to all the
subordinate organizations meaning that the request will
apply to the subordinate organizations as well.
Furthermore, this transaction may only display some of
the details/fields of the tickets which means that the
data cached from this reguest may only be used to
process the Queries on these tickets. It cannot be
used to view all the details of the tickets for which
further CSM/SI transactions will have to be made.

Appendix A provides the general format of a “List
Ticket -Status Request” Transaction and corresponding
#T,ist Ticket -Status Response” Transaction.

Once the query is specified and executed, the
“Query Results” window such as provided in the example
window 275 of Figure 8(c) is displayed to present the
results of the query in a table 278. Preferably, these
results may be sorted by column by either clicking on
the column in the table to sort by or by selecting
“Pools/Sort” from the menu bar 241. Selecting
#Pools/Sort” from the menu bar will initiate display of
a “Sort” window such as the example display 277 shown
in Figure 8(d) which is capable of a three level sort
by column in the table. The table columns can also be
reordered by dragging and dropping them to their
desired locations. Details of a particular ticket may
also be viewed.

The ability to save and retrieve queries allows a
customer to persist queries not only for the current
session but for future sessions as well. This gives
the customer the ability to define a query once, then
save it such that there will be no need to define it

again, i.e., all the user needs do is retrieve and
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execute it. To save a query, the user must first
create the query and then select the “Save As” button
which enables display of the “Save As” window such as
the example window 280 shown in Figure 8(e). This
window enables a customer to select from the list of
existing saved queries or type a new name in entry
field 281. If an existing saved query is selected its
query will be copied over and its name will refer to
this new query. A checkbox 282 is available to
designate this new query as the Default Query. To
retrieve a saved query, e.g., upon selection of the
“File/Open/Query” from the menu bar 241, an “Open
Query” window such as the example window 285 shown in
Figure 8(f) is displayed which provides a list of all
saved queries. Once the desired query is selected the
user may perform the following: execute the query,
i.e., run the guery and display the results in the
“Query Results” window or a “Default Query” window if
the user selects it as their default query; or, edit
the query by bringing up the “Criteria” window 270
(Figure 8(b)) with the appropriate parameters already
in the table.

The customer may then view the results of a guery,
i.e., the details, remarks or activities of a Ticket
chosen from a list of Tickets. To view the details of
a ticket, the user may either select it from the query
results and select “View/Details” from the menu bar or
double click the ticket in the query results.
Particularly, a “Display Ticket Request Transaction”
(CSM/SI transaction) may be used to obtain the details,
activities and remarks of a ticket. This transaction
allows several display requests to be made, e.g., by

setting corresponding flags to ‘Y’. Whenever the
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customer wishes to view details, remarks or activities
of a particular ticket, this request will be made with
all the three flags set and the ticket number stuck
into the SI header which will generate three or more
responses. The “Display Detail Response Transaction”
is a response that returns all the data elements
corresponding to a given ticket in a “Details” window
such as the example window 283 shown in the Figure
8(g). This window 283 includes selectable tabs
287a,..,287d comprising information about the selected
ticket. For example, selection of the ticket tab 287a,
as shown in Figure 8(g), provides ticket information
including: ticket number, ticket product, ticket
service, date occurred, trouble description, and
organization (ORG) code, etc. The customer tab 287Db,
circuit tab 287c, and call tab 2874 will provide
additional detailed information including: ticket
priority, ticket status, ticket identifier, etc.. It
should be understood that the number of data elements
will be different for different types of tickets.

Appendix B provides the general format of a
»Digplay Detail Request” Transaction and corresponding
“Display Detail Response” Transaction.

Alternately, to find a ticket, e.g., upon
selection of the “Find” button 248 from the tool bar
245, the CSM/SI Transaction, “Display Ticket Request”
Transaction is invoked, where the ticket number is
passed on the request for handling as described above.
It should be understood that, in the preferred
embodiment, a “Change Ticket Request Transaction” may
be implemented allowing the customer to change some of
the fields of a ticket that is already created. This
restriction is enforced by the GUI as this CSM/SI

42

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

30

WO 99/15975 PCT/US98/20139

transaction does not impose any such conditions on the
field being modified.

Appendix C provides the general format of a
“Change Ticket Request” Transaction and corresponding

“Change Ticket Response” Transaction.

Remarks

Remarks are comments added to a ticket for
historical purposes and can aid in the resolution of
the problem. A customer must be viewing the particular
ticket’s details that contain the remarks desired. The
“Display Remarks Response Transaction” is a response
that shows all the comments added on the ticket either
by the customer or by the trouble ticket processing
organization. The CSM legacy system supports “public”
and “private” remark types. Thus, from the “Details”
window 283 shown in Figure 8(g), the user may click on
the “Remarks” button 289 which will bring up the
“Remarks” window such as the example window 290 shown
in Figure 8(h). From the remarks window, all public
remarks for that ticket are displayed.

Appendix D provides the general format of a
“Display Remarks Response” Transaction in which CSM
provides all of the remarks on the requested ticket
along with the fields on each remark.

It should be understood that remarks may be added
to a ticket for historical purposes, e.g., to aid in
the resolution of the problem. Thus, from the
"Remarks” window 290 the customer may click on the “Add
Remarks” button 291 which enables display of the “Add

Remarks” window 8(i) which allows the customer to add
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remarks to that Ticket in Remarks entry window 293.
Thus, by clicking the “OK” button in Figure 8(i), an
“pdd Remarks Request” Transaction is sent to the CSM
via Registry, to add remarks on the indicated ticket
that is in an open status at any time. This may be
used as a final step, just after creating a ticket, for
example, to enable the customer to describe the trouble
in his/her own words or add any comments. The CSM
returns a success or failure response in a “Add Remarks
Response” Transaction.

Appendix E provides the general format of a “Add
Remarks Request” Transaction and corresponding ”“Add

Remarks Response” Transaction.

Activities

Activities are events that occur to a ticket
throughout its lifecycle. These events include
changing status, changing priority, and reassignment of
the person working the ticket. The customer must be
viewing the particular ticket’s details that contain
the activities desired. The “Display Activity Response
Transaction” is a response that provides all the
activities, i.e., actions that have been taken on the
ticket. Specifically, from the “Details” window 283
(Figure 8(g)), the customer may click on the
“Activities” button 288 which will bring up the
“pctivities” window 298 such as shown in the example
screen display of Figure 8(j). From the activities
window, the activities for that ticket are displayed.

This is a useful transaction in checking the status of
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a ticket and, it aids in tracking a ticket as it shows
which organization the ticket is currently in.

Appendix F provides the general format of a
“Display Activities Response” Transaction in which CSM
provides all of the activities on the requested ticket
along with the fields of each activity.

The create component of Service Inguiry
application provides Service Inguiry customers with the
ability to create a ticket within the system. The
first step in the creation of a trouble ticket is to
identify the Event-Type/Call-Type of the problem which
is basically the way CSM handles different problem
types and is required for most CSM/SI transactions. To
do that the client front end asks the customer the
problem/identifier type and then narrow down the
problem by having the customer choose from a list of
product types, Service types and Trouble Descriptions
as described herein with respect to Figure 8(k). Based
on these choices the system maps it to the correct
Event-Type/Call-Type which mapping is done using
QuestionTree objects stored on the SI application
server locally on the client. Once the Event-
Type/Call-Type is determined, the data fields that
correspond to that Event-Type/Call-Type is obtained
from the QuestionTree objects. The information
required for all these fields is then gathered from the
customer by presenting appropriate qguestions. Once all
the reguired information is available, the system
performs an “Open Ticket Reqguest Transaction” and
passes all of the data fields. Upon receipt of the

“"Open Ticket Request” Transaction, the CSM legacy
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system then attempts to open a Trouble Ticket based on
the data passed, and performs an “Open Ticket Response
Transaction” to indicate if the ticket was created
successfully along with the ticket number. Based on
this response a confirmation message along with the
ticket number is displayed to the customer.

Appendix G provides the general format of a “Open
Ticket Request” Transaction which is used to open a
Trouble Ticket by passing data elements required to
create a ticket, and the corresponding “Open Ticket
Response” Transaction which returns an indication
whether a ticket was successfully created or not and
provides a ticket number of the ticket.

As an example, to create a service request from
scratch, the customer may select, for example, the
sCreate” button 246 from the tool bar 245 of Figure
8(a). This will initiate display of a “Create” window
such as the example window 300 shown in Figure 8(k).
From this window, the customer provides answers to the
questions for each tab 310. Particularly, questions
are populated for each tab 310 in a table 315, for
which answers are to be provided in table 315. When
the question(s) are answered, the user may then click
the “Next” button 314 to go to the next set of
questions. As the next tab appears, the answers from
the previous tab populate the table 312 to the left.
The user may navigate via the “Back” and “Next” buttons
314 or by using the tabs.

It should be understood that the guestions
presented to a customer are dynamic depending on
previous answers. Thus, 1f the user goes back and
changes the answer to a question that later questions

depend on, then those questions will be overwritten by
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the new set of questions. The user will be warned if
this is the case.

Too create a new Service Reguest by cloning an
existing Serivce Request, the user needs to be viewing
the details of the Service Request that they desire to
clone. From this “Details” window, there is a button
to “Clone ...”. This will bring up the “Create” window
with the default information from the old Service
Request prepopulated. The user answers the questions
for each tab and clicks the “Next” button when ready to
go to the next set of questions. As the next tab
appears the answers from the previous tab will populate
the table to the left. The user may navigate via the
"Back” and “Next” buttons or by using the tabs. The
gquestions are dynamic depending on previous answers, SO
if the user goes back and changes the answer to a
question that later questions depend on, then those
questions will be overwritten by the new set of
questions.

Once the ticket is opened, it is automatically
referred out to a “Customer Facing Organization” to
initiate the problem resolution process. To do this,
the CSM system refers the ticket out to an organization
obtained from the user up front and stored in the User
Profile. This is done using an “Enter Activity Request
Transaction” which allows the customer to enter
different activities, e.g., ‘Refer Out’, ’‘Close’,
‘Refer Back’ and ‘Open’ on a ticket by passing the
appropriate activity code.

Appendix H provides the general format of an
“Enter Activity Request” Transaction that passes fields
used to add an activity on an existing ticket, and, the

corresponding “Enter Activity Response” Transaction
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which is the response received from CSM returning an
indication of success or failure of the request.

Finally, the SI application allows the customer to
close the ticket also by using an “Enter Activity
Request” Transaction. When a customer wishes to close
a ticket, the system will make this transaction on
behalf of the customer by passing the activity code for
'Close’. A customer is allowed to close a ticket only
if it were created by that organization and if the
ticket is currently in that organization, i.e., it has
been referred out to that organization. Since only the
organization that opened the ticket has authority to
close it, once a ticket has been resolved the ticket is
referred out to the customer’s organization. If the
customer is not satisfied with the problem resolution,
that customer may refer the ticket back to the ticket
resolution enterprise organization. This is also
accomplished using the Enter Activity Request
Transaction. Again, the system will make this
transaction and pass the activity code for ’‘Refer
Back’.

The creation of trouble tickets through Service
Inquiry will now be described in greater detail in view
of Figure 9. 1In the preferred embodiment, the Service
Inquiry application implements a domain object model
(DOM) 318 that allows the collection of information
regarding a problem with a product offered by MCI. The
questions that need to be asked to open a ticket vary
by product and problem type. In addition to specifying
a problem with a particular product, Service Inquiry
provides the user with the functionality to perform
queries for Trouble Tickets and to view the details of

Trouble Tickets. The DOM’s responsibility is the
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creation and query of Trouble tickets and it
accomplishes its tasks via interaction with the client
presentation layer and interaction with the back-end
systems. Information that i1s gathered via the
presentation layer is used to construct backend
transactions. The information returned from these
backend transactions is formatted to DOM classes, which
are forwarded to the presentation layer.

As shown in Figure 9, the TroubleTicket class 320
is the root of the Service Inquiry DOM. TroubleTicket
instances contain identifyving information that is used
by the presentation layer to sort and filter a
collection of TroubleTickets. The TroubleTicket class
is responsible for accepting requests from the
presentation layer, forwarding the requests to the
backend and returning results to the presentation
layer. In addition to maintaining identifying
information, a Trouble Ticket also contains references
to a QuestionTree 320 and a Registry 350.

Specifically, a QuestionTree 320 is comprised of
three Domain Classes: QuestionTree 320, Question 330
and RegistryEntry 340a. QuestionTrees 320 are
essentially a set of questions for a particular product
and problem type. The QuestionTree class is
responsible for the grouping of guestions and the
navigation between the groups. In addition, a
QuestionTree knows if it has been completely specified,
i.e.,. all of its required Questions have been
answered. Within a QuestionTree, the group or category
is designated by a unique name (String). Preferably,
guestions are stored in a hashtable (not shown). A

group name is the key and a vector of Questions is the
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value for each entry in the hashtable. The order of
the groups is significant and since hashtables do not
maintain order, a vector of Group names 1s required.
This Vector of names is used for some of the
navigational behaviors of a QuestionTree.

The Registry 350 is responsible for maintaining
collections of objects that represent information
retrieved from CSM via the client interface. The
collections of objects represent Remarks, Details and
Activities in CSM. Remarks and Details are also
represented by vectors of instances of a
“RegistryEntry” class. Activities are represented by a
vector of instances of the Activity class 360 which is
an information holder having instance variables
containing information that corresponds to fields in
the CSM/SI Activity Record.

The RegistryEntry class is a class in the
ServiceInquiry DOM comprising instances 340a that are
used by Question instances 330 and instances 340b,c
used by Registry instances 350. When used by a
Question, RegistryEntry instances 340a represent the
possible choices for answers to the Question. Once the
user selects a RegistryEntry “choice”, this
RegistryEntry instance becomes the answer to the
question. When used by a Registry, the RegistryEntry
instances 340b,c represent remark or detail information
respectively, that is retrieved from CSM/SI.
Specifically, RegistryEntry 340a,b,c comprise the
following instance variables: 1) a Text instance
variable which is an optional variable used to specify

text that will be presented to the user as a choice for
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an answer to a Question if the value is different than
that specified by the registryValue; 2) registryKey
instance variable which maps to a key in CSM/SI; 3) a
registryValue instance variable which maps to the value
in CSM/SI specified by the key in registryKey; 4) a
nextGroupID instance variable which is an optional
field used by the Question to assist the QuestionTree
in some navigational tasks; and, 5) a question instance
variable which is a reference to the Question instance
to which this RegistryEntry belongs. A RegistryEntry
is contained by its Question; this instance variable is
a back-pointer.

The Registry Classes, 1.e., classes that represent
CSM/SI Registry records, have two additional
responsibilities that are variations of a single
behavior. The Registry Classes (RegistryEntry and
Activity) are used for communication between Service
Inquiry and CSM/SI. CSM/SI reguires Remark, Detail and
Activity information in fixed-length field record
format; Service Inguiry requires Remark, Detail and
Activity information in Java object format (instances
of RegistryEntry or Activity). To provide these two
formats, the Registry Classes contain behavior to
convert instances to fixed-length field record format
and to instantiate themselves from fixed-length field
record format.

Questions are the main component in a
QuestionTree. A Question has a vector of group
identifiers that indicate the groups to which it
belongs. A Question additionally has a vector of

RegistryEntry instances 340a called choices. When the
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user “answers” the Question, the answer is set to the
selected choice; i.e., the selected RegistryEntry.
short answer or text answer guestions are a
specialization of this behavior.

Within each group of Questions, there is one gquestion
that is designated as the decision point which is used
to determine the next group of Questions that need to
be presented to the user. As a Registry Entry may
contain a nextGroupID, the nextGroupID of the
RegistryEntry instance selected as an answer to a
decision point Question is used to derive the next
group of Questions. Occasionally, the only difference
between two groups of Questions is the inclusion or
exclusion of a particular Question. One solution is to
create two identical groups, one with the optional
question and one without and rely on the decision point
mechanism. In the preferred embodiment, a parent-child
relationship between Questions is created. The
inclusion/exclusion of a Question (child) in a group is
pased on the answer to a previous Question (parent). A
child Question maintains a reference to one of the
possible choices (RegistryEntry) of the parent
Question. If the parent Question’s answer is the same
as the child Question’s parentAnswer, the child
Question is included in the group; otherwise, it is
excluded from the group.

From three relatively simple classes
(QuestionTree, Question, RegistryEntry) shown in Figure
9, it is possible to construct fairly complex
QuestionTree structures. It is the context and

relationships of the instances of the three classes
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that provide the expressiveness of the Domain Object
Model 318. It should be understood that there are two
phases or contexts for a QuestionTree: 1) construction,
i.e., the creation and maintenance of a QuestionTree;
and, 2) usage, i.e., the use of a QuestionTree in the
process of opening a TroubleTicket.

With more particularity, the construction of a
QuestionTree is accomplished via a Java Application
called the QuestionTreeBuilder. The sequence diagram
shown in Figure 10 illustrates the construction of a
QuestionTree with additional reference being had to
Appendix I which provides a QuestionTree class diagram.
Preferably, a QuestionTree is constructed in a
hierarchical process as follows: A first event 373
invokes objects for creation of a new QuestionTree.
Then, in event 376, a product is specified and, at step
379, a service type is identified. An event 382 a
group identifier is specified, and at event 385, a
Question is created pertaining to the particular
product, problem type and groupID. If other questions
are created, events at 385 are repeated. As shown at
sequence events 390, the builder may optionally set a
question as a decision point, or set specify a question
as a “parent”. At event 388, a choice, i.e., possible
answer, is created for that the question. Additionally
a RegistryEntry is created as indicated as events 391.
If other choices are presented, the events at 388 and
391 are repeated for the questions(s). If another
group of questions is specified . If a guestion is set
as a decision point, another group may be created in

events 391. Once the QuestionTree is completely
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specified, it is saved to the persistent store. During
construction and maintenance, all elements of a
QuestionTree are visible, i.e. there is no filtering by
execution of the rules.

Thus, when a customer initiates the creation of a
Trouble Ticket, the customer specifies the product and
service type, which is used to retrieve the
QuestionTree from the persistent store. The
QuestionTree is opened in READONLY mode. The first
group of Questions is presented to the user.

Subsequent groups and Questions are presented to the
user, based on prior answers. In this context, the
entire QuestionTree is not visible to the user, unless
there are no alternate paths based on prior answers.
Once all required Questions have been answered for a
QuestionTree, it is in the state to populate
TroubleTicket detail information. The information
required to create a valid Trouble Ticket may vary by
product/service type. The remaining classes in the
DOM, in addition to the QuestionTree and its
components, used in Trouble Ticket creation and query
are described herein.

During creation, the TroubleTicket is responsible
for retrieving the appropriate QuestionTree. The
TroubleTicket collaborates with the QuestionTree to
provide the guestion groups to the presentation layer.
Once the QuestionTree is fully specified, i.e., has all
required Questions answered, the trouble ticket uses
the answers (RegistryEntry instances) to construct
components used in the backend transaction to create a

TroubleTicket in the CSM legacy system 40(a).
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Particularly, to facilitate communication with the
backend, i.e., Registry/SI/CSM (Figure 7) there are two
additional classes: RegistryHeader and SIHeader, the
format of each which is provided in Appendix J.
Instances of these classes allow the Servicelnquiry
application 200 to provide the necessary header
information through standard Java methods. Like the
Registry Classes, these classes can also represent
their information in the string format (fixed-length
field records) required by the backend. The Translator
utility class 280 (Figure 7) facilitates the use of the
formatting behaviors of the Registry Classes and Header
classes. As shown in Figure 7, the Translator resides
on the SI application server transaction server 250,
and, as described, has two responsibilities: 1) to
create correctly formatted CSM/SI transactions from
ServiceInquiry objects and 2) to create ServiceIngquiry
objects from the results of CSM/SI transactions. The
Translator coordinates the activities and collaborates
with the Registry Classes and Header classes.

To invoke the creation of a QuestionTree,
ServiceInquiry provides a QuestionTree tool which
enables a QuestionTree “Administrator” to create a set
of questions specific to a Product/Problem type
combination. The customer will then answer these
questions during the creation of Trouble Tickets. A
QuestionTree is essentially a set of questions, which
are grouped in an order chosen by the administrator.
The grouping of questions also determines the order
that questions are displayed to the customer via the

client browser GUI.
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To illustrate the QuestionTree creation process
reference is had to Figure 11 (a) which depicts an
example screen display 400 used by the Administrator
when creating a QuestionTree. From the screen 400, the
administrator of the QuestionTree may select the
Product, as indicated by entry field 403, service, as
indicated by entry field 404, event type, as indicated
by entry field 405, and call type, as indicated by
entry field 406. Once these have been entered the user
creates different groups, or categories of questions
for the Product/Problem type. Once the groups have
been named, the Administrator populate a group with
individual questions in a Question entry area 410. To
name a category of gquestions, a “New” category button
413 is selected to initiate the display of a dialog
screen 415 shown in Figure 11 (b) enabling entry of the
new category. Once the categories for a QuestionTree
have been named, the administrator may complete the
information needed for individual question(s). The
administrator selects the category to add guestions
from the Category drop down box, and then selects the
New button 413 in the Question area of the main screen
window of Figure 11l(a) which initiates display of a
dialog 420, as shown in Figure 11(c) for formatting a
question.

As shown in Figure 11(c), the following fields in
the question dialog include: a Question Text field 423
which enables entry of the text that the customer will
see during the Ticket Creation process; a Required
check box 425 to indicate if the qguestion must be

answered; a Decision Point check box 428 to indicate 1if
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the question is used for deciding the next group of
questions to be sent to the customer; a Parent drop
down box 430 to identify which category/group of
questions is the parent group for this question; a
Choice drop down box 433 to identify which answer of
the parent question is the answer that this question is
linked to. As further shown in the Question dialog of
Figure 11(c), the following answer choice fields
include: a Text field 435 displayed for a question with
two or more answers; a Next Category drop down box 438
enabling Administrator selection of the group of
questions to follow this group if the Question is a
decision point; a Registry Key field 440 for providing
the key value for a registry entry; Registry Value 443
for providing the value for the registry entry Key.

The “OK” button 446 saves the instance of this question
and returns to the QuestionTree Builder dialog screen
400 (Figure 11(a)). The Cancel button 448 will ignore
any entries that have been made and return to the
QuestionTree Builder dialog screen.

Once a question has been saved to the QuestionTree
using the “OK” button it will be visible on the
QuestionTree Builder screen 450 whenever that group is
selected, as shown in Figure 11(d). Particularly, once
a guestion has been entered for a group, it can be
edited by selecting its group from the Category drop
down box 453. All the questions for that group appear
in the Questions box window 455, and the Administrator
may select any qguestion from this list. The Edit
button 458 will bring up the Question Builder dialog

window where the question may be edited. The only pre-
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populated field is the gquestion text field. A gquestion
may also be deleted from a group by using the Delete
button 459.

The foregoing merely illustrates the principles of
the present invention. Those skilled in the art will
be able to devise various modifications, which although
not explicitly described or shown herein, embody the
principles of the invention and are thus within its

spirit and scope.
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APPENDIX A
List Ticket — Status Request
- ] . Description - . Value ... | Field Type & Required - | Note : por:
- ERS T e T B I I o

REGISTRY- HEADER First part of the transaction that Character Yes Details on this fieid is in the
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.

SI-HEADER Second part of the transaction that Character Yes Details on this fieid is in the
provides application and transaction 105 S1 Header table. Only the
specific information relevant o CSM's ficlds relevant to this
Standard Interface. transaction are described

2 below

ORG-ID Organzation Code of the customer's A assigned to the | Cl Yes Field is in the S| header
organization customer 3

EB FIXED DATA Not relevant to the Service inquiry Character Yes Needs to be filled with
application 30 blanks

INSTANCES Gives the number of fields on the 00002 Numenc Yes The data area that follows is
request 5 an array of name-value pairs

that are repeated for each
field

ELEMENT- NAMEL Indicates to CSM/SI to use the “SISTART Character Yes The actual start date is in the

(SI-START DATE) corresponding value for the this ficld DATE" 13 next field

ELEMENT-VALUEI This start date is used by CSM as a Customer Character Yes Format is

(actual start date) starting point for the tickets search selected start 30 YYYYMMDD

date

ELEMENT- NAME2 Indicates to CSM/SI to use the “SISTATUS Character Yes The actual status code is in

(SI-STATUS TYPE) corresponding value for the this ficld TYPE™ 13 the next field

ELEMENT-VALUE2 Status code to be used in the search OPN-Open Character Yes Oniy a single status cods

(actual status type) REF-Referred 30 can be specified per request

CLR-Closed .
CAN-Cancetl
List Ticket — Status Response
_Field Description ) _“Note

REGISTRY- HEADER First part of the transaction that Details on this field is in the
provides information about Registry Header table
which Registry Domain, Service names -
are being used.

SI-HEADER Second part of the transaction that Character Details on this field is in the
provides application and transaction 105 SI Header table.
specific information relcvant to CSM's
_Standard Interface.

OUT-STATUS Gives the statds of the request Numeric A status of 00 indicates that

2 the request was compieted
successfully

OUT-INSTANCES Number of tickets retumned in the data Numenic The data area that follows is
portion of the response 5 an array of field entries that

are repeated for each ticket.

TICKET-NUMBER The ticket number itself Character One per ticket

13

ORG Organization in which the ticket was Numenc One per ticket
created 3

STATUS Curremt status of the ticket Charmcter One per ticket

3
DATE Date of last ticket activity Character One per ticket
s .
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TIME Time of last ticket activity Character One per ticket
4

PRIORITY Priority of the ticket Character One per ticket
1

CUST PRIORITY Customer chosen priority of the ticket Character One per ticket
2

CIRCUIT NUMBER Circuit number on the ticket if relevant | Character One per ticket
12

TROUBLE CODE Trouble code on the ticket Character One per ticket
3
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Display Detail Request

responsce

: . ... Description - .- 3 -Field Type & N

REGISTRY- HEADER First part of the transaction that Character Yes Details on this field is in the
provides information about the Registry 109 Registry Header table
Domain. Service names arc being used.

SI-HEADER Second part of the transactton that Character Yes Details on this field is in the
provides application and transaction 105 S1 Header table. Only the
specific information reievant to CSM's fields reievant to this
Standard Interface. transaction are described

below

TICKET NUMBER The ticket number on which the details As assigned Character Yes Field is in the S| header
is being_requested bv CSM 13 <

EB FIXED DATA Not relevant to the Service inquiry Character Yes Needs to be filled with
application 30 bianks

INSTANCES Gives the number of flags sct on the 00003 Numenc Yes The data area that follows is
request 5 an array of name-vaiue pairs

that are repeated for each
flag

ELEMENT- NAMEI Indicates to CSM/SI to use the “SIDETAIL Character Yes Whether the flag is setor

(SI-DETAIL FLAG) corresponding value for this flag FLAG™ 13 not is denoted in the next

field

ELEMENT-VALUE! This flag is used by CSM to determine Y Character Yes

(actual flag) whether to generate the corresponding 30
responsc

ELEMENT- NAME2 Indicates to CSM/SI to usc the “S1 Character Yes Whether the flag is setor

(SI-ACTIV FLAG) corresponding value for this flag ACTIVFLAG | 13 not is denoted in the next

" field

ELEMENT-VALUE2 This flag is used by CSM to determune Y Character Yes

(actual flag) whether to generate the corresponding 30
response

ELEMENT- NAMEJ Indicates to CSM/SI to use the “SIREMARK | Character Yes Whether the flag is set or

(SI-REMARK FLAG) comresponding value for this flag FLAG™ 13 not is denoted in the next

field

ELEMENT-VALUE3J This flag is used by CSM to determine Y Character Yes

(actual flag) whether to generate the corresponding 30
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Display Deta

il Response

Field oL - Deseription T o~ Type & -} .-
: L - EEAE A S S ) Size | T
REGISTRY- HEADER First part of the transaction that Character Details on this field is in the
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.
SI-HEADER Second part of the transaction that Character Details on this field is in the
provides application and transaction 105 SI Header table.
specific information relevant to CSM's
Standard Interface.
QUT-STATUS Gives the status of the request Numeric A status of 00 indicates that
2 the request was completed
successfully
OUT-INSTANCES Number of CSM data fields rerarnea in | Numenc The diia area that follows is
the data portion of the response 5 an array of field entries that
are repeated for each item.
ELEMENT- NAME Name of the CSM data ricld of the Character One per data ciement/field
requested ticket 13
ELEMENT VALUE Actual value of that data field for the Character One per data element/field
requested ticket 30
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coo~Fied o T L Description Value Field Type & | - Required
o Gl Al EERINE IR e - Size i TaRi T

REGISTRY- HEADER First part of the transacuon that Character Yes
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.

SI-HEADER Second part o1 the transaction that Character Yes Details on this ficid is in the
provides application and transaction 105 SI Header table. Only the
specific information reievant to CSM's fields reievant to this
Standard interface. . transaction are described

° below
TICKET NUMBER The ticket numoer on wiucn e aclaus | As assignea | Character ©Yes Field is in the S1 header
l is being reauested | bv CSM 113 |

EB FIXED DATA l Not relevant 1o the Service inquiry l Character Yes Needs 1o be filied with
application 30 blanks

INSTANCES Gives the numocr of liclds to be As requested Numeric Yes The data area that follows is
changed by the ‘ 5 an array of name-value pairs

customer that are repeated for each
| field

ELEMENT- NAMEI Tndicates to CSM/SI . the data etement As requestea | Characier Yes One per ticld to be changed
whose value needs to be changed by the ‘ 13

customer

ELEMENT-VALUE! Thas field is used as the vaiue to which As Character Yes One per ficid to be changed
the data element nceds to be changed applicable ‘ 30
t0.

Change Ticket Response
- Field.v - ) - Type& ‘

REGISTRY- HEADER i First pan of the transacuon that Character i Deunls on this fieid is in the
provides information about 109 Registry Header table
which Registry Domain, Service names l
are being used.

SI-HEADER Second part of the transaction that Character | Details on thus ficld is in the
provides application and transaction 105 S| Header wble.
specific informauon relevant to CSM's
Standard Interface. -

OUT-STATUS Gives the status of the request Numeric A status of 00 indicates that

2 ‘ the ticket was changed
successfullvy

OUT-INSTANCES This response Goes not retum any Numenc \ This field is aiways zero
instances 5
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Display Remarks Response

- Field -~ Description - “Type &

REGISTRY- HEADER First part of the transaction that Character Details on this field is in the
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.

SIHEADER Second part of the transaction that Character Details on thus field is in the
provides application and transaction 105 SI Header table.
specific information relevant to CSM's
Standard Interface.

OUT-STATUS Gives the status of the request Numeric A statas of 00 indicates that

2 the request was completed
successfully

OUT-INSTANCES Number of remarks retumned in the data | Numenc The data area that follows is
portion of the response 5 an array of field entries that

are repeated for each
remark.

REMARK-USER-ID User id of the person who added the Character One per ticket
remark 6

REMARK-TYPE The type of the remark Character One per ticket

1 Only public remarks will be
displayed for this
application

REMARK-SEQ Indicates the order of the remarks Character One per ticket

5
REMARK-REMARK Contains the actual text of the remark Character One per ticket
57

REMARK-DATE-TIME Denotes the date and time when the Character One per ticket

remark was added it Format is
MM/DD HH:MM
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Add Remarks Request
.- Fleld . Description _ Value Field Type & Required T
N l [ .| Size - :
REGISTRY- HEADER First part of the transacuon that Character Yes Details on this ficld is in the
provides information about 109 Registry Header tabie
\ which Registry Domain, Service names ‘
are being used.
SI-HEADER Second part of the transacuon that Character Yes Details on this field is in the
\ provides application and transaction 105 S| Header tabie. Only the
specific informaton reicvant to CSM's ) fieids retevant to this
| Standard Interface. - transaction are described
! below
TICKET NUMBER I The icket numoer on whch the remark ‘ As assigned ‘ Character Yes Field is in e S1 header
1 is being added bv CSM 13
EB FIXED DATA l Not relevant to the Service inquiry l | Character Yes Needs to be filled with
! application 30 blanks
INSTANCES Gives the number of remarks being As chosen by Numenc Yes The data area that foliows is
added the customer S an array of ficld entries that
are repeated for each remark
REMARK-TEXT The actuai text of the remark As wnnenpy | Character Yes Qne per ticket
the customer 57
REMARK-SEQ Denotes the order of the remark Depends on | Chamcter Yes One per ticket
the order of 5
the remark
REMARK-USER-ID User id of the person adding the remark Character Yes One per ticket
6
REMARK-TYPE The type of the remark B Character Yes One per ticket
1 Customer remarks arc
always “public” i.e. tvpe ‘B’
REMARK-DATE-TIME i Denotes the date and tme when the | Current Character Yes One per ticket
l remark was added | timestamp 11 Format is
i MM/DD HH:MM
Add remarks Response
.. -Fdd . el . Type &
REGISTRY- HEADER First pant of the transacaon that Character Details on thus field is in the
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.
SI-HEADER Second part of the transaction that Character Details on this ficld is in the
provides application and transaction 105 SI Header table.
specific information reievant to CSM's
Standard Interface.
OUT-STATUS Gives the status of the request Numenc A status of 00 indicates that
2 the remark was added
successfully
OUT-INSTANCES This response does not rerum any Numenc This field is always zero J
instances 5
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APPENDIX F

Display Activities Response

cvos- o Fied iGN _ Deseriptiol Type&
B S T ' R e, Size s B R -
REGISTRY- HEADER First part of the transaction that Character Details on this field is in the
provides information about 109 Registry Header table
which Registry Domain, Service names
are being used.
SI-HEADER Second part of the transaction that Character Details on this field is in the
provides application and transaction 105 S1 Header table.
specific information relevant to CSM's )
Standard Interface. -
QUT-STATUS Gives the status of the request Numenc A status of 00 indicates that
2 the request was completed
successfully
OQUT-INSTANCES Number of activities retumed in the Numeric The data area that follows is
data portion of the response 5 an array of ficld entries that
are repeated for each activity
TRB-ACTIVITY Is a code that denotes the type of Character One per ticket
activity 3 The values it can take are
OPN,RO,RB,CLT, STA,
APR. ASN. CNT and ESC
LOC-FROM-TYPE The type of the location /organization Character One per ticket
from which the activity is initiated 1 Values are predefined and is 1
for MCl organizations, and
typicaily for this application
LOC-FROM-LOC The organization code of the Character One per ticket
Location /organization in which the 3
activity is initiated
LOC-TO-TYPE The type of the location /organization Character One per ticket
to which the activity is directed 1 Values are predefined and is 1
for MCI organizations, and
typically for this application .
Only applicable to R O and R
B activities.
LOC-TO-LOC The organization code of the Character One per ticket
Location /organization to which the 3 Only applicable to
activity is directed R O and R B activities.
ACTV-DATE Date of the activity Character One per ticket
6 Format is YYMMDD
ACTV-TIME Time of the activity Character One perticket
4 Format is HHMM
ACTV-CLEAR-CODE Describes the reason for clearing a Character One per ticket
ticket 3 Only required for Refer Back(
R B) and ciose (CLT)
L activities
CLEAR-CODE-ATR Not applicablie to Service Inquiry Character One per ticket
application 1
ACTV-REMARK Tells how long the ticket should be Character One per ticket
referred to the customer time 19 Only applicable for
R O to Customer
USER-ID User-id of the person who entered the Character One per ticket
activity 3
TOTAL-TIME The total time that the ticket has been Character One per ticket
open 6 Only displayed if the ticket is
closed
CUST-TIME The amount of time that the ticket has Character One per ticket
been referred to the customer. This ime | 6 Only displayed if the ticket is

does not count against MCI for the time
taken to resoive the probiem

closed
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OUT-TIME The total time minus the customer time | Character One per ticket
6 Only displayed if the ticket is
closed
CLOSE-TIME Not used any more Character
6
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- Field == Deseripuon -~~~ | il Value - .| F e  No 5 e

. Ve il . . : : oL T R a,wt,l_.‘i%m

REGISTRY- HEADER First part of the transacuon that Character Yes Details on this ficid is in the
provides information about 109 Registry Header table
Which Registry Domain, Service names
are being used.

SI-HEADER Secona part of the transacuon that Character Yes Details on this field is inthe
provides application and transaction 105 SI Header table. Only the
specific informauon relevant to CSM’s fields reievant to this
Standard interface. transaction are described

: below

EB FIXED DATA Not retevant 10 Lhe dervice inquiry ‘ Character Yes Needs to be filled with
aoplication l 30 blanks

INSTANCES Gives the numoer of dats ciements taat Vanes Numenic Yes The data arca that follows is
are passed on this request depending on S an array of name-value pairs

the no. of data that are repeated for each

clements data element. This field
denotes the pumber of data
elements that are placed in
the array and can have s
max. of 100 data elements

ELEMENT- NAME Indicates to CSM/S| to use the Data Element | Character Yes The actual data element
corresponding valuc for this data name 13 value is in the next ficld
element .

ELEMENT-VALUE This value 1s used to create the ticket | Actual daa Character Yes

element value 30

Open Ticket Response

Field Descripuoa Type &
i) S S : . Size - W :
REGISTRY- HEADER First part of the ransaction that Character Details on this ficid is in the
provides information about 109 Registry Header table
which Registry Domain. Service names
are beine used.
SI-HEADER Second pan of the transaction that Character Details on tfus ficid is in the
provides application and gansaction 105 S1 Header table.
specific information reievant to CSM's
Standard interface.
TICKET NUMBER Gives the numper of the newly created | Character Found 1o SI Header
ticket 13
OUT-STATUS Gives the siarus of the request Numernic A status of 00 indicates that
- 2 the request was compieted
successfully
OUT-INSTANCES This ficld is zero since Lats response Numenc
does not actuaily retum anything but 5
only acknowiedges the creation of a
new ticket.
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Field =

REGISTRY- HEADER First part of the transaction that Details on this ficld is in the
provides information about Registry Header tabie
which Registry Domain, Service names
are being used.

SI-HEADER Second part of the transaction that Character Yes Dezails on this field is in the
provides application and transaction 105 SI Header table. Only the
specific information relevant 1o CSM's fields reievant to this
Standard interface. transaction are described

s below

TICKET NUMBER The ticket number on which the details | Asassigneaby | Character Yes Field is in the S header
is being _requested CSM 3

EB FIXED DATA Not relevant to the Service inquiry Character Yes Needs to be filled with
aoplication 30 blanks

INSTANCES Gives the numoer of activity fields that 00003 Numeric Yes The data area that follows is
are passed on this request H an array of name-value pairs

that are repeated for each
field in the activity

ELEMENT- NAMEI Indicates to CSM/SI to use the “S1TO LOC" Character Yes The actual value is denoted

(SITOLOC) comresponding value for this field 13 in the next field

TELEMENT-VALUE! The organization code of the ORG of the Craracter Yes Only used for RO and R B

(actual ORG code) Location /organization to which the destination 30 activities.
activity is directed ofganization

ELEMENT- NAME2 Indicates to CSM/SI to use the “SI TO LOC Character Yes The actuai value is denoted

(SI'TO LOCTYP) corresponding value for this field TYP" 13 in the next field

ELEMENT-VALUE2 The type of the location /organization 1 Character Yes Values are predefined and it

(actual organization type) to which the activity is directed 30 is setto 1 for MCl

organizations and this
application. Only used for R
O and R B activities.

ELEMENT- NAME3 [ndicates to CSM/SI to use the *SIFROM Character Yes The actuai vaiue is deaoted

(S1 FROM LOC) corresponding value for this field LocC 13 in the next field

ELEMENT-VALUE3 The organization code of the i Character Yes

(actual ORG code) Location /organization in which the 30
activity is initated

ELEMENT- NAME4 Indicates to CSM/SI to use the “S1 FROM Character Yes The actuai vaiue is denoted

(SI FROM LOC TYP) corresponding vaiue for this field LOCTYP” 13 - in the next field

ELEMENT-VALUE4 The type of the location forganization 1 Character Yes Vaiues are predefined and is

(actual organization type) 10 which the activity is directed 30 1 for MCl organizations

ELEMENT- NAMES Indicates to CSM/SI to use the “SIACT Character Yes The actual vaiue is denoted

(S1 ACT CODE) corresponding vaiue for this field CODE" 13 in the next field

S—
ELEMENT-VALUES Denotes the activity being added on the OPN Character Yes These are only values for the
(actual activity code) ticket RO 30 activities that this
RB application will be adding
CLT

ELEMENT- NAMES Indicates to CSM/SH to use the “St ACT Character Yes The actual vaiue is denoted

(SI ACT REMARK) corresponding value for this field REMARK"™ 13 in the next field

ELEMENT-VALUE6 This is used when the ticket is being As described by | Character Yes Only applicabie for

(actual activity description) referred out to customer time and tells the customer 30 R O to Customer.

S the length of time to be referred out. .
ELEMENT- NAME7 Indicates to CSM/SI to use the “SICLEAR Charcter Yes The actuai value is denoted
(SICLEAR CODE) corresponding value for this field CODE” 13 in the next field

I ——
ELEMENT-VALUE? Describes the reason for cleanng 029 Character’ Yes Only required for Close
(actual ciear code) ticket 30 (CLT) activities
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Enter Activity Response

REGISTRY- HEADER

First part of the transaction that
provides information about

which Registry Domain, Service names
are being used.

Details on this field is in the
Registry Header table

SIFHEADER Second part of the transaction that Character Details on this field is in the
provides application and transaction 105 S1 Header table.
specific information relevant to CSM's
Standard interface.
OUT-STATUS Gives the status of the request Numeric A status of 00 indicates that
2 the activity was added
successfuily
QUT-INSTANCES This response does not return any Numeric This ficld is always zero
instances 5
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Regisuy i

REG-DOMAIN Registry Domain CSM/St Character Yes
6
REG-FROM-NONMVS-APPL | The service name that indicates where SERVINQ-SI | Character No Is only used for
the transaction came from 10 documentation purpose
REG-TO-NONMVS-APPL The service name that the response of SI-SERVINQ | Character Yes
the transaction should be sent to. It is 10 ¢
the retumn address of the requester
REG-REGION-QUALIFIER This denotes CICS region wherethe SI | As assigned Character Yes
is running on CSM by CSM 2
REG-REQUESTER- This ficld can be used by the requesting Character No
DEFINED system to match up responses (0 the 4
I reguests that generated them
REG-USER-ID Identifies the user who made the Character No
request 8
REG-MAX-QUE-NUMBER No longer used by SI 00 Character No
2
REG-MESSAGE-ID This ficld can be used by the requesting | As generated Character No Although is technically not
system to match up responses to the by the 8 *required’ it needs to be put
requests that generated them requester in since CSM supports only
asynchronous, one-way
messaging, this will be very
useful feature
REG-FAILOVER-FLAG Used by CSM to decide which route to N Character Yes
send the responses. f setto 'Y* it will 1
use the backup route otherwise it uses
_the normal route.
BLANK FILLER Has no meaning. Character No
6
REG-FINAL-FLAG Is used to denote if the response is the Depends on Character No If a singie response is
final responsc generated by the request. | the order of ] generated ,this will be *Y"
Only appiicabie to outbound responses the response
REG-CHAIN-NUMBER Is used to indicate the sequence of the Depends on Numeric No Only applicabie to outbound
responses for requests generating the order of 3 responses
multipie responses since responses may the response .
not be received in the order sent
REG-DATA-BYTES-NUM Is the length of the SI header and the As generated Numernic Yes This number will be
data portion of the CSM Transaction by the N different for inbound
requester requests and outbound
responses
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Field

INTERFACE-

The ID of the uucrfacing.s.ystm ﬂm is
sending the request to SI

STR

ORG-ID The organization id of the requesting As assigned {0 Character
organization the organization | 3
| TERM-ID Not used by CSM anymore Character No
16
RACF-ID Mainframe identification for the person | COSTAR Character No This has been assigned by
making the request ) 8 CSM
TERM-USER-FLD Not used by CSM anymore Character No
8
TICKET NUM The ticket number that the request As assigned by | Character Required for some
corresponds to CSM 13 transactions and optional for
others
DATA-LENGTH The length of the data portion of the Depends on the | Numeric Yes
request, Transaction icngth minus transaction 5
_registry header and SI header
TIMESTAMP The date and time the transaction was Character No
received by SI 26
TRANSACTION- TYPE Tdentifics the transaction request or Asassigned by | Character Yes
response sent to or from Sl CsM 3
DATA Not used by CSM anymore Character No
3
FUNCTION Not used by CSM anymore Character No
8
ACTIVITY Not used by CSM anymore Character No
3
CHAIN-TOTAL Not used by CSM anymore Numeric No
3
CHAIN-NUMBER Not used by CSM anymore Numeric No
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WHAT IS CLAIMED IS:

1. A trouble ticket management system for
enabling an Internet enabled customer to generate a
trouble ticket relating to a service provided by an
enterprise to said customer, said system comprising:

(a) an Internet enabled customer work station
having a client web browser application forming an
integrated interface for enabling IP communication
between said customer and a network of said enterprise,
said client application generating an object-oriented
request message for generating a new trouble ticket
based on a specified product and problem type;

(b) means for authenticating said customer as
having trouble ticket entitlement within said
enterprise;

(c) a customer service management system for
generating and tracking trouble tickets, said system
having at least one database for identifying said
customer and trouble ticket entitlement for said
customer, each of said trouble tickets having multiple
data fields;

(d) transaction manager server for receiving said
object-oriented request, generating a trouble ticket
request transaction message in accordance with said
received objects, communicating said request
transaction message to said customer service management
system for fulfilling said customer requests, and for
downloading downloaded trouble ticket response data
from said customer service management system, said
transaction manager server further translating said

downloaded trouble ticket response data into a trouble
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ticket object for communication to said integrated
interface;

whereby said customer service management system
enables independent customer and enterprise tracking of

said trouble tickets.

2. The trouble ticket management system as
claimed in claim 1, wherein said client web browser
application generates an object-oriented query request
for obtaining status of an existing trouble ticket
based on customer-specified search criteria included in
said query request, said downloaded trouble ticket
response information including trouble ticket status
information of existing trouble tickets in accordance

with said request.

3. The trouble ticket management system as
claimed in claim 2, wherein said transaction server
includes process for enabling creation of customer-
specific trouble ticket query filters enabling future
query requests having pre-determined search criteria,
said query filters downloaded to said client web
browser application for user selection prior to

generating said request object.

4. The trouble ticket management system as
claimed in claim 1, wherein said transaction manager
server comprises a requestor class objects implementing
methods for receiving said object-oriented customer
requests, and performing translation of said request
message into said transaction request message suitable

for use by said customer management system.
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5. The trouble ticket management system as
claimed in claim 1, wherein said transaction manager
server comprises receiver class objects implementing
methods for receiving said trouble ticket response data
from said customer management system and parsing said
response data to generate said transaction response
message suitable for display at said integrated

interface.

6. The trouble ticket management system as
claimed in claim 2, wherein said trouble ticket
information includes remarks representing comments
added to a trouble ticket by a customer or trouble
ticket resolution entity, said object-oriented query
request including a request for adding customer
generated remarks to an existing or newly created
trouble ticket.

7. The trouble ticket management system as
claimed in claim 2, wherein said trouble ticket
information includes one or more activities
representing events associated with a trouble ticket,
said object-oriented query request includes request for
viewing activities related to an existing trouble
ticket.

8. The trouble ticket management system as
claimed in claim 2, wherein said trouble ticket search

criteria includes a trouble ticket number.

9. The trouble ticket management system as
claimed in claim 2, wherein said trouble ticket search
criteria includes an indication of priority of said

trouble ticket.
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10. The trouble ticket management system as
claimed in claim 2, wherein said trouble ticket search
criteria includes an indication of a status of said

trouble ticket.

11. The trouble ticket management system as
claimed in claim 2, further including a trouble ticket
question tool enabling presentation of specific
questions regarding a specific product and problem type
for which a trouble ticket may be generated, said
specific questions being presented via said customer
interface and requiring customer answers for entry via
said integrated interface prior to trouble ticket

generation.

12. The trouble ticket management system as
claimed in claim 11, wherein said trouble ticket
question tool enables presentation of specific
questions regarding a specific product and problem type

in a pre-specified order.

13. The trouble ticket management system as
claimed in claim 11, wherein said trouble ticket
gquestion tool enables generation of questions according
to a QuestionTree structure for presentation to said
customer via said interface, a said question of said
QuestionTree comprising one or more group identifiers

indicating a group to which a question belongs.

14. The trouble ticket management system as
claimed in claim 11, wherein said trouble ticket
guestion tool enables designation of a specific

question as a decision point, an answer to a given
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decision point question provided by said customer
determining a next group of guestions that need to be

presented to said user.

15. A method of remotely generating a trouble
ticket for a network event at a customer workstation
over the Internet, wherein the event relates to a
service provided by an enterprise to the customer, said
method comprising:

(a) creating at least one customer record
relating to a service provided to the customer by the
enterprise in a customer service management system,
said record including customer entitlement with respect
to the service;

(b) enabling Internet access to sald customer
service management system by said customer;

(c¢) authenticating said customer entitlement at
the time of customer access of said management system;

(d) presenting a web-based communication having a
trouble ticket creation screen for creating a new
trouble ticket;

(e) generating an object-oriented request message
having information necessary for generating a new
trouble ticket based on an indicated product and
problem type entered into said creation screen;

(f) receiving said object-oriented request and
generating a trouble ticket request transaction message
in accordance with said received objects,

(g) communicating said request transaction message
to a customer service management system for fulfilling
said customer requests, said customer service
management system identifying said customer and trouble
ticket entitlement for said customer upon receipt of

said customer request message;
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(h) downloading trouble ticket response data from
said customer service management system for
presentation to said client workstation customer; and,

(i) translating said downloaded trouble ticket
response data into a trouble ticket object for
communication to said integrated interface;

whereby said customer service management system
enables independent customer and enterprise tracking of

said trouble tickets via said client interface.

16. A method of remotely generating a trouble
ticket as claimed in claim 15, wherein said step (f)
of receiving said object-oriented request includes the
step of placing the received object-oriented request in
a receive in queue prior to generating said request

transaction message.

17. A method of remotely generating a trouble
ticket as claimed in claim 15, wherein said step (h) of
downloading trouble ticket response data from said
customer service management system for presentation to
said client workstation customer includes the step of
placing the downloaded object-oriented response in a

response out queue.

18. A method of remotely generating a trouble
ticket as claimed in Claim 15 wherein said step (e)
further includes the step of enabling a customer to
populate a problem classification field at said
creation screen customer workstation prior to a
transmission of said object-oriented request to said

management system.
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