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INTERCLOUD SERVICE GATEWAY

CROSS-REFERENCES TO RELATED APPLICATIONS

0001} This application claims the benefit of the filing date of U.S. Non-Provisional
Application No. 17/742,472, filed on May 12, 2022, the contents of which is incorporated

herein by reference in ifs entivety for all purposes.

FIELD

[8002] The present disclosure relates to an mtercloud service gateway that provides a
tramework facilitating access to services offered 1n a tirst cloud environment {e.g., a tirst public
cloud) for resources deploved in a second cloud environment {(e.g., a second public cloud). The
access to services 1s offered without exchanging or sharing identity principals {(e.g., certificates

or credentialsy associated with the resources between the two cloud environments.

BACKGROUND

[8063] Users or customers of a public cloud want to access best in-class services from various
cloud service providers. In the cloud environment, a current paradigm of such a service design
incentivizes building on top of local services offered by the cloud environment. Cross-cloud or
inter cloud service access 18 not readily available. As such, users design their own bespoke
solutions to access, from a first cloud environment, services offered in a second cloud
environment that is different and independent from the first cloud environment. Typical
solutions that are designed to gain access to services offered by another cloud service provider

are ime consuming

&o02

error prone and expensive. Moreover, one of the major downsides of

typical access solutions is that of credential ranagement. Specifically, accessing services
offered in a first cloud environment, from resources deployed in a second cloud environment,
nvolves setting up network connectivity between the two cloud environments. To such a
framework, accessing services of the first cloud environment tnvolves users distributing their

credentials over cloud infrastructures. Such a solution s inherently insecure and inconvenient.

[0804] Embodiments described herein address these and other 1ssues related to migrating

applications between different cloud environments.
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SUMMARY

{6008]  The present disclosure relates generally to an intercloud service gateway that provides
a framework facilitating access to services offered in a first cloud environment {(e.g., a first
public cloud) for resources deployed in a second cloud environment {e.g., a second public
cloud). The access to services is offered without exchanging or sharing identity principals {e.g.,
certificates or credentials) associated with the resources between the two cloud environments.
Various embodiments are described berein, including methods, systems, non-transifory
computer-readable storage media storing programs, code, or instructions executable by one or
more processors, and the like. These illustrative embodiments are mentioned not to limit or
define the disclosure, but to provide examples to aid understanding thereof. Additional
embodiments are discussed in the detailed description section, and further description is

provided therein.

[6006] An aspect of the present disclosure provides for a method comprising: generating, by
a compute instance executed in a source cloud envirgnment, a request to use a service provided
in a target cloud environment, the source cloud environment being different than the target
cloud environment; transmitting the request from the source cloud environment to the target
cloud environment via an intercloud service gateway; and executing the service in the target
cloud environment based on an access role associated with the compute instance.

[8067] Another aspect of the present disclosure provides for a computer readable medium
storing specific computer-executable tnstructions that, when executed by a processor, cause a
computer system to at least: generating, by a compute instance executed in a source cloud
environment, a request to use a service provided in a target cloud environment, the source cloud
environment being different than the target cloud environment; transmitting the reguest from
the source cloud environment to the target cloud environment via an intercloud service
gateway, and executing the service in the target cloud environment based on an access role
associated with the compute instance,

[8008] One aspect of the present disclosure provides for a system comprising a processor,
and a memory including instructions that, when executed with the processor, cause the system
to, at least: generate, by a compute nstance executed in a source cloud environment, a request
to use a service provided in a target cloud environment, the source cloud environment being
different than the target cloud environment; transmit the request from the source cloud

environment to the target cloud environment via an intercloud service gateway, and execuie
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the service in the target cloud environment based on an access role associated with the compute
instance.
[6009]  The foregoing, together with other features and embodiments will become more

apparent upon referring to the following specification, claims, and accompanving drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[G018]  FIG. 1 depicts an exemplary high-level architecture of an wntercloud service gateway
(ICSGW), in accordance with varicus embodiments.

[6011] FIG. 2 depicts a flow diagram illustrating a process performed by the wntercloud
service gateway (ICSGW), in accordance with vartous embodiments.

[6012]  FIG. 3A depicts a detailed architecture of the intercloud service gateway (ICSGW),
in accordance with various embodiments.

[6013] FIG. 3B depicts a flow diagram illustrating a process performed by a source
intercloud service gateway, in accordance with certain embodiments.

[0014] FIG. 3C depicts a flow diagram illustrating a process performed by a target intercloud
service gateway, in accordance with certain embodiments.

[6018] FIG 4A depicts an exemplary process of compute instances executed in a source
cloud environment utilizing services offered 1o a target cloud environment, in accordance with
some embodiments.

[3016]  FIG. 4B depicts another exemplary process of compute instances executed in a source
cloud environment utilizing services offered in a target cloud environment, in accordance with
some embodiments.

86017] FIG. 5 is a block diagram illustrating one pattern for implementing a cloud
2 g P p 2

20

infrastructure as a service system, according to at least one embodiment.
[3018] FIG. 6 is a block diagram tllustrating another pattern for implementing a cloud
infrastructure as a service system, according to at least one embodiment.
[8019] FIG. 7 18 a block diagram illustrating another patiern for implementing a cloud
infrastructure as a service system, according to at least one embodiment.
[6028] FIG. 8 is a block diagram illustrating another pattern for implementing a cloud
infrastructure as a service system, according to at least one embodiment.
[8021] FIG. 915 a block diagram illustrating an example computer system, according to at

ieast one embodiment.

(o8]
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DETAILED DESCRIPTION

[6022]  In the following description, various embodiments will be described. For purposes of
explanation, specific configurations and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be apparent to one skilled in the art
that the embodiments may be practiced without the specific details. Furthermore, well-known

teatures may be siraplified in order not to obscure the embodiment being described.

130231 In cloud computing, a cloud 13 a coliection of servers that cloud customers access
over a communication network e g, the Internet. A cloud service provider {CSP) that offers a
variety of services for the customers manages the infrastructure of a cloud. In contrast, a multi-
cloud environment in general relates to the use of several cloud infrastructures, each of which
s managed by a unique CSP. Multi-cloud deployments have a nurober of uses. A multi-cloud
deployment can leverage multiple Infrastructure-as-a-Service (1aa8) vendors, or it could use a
different vendor for IaaS, Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS)
services. Multi-cloud can be purely for the purpose of redundancy and system backup, or the

multi-cloud deplovment can incorporate different cloud vendors for different services.

130241  To date, wost multi-cloud solutions have primarily focused on simplifying network
access. Users or customers that have accounts with different CSPs, can access resources in the
different clouds based on identity federation ie, user’s identity federation. Specifically,
identity federation is a system of establishing trust between two parties for the purpose of
authenticating users and conveying information needed to authorize their access to resources.
However, such a framework does not naturally extend to establishing trust between resources

(i.e., non-user actors, such as compute instances, VMs, functions}).

[6023] Furthermore, as much as possible, customers prefer to keep their traffic from compute
workloads (1.e., VMs, containers, functions} to cloud services private and prefer o avoid
distribution of their long-lived credentials into these compute workloads. Customers may
achieve this type of commumication but only within the respective cloud provided
environments i.e, in a single cloud environment. Currently there are no mechanisms to achieve
the similar communication mode in an inter-cloud environment. Embodiments of the present
disclosure provide for an Inter Cloud Service Gateway (JCSGW ) that aims to offer a framework
using which customers can configure their compute workloads or compute instances in oune
cloud environment {e.g., managed by a first C8P) to access services in a different cloud

environment {i.¢, managed by a second CSP) in a more secure manner.
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[0026] FIG. 1 depicts an exemplary high-level architecture of an intercloud service gateway
(ICSGW) 1y accordance with various embodiments. The high-level architecture 100 depicted
in FIG. 1 includes the wntercloud service gateway 105 that 18 g multi-tenant service disposed
seamlessly between a source cloud enviroument 101 and a target cloud environment 107
Specifically, the ICSGW 105 has a footprint in both the source cloud environment 101 and the

target cloud environment 107,

{3027] The source cloud environment 101 includes one or more customer virtual cloud
networks {e.g., customer VCN 103) that hosts one or more compute instances 102 {e.g., virtual
machines (VMs), containers, functions). Such compute instances 102 may avail of services 109
offered by the target cloud environment 107 via the ICSGW 105, It is appreciated that the
services 109 offered by the target cloud environment 107 may be availed by customers who
have a tenancy {i.e., customer account in the target cloud environment 107}, as well as

customers who do not have a customer tenancy in the target cloud environment 107,

[8028] According to some embodiments, when compute workloads {e.g, compute instances
102 in the source cloud environment 101} access the target services 109 in the target cloud
environment, with the identity principals (i.e., resource principals corresponding to an identity
of the resource) available locally in source cloud environment 101, the ICSGW 105 service
performs a set of actions. In one implementation, the set of actions includes at least: (i)
intercepts the requests/responses between compute workloads and target services, (i1) validates
wdentity principal associated with the compute instances, (it1) translates the identity principal to
an access role of the compute instance in the target cloud environment, and (iv} forwards the
request to a final destination (e.g., desired service) in the target cloud enviromment. In other
words, a compute instance 102 10 the source cloud environment generates a request 1o access
a service 109 in the target cloud environment. The request is further communicated over a
secure commumication channel from the source cloud environment 101 to the target cloud
environment 107, The service is executed in the target cloud environment 107 based on an
access role {i.e, one or more privileges) associated with the compute instance 1o the source
cloud environment 101, Further, details pertaining to the architecture of the ICSGW 105, as
well as the process of inttiating a service (in a target cloud environment) for use by a compute
instance in the source cloud environment are described in detail below with reference to FIGS.

3A 10 3C.
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[0029]  FIG. 2 depicts a gh-level flow diagram illustrating a process performed by the
intercloud service gateway ({CSGW) in accordance with various embodiments. Specifically,
FIG. 2 depicts a process illustrating the steps that provision for a compute instance {e.g., a
virtual machine, container, function} executed in a source cloud environment {0 access services
provided 1n a target cloud environment via the ICSGW . The processing depicted in FIG. 2 may
be implemented 10 software (e.g, code, nstructions, program} executed by one or more
processing units {e.g., processors, cores) of the respective systems, hardware, or combinations
thereof. The software may be stored on a non-transitory storage medium {(e.g., on a memory
device). The method presented in FIG. 2 and described below is intended to be tllustrative and
von-limiting. Although FIG. 2 depicts the various processing steps occurring in a particular
sequence or order, this is not intended to be limiting. In certain alternative embodiments, the
steps may be performed in some different order or some steps may also be performed in

paralle].

[8036¢] The process commences at step 201, where a compute instance that is executed in a
source cloud environment (e.g., a compute instance that 1s executed in a customer VCN in the
source cloud environment) generates a request to use a service provided in a target cloud
environmment. It 15 noted that the target cloud environment 1s different and indepedent trom the

source cloud envirionment.

[8031] Instep 203, the request generated by the compute instance is communicated from the
source cloud environment to the target cloud environment via an intercloud service gateway.
Specifically, as will be described later with reference to FIG. 3A, the request is communicated
from a source intercloud service gateway (deploved in the source cloud environment) to a target
intercloud  service gateway {deploved in the target cloud environment} that are
communicateively coupled via a trusted communication channel {eg, a Fastconnect
communication channel}. Upon the request being transmitted to the target cloud environment,
in step 205, the service 1s executed in the target cloud environment based on an access role that

13 associated with the compute instance.

[6632] Turning now to FIG. 3A, there is depicted a detatled architecture of the intercloud
service gateway (ICSGW) in accordance with various embodiments. The ICSGW provides a
framework of services that facilitate access to services offered in a first public cloud (e,
referred to herein as a target cloud environment) for resources deployed in a second public
cloud (i.e., referred to herein as a source cloud environment) without sharing 1dentity principals

across the two cloud environments.
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[0033] The architecture 300 of the ICSGW includes a source cloud environment 301 and a
target cloud environment 331, The source cloud environment 301 includes an ICSGW service
tenancy 303, source cloud services 313, and one or more customer virtual cloud networks
{(VCNsj {e.g., customer 1 VCN 315, customer 2 VON 317}, The ICSGW service tenancy 303
includes a control plane component (e, ICSGW control plane 303), and a data plane
component (.., [ICSGW data plane 307} A source ICSGW 309 is hosted in the ICSGW data
plane 307, The source cloud services 313 include a plurality of services including an identity
and management service 313A, and a private access service 3138, Each of the customer VCNs
includes a compute instance that is executed therein (e.g., customer 1 VCN 315 includes a

compute instance 315A and customer 2 VON 317 includes another corapute instance 317A).

[6034] The target cloud environment 331 includes a ICSGW service account (or service
tenancy} 337 and target cloud services 333, The ICSGW service account 337 includes a data
plane component (i.e., ICSGW data plane 343 ) that hosts a target ITSGW 345, The target cloud
services may include services, such as identity management 333 A, a secure token service 3338,
and other services 333C (eg, a queue service, a storage service). The source cloud
environment 301 is communicatively coupled to the target cloud environment 331 via a trusted,
high-bandwidth and low-latency communication link 350 (e.g., a FastConnect communication
link}. Specifically, by one embodiment, the trusted communication link 350 is established by
connecting the source ICSGW 309 (disposed in the data plane 307 of the source cloud
environment 301} to the target ICSGW 345 (disposed in the data plane 343 of the target cloud
environment 331} via a pair of routers {e.g., fast connect enabled dynamic routing gateways
(DRGs)). For exarmple, as shown in FIG. 3A, the ICSGW service tenancy 303 in the source
cloud environment 301 includes a first fast connect enabled DRG 351 that is communicatively
coupled to a second fast connect enabled DRG 353, which is included 1o the ICSGW service

tenancy 337 of the target cloud environment 331

[6033] The source ICSGW 309 in conjunction with the target ICSGW 345 provide a
frarnework that facilitate compute instances that are executed n the source cloud environment
301 (e.g., compute instances 315A and 317A) to access services {e.g., other services 333C)
offered in the target cloud environument 331, It 1s appreciated that the services offered in the
target cloud environment 331 are available for customers of the source cloud environment 301
that have a tenancy {or account) in the target cloud environment 331 {e.g., customer B tenancy
335}, as well as for customers of the source cloud environment 301 that do not have a tenancy

in the target cloud environment. It is noted that for customers that do not have a tenancy in the
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target cloud environment 331, the ICSGW control plane 305 of the source cloud environment
301 1s configured to instantiate a resource group for the customer in the ICSGW service account
337 of the target cloud environment {e.g, customer A resource group). The resource group
includes resources such as queues, storage buckets, access roles, etc. It is appreciated that the
above described embodiment of FIG. 3A 1s in no way limiting the scope of the present
disclosure. Rather, modifications to the architecture of the intercloud service gateway
(ICSGW) are well within the scope of the present disclosure. For instance, according to some
embodiments, the ICSGW data plane 307 (in the source cloud enviroument 301) may inchude
a pool of source ICSGWSs, and the ICSGW data plane 343 {in the target cloud environment
331y may include a pool of target ICSGWs. In such a setting, one source ICSGW from the pool
of source ICSGWs, as well as one target ICSGW from the pool of target ICSGWs may be
selected dynamically based on certain conditions {(e.g., a current traffic load in the system) o
transmit the request from the source cloud environment 301 to the target cloud environment

L.

&

~
3

o

[6036] In what follows, there is provided a detailed description as to how a resource
executed in a source cloud environment {e.g., compute instance 315A) accesses services in the
target cloud environment 33 1. In operation, the process of facilitating access to services in the
target cloud environment 331 and resources tn the source cloud environment 301 inchudes two
phases of operations: a set-up phase and an execution phase. In the set-up phase, dynamic
groups are created in the source cloud environment. Dynamic groups provide for grouping of
compute instances as principal actors in a manner similar to grouping users into user groups.
Policies are created in the set-up phase that permit compute nstances within a dynamic group
to issue API calls for obtaining services from the target cloud environment. Membership in a
dynamic group may be determined by a set of criteria referred to as watching rules. Cloud
infrastructure resources {e.g., compute instances) that satisfy the matching rules are included

as members of a dynamic group.

{66371  Further, in the set-up phase, each dynamic group s assigned a role (referred to herein
as an access role) that corresponds to a set of privilages that members of the dynamic group
may assume in the target cloud environment. Additionally, 1o the set-up phase, the customer
may provide information pertaining to whether the customer has a tenancy {i.e., account) in the
target cloud environment. Such wformation way include an identifier of the target cloud
environment, a region of the target cloud environment, an account ID for the customer’s

tenangy in the target cloud environment, etc. It 1s appreciated that in case the customer does
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not have a tenancy in the target cloud environment, the ICSGW control plane 30S (included in
the source cloud environment 301) may establish a resource group for the customer {(e.g.,
customer A resource group 341} in the set-up phase. It 1s noted that the resource group is created
in the ICSGW service account 337 of the target cloud environment 331,

[0038] According to some embodiments, in the set-up phase, the ICSGW control plane 305

o]
3

of the source cloud environment 301 utilizes the private access service 3 13B to provide private
conungctivity between customer VCNs in customer tenancies of the source cloud environment
{e.g., customer | VCN 315, customer 2 VON 317) to the ICSGW data plane 307, Furthermore,
the ICSGW control plane 305 may utilize a VON/DNS infrastucture service fo program a
domain name system {(DNS) resolver in the customer VON to re-route the customer traffic

destined for services in the target cloud environment to the ICSGW data plane 307

[303%] In the execution phase, a compute instance that is executed in a customer VCN {e.g.,
compute instance 315A) transmits a request, requesting use of a service provided in the target
cloud environment 331. Such a request is intercepted by the source ICSGW 309, In one
implementation, the request includes an wdentity principal {e.g, a certificate or credential)
associated with the compute instance. The source ICSGW extracts the identity principal from
the request and performs a validation of permission associated with the compute instance. For
instance, the source ICSGW 309 comumunicates with the identity management service 313A of
the source cloud environment 301 to verify whether the particular compute instance is

permitted 1o 1ssue a request, requesting services offered by a target cloud environment.

[30408] Upon successful validation, the source ITSGW 309 ¢btains an access role that is pre-
configured for the compute instance (i.e, in the set-up phase). The source ICSGW 309 then
modifies the request recetved from the compute ustance and forwards the modified request to
the target ICSGW 345 included in the target cloud environment. Note that the modified request
s communicated from the source cloud environment 301 to the target cloud environment over
the trusted communication channel (e.¢., communication channel 350) established in the set-
up phase. In one implementation, the source ICSGW 309 modifies the request by stripping off
{i.e., removing) the identity principal from the request and incorporating the access role tn the
request to form a modified request. In this manner, it 15 ensured that identity principals
associated with the resources of the source cloud environment 301 are not transmitted to the

target cloud environment 33 1.
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[0041]  The target ICSGW 345 upon receiving the modified request that is transmitted by the
source ICSGW 309 extracts the access role {associated with the compute instance) included in
the modified request. In one embodiment, the target ICSGW 345 communicates with a
management service {e.g., tdentity management service 333A or secure token service 333B
included in the target cloud environment 331) to obtain a credential {e g, token) associated
with the access role of the compute instance. The target ITSGW 345 signs the modified request
with the obitained credential and forwards the signed reqeust to the service (e.g., service 333C)
that 18 desired to be used by the compute instance. In one embodiment, the desried service may
communicate with the management service {e.g., identity management service 333A) of the
target cloud environment 331 to determine whether the credential used to sign the request has
sufficient privilages to perform a requested action. Upon successful validation, the service is
executed in customer tenancy included in the target cloud environment 331, 1.¢, the request is
executed in the customer B tenancy 335 (in case the customer has a tesancy in the target cloud
environment}), or the request 15 executed in customer A resource group 341 (in case the

customer does not have its own tenancy in the target cloud environment),

[6042] FIG. 3B depicts a flow diagram illustrating a process performed by a source
intercloud service gateway (ICSGW) tn accordance with certain embodiments. The processing
depicted in FIG. 3B may be implemented in software {e.g., code, instructions, program}
executed by one or more processing units (e .g., processors, cores) of the respective systems,
hardware, or combinations thereof. The software may be stored on a non-transitory storage
medium {e.g., on a memory device}. The method presented in FIG. 3B and described below is
intended to be iustrative and non-himiting. Although FIG. 3B depicts the various processing
steps occurring in a particular sequence or order, this is not intended to be limiting. In certain
alternative embodiments, the steps may be performed in sore different order or some steps

may also be performed in parallel.

[6043] The process commences in step 361, where the source ICSGW receives a request
from a computie instance executed n a source cloud environment. The request corresponds {0
the compute instance requesting use of a service provided by a target cloud environment. In
one imaplementation, the request includes an identity principal (e g, a certificate or credential)
associated with the compute instance. In step 363, the source ICSGW extracts the identity
principal from the request and pertorms a validation of permission associated with the compute
instance. For example, the source ICSGW verifies whether the particular compuie instance 1s

permitted to 1ssue a request, requesting services offered by a target cloud environment,

10
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[0044]  In step 365, the source ICSGW executes a query to determine whether the validation
of permission associated with the identity principal associated with the compute instance is
successful. If the response to the query s affirmative (e, the compute instance is permitted to
request for services offered by the target cloud environment), then the process moves to siep
367. However, it the response to the query in step 365 is negative (i e., the compute instance is
not permitied to request for services offered by the target cloud environment), then the process
moves to step 366. It is appreciated that the source ICSGW may validate the identity principal
associated with the compute instance in accordance with a management service of the source

cloud environment {(e.g., identity access management service).

[0045] In step 366 (i.e., upon determining a negative response 1o the query of step 365}, the
source ICSGW provides a response to the request transmifted by the compute instance. For
example, source ICSGW transmits a response message to the compute instance indicating that
the identity principal of the compute 1ustance was not successfully vahidated, and thus the
requested service of the target cloud environment cannot be provided to the compute instance
{(i.e, a failure of service access). Upon transmitting the response message in step 366, the
process in FIG. 3A terminates.

[6046] Upon determining a positive response to the query of step 365, the process moves o
step 370. In this step, the source ICSGW obtains from pre-configured information {e.g.,
information associated with the set-up phase), an access role associated with the compute
instance for the requested service. The access role indicates privileges (e.g., read-write
privilege, read only privilege) associated with the compute instance in the target cloud

environment,

[6847] The process then proceeds to step 369, where the source ICSGW modifies the request
obtained from the compute instance to generate a modified request. In one implementation, the
source ICSGW removes the identity principal associated with the compute instance from the
request and includes the access role (obtained in step 367) associated with the compute instance
in the request to generate the modified request. Thereafter, the source ICSGW transmits the
meoditied request to a target ICSGW. Referring to FIG. 3A, it 1s appreciated that the modified
request is transmitted from the source ICSGW to the target ICSGW wvia the irusted
communication channel 350 that is established between the source cloud environment and the

target cloud environment.

[0048] FIG 3C depicts a flow diagram tlusirating a process performed by a target intercloud

service gateway (ICSGW) in accordance with certain embodiments. The processing depicted
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in FIG. 3C may be implemented in software {e.g, code, instructions, program} executed by one
Of more processing uniis {e.g., processors, cores) of the respective systems, hardware, or
combinations thereof. The software may be stored on a non-transitory storage medium {e.g.,
on a memory device). The method presented in FIG. 3C and described below is intended to be
iHustrative and non-limiting. Although FIG. 3C depicts the various processing steps ocourring
i a particular sequence or order, this is not intended to be limiting. In certain alternative
embaodiments, the steps may be performed in some different order or some steps may also be

performed in parallel.

[8649] The process commences in step 371, where the target ICSGW receives the modified
request transmitted by the source ICSGW (i.e., the request transmitted by the source ICSGW
in step 370 of FIG. 3B). In step 373, the target ICSGW extracts the access role included in the
modified request. The process then moves to step 375, where the target ICSGW communicates
with a management service included o the target cloud envivonruent (e g, secure token service
3338 of FIG. 3B). Specifically, the target ICSGW communicates with the management service

to obtain a credential (e g., token) associated with the access role of the compute instance.

[B0538]  In step 377, the target ICSGW proceeds to sign the modified request with the
credential obtained in step 375 and forwards the signed reqeust to the service that is desired to
be used by the compute instance in step 379, The process then moves to step 381, where a
query is executed to determine validity of the credential. For instance, in one implementation,
the desried service may communicate with the management service (e.g,, 1dentity manageroent
service) of the target cloud environment to determine whether the credential used to sign the
step 381 1s affirmative {i.¢., the credential has sufficient privileges to perform the action), the
process moves to step 383, However, if the response to the query of step 381 1s negative, the

process moves o step 385,

[6051] In step 385, the service responds with a message indicating failure of access to the
requested action {e.g., read, write, update) to be performed by the service. In other words, the
service notifies the target ICSGW that the requested action could not be performed due to
insufficient privileges. In some implementations, the target ICSGW may forward the obtained
response to the compute instance deployed in the source cloud environment via the trusted
communication channel. However, in response to a successful validation of the credential in
step 381, the process in step 383 proceeds to execute the request by the desired service.

Thereafter, the process depicted in FIG. 3B terminates.



WO 2023/219829 PCT/US2023/020663

[0052] Turning now to FIG. 4A and FIG 4B, there 15 depicted an exemplary process of
compute instances executed in a source cloud environment utilizing services offered in a target
cloud environment, in accordance with some embodiments. Referring to FIG. 4A, there s
depicted a source cloud environment 401 and a target cloud environment 451, The source cloud
environment 401 includes a customer virtual cloud network {(i.¢e, customer VON 403 ) that hosts
two applications (i.e., application 1 405A and application 2 405B). Further, the source cloud
environment 401 includes a source ICSGW 407 that is communicatively coupled with a target
ICSGW 459 included wn the target cloud environment 451,

[8033] The target cloud environment 451 includes target cloud services 461, a customer
tenancy or account 463, and other target cloud services 453, The other target cloud services
453 may include additional services, such as an identity management service 453A, a secure
token service 4538, and the like. For sake of tllustration, the target cloud services 461 in the
target cloud environment 451 that are desired to be utilized by the compute instances {(ie,
application 1 405SA and application 2 405B 1n the source cloud environment 401) are depicted
as S3 and SQS services. The 83 service (i.e, simple storage service) is an object storage service
that stores data as objects i buckets. An objectis a file and any metadata that describes the
file. A bucketis a container for the objects. SOS (1.e., simple queue service) 18 a managed
message queuning service that is used to send, store, and retrieve multiple messages of various
sizes asyuchronously.

[6054] According to some embodiments, dynamic groups are created in the source cloud
environment in a set-up phase. Dynaric groups provide for grouping of corpute instances as
principal actors in a manner similar to grouping users into user groups. Policies may be created
in the set-up phase, that permit compute instances within a dynamic group to 1ssue AP calls
for obtatning services. It is appreciated that membership in a dynamic group may be determined
by a set of criteria referred to as matching rules. Cloud infrastructure resources that satisty the
matching rules are inchuded as members of a dynamic group. For instance, as shown in FIG.
4A, application 1 405A is included in a first dynamic group (DG1) whereas application 2 4058

is included in a second dynamic group {(DG2).

{3055] Further, in the set-up phase, each dynamic group may be assigned a role {also referred
to herein as access role) that corresponds to a set of privilages that members of the dynamic
group may assume in the target cloud envircument For example, as shown in FIG. 4A,
application 1 405A that belongs to dynamic group 1 (BG1) is assigned a first role (labeled as

TAM-Role 1) and application 2 40SB that beloongs to dyvamic group 2 (DG2) 1s assigned a
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second role (labeled as TAM-Role 2). For sake of simplicity, the privilages associated with the
first role correspond to read and write privilages, whereas the priviliges associated with the
second role correspond to a read only privilege. The set of dynamic groups constructed in this
manner are depicted in dotted boxes 409 in FIG. 4A. As shown in FIG. 4A, it is appreciated
that the roles assigned to the different dynamic groups are also instantiated in the customer
account 463 1u the target cloud environment in the set-up phase. Specifically, in the set-up
phase, the customer specifies as to whether or not the customer has customer tenancy in the
target cloud environment. In the event the customer has a customer tenancy 1o the target cloud
environment {e.g., customer account 463 in the target cloud environment 451}, information
specifying the target cloud environment, the customer tenancy in the target cloud environment,
the different roles assigned to the dynamic groups of the customer VN, etc., are specified in

the set-up phase.

[8036] Further, by some embodiments, compute instances in each dynamic group may be
programmed to send requests for services offered in a target cloud environment to an endpoint
associated with the dynamic group. The endpoint forwards the requests to the source ICSGW,
which further forwards the request to the target ICSGW via the secure communication channel.
For example, as shown in FIG. 44, application | 405A included in DGI forwards requests
issued by the application {i..e, request requesting services offered in the target cloud
environment} to ICSGW 1 endpoint 406A, whereas application 2 405B included 1n DG2

forwards requests issued by the application to ITSGW 2 endpoint 40668,

[6057] In what follows, with reference to FIG. 4A, there is described in detail flow pertaining
to four different requests (tor services offered by the target cloud environment) that are issued
by compute instances included in the customer VCN 403, Specifically, flow 1 (having steps
labeled 1.1 to 1.5) corresponds to the scenrio of application 1 405 A 1ssuing a request to access
an 53 bucket in the target cloud environment to upload a fife. Flow 2 (having steps labeled 2.1
to 2.5) corresponds to the scenrio of application | 405A 1ssuing a request to invoke SQ8S service
to send a message. Flow 3 (having steps labeled 3.1 to 3.5) corresponds to the scenrio of
application 2 405B polling the SQS gqueue to determine presence of a message, and flow 4
{having steps labeled 4.1 to 4.5) corresponds to the scentio of application 2 4058 issuing a

request to read files.

[6038] Referring to flow 1, instep 1.1, application 1 405A issues a request to upload a file.
The request is forwarded to the source ICSGW 407 via the ICSGW 1 endpoint 406A. The

source ICSGW 407 terminates the request and performs a validation check to determine
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whether the identity principal associated with application 1 405A 1s permitted to make such a
request. Upon successful validation, the source ICSGW 407 modifies the request to include the
access role {e.g., TAM role 1) associated with application 1 405A in the request. The source
ICSGW 407 forwards the modified request to the target ICSGW 459 10 step 1.2, Note that the
modified request 1s forwarded over the secure communication channel (e.g FastConnect)
established between the source cloud environment 401 and the target cloud environment 451,
In step 1.3, the target ICSGW 459 extracts the corresponding access role from the modified
request received from the source ICSGW 407 The target ICSGW 459 communicates with a
management service {e.g., secure token service 4538 included in the target cloud services 453}
to obtain a credential associated with the access role. Instep 1.4, the target ICSGW 459 signs
the modified request with the obtained credentials (of step 1.3) and forwards the signed request
to the service {e.g., service 461 that is desired to be used by application 1 405A) In step 1.5,
the target service 461 may perform a check to determine whether the credential {obtained from
{(i.e., upload a file). Further, as application 1 405A is associated with the access role that has
read and write priviliages, the file 1s uploaded in a §3 bucket in the customer’s tenancy 463 in

step 1.5

[8059] Referring now to flow 2, in step 2.1, application 1 405A issues a request to invoke
the SQS service in the target cloud environment to send a message {e.g., to an SQS queue). The
request is forwarded to the source ICSGW 407 via the ICSGW 1 endpoint 406A. The source
ICSGW 407 terminates the request and performs a validation check to determine whether the
identity principal associated with application 1 405 A 13 permitted to make such arequest. Upon
successtul validation, the source ICSGW 407 modifies the request to include the access role
{e.g., IAM role 1) associated with application 1 405A in the request. The source ICSGW 407
forwards the modified request to the target ICSGW 459 in step 2.2, In step 2.3, the target
ICSGW 459 exiracts the corresponding access role from the modified request received from
the source ICSGW 407, The target ICSGW 459 communicates with the management service
{e.¢., secure token service 4538 included in the target cloud services 453) to obtain a credential
associated with the access role. In step 2.4, the target FCSGW 459 signs the modified request
with the obtained credentials {of step 1.3} and forwards the signed request to the service {e.g.,
SOS service 461 that is desired to be used by application 1 405A). In step 2.5, the target service
461 may perform a check to determine whether the credential {obtained from the target ICSGW
send a

459} 18 associated with sufficient privileges fo perform the requested action {i.e
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message on the SQS queue). Further, as application 1 405A 1s associated with the access role
that has read and write priviliages, the message is added to the S8 queue in the customer’s

tenancy 463 1n step 2.5.

[0066] Referring now to flow 3 that corresponds to the scenrio of application 2 4058 polling
the SQS queue to determine presence of a message (1.¢., read a message from the SGQS queue).
In step 3.1, application 2 4058 1ssues a request to fetch a message from the SGS queue. The
request is forwarded to the source ICSGW 407 via the ICSGW 2 endpoint 406B. The source
ICSGW 407 terminates the request and performs a validation check as described above. Upon
successtui validation, the source ICSGW 407 modities the request to include the access role
{e.g., TAM role 2) associated with application 2 405B in the request. The source ICSGW 407
torwards the modified request to the target ICSGW 459 in step 3.2, o step 3.3, the target
ICSGW 459 extracts the corresponding access role from the modified request received from
the source ICSGW 407, The target ICSGW 459 communicates with the management service
to obtain a credential associated with the access role. In step 3.4, the target ICSGW 459 signs
the modified request with the obtained credentials (of step 3.3) and forwards the signed request
to the service (e.g., SQS service 461 that is desired to be used by application 2 405B). In step
3.5, the target service 461 may perform a check to determine whether the credential {obtained
trom the target ICSGW 459} 19 associated with sufficient privileges to perform the requested
action {(i.¢, fetch a message from the SQS queue). Further, as application 2 4058 13 agsociated
with the access role that has read priviliages, the message is fetched from the SOQS queue in the

customer’s tenancy 463 in step 3.5

[6061] Referring now to flow 4 that corresponds to the scenrio of application 2 405B
invoking a call to the 53 service to fetch an object from an S3 bucket. In step 4.1, application
2 4058 issues a request to fetch the object from the 83 bucket. The request is forwarded to the
source ICSGW 407 via the ICSGW 2 endpoint 406B. The source ICSGW 407 terminates the
request and performs a validation check as described above. Upon successtul validation, the
source ICSGW 407 modifies the request to include the access role {e.g., TAM role 2) associated
with application 2 4058 in the request. The source ICSGW 407 forwards the modified request
to the target ICSGW 459 1o step 4.2, In step 43, the target ICSGW 459 extracts the
corresponding access role from the modified request received from the source ICSGW 407,
The target ICSGW 459 communicates with the management service to obtain a credential
associated with the access role. In step 4.4, the target ICSGW 459 signs the modified request

with the obtained credentials (of step 4.3) and forwards the signed request to the service {e.g,,
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83 service 461 that is desired to be used by application 2 405B). In step 4.5, the target service
461 may perform a check to determine whether the credential (obtained from the target ICSGW
459} 1s associated with sufficient privileges to perform the requested action {(i.e, fetch an object
from the S3 bucket). Further, as application 2 4058 is associated with the access role that has
read priviliages, the object is fetched from the 83 bucket in the customer’s tenancy 463 in step
4.5,

[3062] Referring now to FIG. 4B, there is described in detail flow pertaining to four different
requests (for services offered by the target cloud environment) that are 1ssued by compute
instances included in the customer VUN 403, Specifically, flow 3 (having steps fabeled 5.1 to
5.4} corresponds to the scenrio of application 2 405B 1ssuing a request to upload a file in the
83 bucket. Flow 6 (having steps labeled 6.1 10 6.4) corresponds to the scenrio of apphication 2
4058 issuing a request to delete a message from the SQS queue. Flow 7 (having steps labeled
7.1 to 7.5) correspounds to the scenrio of application 1 405A issuing a request to delete a
message from the SOS queue, and flow 8 (having steps labeled 8.1 to 8.5) corresponds to the

scentio of application 1 405A 1ssuing a request to delete a file from the 83 bucket.

[3063] Referring now to flow 5 that corresponds to the scenrio of application 2 405B 1ssuing
a request to upload a file in the 83 bucket. In step 5.1, application 2 4058 issues the request to
upload a file 1o the 53 bucket The request is forwarded to the source ICSGW 407 via the
ICSGW 2 endpoint 406B. The source ICSGW 407 terminates the request and performs a
validation check as described above. Upon successtul validation, the source ICSGW 407
maodifies the request to include the access role (e g., TAM role 2} associated with application 2
4058 in the request. The source ICSGW 407 forwards the modified request to the target
ICSGW 459 in step 5.2, In step 5.3, the target ICSGW 459 extracts the corresponding access
role from the modified request received from the source ICSGW 407, The target ICSGW 459
communicates with the management service to obtain a credential associated with the access
role. In step 5 4, the target ICSGW 459 signs the modified request with the obtained credentials
(of step 5.3) and forwards the signed request to the service {e.g., 83 service 461 that 1s desired
to be used by application 2 405B}. The target service 461 perform a check to determine whether
the credential (obtained from the target ICSGW 459} 1s associated with sufficient privileges to
perform the requested action {(i.e., upload the file to 83 bucket). As application 2 4058 is
associated with the access role that has read only priviliages, S3 service 1o the target cloud
environment denies the regeust to upload the file in the 53 bucket (step 5.4). Thus, the request

1s not executed by the service 461 in the customer’s account 463,
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[0064] Referring now to flow 6 that corresponds to the scenrio of application 2 405B issuing
a request to delete a message from the SGS gqueue. In step 6.1, application 2 405B issues the
request to delete a message from the SQS queue. The request is forwarded to the source ICSGW
407 via the ICSGW 2 endpoint 4068, The source ICSGW 407 terminates the request and
performs a validation check as described above. Upon successful validation, the source ICSGW
407 modifies the request to include the access role (e.g, TAM role 2} associated with
application 2 4058 in the request. The source ICSGW 407 forwards the modified request to
the target ICSGW 459 n step 6.2, To step 6.3, the target ICSGW 459 extracts the corresponding
access role from the moditied request received from the source ICSGW 407, The target ICSGW
459 communicates with the managewent service to obtain a credential associated with the
access role. In step 6.4, the target ICSGW 459 signs the modified request with the obtained
credentials {of step 6.3) and forwards the signed request to the service (e g., SQS service 461
that is desired to be used by application 2 405B). The target service 461 perform a check to
determine whether the credential {(obtained from the target ICSGW 459) 15 associated with
sufficient privileges to perform the requested action (i.e., delete a message from the SQS
gqueue}. As application 2 405B 1s associated with the access role that has read only priviliages,
SOS service 1o the target cloud environment denies the regeust to delete the message (step 6.4).

Thus, the request is not executed by the service 461 in the customer’s account 403.

[0065] Turning now to flow 7, in step 7.1, application 1 405A issues a request to delete a
message from the SQS queue. The request is forwarded to the source ICSGW 407 via the
ICSGW 1 endpoint 406A. The source ICSGW 407 terminates the request and performs a
validation check to determine whether the wdentity principal associated with application 14054
is permiited to make such a request. Upon successful validation, the source ICSGW 407
modifies the request to include the access role {e.g., TAM role 1) associated with application 1
405A in the request. The source ICSGW 407 forwards the modified request to the target
ICSGW 459 1n step 7.2 1o step 7.3, the target ICSGW 459 extracts the corresponding access
role from the modified request received from the source ICSGW 407, The target ICSGW 459
communicates with the management service of the target cloud environment {e.g., secure token
service 4538 included tn the target cloud services 453} to obtain a credential associated with
the access role. In step 7 4, the target ICSGW 459 signs the modified request with the obtained
credentials (of step 7.3) and forwards the signed request to the service {e.g., SO8 service 461
that is desired to be used by application 1 405A). In step 7.5, the target service 461 may perform

a check to determine whether the credential (obtained from the target ICSGW 459} 15 associated
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with sufficient privileges to perform the requested action (i.e., delete a message). Further, as
application 1 405A is associated with the access role that has read and write priviliages, the

message 18 deleted from the SGS queue in the customer’s tenancy 463 in step 7.5

[60666] Fiow & (having steps labeled 8.1 to 8.5) corresponds to the scenrio of application 1
405 A issuing a request to delete a file from the 83 bucket. In step 8.1, application 1 405A issues
a request to delete a file trom the S3 bucket. The request is forwarded to the source ICSGW
407 via the ICSGW 1 endpoint 406A. The source ICSGW 407 terminates the request and
performs a validation check to determine whether the identity principal associated with
application 1 405A is permitted to make such a request. Upon successful validation, the source
ICSGW 407 modifies the request to include the access role {e.g., TAM role 1) associated with
application 1 405A in the request. The source ICSGW 407 forwards the modified request to
the target ICSGW 459 in step 8.2, In step 8.3, the target ICSGW 459 extracts the corresponding
access role from the modified request received from the source ICSGW 447, The target ICSGW
459 communicates with the management service of the target cloud environment {e.g., secure
token service 4538 included i the target cloud services 453) to obtain a credential associated
with the access role. In step 8.4, the target ICSGW 459 signs the modified request with the
obtained credentials {of step 8.3) and forwards the signed request to the service {e.g., 83 service
461 that is desired to be used by application 1 405A). In step &5, the target service 461 performs
a check to determine whether the credential {obtained from the target ICSGW 459) is agsociated
Further, as application 1 405A is associated with the access role that has read and wrte
priviliages, the message is deleted from the S3 bucket in the customer’s tenancy 463 in siep

8.5,

[0067] Note that the exemplary scenarios depcited in FIGS. 4A and 4B correspond to the
case of the customer having a tenenacy, 1.e., customer account in the target cloud environment
{e.g., customer B tenancy 335 of FIG. 3A). In this case, the ICSGW service account 337 18
configured to manage services (in the target cloud environroent) on behalf of compute instances
that are executed in the source cloud environment. It is appreciated that a similar set of
scenarios may be implernented for the case of the customer having no tevancy in the target
cloud environment. In such a case, the ICSGW control plane (305 in FIG. 3A) may be
configured to setup a customer resource group {e.g., custorner A resource group 341) within

the ICSGW service account 337 of the target cloud environment.

Example Cloud Infrastructures
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[0068] FIG. 518 ablock diagram SO0 illustrating an example pattern of an 1aaS architecture,
according to at least one embodiment. Service operators 502 can be communicatively coupled
to a secure host tenancy 504 that can include a virtual cloud network {(VCN) 506 and a secure
host submnet SO8. In some examples, the service operators 502 may be using one or more client
computing devices, which may be portable handheld devices (e.g., an 1Phone®, cellular
telephone, an 1Pad®, computing tablet, a personal digital assistant (PBA)) or wearable devices
{e.g., a Google Glass® head mounted display), running software such as Microsoft Windows
Mobile®, and/or a variety of mobile operating systems such as 108, Windows Phone, Android,
BlackBerry &, Palm OS8, and the like, and being Internet, e-mail, short message service {SMS),
Blackberry®, or other communication protocol enabled. Alternatively, the client computing
devices can be general purpose personal computers including, by way of example, personal
computers and/or laptop computers running various versions of Microsoft Windows®, Apple
Macintosh®, and/or Linux operating systems. The client computing devices can be workstation
computers running any of a variety of commercialiy-available UNIX® or UNIX-like operating
systens, including without limitation the variety of GNU/Linux operating systems, such as for
example, Google Chrome OS. Alternatively, or in addition, client computing devices may be
any other electronic device, such as a thin-client coraputer, an Internet-enabled gaming system
{(e.g., a Microsoft Xbox gaming console with or without a Kinect® gesture input device), and/or
a personal messaging device, capable of communicating over a network that can access the

YN 506 and/or the Internet.

[6069] The VCN 306 can include a local peering gateway (LPG) 510 that can be
coramunicatively coupled to a secure shell (SSH) VON 512 via an LPG 510 contained n the
SSH VCN 512, The SSH VUN 512 can include an SSH subnet 514, and the SSHVUCN 512 can
be communicatively coupled to a control plane VUN 516 via the LPG 510 contained 1o the
control plane VON 516, Also, the SSH VUN 512 can be communicatively coupled to a data
plane VCN 518 via an LPG 510. The control plane VON 516 and the data plane VCN 518 can

be contained in a service tenancy 519 that can be owned and/or operated by the 1aa$ provider.

[807¢] The control plane VCN 516 can include a control plane demilitarized zone (DMZ)
tier 520 that acts as a perimeter network (e.g., portions of a corporate network between the
corporate intranet and external networks) The DMZ-based servers may have restricted
responsibilities and help keep security breaches contained. Additionally, the DMZ tier 520 can
include one or more load balancer {LB) subnet{s) 522, a control plane app tier 524 that can

include app subnet(s) 526, a control plane data tier 328 that can include database (DB} subnet(s)

by
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530 {e.g., frontend DB subnet(s} and/or backend DB subnet(s)). The LB subnet(s) 522
contained in the control plane DMZ tier 520 can be communicatively coupled to the app
subnet(s) 526 contained in the control plane app tier 524 and an Internet gateway 534 that can
be contained in the control plane VCN 5196, and the app subnet(s} 526 can be communicatively
coupled to the DB subnet{s) 530 contained in the control plane data tier 528 and a service
gateway 536 and a network address translation (NAT) gateway 538, The control plane VON

516 can include the service gateway 536 and the NAT gateway 538.

[6071] The control plane YVCN 516 can include a data plane mirror app tier 540 that can
include app subnet{s} 526 The app subnet(s) 526 contained in the data plane mirror app tier
540 can include a virtual network interface controlier (VNIC) 542 that can execute a compute
instance 544, The compute instance 544 can communicatively couple the app subuet{s) 526 of
the data plane mirror app tier 540 to app subnet{s) 526 that can be contained in a data plane

app tier 546,

[60672] The data plane VCN 518 can include the data plane app tier 546, a data plane DMZ
tier 548, and a data plane data tier 550. The data plane DMYZ tier 548 can include LB subnet(s)
522 that can be comumunicatively coupled to the app subnet(s} 526 of the data plane app tier
546 and the Internet gateway 534 of the data plane VCN 518, The app subnet{s} 526 can be
communicatively coupled to the service gateway 536 of the data plane VCON 518 and the NAT
gateway 538 of the data plane VUON 518, The data plane data tier 550 can also include the DB
subnet{s) 530 that can be communicatively coupled to the app subnet{s) 526 of the data plane

app tier 546,

{00731 The Internet gateway 534 of the control plane VCN 516 and of the data plane VON
518 can be communicatively coupled to a metadata management service 552 that can be
communicatively coupled to public Internet 554, Public Internet 554 can be communicatively
coupled to the NAT gateway 338 of the control plane VCN 516 and of the data plane VCN
518. The service gateway 530 of the control plane VUN 516 and of the data plane VUON 518

can be communicatively couple to cloud services 556.

[6074] Iu some examples, the service gateway 536 of the condrol plane VCN 516 or of the
data plane VON 518 can make application programming interface (AP} calls to cloud services
556 without going through public Internet 554. The API calls to cloud services 556 from the

service gateway 536 can be one-way. the service gateway 536 can make API calls to cloud
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services 556, and cloud services 556 can send requested data to the service gateway 336, But,

cloud services 556 may not initiate API calls to the service gateway 536

[6075] In some examples, the secure host tenancy 504 can be directly connected to the
service tenancy 519, which may be otherwise isolated. The secure host subnet SO8 can
communicate with the SSH subnet 514 through an LPG 510 that may enable two-way
communication over an otherwise isolated system. Connecting the secure host subnet 308 to
the SSH subnet 514 may give the secure host subnet 508 access to other entities within the

service tenancy 519

[6076] The control plane VON 516 may allow users of the service tenancy 519 to set up or
otherwise provision desired resources. Desired resources provisioned in the control plane VON
516 may be deployed or otherwise used in the data plane VCN S18. In some examples, the
control plane VCN 516 can be isolated from the data plane VON 518, and the data plane mirror
app tier 540 of the control plane VCN 516 can communicate with the data plane app tier 546
of the data plane VON 518 via VNICs 542 that can be contained in the data plane murror app

tier 540 and the data plane app tier 546,

[0077] Insome examples, users of the system, or customers, can make requests, for example
create, read, update, or delete (CRUD) operations, through public Internet S54 that cap
communicate the requests to the metadata management service 552, The metadata management
service 552 can comumunicate the request to the control plane VON 516 through the Tnternet
gateway 534. The request can be received by the LB subnet(s) 522 contained in the control
plane DMZ tier 520 The LB subnet(s) 522 may deternune that the request s valid, and in
response to this determination, the LB subnet{s} 522 can transmit the request to app subnet(s)
526 contained in the control plane app tier 524 If the request is validated and requires a call to
public Internet 554, the call to public Internet 554 may be transmitted to the NAT gateway 538
that can make the call to public Internet 554 Memory that may be desired to be stored by the

request can be stored o the DB subnet(s) 530,

[6078] In some examples, the data plane mirror app tier 540 can facilitate direct
communication between the control plane VCN 516 and the data plane VON 518, For example,
changes, updates, or other suitable modifications to contfiguration may be desired to be applied
to the resources contained in the data plane VON 518, Viaa VNIC 542, the control plane VON
516 can directly communicate with, and can thereby execute the changes, updates, or other

suitable modifications to configuration to, resources contained in the data plane VUN 518,

b
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[0079] In some embodiments, the control plane VCN 516 and the data plane VCN 518 can
be contained in the service tenancy 519, In this case, the user, or the customer, of the system
may not own or operate either the control plane VCN 516 or the data plane VON 518 Iustead,
the IaaS provider may own or operate the control plane VUON 516 and the data plane VON 51§,
both of which may be contained in the service tenancy 519 This embodiment can enable
tsolation of networks that way prevent users or customers from interacting with other users’,
or other customers’, resources. Also, this embediment may allow users or customers of the
system to store databases privately without needing to rely on public Tnternet 654, which may

not have a desired level of security, for storage.

[008G] In other embodiments, the LB subnet{s} 522 contained in the control plane VCN 516
can be configured to receive a signal from the service gateway 536, In this embodiment, the
control plane VCN 516 and the data plane VCN 518 may be contigured to be called by a
customer of the 1aaS provider without calling public Internet 554, Customers of the faaS
provider may desire this embodiment since database(s) that the customers use may be
controiled by the laaS provider and may be stored on the service tenancy 519, which may be

isolated from public Internet 554,

[6081] FIG. 6 15 a block diagram 600 illusirating another example pattern of an faaS
architecture, according to at least one embodiment. Service operators 602 {e.g service
operators 502 of FIG. 5) can be communicatively coupled to a secure host tenancy 604 {e g.
the secure host tenancy 504 of FIG. 5) that can include a virtual cloud network (VCN) 606 {e.g.
the VON 506 of FIG. 5) and a secure host subnet 608 {e.g. the secure host subnet 508 of FIG.
53 The VCN 606 can include a local peering gateway (LPG) 610 {e.g. the LPG 510 of FIG. §)
that can be communicatively coupled to 4 secure shell (SSH) VON 612 (e g the SSH VCN 512
of FIG. 5) via an LPG 510 contained in the SSH VON 612, The S§H VCN 612 can include an
SSH subnet 614 {e.g. the SSH subnet 514 of FIG. 5), and the SSH VN 612 can be
communicatively coupled to a control plane VCN 616 {e.g. the control plane VON 516 of FIGG.
Sy via an LPG 610 contained in the control plane VCN 616, The control plane VUON 616 can
be contained in a service tenancy 619 {(e.g. the service tenancy 519 of FIG. 5), and the data
plane VCN 618 (e g. the data plane VON 518 of FIG. 5) can be contained 1o a customer tenancy

621 that may be owned or operated by users, or customers, of the systenm.

[6082] The control plane VUN 616 can include a control plane DMZ tier 620 (e.g. the control
plane DMZ, tier 520 of FIG. 5) that can include LB subnet(s) 622 {e.g. LB subnet{s) 522 of
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FIG. 5), a control plane app tier 624 (e.g. the control plane app tier 524 of FIG. §) that can
include app subnet(s) 626 {e.g. app subnet(s) 526 of FIG. 5}, a control plane data tier 628 {e.g.
the control plane data tier 528 of FIG. 5) that can include database (DB) subnet(s) 630 {e.g.
simifar to DB subnet(s) 530 of FIG. 5). The LB subnet{(s) 622 contained in the control plane
DMZ tier 620 can be communicatively coupled to the app subnet(s) 626 contained in the
control plave app tier 624 and an Internet gateway 634 {e.g. the Internet gateway 534 of FIG.
5} that can be contained in the control plane YVCN 6106, and the app subnet(s} 626 can be
coramunicatively coupled to the DB subnet(s) 630 contained 1n the conirol plane data tier 628
and a service gateway 036 {(e.g the service gateway of FIG. 5} and a network address
translation (NAT) gateway 038 {e.g the NAT gateway 538 of FIG. 5). The control plane VCN

616 can include the service gateway 636 and the NAT gateway 638,

[6083] The control plane VUN 616 can include a data plane mirror app tier 640 (e.g. the data
plane mitror app tier 540 of FIG. S) that can include app subnet(s) 626. The app subnet{s) 626
contained in the data plane mirror app tier 640 can include a virtual network interface controller
(VNIC) 642 (e.g. the VNIC of 542) that can execute a compute instance 644 {e g. similar to the
compute instance 544 of FIG. S). The compute instance 644 can facilitate communication
between the app subnet(s) 626 of the data plane mirror app tier 640 and the app subnet{s) 626
that can be contained in a data plane app tier 646 (e.g. the data plane app tier 546 of FIG. 5}
via the VINIC 6472 contained in the data plane mirror app tier 640 and the VNIC 642 contained

in the data plane app tier 646,

[0084] The Internet gateway 634 contained in the control plane VON 616 can be
communicatively coupled to a metadata management service 652 {(eg the metadata
management service 552 of FIG. 5) that can be communicatively coupled to public Tnternet
654 (e.g. public Internet 554 of FIG. 5). Public Internet 654 can be communicatively coupled
to the NAT gateway 638 contained in the coutrol plane VON 616 The service gateway 630
contained in the control plane VON 616 can be communicatively couple to cloud services 656

{(e.g. cloud services 556 of FIG. 5).

[B083] In some examples, the data plane VON 618 can be contained 1 the customer tenancy
621. In this case, the {aaS provider may provide the control plane VCN 616 for each customer,
and the IaaS provider may, for each customer, set up a unique compute instance 644 that is
contained in the service tenancy 619. Each compute instance 644 may allow communication

between the control plane VON 616, contained in the service tenancy 619, and the data plane
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VN 618 that 15 contained in the customer tenancy 621, The compute instance 644 may allow
resources, that are provisioned in the control plane VCN 616 that is contained in the service
tenancy €19, to be deploved or otherwise used in the data plane VON 618 that 1s contained in

the customer tenancy 621,

[00686] In other examples, the customer of the IaaS provider may have databases that live in
the customer tenancy 621. In this example, the control plane VON 616 can include the data
plane mirror app tier 640 that can include app subnet(s) 626. The data plane mirror app tier 640
can reside in the data plane VON 618 but the data plane mirror app tier 640 may not live in the
data plane VCN 618, That s, the data plane mirror app tier 640 may have access to the customer
tenancy 621, but the data plane mirror app tier 640 may not exist in the data plane VCN 618 or
be owned or operated by the customer of the Iaal provider. The data plane mirror app tier 640
may be configured to make calls to the data plane VCN 618 but may not be configured to make
calls to any entity contained in the control plane VON 616, The custoruer may desire to deploy
or otherwise use resources 1n the data plane VON 618 that are provisioned in the control plane
VN 616, and the data plane mirror app tier 640 can facilitate the desired deployment, or other

usage of resources, of the customer,

[6087] In some embodiments, the customer of the 1aaS provider can apply filters to the data
plane VCN 618, In this embodiment, the customer can determune what the data plane VCN 618
can access, and the customer may restrict access to public Internet 654 from the data plane
VN 618, The TaaS provider may not be able to apply filters or otherwise control access of the
data plane VCN 618 to any outside networks or databases. Applying filters and controls by the
customer onto the data plane VCN 618, contained in the customer tenancy 621, can help isolate

the data plane VCN 618 from other customers and from public Internet 654,

[0088] In some embodiments, cloud services 656 can be called by the service gateway 636
to access services that may not exist on public Internet 654, on the control plane VCN 616, or
on the data plane VUN 618. The connection between cloud services 656 and the control plane
YN 616 or the data plane VON 618 may not be live or continuous. Cloud services 656 may
exist on a different network owned or operated by the Iaal provider. Cloud services 656 may
be configured to receive calls from the service gateway 636 and may be configured to not
receive calls from public Internet 654, Some cloud services 656 may be solated from other
cloud services 056, and the control plane VCN 616 may be isolated from cloud services 656

that may not be in the same region as the control plane VON 616, For example, the control

b
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plane VCN 616 may be located in “Region 1,7 and cloud service “Deployment 6,7 may be
located in Region | and in “Region 2.7 It a call to Deployment 6 is made by the service gateway
636 contained in the control plane VCN 616 located in Region 1, the call may be transmitted
to Deployment 6 in Region 1. In this example, the control plane VUN 616, or Deployment 6 in
Region 1, may not be communicatively coupled to, or otherwise in communication with,

Deployment 6 in Region 2.

[608%8] FIG. 7 15 a block diagram 700 dlustrating another example patiern of an faaS
architecture, according to at least one embodiment. Service operators 702 {e.g service
operators 502 of FIG. 5) can be communicatively coupled to a secure host tenancy 704 (e g
the secure host tenancy 504 of FIG. 5) that can include a virtual cloud network (VON)} 706 {e.g.
the VON 506 of FIG. §) and a secure host subnet 708 {e.g. the secure host subnet SO of FIG.
53 The VCN 706 can include an LPG 710 (eg the LPG 510 of FIG. 5) that can be
cororunicatively coupled to an SSH VCN 712 {e.g. the SSH VCN 512 of FIG. §) via an LPG
710 contained in the SSH VUN 712, The 8SH VON 712 can include an SSH subnet 714 (e g,
the SSH subnet 514 of FIG. 5}, and the SSH VCN 712 can be communicatively coupled to a
control plane VUN 716 (e.g. the control plane VCN 516 of FIG. 5) via an LPG 710 contained
in the control plane VCN 716 and to a data plane VCN 718 {(e.g. the data plane S18 of FIG. 5)
via an LPG 710 contained in the data plane VCN 718. The countrol plane VON 716 and the data
plane VCN 718 can be contained in a service tenancy 719 {(e.g. the service tenancy 519 of FIG.

5%,

{3098] The control plane VUN 716 can include a control plane DMZ tier 720 (¢ 2. the control
plane DMZ tier 520 of FIG. 5) that can include load balancer (LB) subnet(s) 722 {e.g. LB
subunet(s) 522 of FIG. 5), a countrol plane app tier 724 {e.g the coutrol plane app tier 524 of
FIG. 5) that can include app subnet(s) 726 {e.g. similar to app subnet(s} 526 of FIG. 5}, a control
plane data tier 728 (e.g. the conirol plane data tier S28 of FIG. 5) that can include DB subnet(s)
730. The LB subnet{s} 722 contained in the control plane DMZ tier 720 can be
coramunicatively coupled to the app subnet{s) 726 contained in the control plane app tier 724
and to an Internet gateway 734 (e.g. the Internet gateway 534 of FIG. 5) that can be contained
i the control plane VCN 716, and the app subnet{s) 726 can be commuuicatively coupled to
the DB subnet{s} 730 contained in the control plane data tier 728 and to a service gateway 736
{e.g the service gateway of FIG. 5) and a network address translation (NAT) gateway 738 {e.g.
the NAT gateway 538 of FIG. 5). The control plane VCN 716 can include the service gateway

736 and the NAT gateway 738.
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[0091] The data plane VCN 718 can include a data plane app tier 746 {(e.g. the data plane app
tier 546 of FIG. 5}, a data plane DMZ tier 748 (e.g. the data plane DMZ tier 548 of FIG. 5},
and a data plane data tier 750 {e.g. the data plane data tier 350 of FIG. S). The data plane DMZ
tier 748 can include LB subnet(s) 722 that can be communicatively coupled to trusted app
subnet(s) 760 and untrusted app subnet{s} 762 of the data plane app tier 746 and the Internet
gateway 734 cootained in the data plane VON 718, The trusted app subnet{s} 760 can be
communicatively coupled to the service gateway 736 contained in the data plane VCN 718, the
NAT gateway 738 countained o the data plane VON 718, and DB subuet(s) 730 contained in
the data plane data tier 750. The untrusted app subnet{s) 762 can be communicatively coupled
to the service gateway 736 contained in the data plane VUN 718 and DB subnet{s} 730
contained in the data plane data tier 750. The data plane data tier 750 can include DB subnet(s)
730 that can be communicatively coupled to the service gateway 736 contained in the data

plane VCN 718,

[6692] The untrusted app subnet{s} 762 can include one or more primary YNICs 764(1 )-(N}
that can be commuricatively coupled to tenant virtual machines (VMs) 766(1)}-(N). Each tenant
VM 766(1)-(N} can be communicatively coupled to a respective app subnet 767(1)-(IN} that
can he contained in respective container egress VUONs 768(1}3-{N} that can be contained in
respective customer tenancies 770(1}(N)}. Respective secondary VNICs 772(13-(N} can
tacilitate communication between the untrusted app subnet(s) 762 contained in the data plane
VCN 718 and the app subnet contained in the container egress VUNs 768(1)-(N). Hach
container egress VUNs 768(13-(N} can include a NAT gateway 738 that can be

corarmunicatively coupled to public Internet 754 (e.g. public Tnternet 554 of FIG. 5).

[6093] The Internet gateway 734 contained in the control plane VCN 716 and contained in
the data plane VON 718 can be communicatively coupled to a metadata management service
752 (e.g. the metadata roavagement system 552 of FIG. 5) that can be communicatively coupled
to public Internet 754. Public Internet 754 can be communicatively coupled to the NAT
gateway 738 contained in the control plane VON 716 and contained in the data plane VON
718. The service gateway 730 contained in the control plane VCN 716 and contained in the

data plane VON 718 can be communicatively couple to cloud services 756.

{00941 In some embodiments, the data plane VCN 718 can be integrated with customer

tenancies 770. This integration can be useful or desirable for customers of the [aaS provider in

some cases such as a case that may desire support when executing code. The customer may

D
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provide code to run that may be destructive, may communicate with other customer resources,
or may otherwise cause undesirable effects. In response to this, the IaaS provider may

determine whether to run code given to the IaaS provider by the customer.

[6093] Iu some examples, the customer of the TaaS provider may grant temporary network
access to the Iaal provider and request a function 1o be attached to the data plane tier app 746
Code to run the function may be executed in the VMs 766(1)-(N), and the code may not be
configured to run anywhere else on the data plane VON 718, Each VM 766(13-(N} may be
connected to one customer tenancy 770 Respective containers 771{1)}-(N) contained in the
VMs 766(13-(N) may be configured to tun the code. In this case, there can be a dual isolation
{e.g., the containers 771{1}+(N) running code, where the containers 771(1)}-(N} may be
contained in at least the VM 766(1)~(N) that are contained in the untrusted app subunet(s) 762},
which may help prevent incorrect or otherwise undesirable code from damaging the network
of the faa8 provider or from damaging a network of a different customer. The containers
7711 -(N} may be communicatively coupled to the customer tenancy 770 and may be

~
/
i

configured to transmit or receive data from the customer tenancy 770, The containers 771(1)-
(N} may not be configured 1o transmit or receive data from any other entity in the data plane
VCN 718, Upon completion of running the code, the TaaS provider may kill or otherwise

dispose of the contatners 771{1)-(N}.

[0096] Insome embodiments, the trusted app subnet(s) 760 may run code that may be owned
or operated by the Taa8S provider. In this embodiment, the trusted app subnet(s) 760 may be
communicatively coupled to the DB subnet(s) 730 and be configured to execute CRUD
operations 1n the DB subnet(s) 730, The untrusted app subnet(s} 762 may be communicatively
coupled to the DB subnet{s) 730, but in this embodiment, the unirusted app subnet{s) may be
configured to execute read operations in the DB subnet(s) 730. The containers 771{1)-{IN} that
can be contained in the VM 766{1)}-(N)} of each customer and that may run code from the

customer may not be communicatively coupled with the DB subnet(s) 730.

[6097] In other embodiments, the control plane VON 716 and the data plane VUN 718 may
not be directly comrurnucatively coupled. In this embodiment, there may be no divect
communication between the control plane VCN 716 and the data plane VCN 718. However,
communication can occur jndirectly through at least one method. An LPG 710 may be
established by the 1aa8 provider that can facilitate communication between the control plane

VN 716 and the data plane VON 718, In another example, the control plane VCN 716 or the
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data plane VCN 718 can make a call to cloud services 756 via the service gateway 736, For
example, a call to cloud services 756 from the control plane VON 716 can include a request for

a service that can communicate with the data plane VCN 718,

[6098] FIG. 8 1s a block diagram 800 illustrating another example pattern of an faaS
architecture, according to at least one embodiment. Service operators 802 (e.g service
operators 502 of FIG. 5) can be communicatively coupled to a secure host tenancy 804 (e.g.
the secure host tenancy 504 of FIG. 5} that can inchude a virtual cloud network (VUN) 806 (e g.
the VON 506 of FIG. 5) and a secure host subnet 808 (e g the secure host subnet 508 of FIG.
Sy The VON B0OG can include an LPG 810 (e.g the LPG S10 of FIG. 5) that can be
communicatively coupled to an SSH VCN 812 (e g the S8H VON 512 of FIG. 5} via an LPG
810 contained in the SSH VCN 812, The SSH VCN 812 can include an SSH subnet 814 {e. g.
the SSH subnet 514 of FIG. 5), and the SSH VCN 812 can be communicatively coupled to a
control plane VON 816 (e.g. the control plane VON 516 of FIG. 5} via an LPG 810 contained
in the control plane VCN B16 and to a data plane VCON B18 (e.g. the data plane 518 of FIG. §}
via an LPG 810 contained in the data plane VCN 818, The control plane VON 816 and the data
plane VCN 818 can be contained in a service tenancy 819 (e.g. the service tenancy 519 of FIG.

53.

[6099] The control plane VCN 816 can include a control plane DMZ tier 820 {e.g. the control
plane DMZ tier 520 of FIG. 5) that can include LB subnet(s) 822 {e.g. LB subnet{s) 522 of
FIG. 5), a control plane app tier 824 (e.g. the control plane app tier 524 of FIG. 5} that can
include app subnet(s) 826 {e.g. app subnet(s) 526 of FIG. 5}, a control plane data tier 828 {e.g.
the control plane data tier 528 of FIG. 5) that can include DB subnet(s) 830 (e.g. DB subnet(s)
730 of FIG. 7). The LB subunet(s) 822 coutained in the control plane DMZ tier 8§20 can be
communicatively coupled to the app subnet(s} 826 contained in the control plane app tier 824
and to an Internet gateway 8§34 (e.g. the Internet gateway 534 of FIG. 5) that can be contained
ins the control plane VCN 816, and the app subnet(s} 826 can be communicatively coupled to
the DB subnet(s) 830 contained in the control plane data tier 828 and to a service gateway 836
{(e.g. the service gateway of FIG. 5) and a network address translation (NAT) gateway 838 (e.g.
the NAT gateway 338 of FIG. 5). The control plane VCN 816 can include the service gateway

136 and the NAT gateway 83&.

[0108] The data plane VON 818 can include a data plane app tier 846 {e.g. the data plane app
tier 546 of FIG. 5}, a data plane DMYZ tier 848 (e.g. the data plane DMZ tier 548 of FIG. 5},
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and a data plane data tier 850 (e g. the data plane data tier S50 of FIG. 5). The data plane DMZ,
tier 848 can wclude LB subnet(s) B22 that can be communicatively coupled to trusted app
subnet{s) 860 {e.g trusted app subnet{s} 760 of FIG. 7) and untrusted app subnet(s) 862 {e.g.
untrusted app subnet(s} 762 of FIG. 7) of the data plane app tier 840 and the Internet gateway
834 contained in the data plane VCON 818 The trusted app subnet(s) 860 can be
communicatively coupled to the service gateway 836 contained in the data plane VCN 818, the
NAT gateway 838 contained in the data plane VCN 818, and DB subnet(s) 830 contained in
the data plane data tier 850, The untrusted app subnet(s) 862 can be communicatively coupled
to the service gateway 836 contained in the data plane VCN 818 and DB subnet(s) 830
contained in the data plane data tier 850, The data plane data tier 350 can include DB subnet(s)
330 that can be communicatively coupled to the service gateway 830 contained in the data

plane VCN 818,

[8161] The unirusted app subnet(s) 862 can include primary VNICs 864(1)-(N) that can be
communicatively coupled to tenant virtual machines (VMs) 866(1)-(IN} residing within the
untrusted app subnet(s) 862. Fach tenant VM 866(1)-(N) can run code in a respective container
867(1)-(N}, and be communicatively coupled to an app subnet 826 that can be contained in a
data plane app tier 846 that can be contained in a container egress VUON 868 Regpective
secondary VNICs 872(1)«(N} can facilitate communication between the untrusted app
subnet(s} 862 contained in the data plane VCON 818 and the app subnet contained in the
container egress VON 868. The container egress VUN can woclude a NAT gateway 338 that

can be communicatively coupled to public Internet 854 (e.g. public Internet 554 of FIG. 5).

[0102] The Internet gateway 834 contained in the control plane VCN 816 and contained in
the data plane VCN B18 can be communicatively coupled to a metadata management service
852 (e.g. the metadata management system 552 of FIG. 5} that can be communicatively coupled
to public Tnternet 854, Public Internet 854 can be communicatively coupled to the NAT
gateway 838 contained in the control plane VCN 816 and contained in the data plane VCN
818 The service gateway 836 contained 1o the control plane VON 816 and contained in the
data plane VUN 818 can be communicatively couple to cloud services 8506

(01031 In some examples, the pattern illustrated by the architecture of block diagram 800 of
FIG. 8 may be cousidered an exception to the pattern illustrated by the architecture of block
diagram 600 of FIG. ¢ and may be desirable for a customer of the [aaS provider if the faaS

provider cannot directly communicate with the customer (e.g., a disconnected region). The
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respective containers 867(1)-(IN) that are contained tn the VMs 866(1)-(IN)} for each customer
can be accessed in real-time by the customer. The containers 867(13-(N} may be configured to
make calls to respective secondary VINICs 872(1)-(N) contained in app subnet(s) 826 of the
data plane app tier 846 that can be contained in the container egress VUN 868, The secondary
VINICs 872(1)-(WN) can transmit the calls to the NAT gateway 838 that may transmit the calls
to public Internet 834, In this example, the containers 867(13-(N) that can be accessed in real-
time by the customer can be isolated from the control plane VCN 816 and can be isolated from
other entities contained in the data plane VON 818, The coutainers 867(1)-(N) may also be

isolated from resources from other customers.

[0184] In other examples, the customer can use the containers 867(1)-(N) to call cloud
services 856, In this example, the customer may run code to the containers 867(1)-{N) that
requests a service from cloud services 856, The containers 867(13-(N} can transmit this request
to the secondary VINICs 872(1)}-{N) that can transmit the request to the NAT gateway that can
transmit the request to public Internet 854, Public Internet 854 can transmit the request o LB
subnet(s} 822 contained in the control plane VON 816 via the Internet gateway 834 In response
to determining the request is valid, the LB subnet{s} can transmit the request to app subnet(s)

826 that can transmit the request to cloud services 856 via the service gateway 836,

[0103] It should be appreciated that TaaS architectures 500, 600, 700, 800 depicted in the
figures may have other components than those depicted. Further, the embodiments shown in
the figures are only some examples of a cloud infrastructure system that may incorporate an
embodiment of the disclosure. In some other embodiments, the aa$S systems may have more
or fewer components than shown in the figures, may combine two or more components, oF may

have a different configuration or artangement of components.

[8166] In certain embodiments, the 1aaS systems described herein may include a suite of
applications, middleware, and database service offerings that are delivered to a customer in a
self-service, subscription-based, elastically scalable, reliable, highly available, and secure
manner. An example of such an 1aa8 system is the Oracle Cloud Infrastructure (OC1 provided
by the present assignee.

[0167] FIG. 9 illustrates an example computer system 900, in which various embodiments
may be implemented. The system 900 may be used to implement any of the computer systems
described above. As shown in the figure, computer system 900 includes a processing unit 904

that communicates with a number of peripheral subsystems via a bus subsystem 902, These
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peripheral subsystems may include a processing acceleration unit 906, an /0 subsystem 908,
a storage subsystemy 918 and a communications subsystem 924, Storage subsystem 918

includes tangible computer-readable storage media 922 and a system memory 910

[0108] Bus subsystern 902 provides a mechanism for letting the various components and
subsystems of computer system 900 communicate with each other as intended. Although bus
subsystem 902 1s shown schematically as a single bus, alternative embodiments of the bus
subsystem may utilize mulitiple buses. Bus subsystem 902 may be any of several types of bus
structures including a memory bus or memory controller, a peripheral bus, and alocal bus using
any of a variety of bus architectures. For example, such architeciures may include an Industry
Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced [SA
(EISA) bus, Video Electromics Standards Association (VESA) local bus, and Peripheral
Component Interconnect (PCIy bus, which can be implemented as a Mezzanine bus

manufactured to the IEEE P1386.1 standard.

[0109] Processing unit 904, which can be implemented as one or more integrated circuits
{e.g., a conventional microprocessor or microconirollery, conirols the operation of computer
system 900. One or more processors may be wocluded 1o processiog unit 904. These processors
may include single core or multicore processors. In certain embodiments, processing unit 904
may be implemented as one or more independent processing units 932 and/or 934 with single
or multicore processors included tn each processing unit. In other embodiments, processing
unit 904 may also be implemented as a quad-core processing unit formed by integrating two

dual-core processors into a single chip.

[0116] In various embodiments, processing unit 904 can execute a variety of programs in
response to program code and can maintain multiple concurrently executing programs or
processes. At any given time, some or all of the program code o be executed can be resident
in processor(s) 904 and/or in storage subsystern 918, Through suitable programming,
processor{s) 904 can provide various functionalities described above. Computer system 900
may additionally inchude a processing acceleration unit 906, which can include a digital signal

processor {D3SP), a special-purpose processor, and/or the like.

[8111] /O subsystem 908 may include user interface input devices and user interface output
devices. User interface input devices may include a keyboard, pointing devices such as a mouse
or trackball, a touchpad or touch screen incorporated into a display, a scroll wheel, a click

wheel, a dial, a button, a switch, a keypad, audio input devices with voice command recognition
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systems, microphones, and other types of input devices. User interface input devices may
include, for example, motion sensing and/or gesture recognition devices such as the Microsoft
Kinect® motion sensor that enables users to control and interact with an input device, such as
the Microsoft Xbox® 360 game controller, through a natural user interface using gestures and
spoken commands. User interface input devices may also include eye gesture recognition
devices such as the Google Glass® blink detector that detects eye activity {e.g., ‘blinking’
while taking pictures and/or making a menu selection) from users and transforms the eye
gestures as toput into an input device {e.g., Google Glass®). Additionally, user woterface input
devices may include voice recognition sensing devices that enable users to interact with voice

recognition systerss {e.g, Sui® navigator), through voice commands.

[0113]  User interface input devices may also include, without himitation, three dimensional
(3D mice, joysticks or pointing sticks, gamepads and graphic tablets, and audio/visual devices
such as speakers, digital cameras, digital camcorders, portable media players, webcams, image
scanners, fingerprint scanners, barcode reader 3D scanners, 3D printers, laser rangefinders, and
eye gaze tracking devices. Additionally, user interface input devices may include, for example,
medical imaging toput devices such as computed tomography, magnetic resonance imaging,
position emission tomography, medical ultrasonography devices. User interface input devices
may also include, for example, audio input devices such as MIDI kevboards, digital musical

instruments and the like.

[0113] User interface output devices may include a display subsystern, indicator lights, or
non-visual displays such as audio output devices, etc. The dispiay subsystem may be a cathode
ray tube (CRT), a flat-panel device, such as that using a liquid crystal display (LCD) or plasma
display, a projection device, a touch screen, and the like. In general, use of the term "output
device" is intended to include all possible types of devices and mechanisms for outputting
information from computer system 900 to a user or other computer. For example, user interface
output devices may include, without limitation, a variety of display devices that visually convey
text, graphics and audio/video information such as monttors, printers, speakers, headphones,

automotive navigation systems, plotters, voice output devices, and modems.

[8114] Computer system 900 may comprise a storage subsystem 918 that comprises software
elements, shown as being currently located withun a system memory 910, System wemory 910
may store program instructions that are loadable and executable on processing unit 904, as well

as data generated during the execution of these programs.
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[01158] Depending on the configuration and type of computer system 900, system memory
910 may be volatile {(such as random access memory (RAM)} and/or non-volatile {(such as read-
only memory (ROM}, flash memory, etc } The RAM typically contains data and/or program
modules that are immediately accessible to and/or presently being operated and executed by
processing unit 904. In some implementations, system memory 910 may include muluple
different types of memory, such as static random access memory (SRAM) or dynamic random
access memory (DRAM)} In some implementations, a basic input/cutput system (BIOS),
containing the basic routines that help io iransfer oformation between elements within
computer system 900, such as during start-up, may typically be stored in the ROM. By way of
example, and not hmitation, systermn memory 910 also illustrates application prograrms 912,
which may include client applications, Web browsers, mid-tier applications, relational database
management systems (RDBMS), etc., program data 914, and an operating system 916, By way
of example, operating system 916 may include various versions of Microseft Windows®,
Apple Macintosh®, and/or Linux operating systems, a variety of commercially-available
UNIX® or UNIX-like operating systems (including without limitation the wvariety of
GNU/Linux operating systems, the Google Chrome® OS5, and the like) and/or mobile operating
systems such as 108, Windows® Phone, Android® OF, BlackBerry® 10 S, and Palm® OS

operating systens.

[0116] Storage subsystern 918 may also provide a tangible computer-readable storage
medium for storing the basic programming and data constructs that provide the functionality
of some embodiments. Software (programs, code modules, instructions}) that when executed by
a processor provide the functionality described above may be stored in storage subsystem 918,
These software modules or instructions may be executed by processing unit 904, Storage
subsystery 918 may also provide a repository for storing data used n accordance with the

present disclosure.

[0117] Storage subsystem 900 may also include a computer-readable storage media reader
920 that can further be connected to computer-readable storage media 922, Together and,
optionally, in combination with system memory 910, computer-readable storage media 922
may comprehensively represent remote, local, fixed, and/or removable storage devices plus
storage media for temporarily and/or more permanently containing, storing, transmitting, and

retrigving computer-readable information.
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[0118] Computer-readable storage media 922 containing code, or portions of code, can also
include any appropriate media known or used in the art, including storage media and
commurnication media, such as but not limited to, volatile and non-volatile, removable and non-
removable media implemented in any method or technology for storage and/or transmission of
information. This can include tangible computer-readable storage media such as RAM, ROM,
electronically erasable programmable ROM (EEPROM), flash memory or other memory
technology, CD-ROM, digital versatile disk (DVDY), or other optical storage, magnetic
cassettes, wagoetic tape, magnetic disk storage or other magnetic storage devices, or other
tangible computer readable media. This can also include nontangible computer-readable media,
such as data signals, data transmissions, or any other medium which can be used to transmit

the desired information and which can be accessed by computing system 900,

[0119] By way of example, computer-readable storage media 922 may include a hard disk
drive that reads from or writes to non~removable, nonvolatile magnetic media, a magnetic disk
drive that reads from or writes to a removable, nonvolatile magnetic disk, and an optical disk
drive that reads from or writes to a removable, nonvolatile optical disk such as a CD ROM,
DV, and Blu-Ray® disk, or other optical media. Computer-readable storage media 922 may
include, but 1s not limited to, Zip® drives, flash memory cards, universal serial bus (USB) flash
drives, secure digital (SI») cards, DVD disks, digital video tape, and the like. Computer-
readable storage media 922 may also include, solid-state drives (SSD) based on non-volatile
memory such as flash-memory based SSDs, enterprise flash drives, solid state ROM, and the
like, SSDs based on volatile memory such as solid state RAM, dynamic RAM, static RAM,
DRAM-based S5Ds, magneto resistive RAM (MRAM) SSDs, and hybrid SSDs that use a
combination of DRAM and flash memory based SSDs. The disk drives and their associated
computer-readable media may provide non-volatile storage of computer-readable instructions,

data structures, program modules, and other data for computer system 900,

[0128] Communications subsystem 924 provides an interface to other computer systems and
networks. Communications subsystern 924 serves as an iuterface for receiving data from and
transmitting data to other systems from computer system 900. For example, communications
subsystery 924 may enable computer system 1000 to connect to one or wore devices via the
internet. In some embodiments communications subsystem 924 can inchlude radio frequency
(RF) transceiver components for accessing wireless voice and/or data networks (e g, using
cellular telephone technology, advanced data network technology, such as 3G, 4G or EDGE

{enhanced data rates for global evolution), Wi-Fi (IEEE 802 11 fanuly standards, or other
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mobile communication technologies, or any combination thereot), global positioning system
{(GPS) receiver components, and/or other components. In some embodiments communications
subsystem 924 can provide wired network connectivity (e.g., Ethernet) in addition to or instead

of a wireless interface.

[8121] In some embodiments, communications subsystem 924 may alse receive input
communication in the form of structured and/or unstructured data feeds 926, event streams 928,
event updates 930, and the like on behalf of one or more users who may use computer system

S00.

[6122] By way of example, communications subsysterm 924 may be configured to receive
data feeds 926 in real-time from users of social networks and/or other communication services
such as Twitter® feeds, Facebook® updates, web feeds such as Rich Site Summary (RSS)

feeds, and/or real-time updates from one or more third party information sources.

[0123] Additionally, communications subsysten 924 may also be configured to receive data
in the form of continuocus data streams, which may include event streams 928 of real-time
events and/or event updates 930, that may be continuous or unbounded 1n nature with no
explicit end. Examples of applications that generate continuous data may include, for example,
sensor data applications, financial tickers, network performance measuring tools (e.g. network
monitoring and traffic management applications}, clickstream analysis tools, automobile traffic

monitoring, and the like,

8124] Communications subsysten 924 may also be configured to output the structured
and/or unstructured data feeds 926, event streams 928, event updates 930, and the like to one
or more databases that may be in comrunication with one or roore strearming data source

computers coupled to computer system 900

[0128] Computer system 900 can be one of various types, including a handheld portable
device (e g., an iPhone® cellular phone, an iPad® computing tablet, a PDA), a wearable device
{e.g., a Google Glass® head mounted display), a PC, a workstation, a mainframe, a kiosk, a

server rack, or any other data processing systen.

{3126] Due to the ever-changing nature of computers and networks, the descnption of
computer system 900 depicted in the figure is intended only as a specific example. Many other
configurations having more or fewer components than the system depicted in the figure are

possible. For example, customized hardware might also be used and/or particular elements
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might be implemented in hardware, firmware, software (including applets), or a combination.
Further, connection 1o other computing devices, such as network input/output devices, may be
employed. Based on the disclosure and teachings provided herein, a person of ordinary skill in

the art will appreciate other ways and/or methods to implement the various embodiments.

[0127] Although specific embodiments have been described, various modifications,
alterations, alternative constructions, and equivalents are also encompassed within the scope
of the disclosure. Embodiments are not restricted to operation within certain specific data
processing environments, but are free to operate within a plurality of data processing
environments. Additionally, although ersbodiruents have been described using a particular
series of transactions and steps, it should be apparent to those skilled in the art that the scope
of the present disclosure 15 not limited to the described series of transactions and steps. Various

features and aspects of the above-described embodiments may be used individually or jointly.

[0128] Further, while embodiments have been described using a particular combination of
hardware and software, 1t should be recoguized that other combinations of hardware and
software are also within the scope of the present disclosure. Embodiments may be implemented
only in hardware, or only n software, or using combinations thereof. The various processes
described herein can be implemented on the same processor or different processors in any
combination. Accordingly, where components or modules are described as being configured to
perform certatn operations, such configuration can be accomplished, eg, by designing
clectronic circuits to perform the operation, by programming programmable electronic circuits
{such as microprocessors) to perform the operation, or any combination thereof. Processes can
communicate using a variety of techniques including but not himited to conventional techniques
for inter process communication, and diffevent patrs of processes may use different technigues,

or the same pair of processes may use different techniques at different times.

[0129] The specification and drawings are, accordingly, to be regarded i an tlustrative
rather than a restrictive sense. It will, however, be evident that additions, subtractions,
deletions, and other modifications and changes may be made thereunto without departing from
the broader spuit and scope as set forth in the claims. Thus, although specific disclosure
embodiments have been described, these are not intended to be limiting. Various modifications

and equivalents are within the scope of the following claims.

{3138] The use of the terms “a” and “an” and “the” and similar referents in the context of

describing the disclosed embodiments (especially in the context of the following claims) are to
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be construed to cover both the singular and the plural, unless otherwise indicated herein or
clearly contradicted by context. The terms “comprising,” “having,” “including,” and
“containing’ are to be construed as open-ended terms {1.e., meaning “including, but not hmited
10,7y unless otherwise noted. The term “connected” is to be construed as partly or wholly
contained within, attached to, or joined together, even if there is something intervening.
Recitation of ranges of values herein are merely intended to serve as a shorthand method of
referring individually to each separate value falling within the range, unless otherwise indicated
herein and each separate value 18 incorporated into the specification as if it were individually
recited herein. All methods described herein can be performed in any suitable order unless
otherwise indicated herein or otherwise clearly contradicted by context. The use of any and all
examples, or exemplary language (e.g., “such as”) provided herein, is intended merely to better
iHuminate embodiments and does not pose a imitation on the scope of the disclosure unless
otherwise claimed. No language in the specification should be construed as indicating any non-

claimed element as essential to the practice of the disclosure.

[0131] Dasjunctive language such as the phrase “at least one of X, Y, or Z)7 unless
spectfically stated otherwise, is intended to be understood within the context as used in general
to present that an item, term, etc., may be either X, Y, or £, or any combination thereof {e.g.,
X, Y, and/or 2. Thus, such disjunctive language is not generally intended to, and should not,
imply that certain embodiments require at least one of X at least one of Y, or at least onc of Z

to each be present.

[#132] Preferred embodiments of this disclosure are described herein, inchuding the best
mode known for carrying out the disclosure. Variations of those preferred embodiments may
become apparent to those of ordinary skill o the art upon reading the foregoing description
Those of ordinary skill should be able to employ such variations as appropriate and the
disclosure may be practiced otherwise than as specifically described herein. Accordingly, this
disclosure includes all modifications and equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover, any combination of the above-
described elements in all possible variations thereof is encompassed by the disclosure unless

otherwise indicated herein,

131331 Al references, including publications, patent applications, and patents, cited herein

are hereby incorporated by reference to the same extent as if each reference were individually
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and specitically indicated to be incorporated by reference and were set forth in its entirety

herein,

[0134] In the foregoing specification, aspects of the disclosure are described with reference
to specific embodiments thereof, but those skilled in the art will recogruize that the disclosure
is not fumited thereto. Various features and aspects of the above-described disclosure may be
used individually or jointly. Further, embodiments can be utilized in any number of
environments and applications beyond those described herein without departing from the
broader spirit and scope of the specification. The specification and drawings are, accordingly,

to be regarded as illustrative rather than restrictive.
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WHAT IS CLAIMED IS

1. A method comprising:

generating, by a compute instance executed in a source cloud environment, a request
10 use a service provided o a target cloud environment, the source cloud environment being
different than the target cloud environment;

transmitting the request from the source cloud environment to the target cloud
environment via an intercloud service gateway,; and

executing the service in the target cloud eovironment based on an access role
associated with the compute instance.

2. The method of claim 1, further comprising:

sending, by the compute instance, the request to a source intercloud service gateway
disposed in the source cloud environment, the request including an identity principal
associated with the compute instance; and

validating, by the source intercloud service gateway, the identity principal of the
compute instance.

3. The method of claim 2, wherein validating the identity principal includes
verifying whether the compute instance 1s permitted to access the service in the target cloud

environment.

4, The method of claim 2, further comprising:
responsive to the identity principal being successtully validated, obtatning, by the
source intercloud service gateway, the access role associated with the compute instance from

preconfigured information stored in the source cloud environment.

5. The method of claim 4, further comprising:

responsive to the identity principal being successtully validated, modifying the
request by the source intercloud service gateway to generate a modified request, wherein the
modifying tincludes removing the wdentity principal included in a metadata of the request, and

incorporating the access role assoctated with the compute instance in the metadata; and
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sending the modified request by the source ntercloud service gateway to a target

intercloud service gateway disposed in the target cloud environment.

5. The method of claim 5, wherein the source intercloud service gateway is
disposed in a first data plane of the source cloud environment and the target intercloud
service gateway is disposed in a second data plane of the target cloud environment, the source
intercloud service gateway being communicatively coupled to the target intercloud service

gateway via a trusted communication channel,

7. The method of claim §, further comprising:

extracting, by the target intercloud service gateway, the access role assoctated with
the compute instance from the modified request; and

obtaining, by the target intercloud service gateway, a token associated with the access

role from a management service included in the target cloud environment.

8. The method of claim 7, further comprising:

signing, by the target intercloud service gateway, the modified request with the token
associated with the access role to form a signed modified request; and

forwarding the signed modified request to the service that 1s desired to be used by the

compute instance.

9. The method of claim &, further comprising:
validating, by the service, the signed modified request based on the token; and

responsive to a successtul validation, executing the request by the service.

10, A computer readable medium storing specific computer-executable
instructions that, when executed by a processor, cause a computer system to at least;

generating, by a compute 1ustance executed 10 a source cloud environruent, a request
to use a service provided in a target cloud environment, the source cloud environment being
different than the target cloud envitonment;

transmitting the request from the source cloud environment to the target cloud

environment via an intercloud service gateway; and
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executing the service in the target cloud environment based on an access role

associated with the compute instance.

t1.  The computer readable medium storing specific computer-executable
wnstructions of claim 10, wherein the computer system is further configured tor

sending, by the compute instance, the request to a source wntercloud service gateway
disposed in the source cloud environment, the request including an identity principal
associated with the compute instance; and

validating, by the source intercloud service gateway, the identity principal of the

compute instance.

12, The computer readable medium storing specific computer-executable
instructions of claim 11, wherein validating the wdentity principal includes verifving whether

the compute instance 1s permitted to access the service in the target cloud environment.

13 The computer readable medium storing specific computer-executable
mstructions of claim 11, wherein the computer system is further configured for

responsive to the identity principal being successfully validated, obtaining, by the
source intercloud service gateway, the access role associated with the compute instance from

preconfigured information stored in the source cloud environment.

t4.  The computer readable medium storing specific computer-executable
instructions of claim 13, wherein the computer system 1s further configured for:

responsive to the identity principal being successtuily validated, modifying the
request by the source intercloud service gateway to generate a modified request, wherein the
modifying includes removing the identity principal included in a metadata of the reguest, and
incorporating the access role associated with the compute instance in the metadata; and

sending the modified request by the source intercloud service gateway {0 a target

intercloud service gateway disposed in the target cloud environment,

15. The computer readable medium storing specific computer-executabie
wnstructions of claim 14, wherein the source intercloud service gateway is disposed in a first

data plane of the source cloud environment and the target intercloud service gateway is
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disposed in a second data plane of the target cloud environment, the source intercloud service
gateway betng communicatively coupled to the target intercloud service gateway via a trusted

comrmunication channel.

16. The computer readable medium storing specific computer-executable
wnstructions of claim 14, wherein the computer system is further configured for

extracting, by the target intercloud service gateway, the access role associated with
the compute instance {from the modified request; and

obtaining, by the target intercloud service gateway, a token associated with the access

role from a management service included in the target cloud environment.

17 The computer readable medium storing specific computer-executable
instructions of claim 16, wherein the computer system is further configured for:

signing, by the target intercloud service gateway, the moditied request with the token
associated with the access role to form a signed modified request; and

forwarding the signed modified request to the service that is desired to be used by the

compute instance.

18. A system corprising:
a processor; and
a memory including instructions that, when executed with the processor, cause the
system 1o, at igast:
generate, by a compute instance executed in a source cloud environment, a
request to use a service provided tn a target cloud environment, the source cloud environment
being different than the target cloud environment,
transmit the request from the source cloud environment to the target cloud
environment via an intercloud service gateway; and
execute the service in the target cloud environment based on an access role

associated with the compute instance.

19 The system of claim 18, further configured to:
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send, by the compute instance, the request to a source intercloud service gateway
disposed in the source cloud environment, the request including an identity principal
associated with the compute instance; and

validate, by the source intercloud service gateway, the identity principal of the

compute instance.
20, The system of claim 19, wherein the system is configured to validate the

identity principal by verifying whether the compute tnstance is permitted to access the service

in the target cloud environment.

44



PCT/US2023/020663

I E

BT NOA M3WCLSND

112

<0t

{SNOHLONN A = cot
SHANIVINOT ‘SHA 9T i {MOSO!) AVMILYD 30IA83G ONOTIG-YILN]

FONYLISN} diNdi0D

§

=

1ot Jas
ANSWNCHIANT 3N010 308008 ANIANCYIANG GNOTD 1324v |

WO 2023/219829

/aee



PCT/US2023/020663

WO 2023/219829

2(12

¢ Ol

JONYISN] 3LNAN0T 3H 1 HAIAR O3LVID0SSY
TI0Y $9300Y Ny NO CISYE LNIANCHIANT
aNOTD 130NV 3HL N J0IANES 31N03XT

N

ATMILYD)
OIS GNOTONIELNE N WIA LNIANCYIANT
QRO 1394V] 3HL O] INIWNOMIANT anaTo)
30UN0S IH] WOHS GALYDINNNOS ) 193N0TY

)

INFWNOYIANT
ANOTD 130MYL Y N G3GIA0N 303G
W3S 0L LSINDIY W STIVHIND INTHNONIANT
GNOTD 30MN0S Y NI JONVISNE JiNdoD




Ve 9Ol

PCT/US2023/020663

Vi
¢ AONVISN]

TTE NOA 2 H3m0Ls

3112

Y6le
L SONYLSN]

GTE NOA | ¥ano

1507

608

FMOST
3OS

08
ANVl Y1V MOSOI

50t

E:Emmwm vl

ETRZ
4 d ALLENTO)

SNBNEOVNYY

P
SADMANIC ONOTD IOUN0S

.

ANV TOHINOGD

MDSII

AONYNZ | 038 ARS8 D

€08

T0F LNSRNCHIANT GNOTD 304008

P
{AONYNTL
el WINOLSN))
$I0MNOSTY
g ¥IWOLENY
(57
ADS T
JERR 2888
STI0IANES MBHLO
re
ANV VIV ARDS D
4 TS
o - . - NINO L FHN03G
L ¥iit
S ININISYNTA
{AONVNZ L 301AM3S) ALLINIQY
SAMMNCSIY
o MIAOLSND wer
SADANIG N0
TEE INNDOOY F0IANES DS 504V 1
TEE INTWNCHIANT GNOTTD 1398}

WO 2023/219829

/] 00§




PCT/US2023/020663

WO 2023/219829

4{12

0ie

MOSH] L398Y L Y 0L 1S3ND3Y GIHIaon
IHY AASED] OMN0S THL AG “LIWSNTY

!

59E
N

19¢
J31S N} CINIVIEO 3103 §S300% TIHL IAMTION] )
1S303Y IHL MO 308N0S 3HL A AICON

i

188
N

I0IANIG G31SIN0EN
IHE W04 IHL HUAR GIIVID0SSY INTNNCMIANT
ancTD 130uY) 3HL N 310 $3300Y
NY NOLLYIHOAN] GRINSINO-Td WOYS NIVLEO

€€ Ol

$5300Y I0IANIS 40 IV ONILLYDIAN] 12 3H)
O FOVSSIA Y HIAR SONOISTN MOSTH J08N08

0/

SOMYA

"o TYAIINRI] ALLNATE o

Goe

18303y 3HL
NG (575 JONYASNT JENAWO7 3H] 30 TdioNId
ALLNAOENY AASSD] 30NN0S THL AG ‘3LVAIVA

1

INAANONIANG anoo
1708V Y AQ G3AN0Hd 30AHIS Y 40 39N
ONLLSINDIN 15303y IHL INTANCHIANT oD
F0UN0S Y N OELN03X3 {i9) 3ONVISN 3LNROD
Y NOMA 15TN03Y Y {AOS0N) AYMILYS
I0IALIS INOTO-EALN] J0NN0S W AG IAIZ0TY

A




PCT/US2023/020663

WO 2023/219829

512

J€ Ol

S5300Y FOIAYAS 40 3TV
ONILYOION] JOVESIIN Y HLIAA SANOESTY 30IAN3S

I0IANIS THE AG 153N0TY 3IHL 3LN03XT

€8t

VA

1]
GISMY 39 O QIS IVAYES IHL 01 159ND3
GINDIQ FHL MOSOI LIDEVE THL AG ‘QUVMEO 4

e

THINIGTHD THL HUA 1STN0aY
GO0 3H) AMOSOT 1308V 3H] AE NOIg

i

INTRNOMIAND G079 LI0UY] 3HL
NI GIGNTON] 30IANIS INFWIDYNYIN ¥ WOY4 ‘T10Y
35300Y IHL HLAA Q3Lvioossy (NaMo) “ey3)
TINIGRIO W ADSOL 130UV L IHL A8 NIVLED

i

1SIN0TY J3HHCOW WOM 4 370Y
SS300Y AHL MOSOI L9098V ] 3HL AG LOVNIXG

™
£/8

MOSTH
30UN0S IH] WOY GILLIWSNY 1STN03Y
OGO 3HL AASDSD! LI0UYL 3H1 AG NIVLE0




PCT/US2023/020663

WO 2023/219829

612

Yy Old

TOF NOA HIROLSND
I T e
; 7 dNOME SINYNA( | quty
| ]
i SIS | w ANIOAONT
i Z NOLLY O Tddy | Z MOSDI
m m
|
e D
o
&
g 1 e =
| L dNOYE OINYNAC | m Ya0y m m
w N 1 !
i ey i ! INIOATNS i i
i L NOLLY D ddY [ FAOSOL
| ™ ]
b by .

(7 NOUYOrady) | m; T Ny
WAIONRG ALLNICH W L VEONRIG ALLLNAC)
G¥34)  FI0M-H | (PLeOvE) | 00

e T

¢ MOS! Co L HOSDI
290 T R

80¥
TOF INSWNCHIANT GnoTD 304N0S

!
m
m
m

Innm
e
e
[
T
i
— &
P (@]
A [
% [
. 2
<3 =
= oA
e %]
_mm &2
@ 24 &vs?
»Mu 4
P £
s
m %
0¥ INnODD
HANCISND
121857 YEsY
NAAO ] FAN03 ALLINGG
0% SI0ANIS ANOTO 130

LG ANFAN

OHIANT N0 1308V,




g¥ Ol

PCT/US2023/020663

712

WO 2023/219829

07 NOA HIWOLSND

O I e
; 7 dNOME SINYNA( | quty |
| T |y oo @ 2
| Z NOLLY O Tddy | £ MO8 m
m T w © = o
| I | 5 & 5
EEEEEEEE e i ak @0

& < =

&0 0 =
o e oo e o o ennn oo - Fo
] L dNOYE) DINYNAC M W mgm@..m M m o m

b4 @.\ﬁs?
w J— 1 i f - % 2589
i YEOT Py INICHANT m Mw.wv =
i L NOLLY D ddY [ FAOSOL -
m m m m » & G IeTate)
| L1 N @ 57 INNODD
EEEEEEEE HINCLSND
m... Tz nolvoriady) | ws Tl NOILYOddy)
| 2 ToiONRIg ALLINET | | L WAIONG ALNaa)
| {ovay) 7 Tou-nw | (21RA-Ov3Y) § 301V | g6y vely
| 7 MOSDI w : L RSSO W NFHO | TNo3 ALLLNAT]
751 T T en T T T -
o TEY SI0IAAS ONOTD L3TMV ]
|
1167

TOF LNIWNCHIANT GNOTD 304N0% bGY AINJWNOUIANS OROTD 1306V ]




PCT/US2023/020663

WO 2023/219829

812

¢ ol

oLG m 0ig ;
W - =
06 SIeUaNS 44 ~ VY5 o 2H5 056 SIBUGNS 50 RS oS
2 % B
HeS 50H
066 i1 4 aioms
S0 2 B2 976 011 BIRQ] Bl |04U0D mqu 3
_ 1T OLg
o s o 0y sy Gy o s me
| | {sheuang ddy | - 786 10N 5TAd 550 626 Sieugng ddy NOA :
; HSS
9y 8y ddy sueld geg y26 s8] ddy aued josuoy
~-1 {6 SPUONS 7 m gL sppugns g
8v5 8L ZWNg e EE) | | 4 026 811 7 BUBld 05100
¥ A 4 i oo ; ¥
96 Aemereryy /305 ABMEIR0 /PG ABMSIEDY o1 ¢ NOA acc Aemaieny /po Aemeen) 916 NOA
SuiB 1N BuBld BR(] i BUE [04U0D)
816 Aoueus | eDnies
i 205
700 SNBS siogiedn
wsebeusyy eppeen e BOIAEG
A SEOAIBS
pRoiD
P55 eLey /...
(0%

AN & Lo €
/./.4\\/..4.\\\.\\



PCT/US2023/020663

WO 2023/219829

8912

e

#09
019 v foupus)
0} O, 24005
- mmom b
yi9 &
- UG 809
(€9 swughg gd Hao RGNS
; v BOH
T 879 oL wﬁ.@ B985
BJ8(] Bukld JO4U0D
0Lg
909
T g A2 ¢k NOA
{sheuang sjeugng ddy NOAHSS
ddy y - 174 R
BUB| I04UD
R LI SUeld B1E Y 2Ud oo
_ A
09 st ddy BuRld BRD ," i SRUG ] 0zg el
m A NG sugld jpguod
959
9¢ Aewagesy Y ge9 femaes Y oo Aemeieg L9 NOA SEOAIBE POI)
§19 NOA Bueld Be(] SORRG LN euEy BBl (DAUDS) N >
179 Aoueue | JBwoisng LG AnueuSs ] BOIMES "
289
sonps uswsleua;
SRpEEy
A
v/{ 009




PCT/US2023/020663

4 Ol

10112

WO 2023/219829

0bL PEEEN
- SR s/wmw, &\a 044 TESR @Nmm&
{N)£9/ 1eugng ddy 814 NDA 8UEld B38(] d “ .y
ST mm\. T8 e sus g B aInes
(g
N2 %ngwwmw 061 {sheuans £ & o
T ) ) 0¢L {sheuang g0 G
INID/  Aougus ] Jswioisng I euang 80/
: 8z 4811 Leg jeugng
Ble(] SUBld [ORUOY N @wm%ww
= DINA . d 3
{2)191 wugng ddy 0Ld 6d
TR T L Azwm 9z, {sheuqng ddy ", T o0s
Hemees)  (7)89/NOA % FeL s , NOA
LYN/S551E7 sumuon U o L deyiouelg joguog) | || NIAHSS -
{ Asteus] Josn 092
20l 1 JSosng ). Do () @2%% -
A 790 FUl  ddy {sheudns &7
Y A (sheugne ddy pajsnaun pEISI 5 gz sty
' DINA 3 1ot el s B ZNGieuE)d loauag
AT, w«mx oy Jei] ddy'gued Beg wwm s —
el | {zzL (heuans g1 kemépeo ) Aeméien) Y femsies ¢ G ROR it
Wemai {1892 NOA LYN SIS uryg oRuo s
LN/ €G58 mumuon 8y 1] FNG BuBd B1e] pnojg
{1ln]4 fourus| sewiomEng mm% P A
femapn Y { Aemsiesy g
i
g1/ Aoueus] enineg
(N § 76/ somes Jeluebeuep eppaep
Jeuigon /
pusle deyy 00/




PCT/US2023/020663

WO 2023/219829

111z

8 ol

6i8 5 ; 708
578 oA Bueid G0 - fouete
035 1L BB B8 B Qﬂohw
i (cpisneunns g |
3 x 918 -
d 0£8 (sheuang aQ U 808
W gzaeuang ddy W B
...................... (@ INJpes HSS BOH
{NJZ28 DINA 628 M8t Zi8(] SUBld [OIUD0 m@& aInoeg
i (ZHr9g ; e
S | o | I G20 5 ois |00
ik mwwwwm ity 47 (sheuqng ddy 28 %08
,,,,, iy i
(Li2/8 A (sjpougng ddy pejsnaun wﬁmﬁ i1 ddy su loquo? mww o220
Oy se1] ddy aueid 2jeg P opgey ddy suedieeg LA 030D %
7208
........ V220 Shouans g7 | 728 {sheuans g1 , sijERdp -
Fy QUiAIBG
899 J0lL PG suBld @B 028 811 FC] Olleld joauo A
% A
¥ g oand JeoiEng Beg 8 \\m%wf mmm AN
2cg i AERaEiE0 Y Aemaren \ femanen (gL AemarenyY Aemeaten)Y femerery Y&
P A - L8 NOA 963 SS0IAISS
femneies 908 NOA //nﬂ\z SLLUB muman\ LVN/ NPUBII SSRGS o i nuon oot
LN/ esai67 sumuon y 610 Aoupus] sonies Y —
ZG5 0meg
eieDELEN ERpREy
(N)-{1)298 n
JeuRInD *
pebendey | i vsg N

By e ofang §4

/,..._ 008



PCT/US2023/020663

WO 2023/219829

12112

6 Ol

318
HALSASENG JOVHOLE
...wm, VIO
GI5 WILSAS ONULYEID H0L5 318vAvaY
LGNGO
FIB ViV WYdo0dd
§76

[ shvo

Ot NOLL

Olddy

b6 A0

WP WILSAS

HACYEY VIO
IOVHOLE TTEVOYIY
HILAGHOD

Gte 926 478

SALVIGY | ISIVIHLS 50434

NEAAT | ] aNEAT VLY (]

vi6
...M WZISASENS SNOLLVIINOWNCD
246
508
NILSASENG G/
{66
e

GEE 1IN

NOLYEEE00Y

SNISSIOCHY

LINN DNISS300HE

e FA R
$TE LINND ¢£6 LN
At - ONISSID0U
ONISSIO0N 8ng
ang
SHOYD SHIV] IHOYD
0D FH0T 307
P06




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2023/020663
A. CLASSIFICATION OF SUBJECT MATTER
INV. GO6F21/62 H04L9/40
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
HO4L GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X CN 105 049 408 A (CITY CLOUD DATA CT CO 1-20
LTD) 11 November 2015 (2015-11-11)
page 2, line 39 - page 3, line 35
page 8, line 38 - page 11, line 16
A CN 110 990 858 A (UNIV SUN YAT SEN) 1-20
10 April 2020 (2020-04-10)
paragraph [0029] - paragraph [0050]
A US 2017/006119 Al (POGREBINSKY VLADIMIR 1-20
[US] ET AL) 5 January 2017 (2017-01-05)
paragraph [0028] - paragraph [0066]

I:‘ Further documents are listed in the continuation of Box C. ‘z‘ See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered

1o be of particular relevance the principle or theory underlying the invention

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"E" earlier application or patent but published on or after the international "X document of particular relevance;; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other """ document of . . - - -
. b particular relevance;; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
"P" document published prior to the international filing date but later than
the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
17 August 2023 25/08/2023
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016 Cartrysse, Kathy

Form PCT/ASA/210 (second sheet) (April 2005)



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2023/020663
Patent document Publication Patent family Publication
cited in search report date member(s) date
CN 105049408 A 11-11-2015 NONE
CN 110990858 A 10-04-2020 NONE
US 2017006119 Al 05-01-2017 Us 2017006119 A1l 05-01-2017
Us 2019045018 A1l 07-02-2019
Us 2020213404 Al 02-07-2020

Form PCT/ASA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - claims
	Page 43 - claims
	Page 44 - claims
	Page 45 - claims
	Page 46 - claims
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - wo-search-report
	Page 60 - wo-search-report

