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“CREDIT CARD PAYMENT BY MOBILE PHONE”
FIELD OF THE INVENTION

The present invention relates to a system and method for providing merchants
with a way to collect payment for goods and services they provide. In particular the
present invention relates to providing a method of payment using a mobile phone.
SUMMARY OF THE PRIOR ART

There are a number of common ways to pay for goods and services supplied by a
mobile merchant including cash, cheque, mobile EFTPOS, credit card “zip zap”
machine or by account. Disadvantages exist for both the merchant and the consumer
with each of these methods.

Cash is inconvenient for the consumer and merchant as it carries the risk of loss
and banking costs. Payment by cheque or account has credit risks for the merchant and
the requirement to chase up payment if the account is not satisfied or a cheque bounces.

Running accounts has cash flow and administrative cost.

Mobile EFTPOS devices are large and expensive. The poor mans credit card
processing device, a “zip zap” machine is big, clunky and does not provide real time
authorisation. |

It is the object of the present invention to overcome the abovementioned
disadvantages in the prior art, or at least to provide the public with a useful choice.
SUMMARY OF THE INVENTION

Accordingly in a first aspect the present invention may be broadly be said to
consist in a method of transacting a financial transaction with a handheld internet
network data enabled wireless device including the steps of:

receiving transaction information from said wireless device;

forwarding said transaction information to a financial transaction server for
processing;

receiving information from said transaction server on the successful processing
or otherwise of the transaction; and

sending information on the successful processing or otherwise of the transaction

to said wireless device,
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wherein said steps of receiving and sending information to and from said
wireless device are conducted using an internet network data protocol.

Preferably said wireless device is a cellular telephone.

Preferably said handheld internet network data enabled wireless device has a
unique device identifier and said method including the steps of:

storing account information in association with at least one device identifier;

obtaining from said wireless device said unique device identifier; and

allowing said wireless device to conduct transactions if said unique identifier
matches one of said at least one stored device identifier.

Preferably said method including the steps of:

storing account information in association with at least one identifier and
password;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if said identifier and
password match one of said at least one stored identifier and password.

Preferably said step of allowing said wireless device to conduct transactions
occurs if said unique device identifier matches one of said at least one stored device
identifier and said identifier and password match one of said at least one stored
identifier and password.

Preferably said method including the step of merging said account information
with the transaction information before sending the transaction information to said
financial transaction server.

Preferably said transaction is a transaction for goods or services made by a
mobile vendor or provider in possession of said wireless device

Accordingly in a second aspect the present invention may be broadly be said to
consist in a method of transacting a financial transaction on a financial transaction
server using a handheld internet network data enabled wireless device including the
steps of:

sending transaction information from said wireless device to said financial

transaction server; and
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receiving information at said wireless device from said financial transaction
server on the successful processing or otherwise of the transaction,

wherein said steps of receiving and sending information are conducted using a
internet network data protocol.

Preferably said wireless device is a cellular telephone.

Preferably said wireless device has a unique device identifier and said method
including the step of sending said unique device identifier from said wireless device to
said financial transaction server.

Preferably said method including the step of sending an identifier and password
from said wireless device to said financial transaction server.

Preferably said transaction is a transaction for goods or services made by a
mobile vendor or provider in possession of said wireless device

Accordingly in a third aspect the present invention may be broadly be said to
consist in a method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device including the steps of:

sending transaction information to said server using said wireless device;

receiving at said server said transaction information from said wireless device;

forwarding transaction information from said server to a financial transaction
server for processing;

receiving at said server information on the successful processing or otherwise of
the transaction from said transaction server; and

sending from said server information on the successful processing or otherwise
of the transaction to said wireless device,

wherein said steps of receiving and sending information to and from said
wireless device are conducted using an internet network data protocol.

Preferably said wireless device is a cellular telephone.

Preferably said wireless device has a unique device identifier and said method
including the steps of:

said server storing account information in association with at least one device

identifier;
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said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and

said server allowing said wireless device to conduct transactions if said unique
device identifier matches one of said at least one stored device identifier.

Preferably said method including the steps of:

said server storing account information in association with at least one identifier
and password;

said server requesting from said wireless device an identifier and password;

said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and

said server allowing said wireless device to conduct transactions if said sent
identifier and password match one of said at least one stored identifier and password.

Preferably said step of said server allowing said wireless device to conduct
transactions occurs if said unique device identifier matches one of said at least one
stored device identifier and said sent identifier and password match one of said at least
one stored identifier and password.

Preferably said method including the step of said server merging said account
information with the transaction information before sending the transaction information
to said financial transaction server.

Preferably said transaction is a transaction for goods or services made by a
mobile vendor or provider in possession of said wireless device

Accordingly in a fourth aspect the present invention may be broadly be said to
consist in a computer programmed for transacting a financial transaction with a
handheld internet network data enabled wireless device, said computer programmed to
perform the steps of:

receiving transaction information from said wireless device;

forwarding said transaction information to a financial transaction server for
processing;

receiving information from said transaction server on the successful processing

or otherwise of the transaction; and
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sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said
wireless device are conducted using an internet network protocol.

Preferably said wireless device is a cellular telephone.

Preferably said wireless device has a unique device identifier and wherein said
computer is additionally programmed to perform the steps of:

storing account information in association with at least one device identifier;

obtaining from said wireless device said unique device identifier; and

allowing said wireless device to conduct transaction if said unique device
identifier matches one of said at least one stored device identifier.

Preferably said computer is additionally programmed to perform the steps of:

storing account information in association with at least one identifier and
password,

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transaction if said identifier and
password match one of said at least one stored identifier and password.

Preferably set step of allowing said wireless device to conduct transactions
occurs if said unique device identifier matches one of said at least one stored device
identifier and said identifier and password match one of said at least one stored
identifier and password.

Preferably said computer is additionally programmed to perform the step of
merging said account information with said transaction information before sending the
transaction information to said financial transaction server.

Accordingly in a fifth aspect the present invention may be broadly be said to
consist in a method of transacting a financial transaction with a handheld internet
network data enabled wireless device including the steps of:

receiving transaction information from said wireless device;

processing the transaction information; and
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sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said
wireless device are conducted using a network data protocol.

Preferably said wireless device is a cellular telephone.

Preferably said handheld internet network data enabled wireless device has a
unique device identifier and said method including the steps of:

storing account information in association with at least one device identifier;

obtaining from said wireless device said unique device identifier; and

allowing said wireless device to conduct transactions if said unique identifier
matches one of said at least one stored device identifier.

Preferably said method including the steps of:

storing account information in association with at least one identifier and
password,

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if said identifier and
password match one of said at least one stored identifier and password.

Preferably said step of allowing said wireless device to conduct transactions
occurs if said unique device identifier matches one of said at least one stored device
identifier and said identifier and password match one of said at least one stored
identifier and password.

Preferably said method including the step of merging said account information
with the transaction information before processing said transaction information

Preferably said transaction is a transaction for goods or services made by a
mobile vendor or provider in possession of said wireless device

Accordingly in a sixth aspect the present invention may be broadly be said to
consist in a method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device including the steps of:

sending transaction information to said server using said wireless device;

receiving at said server said transaction information from said wireless device;



10

15

20

25

WO 03/047208 PCT/NZ02/00264

-

processing said transaction information; and

sending information from said server on the successful processing or otherwise
of the transaction to said wireless device,

wherein said steps of receiving and sending information to and from said
wireless device are conducted using an internet network data protocol.

Preferably said wireless device is a cellular telephone.

Preferably said wireless device has a unique device identifier and said method
including the steps of:

said server storing account information in association with at least one device
identifier;

said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and

said server allowing said wireless device to conduct transactions if said unique
device identifier matches one of said at least one stored device identifier.

Preferably said method including the steps of:

said server storing account information in association with at least one identifier
and password;

said server requesting from said wireless device an identifier and password;

said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and

said server allowing said wireless device to conduct transactions if said sent
identifier and password match one of said at least one stored identifier and password.

Preferably said step of said server allowing said wireless device to conduct
transactions occurs if said unique device identifier matches one of said at least one
stored device identifier and said sent identifier and password match one of said at least
one stored identifier and password.

Preferably said method including the step of said server merging said account
information with the transaction information before processing said transaction

information.
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Preferably said transaction is a transaction for goods or services made by a
mobile vendor or provider in possession of said wireless device

Accordingly in a seventh aspect the present invention may be broadly be said to
consist in a computer programmed for transacting a financial transaction with a
handheld internet network data enabled wireless device, said computer programmed to
perform the steps of:

receiving transaction information from said wireless device;

processing said transaction information,

sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said
wireless device are conducted using an internet network protocol.

Preferably said wireless device is a cellular telephone.

Preferably said wireless device has a unique device identifier and wherein said
computer is additionally programmed to perform the steps of:

storing account information in association with at least one device identifier;

obtaining from said wireless device said unique device identifier; and

allowing said wireless device to conduct transaction if said unique device
identifier matches one of said at least one stored device identifier.

Preferably said computer is additionally programmed to perform the steps of:

storing account information in association with at least one identifier and
password,;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transaction if said identifier and
password match one of said at least one stored identifier and password.

Preferably set step of allowing said wireless device to conduct transactions
occurs if said unique device identifier matches one of said at least one stored device
identifier and said identifier and password match one of said at least one stored

identifier and password.
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Preferably said computer is additionally programmed to perform the step of
merging said account information with said transaction information before processing
said transaction information.

To those skilled in the art to which the invention relates, many changes in
construction and widely differing embodiments and applications of the invention will
suggest themselves without departing from the scope of the invention as defined in the
appended claims. The disclosures and the descriptions herein are purely illustrative and
are not intended to be in any sense limiting.

BRIEF DESCRIPTION OF THE DRAWINGS

One preferred form of the present invention will now be described with
reference to the accompanying drawings in which;

Figure 1 is a block diagram of the present invention,

Figure 2 is a block diagram of the process of payment according to the preferred
present invention.

Figure 3 is a diagram showing a screen shot of the dollar amount entry interface
of the present invention.

Figure 4 is a diagram showing a screen shot of the cents amount entry interface
of the present invention.

‘ Figure 5 is a diagram showing a shot of the amount confirmation interface of the
present invention

Figure 6 is a diagram showing a shot of the card number enter interface of the
present invention

Figure 7 is a diagram showing a shot of the card expiry date interface of the
present invention

Figure 8 is a diagram showing a screen shot of the transaction interface of the
present invention showing a transaction confirmation screen.

Figure 9 is a diagram showing a screen shot of the transaction interface of the
present invention showing a transaction being processed.

Figure 10 is a diagram showing a screen shot of the transaction interface of the

present invention showing an accepted transaction.
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Figure 11 is a diagram showing a screen shot of the web browser transaction
history interface of the present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION

Referring to Figure 1 the present invention is operated by a system operator 110
consists of a financial institutions transactions server 103, a web and application server
101, a database 106 accessible by the web application server 101, a system operator
interface 102, a WAP gateway 104 and a mobile phone 105. The web and application
server 101 is connected over a secure network 140 to the financial institutions
transactions server 103. The web and application server 101 is connected to the WAP
server 104 by anetwork 141. In the preferred embodiment of the present invention the
financial institutions transactions server 103 and the web and application server 101 are
connected by a secure network. In the preferred embodiment of the present invention
the WAP server 104 and the web and application server 101 are connected by a secure
network. The web and application server 101 may be two or more servers operating
together. Merchants 111 and customers 112 are the parties who use the present
invention to transfer funds.

The operator interface 102 of the present invention is a computer or terminal
directly connected to the web and application server 101. In an alternative embodiment
the operator interface 102 may be provided remotely including by a web interface
accessible using a browser on a computer. If the operator interface 102 is provided
remotely then access is via a secure network.

The WAP gateway 104 allows the merchant’s mobile phone 105 to access the
web and application server 101 of the present invention. WAP enabled mobile phones
have micro browsers installed that allow users of the phone to see WAP pages. The
web and applications sever 101 provides an interface via a WAP micro browser to
enable to enable a financial transaction to be transacted by a merchant. Merchant 111
refers to a vendor or provider of goods and services.

In order for merchants 111 to use the present invention they register with the
system operator 110. As part of the registration process the system operator 110 will

enter information using the operator interface 102 that will be stored in the system
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database 106. The information entered by the system operator 110 and provided by the
merchants 111 include contact information and financial account information.

For each merchant 111 who registers the system will generate an account holder
identifier and password for the. The system operator 110 will provide this information
to the merchant 111. In an alternative embodiment the registration process would be
automated. i

In association with the account identifier the system stores unique device
identifiers of mobile telephones the account holder wishes to use. The device
identifiers are entered by the system operator 110. In addition the system stores in
association with the account identifier user access identifiers and passwords. The user
access identifiers are created by the system operator 110 and the ser access identifiers
and an associated password are provided to the account holder. In the preferred
embodiment the user access identifiers and passwords would be associated only with
those phones allowed by the account holder. So that access identifiers would only work
n association with particular device identifiers.

Having registered to use the system the merchant 111 when they wish to transact
a transaction connect their mobile phone 105 to the web and application server 101 of
the present invention via a WAP gateway 104. The web and application server 101 of
the present invention is programmed to authenticate the merchant 111 and mobile
phone 105. In the preferred embodiment the merchant 111 will authenticate themselves
by providing their user access identifier and password provided by the system operator
110. In addition to requesting the user access identifiers and password the web and
application server 101 is programmed to obtain the unique device identifier of the
mobile telephone 105 used by the merchant 111 to connect to the web and application
server 101. In an alternative embodiment the web and application server 101 would
only use one of the unique device identifier or system identifier and password to
authenticate the user.

The web and application server 101 is programmed to generate an interface on
the browser of the mobile phone 105 to request the user access identifiers and password

from the merchant 111.
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Having authenticated the merchant 111 the web and application server 101 of
the present invention is then programmed to generate and send to the mobile telephone
105 an interface screen shown in Figure 3 to enable the merchant 111 to enter the
transaction details. In an alternative embodiment the customer 112 would enter some
or all of the transaction details. User is used to refer to the party who enters the
transaction details and this may be the merchant or the customer.

The web and application server 101 is programmed to prompt the user by
generating a WAP page shown in Figure 3 on the authenticated mobile telephone 105.
The WAP page prompts the user to enter the amount by printing on the screen “Enter
Amount (dollars):” 301. Referring to Figure 3 the user enters the dollar amount of the
transaction using the key pad of the mobile telephone 105. The dollar amount shown in
Figure 3 is $99 302. Having entered the dollar amount the user then selects “Ok” 303
and the mobile telephone 105 sends the dollar amount to the web and application server
101.

The web and application server 101 is programmed to receive the dollar amount
and store the dollar amount in relation to the transaction. The web and application
server allocates a transaction identifier to the transaction and all information is stored in
relation to the transaction identifier. The web and application server 101 of the present
invention is then programmed to generate and send to the mobile telephone 105 an
interface screen shown in Figure 4 to enable the user to enter the amount of cents of the
transaction. The web and application server 101 is programmed to prompt the user by
generating a WAP page shown in Figure 4 on the authenticated mobile telephone 105.
The WAP page prompts the user to enter the amount of cents by printing on the screen
“Enter Amount (Cents):” 401. Referring to Figure 4 the user enters the amount of cents
of the transaction using the key pad of the mobile telephone 105. The amount of cents
shown in Figure 4 is 95 cents 402. Having entered the amount of cents the user then
selects “Ok” 403 and the cellular telephone 105 sends the dollar amount to the web and
application server 101.

The web and application sexrver 101 is programmed to receive the dollar amount

and store the amount of cents in relation to the transaction. In an alternative
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embodiment the web and application server 101 would generate and send a WAP page
to the mobile telephone requesting both the dollar and cents amount of the transaction.
The web and application server 101 of the present invention is then programmed to
generate and send to the mobile telephone 105 an interface screen shown in Figure 5 to
enable the user to confirm the amount stored is correct. The WAP page prompts the
user by printing on the screen “The amount entered was $xx.xx Is this correct?” 501.
The amount of to be confirmed shown in Figure 5 is $99.95 501. The user then selects
the “Yes” 502 or “No” 503 and the mobile telephone 105 sends the users choice to the
web and application server 101.

If the user selects “No” 503 then the web and application 101 server clears the
transaction and begins the transaction again by prompting the user for the dollar
amount. The web and application server 101 does this by generating and sending to the
mobile telephone 105 the screen shown in Figure 3.

If the user selects “Yes” 502 on the amount confirmation screen then the web
and application server 101 is programmed to prompt the user to enter a card number.
The web and application server 101 of the present invention is programmed to generate
and send to the mobile telephone 105 an interface screen shown in Figure 6 to enable
the user to enter the card number. The WAP page prompts the user to enter the card
number by printing on the screen “Enter Card Number:” 601. Referring to Figure 6 the
user enters the card number using the key pad of the mobile telephone 105. The card
number shown in Figure 6 is 1234.1234.1234.1234 402. Having entered the card
number the user then selects the “ok” 603 and the mobile telephone 105 sends the
dollar amount to the web and application server 101.

The web and application server 101 is programmed to receive the card number
and store the card number in relation to the transaction. The web and application server
101 of the present invention is then programmed to generate and send to the mobile
telephone 105 an interface screen shown in Figure 7 to enable the user to enter the card
expiry date. The web and application server 101 is programmed to prompt the user by
generating a WAP page shown in Figure 7 on the authenticated mobile telephone. The
WAP page prompts the user to enter the card expiry date by printing on the screen
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“Enter Expiry Date [MM/YY]:” 701. Referring to Figure 7 the user enters the expiry
date using the key pad of the mobile telephone. The expiry date shown in Figure 7 is
05/04 702. Having entered the card expiry date the user then selects “Ok” 603 and the
cellular telephone 105 sends the expiry date to the web and application server 101.

The web and application server 101 is programmed to receive the expiry date
and to store the expiry date in relation to the transaction. The web and application
server 101 of the preserit invention is then programmed to generate and send to the
mobile telephone 105 an interface to enable the user to confirm the card details are
correct. This is similar to the interface for confirming that the amount entered is correct
shown in Figure 5.

If the user does not confirm that the card details are correct then the web and
application server 101 is programmed to generate and send interface screens to the
cellular telephone 105 to enable the user to re-enter the card details. If the user
confirms the card and expiry date are correct the web and application server 101 is
programmed to proceed with the transaction.

The web and application server 101 is programmed to prompt the user as to
whether or not they wish to proceed with the transaction. The web and application
server 101 of the present invention is programmed to generate and send to the mobile
telephone 105 an interface screen shown in Figure 8 to enable the user to confirm the
transaction. The web and application server 101 is programmed to prompt the user to
confirm the transaction by generating a WAP page shown in Figure 8 on the
authenticated mobile telephone 105. The WAP page prompts the user by printing on
the screen “Process payment for $xx.xx?” 801. The amount of the transaction to be
confirmed shown in Figure 8 is $99.95 801. The user then selects “Yes” 802 or No”
803 on the screen and the cellular telephone 105 sends the users choice to the web and
application server 101.

If the user selects “No” 803 then the web and application server 101 clears the
transaction and begins the transaction again by prompting the user for the dollar
amount. The web and application server 101 does this by generating and sending to the

mobile telephone the screen shown in Figure 3.
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If the user selects “Yes” 802 on the confirmation screen then the web and
application server 101 is programmed to process the transaction. The web and
application server 101 of the present invention is then programmed to generate and
send to the authenticated mobile telephone 105 a screen shown in Figure 9 informing
the user that the web and application server 101 is processing the payment.

The web and application server 101 processes the payment by sending details of
the transaction to a financial transaction server 103 typically a bank server. In the
preferred embodiment the web and appliéation server 101 adds information on the
merchant to the transaction information. The web and application server is
programmed to add the information from the information added by the system operator
110 in relation to the merchant 111.

The web and application server 101 sends the transaction data to the financial
institutions transactions server 103 over the secure network 140. Such secure networks
are known.

The financial institutions transactions server 103 will process the transaction in
the normal manner and will send a response to the web and application server 101 of
the present invention. The response will be transaction accepted or transaction rejected.

If the financial transaction server 103 sends an accepted response the web application
server 101 of the present invention is programmed to confirm to the user that the
transaction was successful.

The web and application server 101 of the present invention 101 will confirm
that the transaction was successful by generating and sending a WAP page to the
mobile phone 105 of the merchant 111 showing information that the transaction was
successful. Referring to Figure 10 the web and application server 101 will send a
screen showing a transaction reference and the amount of the transaction. In an
alternative embodiment the merchant 111 would send the transaction receipt using text
messaging or email to their customer 112. If the transaction was declined by the
financial transaction server 103 the web and application server 101 of the present
invention is programmed to send a WAP page asking whether another card be tried. In

the preferred embodiment if the merchant 111 selects “Yes” on the WAP page then the
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web and application server 101 is programmed to regenerate the interface asking for the
transaction information and the process begins again.

A merchant 111 can also credit a customer 112 using the interface of the present
invention by entering a negative amount or in a alternative embodiment using interface
screens generating by the web and application server 101 for crediting a customers
card.

Referring to Figure 2 the flow process of the present invention will be described
the merchant 111 delivers 200 goods and/or services to the customer or consumer 112.
The merchant 111 makes the transaction option of the present invention available 202
to the customer 112. Ifthe customer 112 elects 104 to pay by the transaction method of
the present invention the merchant 111 connects 106 their internet enabled mobile
telephone 105 to the web and application server 101. The web and application server
101 authenticates 207 the merchant 111 by obtaining the mobile telephone 105 device
identifier and user access identifier and password. The merchant 111 then selects 208
the appropriate payment method and enters other transaction information. The
merchant 111 or the consumer’s 112 enters the consumer 112 credit number and expiry
date and confirms 210 the transaction. The web and application server 111 builds 212
the transaction and sends it to a bank or financial institution server 103for authorisation
and processing. The financial institution server 103 processes 214 the transaction and
sends a response to the web and application server 101. If the transaction is accepted
216 the web and application server 101 confirms 220 the transaction has been
successful to the merchant 111. The web and application server confirms 220 the
transaction has been successful by generating and sending a WAP page to the mobile
telephone 105 of the merchant 111. If the financial institutions transaction server 103
declines the transaction the web and application server 101 will ask 218 the merchant
111 whether or not they wish to try another method. If the merchant 111 wishes to try
another method the merchant 111 enters the flow by entering card details at 210. Ifthe
merchant 111 or consumer 112 does not wish to try another payment method the web
and application server 101 of the present invention confirms 222 that the transaction

has been unsuccessful.
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In the preferred embodiment the merchant has access to the transactions using a
web browser of a computer. The web browser of a computer allows access to the
account control system of the present invention. The account control system is
provided by the web and applications server 101. The account control system allows
the merchant to manage their own use of the system.

The account control system allows access to the transactions and allows the
merchant 111 to alter their own configuration including adding or removing devices
that can connect to the system. The account control system also allows the account
holder to add or remove user access identifiers and to changes passwords. Figure 11

shows a list of transactions 1101 for a merchant 111.
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CLAIMS:
1. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device including the steps of:

receiving transaction information from said wireless device;

forwarding said transaction information to a financial transaction server for
processing;

receiving information from said transaction server on the successful processing
or otherwise of the transaction; and

sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said

wireless device are conducted using an internet network data protocol.

2. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 1 wherein said wireless device is a

cellular telephone. -

3. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 1 or claim 2 wherein said handheld
internet network data enabled wireless device has a unique device identifier, including
the steps of:
storing account information in association with at least one device identifier;
obtaining from said wireless device said unique device identifier; and
allowing said wireless device to conduct transactions if said unique identifier

matches one of said at least one stored device identifier.

4, A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 1 or claim 2 including the steps of:
storing account information in association with at least one identifier and

password,
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obtaining from said wireless device an identifier and password; and
allowing said wireless device to conduct transactions if said identifier and

password match one of said at least one stored identifier and password.

5. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 1 or claim 2 wherein said wireless
device has a unique device identifier including the steps of:

storing account information in association with at least one device identifier,

storing at least one identifier and password in association with at least one of
said at least one stored device identifier;

obtaining from said wireless device said unique device identifier, and an
identifier and password; and

allowing said wireless device to conduct transactions if said unique device
identifier matches one of said at least one stored device identifier and said identifier

and password match one of said at least one stored identifier and password.

6. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in any one of claims 3 to 5 including the step of
merging said account information with the transaction information before sending the

transaction information to said financial transaction server.

7. A method of transacting a financial transaction on a financial transaction server
using a handheld internet network data enabled wireless device including the steps of:

sending transaction information from said wireless device to said financial
transaction server; and

receiving information at said wireless device from said financial transaction
server on the successful processing or otherwise of the transaction,

wherein said steps of receiving and sending information are conducted using a

internet network data protocol.
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8. A method of transacting a financial transaction on a financial transaction server
using a handheld internet network data enabled wireless device as claimed in claim 7

wherein said wireless device is a cellular telephone.

9. A method of transacting a financial transaction on a financial transaction server
using a handheld internet network data enabled wireless device as claimed in claim 7 or
claim 8 wherein said wireless device has a unique device identifier, said method
including the step of sending said unique device identifier from said wireless device to

said financial transaction server.

10. A method of transacting a financial transaction on a financial transaction server
using a handheld internet network data enabled wireless device as claimed in claim 7 or
claim 8 including the step of sending an identifier and password from said wireless

device to said financial transaction server.

11. A method of transacting a financial transaction on a financial transaction server
using a handheld internet network data enabled wireless device as claimed in claim 7 or
claim 8 wherein said wireless device has a unique device identifier, including the steps
of:

sending said unique device identifier from said wireless device to said financial
transaction server; and

sending an identifier and password from said wireless device to said financial

transaction server.

12. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device including the steps of:
sending transaction information to said server using said wireless device;
receiving at said server said transaction information from said wireless device;
forwarding transaction information from said server to a financial transaction

server for processing;
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receiving at said server information on the successful processing or otherwise of
the transaction from said transaction server; and
sending from said server information on the successful processing or otherwise
of the transaction to said wireless device,
5 wherein said steps of receiving and sending information to and from said

wireless device are conducted using an internet network data protocol.

13. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 12 wherein said

10  wireless device is a cellular telephone.

14. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 12 or claim 13
wherein said wireless device has a unique device identifier, including the steps of:
15 said server storing account information in association with at least one device

identifier;

said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and

said server allowing said wireless device to conduct transactions if said unique

20  device identifier matches one of said at least one stored device identifier.

15. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 12 or claim 13
including the steps of:
25 said server storing account information in association with at least one identifier
and password,;
said server requesting from said wireless device an identifier and password;
said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and
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said server allowing said wireless device to conduct transactions if said sent

identifier and password match one of said at least one stored identifier and password.

16. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 12 or claim 13
wherein said wireless device has a unique device identifier including the steps of?:

said server storing account information in association with at least one device
identifier;

said server storing at least one identifier and password in association with at
least one of said at least one stored device identifier

said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and

said server requesting from said wireless device an identifier and password,

said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and

said server allowing said wireless device to conduct transactions if said unique
device identifier matches one of said at least one stored device identifier and said sent

identifier and password match one of said at least one stored identifier and password.

17. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in any one of claims 14 to 16
including the step of said server merging said account information with the transaction
information before sending the transaction information to said financial transaction

Server.

18. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device, said computer programmed to perform
the steps of:

receiving transaction information from said wireless device;
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forwarding said transaction information to a financial transaction server for
processing;

receiving information from said transaction server on the successful processing
or otherwise of the transaction; and

sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said

wireless device are conducted using an internet network protocol.

19. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claim 18 wherein said

wireless device is a cellular telephone.

20. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claims 18 or claim 19
wherein said wireless device has a unique device identifier wherein said computer is
additionally programmed to perform the steps of:
storing account information in association with at least one device identifier;
obtaining from said wireless device said unique device identifier; and
allowing said wireless device to conduct transaction if said unique device

identifier matches one of said at least one stored device identifier.

21. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claims 18 or claim 19
wherein said computer is additionally programmed to perform the steps of:

storing account information in association with at least one identifier and
password,;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transaction if said identifier and

password match one of said at least one stored identifier and password.
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22. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in any one of claims 18 or
claim 19 wherein said wireless device has a unique device identifier and wherein said
computer is additionally programmed to perform the steps of:

storing account information in association with at least one device identifier;

storing at least one identifier and password in association with at least one of
said at least one stored device identifier;

obtaining from said wireless device said unique device identifier;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if séid unique device
identifier matches one of said at least one stored device identifier and said identifier

and password match one of said at least one stored identifier and password.

23. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device claimed in any one of claims 20 to 22
wherein said computer is additionally programmed to perform the step of merging said
account information with said transaction information before sending the transaction

information to said financial transaction server.

24. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device including the steps of:

receiving transaction information from said wireless device;

processing the transaction information; and

sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said

wireless device are conducted using a network data protocol.
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25. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 24 wherein said wireless device is a

cellular telephone.

26. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 24 or claim 25 wherein said wireless
device has a unique device identifier including the steps of:
storing account information in association with at least one device identifier;
obtaining from said wireless device said unique device identifier; and
allowing said wireless device to conduct transactions if said unique identifier

matches one of said at least one stored device identifier.

27. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 24 or claim 25 including the steps of:

storing account information in association with at least one identifier and
password;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if said identifier and

password match one of said at least one stored identifier and password.

28. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in claim 24 or claim 25 wherein said wireless
device has a unique device identifier including the steps of:

storing account information in association with at least one device identifier;

storing at least one identifier and password in association at least one of said at
least one stored device identifier;

obtaining from said wireless device said unique device identifier;

obtaining from said wireless device an identifier and a password; and
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allowing said wireless device to conduct transactions if said unique device
identifier matches one of said at least one stored identifier and said identifier and

password match one of said at least one stored identifier and password.

29. A method of transacting a financial transaction with a handheld internet network
data enabled wireless device as claimed in any one of claims 26 to 28 including the step
of merging said account information with said transaction information before

processing said transaction information

30. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device including the steps of;
sending transaction information to said server using said wireless device;
receiving at said server said transaction information from said wireless device;
processing said transaction information; and
sending information from said server on the successful processing or otherwise
of the transaction to said wireless device,
wherein said steps of receiving and sending information to and from said

wireless device are conducted using an internet network data protocol.

31. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 30 wherein said

wireless device is a cellular telephone.

32. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 30 or claim 31
wherein said wireless device has a unique device identifier including the steps of:
said server storing account information in association with at least one device
identifier;
said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and
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said server allowing said wireless device to conduct transactions if said unique

device identifier matches one of said at least one stored device identifier.

33. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 30 or claim
3lincluding the steps of:

said server storing account information in association with at least one identifier
and password;

said server requesting from said wireless device an identifier and password,;

said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and

said server allowing said wireless device to conduct transactions if said sent

identifier and password match one of said at least one stored identifier and password.

34. A method of transacting a financial transaction with a server using a handheld
internet network data enabled wireless device as claimed in claim 30 or claim 31
wherein said wireless device has a unique device identifier including the steps of:

said server storing account information in association with at least one device
identifier;

said server storing at least one identifier and password in association with at
least one of said at least one device identifier;

said wireless device sending said unique device identifier to said server;

said server receiving said unique device identifier; and

said server requesting from said wireless device an identifier and password;

said wireless device sending an identifier and password to said server;

said server receiving said sent identifier and password; and

said server allowing said wireless device to conduct transactions if said unique
device identifier matches one of said at least one stored device identifier and said sent

identifier and password match one of said at least one stored identifier and password.
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35. A method of transacting a financial transaction with a server using a handheld
network data enabled wireless device as claimed in any one of claims 32 to 34
including the step of said server merging said account information with said transaction

information before processing said transaction information.

36. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device, said computer programmed to perform
the steps of:

receiving transaction information from said wireless device;

processing said transaction information,

sending information on the successful processing or otherwise of the transaction
to said wireless device,

wherein said steps of receiving and sending information to and from said

wireless device are conducted using an internet network protocol.

37. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claim 36 wherein said

wireless device is a cellular telephone.

38. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless devipe as claimed in claim 36 or claim '37
wherein said wireless device has a unique device identifier and wherein said computer
is additionally programmed to perform the steps of:
storing account information in association with at least one device identifier;
obtaining from said wireless device said unique device identifier; and
allowing said wireless device to conduct transactions if said unique device

identifier matches one of said at least one stored device identifier.
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39. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claim 36 or claim 37
wherein said computer is additionally programmed to perform the steps of:

storing account information in association with at least one identifier and
password;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if said identifier and

password match one of said at least one stored identifier and password.

40. A computer programmed for transacting a financial transaction with a handheld
internet network data enabled wireless device as claimed in claim 36 or claim 37
wherein said wireless device has a unique device identifier and wherein said computer
is additionally programmed to perform the steps of:

storing account information in association with at least one device identifier;

storing at least one identifier and password in association with at least one of
said at least one device identifier;

obtaining from said wireless device said unique device identifier;

obtaining from said wireless device an identifier and password; and

allowing said wireless device to conduct transactions if said unique device
identifier matches one of said at least one stored device identifier and said identifier

and password match one of said at least one stored identifier and password.

4]1. A computer programmed for transacting a financial transaction with a handheld
network data enabled wireless device claimed in any one of claims 38 to 40 wherein
said computer is additionally programmed to perform the step of merging said account
information with said transaction information before processing said transaction

information.

42. A method of transacting a financial transaction with a handheld internet enabled

wireless device according to any one of claims 1 to 17 and 24 to 35 wherein said
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transaction is a transaction for goods or services made by a mobile vendor or provider

in possession of said wireless device.
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