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Description

Title of Invention: COMMUNICATION SYSTEM, CONTROL
APPARATUS, COMMUNICATION APPARATUS, COMMU-

[0001]

[0002]

[0003]

[0004]

[0005]

NICATION CONTROL METHOD, AND PROGRAM

Field

(REFERENCE TO RELATED APPLICATION)

The present invention is based upon and claims the benefit of the priority of Japanese
patent application No. 2012-080279, filed on March 30, 2012, the disclosure of which
is incorporated herein in its entirety by reference thereto.

The present invention relates to a communication system, a control apparatus, a com-
munication apparatus, a communication control method, and a program. In particular,
it relates to a communication system, a control apparatus, a communication apparatus,
a communication control method, and a program for setting a packet forwarding path
in a network.

Background

PTL (Patent Literature) 1, and NPL (Non-Patent Literature) 1, and NPL 2 disclose
central-management-type path control methods using an OpenFlow technique. The
OpenFlow technique disclosed in PTL 1 recognizes communications as end-to-end
flows, performs path control on a per-flow basis, and executes load balancing and path
optimization.

In PTL 1, NPL 1, and NPL 2, a switch serving as a forwarding node includes a
secure channel communicating with a controller (control apparatus) that calculates
packet paths. The switch operates in accordance with a flow table set by the controller.
In the flow table, a combination of a matching rule which is matched against packet
header information and an action describing a processing content applied to packets
matching the matching rule is defined. For example, the action is a process of
forwarding a packet to a certain interface.

When a switch disclosed in PTL 1, NPL 1, and NPL 2 receives a packet, the switch
searches the flow table for an entry having a matching rule that matches header in-
formation of the received packet. As a result of the search, if the switch finds an entry
matching the received packet, the switch executes a processing content described in the
action field of the entry (for example, the switch forwards the received packet to a
certain interface).

If the switch does not find an entry matching the packet as a result of the search, the
switch requests the controller to set an entry for the received packet. In response to the

request, the controller calculates a path for the received packet and notifies switches
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[0006]

[0007]

[0008]

[0009]

relating to the path of an entry realizing forwarding that uses the path. Notified of the
entry, the switches update the flow tables and execute the processing contents
described in the entries in the updated flow tables. Namely, the switches forward the

respective received packets.

Citation List

Patent Literature

PTL 1: International Publication No. 2008/095010

NPL 1: Nick McKeown, and seven others, "OpenFlow: Enabling Innovation in
Campus Networks," [online], [Searched on October 31, 2011], Internet
<URL:http://www.openflowswitch.org/documents/openflow-wp-latest.pdf>

NPL 2: "OpenFlow Switch Specification, Version 1.1.0 Implemented (Wire Protocol
0x02)," [Searched on October 31, 2011], Internet
<URL:http://www.openflowswitch.org/documents/openflow-spec-v1.1.0.pdf>
Summary

Technical Problem

The entire disclosures of the above Patent Literature PTL 1 and Non-Patent Lit-
eratures NPL 1 and NPL 2 are incorporated herein by reference thereto. The following
analyses are given by the present invention. In the systems disclosed in PTL 1, NPL 1,
and NPL 2, if the connection relationship between a communication apparatus to
which a packet is addressed and a forwarding node is changed, a switch needs to
forward packets addressed to the communication apparatus through a forwarding path
based on the changed connection relationship. However, the switch does not have a
processing rule for realizing such forwarding path based on the changed connection re-
lationship. Thus, when the switch receives a packet addressed to the communication
apparatus, the switch requests the control apparatus to set a processing rule for
processing the received packet. In response to the request, the control apparatus
calculates a forwarding path for the received packet, based on the changed connection
relationship.

As described above, each time the connection relationship between a communication
apparatus to which a packet is addressed and a forwarding node is changed, the control
apparatus needs to receive a request for a processing rule from a switch. This is a cause
of an increase of load on the control apparatus.

Therefore there is a need in the art to suppress an increase of load on the control
apparatus by reducing the number of requests for processing rules from switches. It is
an object of the present invention to provide a communication system, a control
apparatus, a communication control method, and a program that contribute to meet the

need.
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Solution to Problem

[0010]  According to a first aspect of the present invention, there is provided a commu-

nication system, comprising:

a node(s) that requests a processing rule for processing a packet; and

a control apparatus that notifies the node(s) of the processing rule in response to the
request, wherein

the control apparatus, upon being notified of change of a connection relationship
between a communication apparatus to which a packet is addressed and the node(s),
determines a forwarding path for a packet addressed to the communication apparatus
and notifies the node(s) of a processing rule for realizing the forwarding path.

[0011]  According to a second aspect of the present invention, there is provided a control
apparatus, comprising:

first means that generates a processing rule for processing a packet and transmitting
the processing rule to a node(s); and

second means that, upon being notified of change of a connection relationship
between a communication apparatus to which a packet is addressed and the node(s),
determines a forwarding path for a packet addressed to the communication apparatus
and notifies the node(s) of a processing rule for realizing the forwarding path.

[0012]  According to a third aspect of the present invention, there is provided a commu-
nication control method, comprising:

by a control apparatus, generating a processing rule for processing a packet;

notifying a node(s) of the generated processing rule;

upon being notified of change of a connection relationship between a communication
apparatus to which a packet is addressed and the node(s), determining a forwarding
path for a packet addressed to the communication apparatus; and

notifying the node(s) of a processing rule for realizing the forwarding path.

[0013]  According to a fourth aspect of the present invention, there is provided a program,
causing a control apparatus controlling a communication apparatus processing a
packet, to execute:

generating a processing rule for processing a packet;

notifying a node(s) of the generated processing rule;

upon being notified of change of a connection relationship between a communication
apparatus to which a packet is addressed and the node(s) is supplied, determining a
forwarding path for a packet addressed to the communication apparatus; and

notifying the node(s) of a processing rule for realizing the forwarding path.

There is also provided a non-transitory computer-readable recording medium that

stores the program.
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[0014]

[0015]

Advantageous Effects of Invention

According to the present invention, load on a control apparatus that determines
processing rules for processing packets addressed to communication apparatuses can
be reduced.
Brief Description of Drawings
[fig.1]Fig. 1 illustrates a configuration of a communication system according to an
exemplary embodiment.
[fig.2]Fig. 2 illustrates a configuration of a communication node according to the
exemplary embodiment.
[fig.3]Fig. 3 illustrates a configuration of a processing rule according to the exemplary
embodiment.
[fig.4]Fig. 4 illustrates a configuration of a control apparatus according to the
exemplary embodiment.
[fig.5]Fig. 5 illustrates a configuration of a communication system according to a first
exemplary embodiment.
[fig.6]Fig. 6 illustrates a configuration of a virtual machine management apparatus
according to the first exemplary embodiment.
[fig.7]Fig. 7 illustrates virtual machine specification information and logical network
information created by the virtual machine management apparatus according to the
first exemplary embodiment.
[fig.8]Fig. 8 illustrates a configuration of a control apparatus according to the first
exemplary embodiment.
[fig.9]Fig. 9 illustrates a configuration of a forwarding node and a virtual forwarding
node according to the first exemplary embodiment.
[fig.10]Fig. 10 illustrates processing rules set in the forwarding node according to the
first exemplary embodiment.
[fig.11]Fig. 11 is a sequence diagram illustrating an operation of the communication
system according to the first exemplary embodiment.
[fig.12]Fig. 12 illustrates a configuration of a communication system according to a
second exemplary embodiment.
[fig.13]Fig. 13 illustrates authentication information according to the second
exemplary embodiment.
[fig.14]Fig. 14 illustrates a configuration of a communication policy management
apparatus according to the second exemplary embodiment.
[fig.15]Fig. 15 illustrates a communication policy according to the second exemplary
embodiment.

[fig.16]Fig. 16 illustrates resource information according to the second exemplary em-
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[0016]

[0017]

[0018]

[0019]

bodiment.

[fig.17]Fig. 17 illustrates access rules according to the second exemplary embodiment.
[fig.18]Fig. 18 is a sequence diagram illustrating an operation of the communication
system according to the second exemplary embodiment.

[fig.19]Fig. 19 illustrates a configuration of a communication system according to a
third exemplary embodiment.

[fig.20]Fig. 20 is a sequence diagram illustrating an operation of the communication
system according to the third exemplary embodiment.

[fig.21]Fig. 21 illustrates a configuration of a communication system according to a
fourth exemplary embodiment.

[fig.22]Fig. 22 is a sequence diagram illustrating an operation of the communication
system according to the fourth exemplary embodiment.

[fig.23]Fig. 23 is a sequence diagram illustrating another operation of the commu-
nication system according to the fourth exemplary embodiment.

Description of Embodiments

First, an outline of an exemplary embodiment will be described with reference to the
drawings. As illustrated in Fig. 1, a communication system according to an exemplary
embodiment includes forwarding nodes 20-1 and 20-2 forwarding packets. In addition,
the communication system includes a control apparatus 10 controlling packet
forwarding paths in response to a request from at least one of the forwarding nodes
20-1 and 20-2. In addition, the communication system includes a communication
apparatus 30 as a packet destination. In addition, the communication system includes a
communication apparatus management apparatus 40 managing the connection rela-
tionship among the forwarding nodes 20-1 and 20-2 and the communication apparatus
30.

The control apparatus 10 controls packet forwarding paths in response to a request
from at least one of a plurality of forwarding nodes 20-1 and 20-2.

As described above, the OpenFlow technique is one example of the central-
management-type technique. The OpenFlow technique may be used to realize the
present invention. Hereinafter, an exemplary embodiment in which the OpenFlow
technique is applied to the present invention will be described. However, an arbitrary
technique may be used to realize the present invention, as long as a control apparatus
(path control apparatus) controls packet forwarding paths involving a plurality of
nodes in a centralized manner. Namely, the present invention is not limited to the
OpenFlow technique.

The communication apparatus 30 is an apparatus that can serve as a packet des-

tination. For example, the communication apparatus 30 is a server, a mobile terminal,
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[0020]

[0021]

[0022]
[0023]

[0024]

[0025]

or a virtual server.

The communication apparatus management apparatus 40 is an apparatus managing
the connection relationship among the forwarding nodes 20 and the communication
apparatus 30. For example, the communication apparatus management apparatus 40 is
an apparatus managing the connection relationship among the forwarding nodes 20 and
a server. For example, the communication apparatus management apparatus 40 is an
apparatus managing the connection relationship among the forwarding nodes 20 and a
mobile terminal. For example, the communication apparatus management apparatus 40
is a virtual machine management apparatus creating a virtual forwarding node and a
virtual machine in a virtual resource and manages the connection relationship among
the created virtual forwarding node and the forwarding nodes 20.

To communicate with the control apparatus 10, each of the forwarding nodes 20-1
and 20-2 establishes a communication channel that ensures security with the control
apparatus 10 (dotted lines in Fig. 1). Each of the forwarding nodes 20-1 and 20-2
processes an incoming packet in accordance with a processing rule (which will
hereinafter be referred to as "a flow entry") suitably added or rewritten by the control
apparatus 10.

A configuration of each of the forwarding nodes 20-1 and 20-2 is illustrated in Fig. 2.

Fig. 2 illustrates a configuration of each of the forwarding nodes 20 according to the
present invention. Each forwarding node 20 includes a forwarding processing unit 21
processing an incoming packet in accordance with a processing rule matching the
incoming packet. When receiving a packet, the forwarding processing unit 21 searches
a table database (table DB) 22 for a processing rule 100 matching the incoming packet.
If the forwarding processing unit 21 finds a processing rule 100 matching the incoming
packet, the forwarding processing unit 21 processes the incoming packet in accordance
with the instructions in the processing rule 100. In contrast, if the forwarding
processing unit 21 does not find a processing rule matching the incoming packet, the
forwarding processing unit 21 requests the control apparatus 10 to set a processing rule
for processing the incoming packet. In the processing rule 100 matching the incoming
packet, if a processing content indicating a query to the control apparatus 10 is defined,
the forwarding processing unit 21 may query the control apparatus 10 in accordance
with the processing rule.

For example, the forwarding processing unit 21 may be realized by using a
mechanism equivalent to the OpenFlow switch in NPL 2.

Fig. 3 illustrates a configuration of a processing rule 100 stored in the forwarding
node 20 in Fig. 2. Since Fig. 3 is an example, the configuration of the processing rule
100 is not limited to the configuration illustrated in Fig. 3. As illustrated in Fig. 3, the

processing rule 100 includes match fields. When a forwarding node 20 receives a
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[0026]

[0027]

[0028]

[0029]
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packet, the forwarding node 20 refers to the match fields to search for a processing rule
100 matching the incoming packet. If the forwarding node 20 finds a processing rule
100 matching the incoming packet, the forwarding node 20 processes the packet in ac-
cordance with the instructions in the processing rule 100. In addition, based on the
processing executed on the incoming packet, the forwarding node 20 updates statistical
information (Counters) in the processing rule 100.

In contrast, if the forwarding node 20 does not find such processing rule 100
matching the incoming packet, the forwarding node 20 requests the control apparatus
10 to set a processing rule. Based on a processing rule in which a processing content
requesting the control apparatus 10 to set a processing rule is defined, the forwarding
node 20 may request the control apparatus 10 to set a processing rule.

Each forwarding node 20 includes the table DB 22 storing processing rules. For
example, the table DB 22 is configured by a database capable of storing at least one
table to which the forwarding processing unit 21 refers when processing an incoming
packet.

Each forwarding node 20 includes a processing rule management unit 23 managing
processing rules.

A communication unit 24 is a means of realizing communication with the control
apparatus 10 setting a processing rule in the forwarding node 20.

Fig. 4 illustrates a configuration of the control apparatus 10 in Fig. 1. The control
apparatus 10 includes a topology management unit 11, a control message processing
unit 12, a path and action calculation unit 13, a forwarding node management unit 14, a
processing rule management unit 15, a processing rule database 16, and a node com-
munication unit 17.

The topology management unit 11 establishes network topology information, based
on the connection relationship between the forwarding nodes 20-1 and 20-2 collected
via the node communication unit 17. If the topology information is changed, the
topology management unit 11 notifies the path and action calculation unit 13 of change
of the topology information, to cause the path and action calculation unit 13 to reset
existing processing rules, for example.

The control message processing unit 12 analyzes a control message received from at
least one of the forwarding nodes 20 and transmits information about the control
message to relevant processing means in the control apparatus 10.

The path and action calculation unit 13 includes a means of calculating a packet
forwarding path based on the topology information managed by the topology
management unit 11. In addition, the path and action calculation unit 12 serves as a
means of referring to information about each forwarding node 20 managed by the

forwarding node management unit 14 (for example, capability information about each
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forwarding node 20) and determining a processing content (action) to be executed by
each forwarding node 20. Examples of the capability information about each
forwarding node 20 include the number of ports of each forwarding node, the types of
the ports, and the types of the actions supported. The capability information is not
limited to the above information. Namely, arbitrary information may be used as the ca-
pability information.

According to an exemplary embodiment, the communication apparatus management
apparatus 40 notifies the path and action calculation unit 13 of change of the
connection relationship among the communication apparatus 30 and the forwarding
nodes 20-1, 20-2. Based on the notification from the communication apparatus
management apparatus 40, the path and action calculation unit 13 determines a
forwarding path for a packet addressed to the communication apparatus 30. The path
and action calculation unit 13 previously notifies at least one of the forwarding nodes
20-1 and 20-2 of a processing rule for realizing the determined forwarding path.

The forwarding node management unit 14 manages capabilities of each forwarding
node 20 managed thereby (for example, the number of ports, the types of the ports, and
the types of the actions supported).

The processing rule management unit 15 manages the processing rules set in the
forwarding nodes 20. The processing rule management unit 15 stores results calculated
by the path and action calculation unit 13 in the processing rule database 16 as
processing rules. In addition, for example, if a forwarding node 20 notifies the control
apparatus 10 of deletion of a processing rule, that is, change of the processing rules set
in the forwarding node 20, the processing rule management unit 15 updates the content
of the processing rule database 16.

The processing rule database 16 stores at least one processing rule.

The node communication unit 17 communicates with each forwarding node 20. In
the present exemplary embodiment, the node communication unit 17 uses the
OpenFlow protocol in NPL 2 to communicate with each forwarding node 20.
However, the communication protocol used between the node communication unit 17
and each forwarding node 20 is not limited to the OpenFlow protocol.

With the above configuration, if the connection relationship among the commu-
nication apparatus serving as a packet destination and the forwarding nodes is changed,
the control apparatus previously notifies a forwarding node (switch) of a processing
rule for processing packets addressed to the communication apparatus. When the
forwarding node (switch) receives a packet addressed to the communication apparatus,
since a processing rule has already been set, the forwarding node (switch) does not
request the control apparatus to set a processing rule. Thus, according to an exemplary

embodiment, since the number of requests for processing rules from switches is
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reduced, load on the control apparatus can be reduced.

<First Exemplary Embodiment>

A first exemplary embodiment will be described with reference to the drawings. Fig. 5
illustrates a configuration of a system according to a first exemplary embodiment. As
illustrated in Fig. 5, the system according to the first exemplary embodiment includes a
control apparatus 10, a forwarding node 20, a virtual resource 300, a virtual machine
management apparatus 400, and a user terminal 50. The system may include a plurality
of forwarding nodes 20. The control apparatus 10 and the virtual machine management
apparatus 400 may operate as separate apparatuses as illustrated in Fig. 5 or may
operate as a single apparatus.

The virtual machine management apparatus 400 receives a request from the user
terminal 50 such as for creation or change of a setting of a virtual machine. Based on
the request, the virtual machine management apparatus 400 creates a virtual machine
in an arbitrary resource.

Fig. 6 illustrates a configuration of the virtual machine management apparatus 400 il-
lustrated in Fig. 5.

As illustrated in Fig. 6, the virtual machine management apparatus 400 includes a
management information storage unit 410, an image storage unit 420, and a virtual
machine creation unit 430.

The management information storage unit 410 includes a means of receiving a
request for creation of a virtual machine from the user terminal 50 and storing the
request. Based on the request received from the user terminal 50, the management in-
formation storage unit 410 creates information about a logically-configured logical
network. Based on the request received from the user terminal 50, the management in-
formation storage unit 410 transmits the created logical network information to the
virtual machine creation unit 430.

Figs. 7(a) and 7(b) illustrate configurations of management information stored in the
management information storage unit 410. As illustrated in Figs. 7(a) and 7(b), the
management information storage unit 410 stores the management information as
tables.

Fig. 7(a) illustrates requests received from the user terminal 50. For example, the
requests received from the user terminal 50 are stored as virtual machine specification
information. As illustrated in Fig. 7(a), the virtual machine specification information
represents specifications of virtual machines requested by the user terminal 50. For
example, in the virtual machine specification information, the number of CPU (Central
Processing Unit) cores and a memory amount requested by a user are associated with a
virtual machine ID (Identification) and a user ID. For example, information described

in the second row in the table in Fig. 7(a) signifies that "a user having a user ID 0001
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[0048]
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[0050]

requests creation of a virtual machine whose virtual machine ID is a, CPU core number
is 2, and memory amount is 2GB. Various types of specification information other than
the CPU core number and memory amount, such as a storage amount and an OS
(Operating System), may be used in the virtual machine specification information.

Fig. 7(b) illustrates information about logical networks created based on requests
received from the user terminal 50. For example, the management information storage
unit 410 stores logical network information created based on the virtual machine speci-
fication information. When determining a resource in which a virtual machine is to be
created, the virtual machine management apparatus 400 selects a resource having a
minimum number of operating virtual machines or selects a resource having a
minimum CPU utilization rate, for example. The method of determining a resource in
which a virtual machine is to be created is not limited to these methods. An arbitrary
method may be used to determine such resource.

As illustrated in Fig. 7(b), in the logical network information, the ID of a virtual
machine is associated with the ID of an assigned network to which the virtual machine
belongs. The assigned network ID is information used to distinguish a plurality of
logical networks from each other. The same network ID is assigned to the virtual
machines belonging to the same logical network. The virtual machines having the
same assigned network ID can communicate with each other. In contrast, since the
virtual machines having different assigned network IDs belong to different logical
networks, these virtual machines cannot communicate with each other.

In the logical network information, the ID of a virtual machine is associated with the
ID and the port number of a virtual forwarding node connected to the virtual machine.
The information described in the second row in the table in Fig. 7(b) signifies that "the
virtual machine having virtual machine ID a belongs to network ID 100, is connected
to a forwarding node whose ID is 210 and whose port number is 1."

The image storage unit 420 previously stores image files that are used when the
virtual machine creation unit 430 creates virtual machines. These image files are du-
plicated data having a file or directory structure. The user terminal 50 may store image
files used thereby. The image storage unit 420 notifies the virtual machine creation unit
430 of these image files.

The virtual machine creation unit 430 receives the virtual machine specification in-
formation and the logical network information from the management information
storage unit 410 and the image files from the image storage unit 420 and creates virtual
machines. Creation of a virtual machine can be realized by an arbitrary type of virtual
machine creation software such as KVM (Kernel-Based Virtual Machine). A virtual
machine is created based on the virtual machine specification information and is

arranged in a resource having a forwarding node ID and a port number in the logical
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network information. After creating a virtual machine, the virtual machine creation
unit 430 notifies the control apparatus 10 of the logical network information.

A virtual forwarding node 310 and a virtual machine 320 created by the virtual
machine management unit 400 are arranged in the virtual resource 300. A plurality of
virtual forwarding nodes 310 and virtual machines 320 may be arranged in the virtual
resource 300. The virtual forwarding node 310 is a forwarding node, such as an
OpenvSwitch, realized by software. While a network is realized by a combination of a
forwarding node and a virtual forwarding node, in the first exemplary embodiment, a
network may be realized by forwarding nodes alone or virtual forwarding nodes alone.

Fig. 8 illustrates a configuration of the control apparatus 10 in Fig. 5. The control
apparatus 10 receives the logical network information from the virtual machine
management apparatus 400, generates a processing rule for controlling packet commu-
nication, and sets the processing rule in the forwarding node 20 and the virtual
forwarding node 310. When receiving a processing rule setting request, the control
apparatus 10 creates a packet forwarding path and a processing rule for realizing the
forwarding path, based on the packet information included in the processing rule
setting request. The control apparatus 10 sets the created processing rule in the
forwarding node 20 and the virtual forwarding node 310 on the forwarding path.

The control apparatus 10 includes a topology management unit 11, a control message
processing unit 12, a path and action calculation unit 13, a forwarding node
management unit 14, a processing rule management unit 15, a processing rule database
16, a node communication unit 17, and a virtual resource management unit 18.

The topology management unit 11 establishes network topology information, based
on information about the forwarding node 20 collected via the node communication
unit 17. If the topology information is changed, the topology management unit 11
notifies the path and action calculation unit 13 of change of the topology information,
to cause the path and action calculation unit 13 to reset an existing processing rule, for
example. The topology management unit 11 may establish the network topology in-
formation, not only on the basis of the information about the forwarding node 20 but
also on the basis of information about the virtual forwarding node 310. In this case, the
virtual machine management apparatus 400 notifies the topology management unit 11
of the information about the virtual forwarding node 310. Alternatively, the topology
management unit 11 may collect the information via the node communication unit 17.

The control message processing unit 12 analyzes a control message received from at
least one forwarding node 20 and transmits information about the control message to
relevant processing means in the control apparatus 10.

The path and action calculation unit 13 includes a means of calculating a packet

forwarding path based on the topology information managed by the topology
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management unit 11 and the logical network information supplied from the virtual
machine management apparatus 400. In addition, the path and action calculation unit
13 serves as a means of referring to information about the forwarding node 20
managed by the forwarding node management unit 14 (for example, capability in-
formation about each forwarding node 20) and information about the virtual
forwarding node 310 included in the logical network information and determining a
processing content (action) to be executed by the forwarding node 20 and the virtual
forwarding node 310.

In the exemplary embodiment, the virtual machine management apparatus 400
notifies the path and action calculation unit 13 of the logical network information.
When notified of the logical network information, the path and action calculation unit
13 determines a forwarding path for packets addressed to the virtual machine 320,
based on the information about the forwarding node 20 stored in the topology
management unit 11 and the information about the virtual forwarding node 310
included in the supplied logical network information. The path and action calculation
unit 13 grasps that the forwarding node 20 is connected to the virtual forwarding node
310, based on the capability information about the forwarding node 20 stored in the
topology management unit 11 (for example, the number of ports, the types of the ports,
the types of the actions supported, etc.). In addition, the path and action calculation
unit 13 grasps that the virtual forwarding node 310 is connected to the virtual machine
320 as a packet destination, based on capabilities of the virtual forwarding node 310
included in the logical network information (for example, the number of ports, the
types of the ports, the types of the actions supported, etc.).

Based on the grasped information, the path and action calculation unit 13 calculates a
packet forwarding path from the user terminal 50 to the virtual machine 320 and
previously notifies the forwarding node 20 and the virtual forwarding node 310 of a
processing rule for realizing the calculated forwarding path.

The forwarding node management unit 14 manages capabilities of the forwarding
node 20 managed thereby (for example, the number of ports, the types of the ports, the
types of the actions supported, etc.).

The virtual resource management unit 18 stores the logical network information
supplied from the virtual machine management apparatus 400 and manages capabilities
of the virtual forwarding node 310 managed thereby (for example, the number of ports,
the types of the ports, the types of the actions supported, etc.).

The processing rule management unit 15 manages processing rules set in the
forwarding node 20. The processing rule management unit 15 stores results calculated
by the path and action calculation unit 13 in the processing rule database 16 as

processing rules. In addition, if the forwarding node 20 notifies the control apparatus
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10 of deletion of a processing rule and change of the processing rules set in the
forwarding node 20, the processing rule management unit 15 updates the content of the
processing rule database 16.

The processing rule database 16 stores at least one processing rule.

The node communication unit 17 communicates with the forwarding node 20 and the
virtual forwarding node 310. In the present exemplary embodiment, the node commu-
nication unit 17 uses the OpenFlow protocol in PTL 1 to communicate with the
forwarding node 20 and the virtual forwarding node 310. However, the communication
protocol used among the node communication unit 17, the forwarding node 20, and the
virtual forwarding node 310 is not limited to the OpenFlow protocol.

The above units (processing means) of the control apparatus 10 can be realized by
using hardware of a computer constituting the control apparatus 10, storing the above
information, and causing a computer program to execute the above processing.

Fig. 9 illustrates a configuration of the forwarding node 20 and the virtual forwarding
node 310 in Fig. 5. The virtual forwarding node 310 and the forwarding node 20 have
the same configuration. The OpenFlow switch in NPL 2 operating with the flow entry
illustrated in Fig. 3 as a processing rule can be used as each of the forwarding node 20
and the virtual forwarding node 310.

The forwarding node 20 and the virtual forwarding node 310 include a forwarding
processing unit 21, a table database (table DB) 22, a processing rule management unit
23, and a communication unit 24,

The forwarding processing unit 21 includes a table search unit 210 and an action
execution unit 211, as illustrated in Fig. 9. The table search unit 210 searches a table
stored in the table DB 22 for a processing rule having a match field matching an
incoming packet. The action execution unit 211 executes packet processing, in ac-
cordance with a processing content indicated in the instruction field of the processing
rule found by the table search unit 210.

If the table search unit 210 does not find a processing rule having a match field
matching the incoming packet, the forwarding processing unit 21 notifies to that effect
to the processing rule management unit 23. If a query to the control apparatus 10 is
defined as a packet processing method in a processing rule having a match field
matching the incoming packet, the forwarding processing unit 21 may notify to that
effect to the processing rule management unit 23. When notified by the forwarding
processing unit 21, the processing rule management unit 23 transmits a query to the
control apparatus 10 via the communication unit 24.

Depending on the packet processing, the forwarding processing unit 21 updates the
statistical information (Counters) in the processing rule registered in the table DB 22.

The forwarding processing unit 21 may determine a statistical value from statistical in-
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formation (Counters) corresponding to each of a plurality of processing rules. For
example, the forwarding processing unit 21 adds statistical information corresponding
to each of a plurality of processing rules to calculate a statistical value. The processing
rule management unit 23 compares this statistical value with each processing rule ex-
piration condition to determine whether each processing rule is valid. Alternatively, for
example, the forwarding processing unit 21 calculates a statistical value from the sta-
tistical information corresponding to a processing rule corresponding to a prede-
termined condition, among the processing rules stored in the table DB 22. Alter-
natively, for example, the forwarding processing unit 21 calculates a statistical value
from the statistical information corresponding to a processing rule for processing
packets inputted through a predetermined port or a processing rule for outputting
packets to a predetermined port.

For example, the table DB 22 is configured by a database capable of storing at least
one table to which the forwarding processing unit 21 refers when processing an
incoming packet.

Fig. 10 illustrates a table set in the table DB 22 of the forwarding node 20. In Fig. 10,
processing rules for realizing communication between the user terminal 50 and the
virtual machine 320 in Fig. 5 are set. For example, the IP address of the user terminal
50 is set as the source IP address and the IP address of the virtual machine 320 is set as
the destination IP address in a header field of a packet addressed from the user terminal
50 to the virtual machine 320. Thus, when the forwarding node 20 receives a packet
addressed to the virtual machine 320 from the user terminal 50, the table search unit
210 of the forwarding node 20 finds the top processing rule in the table in Fig. 10 as a
processing rule matching the incoming packet. Next, in accordance with the contents
of the instruction fields, the action execution units 211 of the forwarding node 20 and
the virtual forwarding node 310 forward the incoming packet through the port (#1)
connected to the forwarding node 20 and the virtual forwarding node 310. For
example, if no processing rule corresponding to the incoming packet exists or if the "In-
structions" defined in the processing rule indicate a query to the control apparatus 10,
the forwarding node 20 and the virtual forwarding node 310 request the control
apparatus 10 to set a processing rule.

Likewise, for example, in a header field of a packet addressed from the virtual
machine 320 to the user terminal 50, the IP address of the virtual machine 320 is set as
the source IP address and the IP address of the user terminal 50 is set as the destination
IP address. Thus, when the forwarding node 20 receives a packet addressed from the
virtual machine 320 to the user terminal 50, the table search unit 210 of the forwarding
node 20 finds the second top processing rule in the table in Fig. 10 as a processing rule

matching the incoming packet. Next, in accordance with the contents of the instruction
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fields, the action execution units 211 of the forwarding node 20 and the virtual
forwarding node 310 forward the incoming packet through the port (#2) connected to
the user terminal 50. For example, if no processing rule corresponding to the incoming
packet exists or if the "Instructions” defined in the processing rule indicate a query to
the control apparatus 10, the forwarding node 20 and the virtual forwarding node 310
request the control apparatus 10 to set a processing rule.

The processing rule management unit 23 is a means of managing the table in the
table DB 22. More specifically, the processing rule management unit 23 registers
processing rules specified by the control apparatus 10 in the table DB 22. In addition,
when notified by the forwarding processing unit 21 of reception of a new packet, the
processing rule management unit 23 requests the control apparatus 10 to set a
processing rule for processing the incoming packet.

The communication unit 24 is a means of realizing communication with the control
apparatus 10 setting a processing rule in the forwarding node 20 and the virtual
forwarding node 310. In the first exemplary embodiment, the communication unit 24
uses the OpenFlow protocol in NPL 2 to communicate with the control apparatus 10.
However, the communication protocol used between the communication unit 24 and
the control apparatus 10 is not limited to the OpenFlow protocol.

Fig. 11 is a sequence diagram illustrating an operation of the communication system
according to the first exemplary embodiment.

The user terminal 50 authenticates a user (step SO01 in Fig. 11). The user authen-
tication is executed to uniquely identify a user. The user terminal 50 may use a user ID
and a password to authenticate a user. Alternatively, the user terminal 50 may use the
MAC (Media Access Control) address of a user terminal used by a user. Namely, an
arbitrary method may be used to authenticate a user. For the user authentication, a
dedicated authentication apparatus (not illustrated) executing authentication processing
may be used. Alternatively, the virtual machine management apparatus 400 may
execute authentication processing.

Next, the user terminal 50 requests the virtual machine management apparatus 400 to
create a virtual machine (step SO02 in Fig. 11).

In accordance with the request from the user terminal 50, the virtual machine
management apparatus 400 creates a virtual machine 320 (step SO03 in Fig. 11) and
arranges the virtual machine 320 in a specified virtual resource 300 (step S004 in Fig.
11). The virtual machine 320 is arranged in the virtual resource 300 (step SO05 in Fig.
11). The virtual machine management apparatus 400 forms a network that the created
virtual machine 320 belongs to (step S006 in Fig. 11).

The virtual machine management apparatus 400 checks the user ID used for the user

authentication with the user IDs in the virtual machine specification information stored
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in the management information storage unit 410. If the virtual machine specification
information includes the user ID, the virtual machine management apparatus 400
notifies the control apparatus 10 of the logical network information (step SO07 in Fig.
11).

If the virtual machine specification information does not include the user ID, the
virtual machine management apparatus 400 registers a new assigned network ID for
the user ID in the logical network information and notifies the control apparatus 10 of
the logical network information in which the assigned network ID has been registered
(step SO07 in Fig. 11).

The control apparatus 10 receives information about the assigned network of the
virtual machine from the virtual machine management apparatus 400 and creates a
processing rule in accordance with the assigned network information (step SO08 in Fig.
11).

The control apparatus 10 notifies the forwarding node 20 and the virtual forwarding
node 310 of the created processing rule (FlowMod in step S009 in Fig. 11).

The forwarding node 20 and the virtual forwarding node 310 receive the processing
rule from the control apparatus 10 and set the processing rule (step SO10 in Fig. 11).

The virtual machine management apparatus 400 may create a virtual machine first or
notifies the control apparatus 10 of the logical network information first. Alternatively,
these steps may be executed simultaneously.

The user terminal 50 transmits a packet addressed to the virtual machine 320 (step
S011 in Fig. 11).

The packet transmitted from the user terminal 50 is sequentially forwarded to the
forwarding node 20 and the virtual forwarding node 310. The forwarding node 20 and
the virtual forwarding node 310 determine packet forwarding in accordance with the
processing rule set by the control apparatus 10 and forward the packet (step SO12 in
Fig. 11).

In the first exemplary embodiment, if the virtual machine management apparatus 400
notifies the control apparatus 10 of information about the connection relationship
between the virtual machine 320 and the virtual forwarding node 310, the control
apparatus 10 previously notifies the forwarding node 20 and the virtual forwarding
node 310 of a processing rule for processing packets addressed to the virtual machine
320. If the forwarding node 20 or the virtual forwarding node 310 receives a packet
addressed to the virtual machine 320, since the processing rule has already been set,
the forwarding node 20 or the virtual forwarding node 310 does not request the control
apparatus 10 for a processing rule. Thus, according to the first exemplary embodiment,
since the number of requests for processing rules from the forwarding node 20 or the

virtual forwarding node 310 is reduced, load on the control apparatus can be reduced.
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<Second Exemplary Embodiment>

A second exemplary embodiment will be described with reference to the drawings. An
authentication apparatus 60 and a communication policy management apparatus 70 are
included in a communication system according to the second exemplary embodiment.

In the second exemplary embodiment, the authentication apparatus 60 authenticates
the user terminal 50. The communication policy management apparatus 70 determines
an access rule indicating access authorization of the virtual machine 320 created by the
user terminal 50 with respect to other virtual machines.

In the second exemplary embodiment, the user terminal 50 transmits an instruction
for change of an access rule to the policy management apparatus 70. Based on the in-
struction for change of an access rule, the communication policy management
apparatus 70 determines a new access rule. Based on the new access rule, the control
apparatus 10 resets the forwarding path from the user terminal 50 to the virtual
machine 320. The control apparatus 10 previously sets a processing rule for realizing
the reset forwarding path in the forwarding node 20 and the virtual forwarding node
310.

Thus, in the second exemplary embodiment, since the communication policy
management apparatus 70 is arranged, the communication policy management
apparatus 70 can receive an instruction for change of an access rule from the user
terminal 50 and previously set a processing rule based on the change instruction in the
forwarding node 20 and the virtual forwarding node 310.

Fig. 12 illustrates a configuration of the communication system according to the
second exemplary embodiment. As illustrated in Fig. 12, the second exemplary em-
bodiment is different from the first exemplary embodiment in that the communication
system according to the second exemplary embodiment includes the authentication
apparatus 60 and the communication policy management apparatus 70. Since other
elements are the same between the first and second exemplary embodiments, the
second exemplary embodiment will hereinafter be described with a focus on the
difference.

The authentication apparatus 60 is an apparatus for authenticating the user terminal
50. For example, in response to a request from the user terminal 50, the authentication
apparatus 60 authenticates the user terminal 50. The user terminal 50 transmits an in-
struction for change of an access rule by requesting the authentication apparatus 60.

While the user terminal 50 transmits an instruction for change of an access rule via
the authentication apparatus 60 in the second exemplary embodiment, the user terminal
50 may directly give an instruction for change of an access rule to the communication
policy management apparatus 70.

Fig. 13 illustrates authentication information transmitted to the communication
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policy management apparatus 70 when the authentication apparatus 60 succeeds in au-
thentication of the user terminal 50. For example, when succeeding in authentication of
the user terminal 50, the authentication apparatus 60 notifies the communication policy
management apparatus 70 of authentication information in which a user ID, a role ID,
and attribute information are associated with each other.

The user ID is an identifier for identifying the user terminal 50.

The role ID is an identifier for identifying information about access control. If the
role ID is role_0001, for example, access to resource groups having resource groups ID
resource_group_0001 and resource_group_0002 is permitted. The correspondence re-
lationship between the role ID and the information about access control is stored in a
communication policy storage unit 71 of the communication policy management
apparatus 70 (Fig. 14). A resource group is a group of a plurality of virtual resources.
A resource group ID is an identifier for distinguishing resource groups from each
other.

The attribute information is information about a virtual machine created by the user
terminal 50 (for example, an IP address or a MAC address).

For example, as illustrated in Fig. 13, when the authentication apparatus 60 succeeds
in authentication of a user terminal having user ID 0001, the authentication apparatus
60 notifies the communication policy management apparatus 70 of 0001 as the user ID,
role_0001 as the role ID, the IP address 192.168.100.1 and MAC address
00-00-00-44-55-66 as the attribute information.

In response to the request from the user terminal 50, the authentication apparatus 60
notifies the communication policy management apparatus 70 of new authentication in-
formation. For example, in response to the request from the user terminal 50, the au-
thentication apparatus 60 notifies the communication policy management apparatus 70
of authentication information including a role ID changed to role_0002. Namely, for
example, in response to the request from the user terminal 50, the authentication
apparatus 60 notifies the communication policy management apparatus 70 of 0001 as
the user ID, role_0002 as the role ID, and IP address 192.168.100.1 and MAC address
00-00-00-44-55-66 as the attribute information.

The authentication information is not limited to the example in Fig. 13. Arbitrary in-
formation may be used as long as the communication policy management apparatus 70
can determine an access rule for the user terminal 50 based on the information. For
example, the authentication information may include positional information of the user
terminal 50. In addition, the information transmitted from the authentication apparatus
60 to the communication policy management apparatus 70 is not limited to the authen-
tication information. The user ID, the role ID, and positional information of the user

terminal 50 may be used.
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As illustrated in Fig. 12, in the second exemplary embodiment, the communication
system includes the communication policy management apparatus 70. This commu-
nication policy management apparatus 70 determines an access rule indicating access
authorization of the virtual machine 320 created by the user terminal 50 with respect to
other virtual machines.

Fig. 14 illustrates a configuration of the communication policy management
apparatus 70 in Fig. 12.

As illustrated in Fig. 14, the communication policy management apparatus 70
includes the communication policy storage unit 71 and a policy control unit 72.

The communication policy storage unit 71 stores communication policies and
resource information.

Fig. 15 illustrates communication policies stored in the communication policy
storage unit 71. As illustrated in Fig. 15, the communication policy storage unit 71
stores a resource group ID and access control information corresponding to the
resource group per role ID. For example, when the access control information
represents allow, access is permitted, and when the access control information
represents deny, access is rejected. For example, the communication policy in the
second row in Fig. 15 indicates that a virtual machine having role ID role_0001 is
permitted (allow) to access a resource group having resource group 1D
resource_group_0002. Likewise, for example, the communication policy in the third
row in Fig. 15 indicates that a virtual machine having role ID role_0002 is not
prohibited to access the resource group having resource group ID
resource_group_0001.

Fig. 16 illustrates resource information stored in the communication policy storage
unit 71. As illustrated in Fig. 16, the communication policy storage unit 71 stores, per
resource group ID, virtual resources included in a resource group and information
about the virtual resources that are associated with each other. In Fig. 16, for example,
the communication policy storage unit 71 stores a resource group identified by
resource group ID resource_group_0001 and the resource group is associated with
resource_0001, resource_0002, and resource_(0003 as resources included in the group.
In addition, the communication policy storage unit 71 stores information about each of
the resources (for example, IP addresses, MAC addresses, and port numbers used for
services).

Based on such communication policy and resource information stored in the commu-
nication policy storage unit 71 and authentication information supplied from the virtual
machine management apparatus 400, the policy control unit 72 creates an access rule
about access authorization of the virtual machine 320 created by the user terminal 50.

The policy control unit 72 notifies the control apparatus 10 of the created access rule.
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Fig. 17 illustrates access rules indicating access authorization of the virtual machine
320 created by the policy control unit 72 with respect to other virtual machines. In a
source field in Fig. 17, information about the virtual machine 320, creation of which is
requested by the user terminal 50, is stored (for example, an IP address or a MAC
address). The information stored in the source field is created from the attribute field in
the authentication information transmitted from the authentication apparatus 60 to the
policy management apparatus 70.

In a destination field in Fig. 17, information about a virtual resource is stored (for
example, the IP address of the resource, the MAC address of the resource, or resource
information about a port number used for a service). The information stored in the des-
tination field is created from the resource attribute field in the resource information
stored in the communication policy storage unit 71.

In an access authority field in Fig. 17, information about access control is stored. The
information stored in the access authority field is created from the access authority
field in the communication policies stored in the communication policy storage unit
71.

In a condition (option) field in Fig. 17, for example, a port number used for a service
set in the resource attribute field in the resource information stored in the commu-
nication policy storage unit 71 is set.

For example, as illustrated in the fourth row in the table in Fig. 17, the policy control
unit 72 creates an access rule indicating that a virtual machine having source address
192.168.100.1 is prohibited (deny) to communicate with a virtual machine having a
destination address 192.168.0.3 and notifies the control apparatus 10 of the access rule.

If change of a virtual machine arranged in a virtual resource 300 is caused, the policy
control unit 72 updates a corresponding communication policy and resource in-
formation stored in the policy storage unit 71. For example, when the policy control
unit 72 is notified of logical network information by the virtual machine management
apparatus 400 and recognizes change of a resource in a resource group, the policy
control unit 72 updates the correspondence relationship between the resource group ID
and the resource ID included in the resource information.

For example, the communication policy management apparatus 70 according to the
second exemplary embodiment creates, modifies, and deletes policies, in response to a
request from the user terminal 50. Such communication policy management
mechanism (policy management system) may be provided as a Web-based system or
an application that operates on a separate PC (Personal Computer). In addition, the
policy management mechanism of the communication policy management apparatus
70 can be provided through an application using GUI (Graphical User Interface). Al-

ternatively, CLI (Command Line Interface) or an arbitrary mode may be used.
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When notified of an access rule by the communication policy management apparatus
70, the control apparatus 10 calculates a packet forwarding path based on the access
rule and determines a processing rule for realizing the calculated forwarding path. The
control apparatus 10 notifies the forwarding node 20 and the virtual forwarding node
310 of the determined processing rule. The control apparatus 10 may set a valid period
in the determined processing rule. In such case, the control apparatus 10 sets the valid
period so that, when the valid period elapses after the processing rule is set in the
forwarding node 210 and the virtual forwarding node 310 or after a packet matching
the matching rule is received last, the processing rule is invalidated or deleted.

An operation of the communication system according to the second exemplary em-
bodiment will be described with reference to the drawings. Fig. 18 is a sequence
diagram illustrating an operation of the communication system according to the second
exemplary embodiment. In the operation in Fig. 18, the user terminal 50 transmits an
instruction for change of an access rule by requesting the authentication apparatus 60.

In Fig. 18, the user terminal 50 requests the authentication apparatus 60 to execute
authentication (step S101 in Fig. 18). The authentication apparatus 60 authenticates the
user of the user terminal 50 (step S102 in Fig. 18). If the authentication apparatus 60
succeeds in authentication of the user terminal 50, the authentication apparatus 60
transmits authentication information to the communication policy management
apparatus 70 (step S103 in Fig. 18).

Based on the supplied authentication information and the communication policy and
resource information stored in the communication policy storage unit 71, the commu-
nication policy management apparatus 70 creates an access rule about access of the
virtual machine 320 created in response to a request from the user terminal 50 (step
S104 in Fig. 18). The communication policy management apparatus 70 transmits the
created access rule to the control apparatus 10 (step S105 in Fig. 18).

When notified of the access rule by the communication policy management
apparatus 70, the control apparatus 10 calculates a packet forwarding path based on the
access rule and determines a processing rule for realizing the calculated forwarding
path (step S106 in Fig. 18). The control apparatus 10 notifies the forwarding node 20
and the virtual forwarding node 310 of the determined processing rule (FlowMod in
step S107 in Fig. 18).

The forwarding node 20 and the virtual forwarding node 310 receive the processing
rule from the control apparatus 10 and set the processing rule (step S108 in Fig. 18).

The user terminal 50 transmits a packet addressed to the virtual machine 320 (step
S109 in Fig. 18).

The packet transmitted from the user terminal 50 is sequentially forwarded to the

forwarding node 20 and the virtual forwarding node 310. The forwarding node 20 and
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the virtual forwarding node 310 forward the packet in accordance with the processing
rule set by the control apparatus 10 (step S110 in Fig. 18).

As described above, the communication system according to the second exemplary
embodiment includes the communication policy management apparatus 70. If the com-
munication policy management apparatus 70 receives an instruction for change of an
access rule from the user terminal 50, a processing rule based on the change instruction
can be previously set in the forwarding node 20 and the virtual forwarding node 310.
Thus, according to the second exemplary embodiment, since the number of requests
for processing rules from the forwarding node 20 or the virtual forwarding node 310 is
reduced, load on the control apparatus can be reduced.

<Third Exemplary Embodiment>

A third exemplary embodiment is realized by adding a virtual machine movement
apparatus 80 to the communication system according to the second exemplary em-
bodiment. In the third exemplary embodiment, since the virtual machine movement
apparatus 80 is arranged, a system capable of moving a virtual machine between
virtual resources can be provided.

The third exemplary embodiment will be described with reference to the drawings.
Fig. 19 illustrates a configuration of a communication system according to the third
exemplary embodiment. As illustrated in Fig. 19, the second and third exemplary em-
bodiments are different in that the virtual machine movement apparatus 80 is added to
the communication system according to the third exemplary embodiment. Since other
elements are the same between the second and third exemplary embodiments, the third

exemplary embodiment will hereinafter be described with a focus on the difference.

For example, in response to a request from the user terminal 50 or based on an op-
erational status of the virtual resource 300, the virtual machine movement apparatus 80
moves the virtual machine 320 included in the virtual resource 300 to another virtual
resource 900.

In response to a request for movement of the virtual machine 320, the virtual
machine movement apparatus 80 notifies the virtual machine management apparatus
400 of information about the destination of the virtual machine 320. The information
about the destination of the virtual machine 320 is the virtual machine ID of a virtual
machine that is requested to be moved by the user terminal 50. The information about
the destination is not limited to the virtual machine ID. Arbitrary information may be
used, as long as the information can identify the virtual machine that is requested to be
moved by the user terminal 50.

When the virtual machine creation unit 430 of the virtual machine management
apparatus 400 receives the information about the destination of the virtual machine 320

from the virtual machine movement apparatus 80, the virtual machine creation unit 430
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refers to the logical network information stored in the management information storage
unit 410 and determines the destination of the virtual machine 320.

After determining the destination of the virtual machine 320, the virtual machine
management apparatus 400 moves the virtual machine 320 to the destination virtual
resource 900. After moving the virtual machine 320, the virtual machine management
apparatus 400 updates the logical network information. The virtual machine
management apparatus notifies the control apparatus 10 of the updated logical network
information.

An operation of the communication system according to the third exemplary em-
bodiment will be described with reference to the drawings. Fig. 20 is a sequence
diagram illustrating an operation of the communication system according to the third
exemplary embodiment.

The user terminal 50 uses the authentication apparatus 60 for user authentication
(step S201 in Fig. 20).

Next, the user terminal 50 transmits a request to the virtual machine movement
apparatus 80 for movement of a virtual machine (step S002 in Fig. 20).

In response to a request for movement of the virtual machine 320, the virtual
machine movement apparatus 80 notifies the virtual machine management apparatus
400 of information about the destination of the virtual machine 320 (step S203 in Fig.
20).

When the virtual machine creation unit 430 of the virtual machine management
apparatus 400 receives the information about the destination of the virtual machine 320
from the virtual machine movement apparatus 80, the virtual machine creation unit 430
refers to the logical network information stored in the management information storage
unit 410 and determines the destination of the virtual machine 320 (step S204 in Fig.
20).

The virtual machine management apparatus 400 requests the virtual resource 300 to
create a duplicate of the virtual machine 320 (step S205 in Fig. 20).

In response to the request for a duplicate from the virtual machine management
apparatus 400, the virtual resource 300 duplicates the virtual machine 320 (step S206
in Fig. 20) and notifies the virtual machine management apparatus 400 of the du-
plicated virtual machine 320 (step S207 in Fig. 20). The virtual machine management
apparatus 400 receives and temporarily stores the duplicated virtual machine 320 in the
image storage unit 420 (step S208 in Fig. 20). The virtual machine management
apparatus 400 requests the virtual resource 300 to delete the virtual machine 320 (step
5209 in Fig. 20). In response to the request for deletion of the virtual machine
management apparatus 400, the virtual resource 300 deletes the virtual machine 320

(step S210 in Fig. 20) and notifies the virtual machine management apparatus 400 of
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completion of the deletion (step S211 in Fig. 20).

When notified of completion of the deletion of the virtual machine 320 by the virtual
resource 300, the virtual machine management apparatus 400 notifies the virtual
resource 900 of the duplicated virtual machine 320 temporarily stored in the image
storage unit 320 (step S212 in Fig. 20). The virtual resource 900 receives the du-
plicated virtual machine 320 from the virtual machine management apparatus 400 and
arranges the virtual machine 320 in the virtual resource 900 (step S213 in Fig. 20).

The virtual machine management apparatus 400 notifies the control apparatus 10 of
the logical network information after the movement of the virtual resource 320 (step
S214 in Fig. 20).

The control apparatus 10 receives information about an assigned network to which
the virtual machine belongs from the virtual machine management apparatus 400 and
creates a processing rule in accordance with the assigned network information (step
S215 in Fig. 20).

The control apparatus 10 notifies the forwarding node 20 and the virtual forwarding
node 910 in the virtual resource 900 of the created processing rule (FlowMod in step
S216 in Fig. 20).

The forwarding node 20 and the virtual forwarding node 910 receive the processing
rule from the control apparatus 10 and set the processing rule (step S217 in Fig. 20).

The user terminal 50 transmits a packet addressed to the virtual machine 320 (step
5218 in Fig. 20).

The packet transmitted from the user terminal 50 is sequentially forwarded to the
forwarding node 20 and the virtual forwarding node 910. The forwarding node 20 and
the virtual forwarding node 910 determine packet forwarding and forward the packet,
in accordance with the processing rule set by the control apparatus 10 (step S218 in
Fig. 20).

As described above, the communication system according to the third exemplary em-
bodiment includes the virtual machine movement apparatus 80. In this way, a virtual
machine can be moved between virtual resources, and a processing rule that reflects
the movement of the virtual resource can be previously set in the forwarding node 20
and the virtual forwarding node 910. Thus, according to the third exemplary em-
bodiment, since the number of requests for processing rules from the forwarding node
20 or the virtual forwarding node 910 is reduced, load on the control apparatus can be
reduced.

<Fourth Exemplary Embodiment>

A fourth exemplary embodiment according to the present invention is realized by re-
dundantly forming the communication systems according to the third exemplary em-

bodiment. By redundantly forming the communication systems, even if either one of
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the communication systems is stopped, services that have been provided by the
stopped communication system can be continuously provided.

[0145]  The fourth exemplary embodiment will be described with reference to the drawings.

[0146]  Fig. 21 illustrates a configuration of a communication system according to the fourth
exemplary embodiment. As illustrated in Fig. 21, the difference between the third and
fourth exemplary embodiments is that the communication system is formed re-
dundantly. Since other elements are the same between the third and fourth exemplary
embodiments, the fourth exemplary embodiment will hereinafter be described with a
focus on the difference.

[0147]  Asillustrated in Fig. 21, the communication system according to the fourth
exemplary embodiment includes a first communication system and a second commu-
nication system. Alternatively, the communication system according to the fourth
exemplary embodiment may include several communication systems, in addition to the
first and second communication systems. The first and second communication systems
provide the same services. For example, the first communication system is established
in a data center. For example, in contrast to the first communication system, the second
communication system is established in a company via an external network such as via
the Internet or a wide area network.

[0148]  Asillustrated in Fig. 21, the second communication system according to the fourth
exemplary embodiment includes a local control apparatus 10A, a local forwarding
node 20A, a local virtual resource 300A, a local virtual machine management
apparatus 400A, a local authentication apparatus 60A, a local communication policy
management apparatus 70A, and a local virtual machine movement apparatus 80A.

[0149]  The local control apparatus 10A executes the same processing as that of the control
apparatus 10 in the first communication system. The local forwarding node 20A
executes the same processing as that of the forwarding node 20 in the first commu-
nication system. The local virtual resource 300A executes the same processing as that
of the virtual resource 300 in the first communication system. The local virtual
machine management apparatus 400A executes the same processing as that of the
virtual machine management apparatus 400. The local authentication apparatus 60A
executes the same processing as that of the authentication apparatus 60 in the first
communication system. The local communication policy management apparatus 70A
executes the same processing as that of the communication policy management
apparatus 70 in the first communication system. The local virtual machine movement
apparatus 80A executes the same processing as that of the virtual machine movement
apparatus 80 in the first communication system.

[0150]  The fourth exemplary embodiment will be described, assuming that the units

included in the first communication system and the units included in the second com-
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[0152]

[0153]

[0154]

[0155]

[0156]

[0157]

munication system operate in synchronization with each other. The units included in
the first communication system and the units included in the second communication
system may operate independently, instead of in synchronization with each other.

In the fourth exemplary embodiment, the virtual machine management apparatus 400
receives a request for creation or setting change of a virtual machine from the user
terminal 50 and creates a virtual machine in an arbitrary resource based on the request.
In response to the request from the user terminal 50, the management information
storage unit 410 of the virtual machine management apparatus 400 creates logical
network information.

In the fourth exemplary embodiment, the virtual machine management apparatus 400
notifies the local virtual machine management apparatus 400A included in the second
communication system of the created logical network information. Based on the
supplied logical network information, the local virtual machine management apparatus
400A creates a local virtual machine 320A in the local virtual resource 300A. If the
user terminal 50 transmits a request to the local virtual machine management apparatus
300A for creation or setting change of a virtual machine, the local virtual machine
management apparatus 400A may notify the virtual machine management apparatus
400 of logical network information.

Likewise, in the fourth exemplary embodiment, if the user terminal 50 requests for
change of an access rule, the policy management apparatus 70 notifies the control
apparatus 10 and the local control apparatus 10A of a determined access rule. Based on
the supplied access rule, the local control apparatus 10A calculates a packet forwarding
path and determines a processing rule for realizing the calculated forwarding path. The
local control apparatus 10A previously sets the determined processing rule in the local
forwarding node 20A and the local virtual forwarding node 310A.

Likewise, in the fourth exemplary embodiment, if the user terminal 50 requests for
movement of a virtual machine, the virtual machine management apparatus 400
notifies the local virtual machine management apparatus 400A of the logical network
information updated after the virtual machine is moved. Based on the supplied logical
network information, the local virtual machine management apparatus 400A moves the
local virtual machine 320A.

An operation of the communication system according to the fourth exemplary em-
bodiment will be described with reference to the drawings.

Fig. 22 is a sequence diagram illustrating an operation of the communication system
according to the fourth exemplary embodiment. In the operation in Fig. 22, the user
terminal 50 transmits a request to the virtual machine management apparatus 400 for
creation or setting change of a virtual machine.

The user terminal 50 executes user authentication (step S201 in Fig. 22).
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Next, the user terminal 50 requests the virtual machine management apparatus 400 to
create a virtual machine (step S201 in Fig. 22).

The virtual machine management apparatus 400 creates a virtual machine 320 in
response to the request from the user terminal 50 (step S203 in Fig. 22) and executes a
process of arranging the virtual machine 320 in a specified virtual resource 300 (step
5204 in Fig. 22). The virtual machine 320 is arranged in the virtual resource 300 (step
S205 in Fig. 22). The virtual machine management apparatus 400 creates a network to
which the created virtual machine 320 belongs (step S206 in Fig. 22).

The virtual machine management apparatus 400 checks the user ID used for the user
authentication with the user IDs in the virtual machine specification information stored
in the management information storage unit 410. If the virtual machine specification
information includes the user ID, the virtual machine management apparatus 400
notifies the control apparatus 10 of the logical network information (step S207 in Fig.
22).

If the virtual machine specification information does not include the user ID, the
virtual machine management apparatus 400 registers a newly-assigned network ID for
the user ID in the logical network information and notifies the control apparatus 10 of
the logical network information in which the assigned network ID has been registered
(step S207 in Fig. 22).

In the fourth exemplary embodiment, the virtual machine management apparatus 400
included in the first communication system also notifies the local virtual machine
management apparatus 400A included in the second communication system of the
logical network information (step S207 in Fig. 22).

The control apparatus 10 receives the information about the network to which the
virtual machine belongs from the virtual machine management apparatus 400 and
creates a processing rule in accordance with the assigned network information (step
5208 in Fig. 22).

The control apparatus 10 notifies the forwarding node 20 and the virtual forwarding
node 310 of the created processing rule (FlowMod in step S209 in Fig. 22).

The forwarding node 20 and the virtual forwarding node 310 receive the processing
rule from the control apparatus 10 and set the processing rule (step S210 in Fig. 22).

In the fourth exemplary embodiment, after notified of the logical network in-
formation by the virtual machine management apparatus 400 in the first commu-
nication system, based on the logical network information, the local virtual machine
management apparatus 400A creates the local virtual machine 320A (step S211 in Fig.
22) and arranges the local virtual machine 320A in a specified local virtual resource
300A (step S212 in Fig. 22). A local virtual machine 320A is arranged in the local
virtual resource 300A (step S213 in Fig. 22).



28

WO 2013/145780 PCT/JP2013/002183

[0167]

[0168]

[0169]

[0170]

[0171]

[0172]

[0173]

[0174]

[0175]

[0176]

[0177]

The local virtual machine management apparatus 400A notifies the local control
apparatus 10A of the logical network information (step S214 in Fig. 22).

The local control apparatus 10A receives the logical network information from the
local virtual machine management apparatus 400A and creates a processing rule in ac-
cordance with the logical network information (step S215 in Fig. 22).

The local control apparatus 10A notifies the local forwarding node 20A and local
virtual forwarding node 310A of the created processing rule (FlowMod in step S216 in
Fig. 22).

The local forwarding node 20A and the local virtual forwarding node 310A receive
the processing rule from the local control apparatus 10A and set the processing rule
(step S217 in Fig. 22).

The user terminal 50 transmits a packet addressed to the virtual machine 320 (step
S218 in Fig. 22).

The packet transmitted from the user terminal 50 is sequentially forwarded to the
forwarding node 20 and the virtual forwarding node 310. The forwarding node 20 and
the virtual forwarding node 310 forward the packet in accordance with the processing
rule set by the control apparatus 10 (step S219 in Fig. 22).

Fig. 23 is a sequence diagram illustrating an operation of the communication system
according to the fourth exemplary embodiment. In the operation in Fig. 23, the user
terminal 50 transmits an instruction for change of an access rule by requesting the au-
thentication apparatus 60.

In Fig. 23, the user terminal 50 requests the authentication apparatus 60 to execute
authentication (step S301 in Fig. 23). The authentication apparatus 60 authenticates the
user of the user terminal 50 (step S302 in Fig. 23). If the authentication apparatus 60
succeeds in authentication of the user terminal 50, the authentication apparatus 60
transmits authentication information to the policy management apparatus 70 (step S303
in Fig. 23).

Based on the supplied authentication information and the communication policies
and the resource information stored in the communication policy storage unit 71, the
communication policy management apparatus 70 creates an access rule about access of
the virtual machine 320 created in response to a request from the user terminal 50 (step
S304 in Fig. 23). The communication policy management apparatus 70 transmits the
created access rule to the control apparatus 10 (step S305 in Fig. 23).

In the fourth exemplary embodiment, the communication policy management
apparatus 70 in the first communication system also notifies the local control apparatus
10A in the second communication system of the created access rule (step S305 in Fig.
23).

When notified of the access rule by the communication policy management
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apparatus 70, the control apparatus 10 calculates a packet forwarding path based on the
access rule and determines a processing rule for realizing the calculated forwarding
path (step S306 in Fig. 23). The control apparatus 10 notifies the forwarding node 20
and the virtual forwarding node 310 of the determined processing rule (FlowMod in
step S307 in Fig. 23).

[0178]  The forwarding node 20 and the virtual forwarding node 310 receive the processing
rule from the control apparatus 10 and set the processing rule (step S308 in Fig. 23).

[0179]  In the fourth exemplary embodiment, after receiving an access rule from the policy
management apparatus 70 in the first communication system, the local control
apparatus 10A in the second communication system calculates a packet forwarding
path based on the access rule and determines a processing rule for realizing the
calculated forwarding path (step S309 in Fig. 23). The local control apparatus 10A
notifies the local forwarding node 20A and the local virtual forwarding node 310A of
the determined processing rule (FlowMod in step S310 in Fig. 23).

[0180]  The local forwarding node 20A and the local virtual forwarding node 310A receive
the processing rule from the local control apparatus 10A and set the processing rule
(step S311 in Fig. 23).

[0181]  The user terminal 50 transmits a packet addressed to the virtual machine 320 (step
S312 in Fig. 23).

[0182]  The packet transmitted from the user terminal 50 is sequentially forwarded to the
forwarding node 20 and the virtual forwarding node 310. The forwarding node 20 and
the virtual forwarding node 310 forward the packet in accordance with the processing
rule set by the control apparatus 10 (step S313 in Fig. 23).

[0183]  As described above, the communication system according to the fourth exemplary
embodiment is formed redundantly. Thus, for example, when an apparatus such as the
control apparatus 10 malfunctions or when a failure is caused in the network between
the forwarding node 20 and the virtual forwarding node 310, if one of the commu-
nication systems is stopped, the services that have been provided by the stopped com-
munication system can be provided continuously by the other communication system.

[0184] The entire disclosures of the above Patent Literatures and Non-Patent Literatures are
incorporated herein by reference thereto. Modifications and adjustments of the
exemplary embodiment are possible within the scope of the overall disclosure
(including the claims) of the present invention and based on the basic technical concept
of the present invention. Various combinations and selections of various disclosed
elements (including each element of each claim, each element of each exemplary em-
bodiment, each element of each drawing, etc.) are possible within the scope of the
claims of the present invention. That is, the present invention of course includes

various variations and modifications that could be made by those skilled in the art
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according to the overall disclosure including the claims and the technical concept. Par-
ticularly, any numerical range disclosed herein should be interpreted that any in-
termediate values or subranges falling within the disclosed range are also concretely
disclosed even without specific recital thereof.
Reference Signs List
[0185] 10 control apparatus

10A local control apparatus

11 topology management unit

12 control message processing unit

13 path and action calculation unit

14 forwarding node management unit

15 processing rule management unit

16 processing rule database

17 node communication unit

18 virtual resource management unit

20, 20-1, 20-2 forwarding node

20A local forwarding node

21 forwarding processing unit

22 table database (table DB) 22

23 processing rule management unit

24 communication unit

30 communication apparatus

40 communication apparatus management apparatus

50 user terminal

60 authentication apparatus

60A local authentication apparatus

70 communication policy management apparatus

70A local communication policy management apparatus

71 communication policy storage unit

72 policy control unit

80 virtual machine movement apparatus

80A local virtual machine movement apparatus

300 virtual resource

300A local virtual resource

310 virtual forwarding node

310A local virtual forwarding node

320 virtual machine
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320A local virtual machine

400 virtual machine management apparatus

400A local virtual machine management apparatus
410 management information storage unit

420 image storage unit

430 virtual machine creation unit

900 virtual resource

910 virtual forwarding node

920 virtual machine
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Claims

[Claim 1] A communication system, comprising:
a node(s) that requests a processing rule for processing a packet; and
a control apparatus that notifies the node(s) of the processing rule in
response to the request, wherein
the control apparatus, upon being notified of change of a connection re-
lationship between a communication apparatus to which a packet is
addressed and the node(s), determines a forwarding path for a packet
addressed to the communication apparatus and notifies the node(s) of a
processing rule for realizing the forwarding path.

[Claim 2] The communication system according to claim 1, wherein
the control apparatus, upon being notified of change of the connection
relationship between the communication apparatus and the node(s),
previously notifies the node(s) of a processing rule for realizing the
forwarding path.

[Claim 3] The communication system according to claim 1 or 2, comprising:
a communication apparatus management apparatus managing a
connection relationship between the communication apparatus and the
node(s), wherein
when the communication apparatus management apparatus, upon
changing the connection relationship between the communication
apparatus and the node(s), notifies the control apparatus of change of
the connection relationship.

[Claim 4] The communication system according to claim 3, wherein
the communication apparatus comprises a virtual machine(s) arranged
in a virtual resource(s) by the communication apparatus management
apparatus, and
the communication apparatus management apparatus, upon arranging
the virtual machine(s) in the virtual resource(s), notifies the control
apparatus of change of a connection relationship between the virtual
machine(s) and the node(s).

[Claim 5] The communication system according to claim 4, wherein
the communication apparatus management apparatus, upon moving the
virtual machine(s) from the virtual resource(s), notifies the control
apparatus of change of the connection relationship between the virtual
machine(s) and the node(s).

[Claim 6] The communication system according to claim 4 or 5, comprising:
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a user terminal that requests creation of the virtual machine(s); and

a communication policy management apparatus that manages an access
rule indicating connectivity between a virtual machine(s), creation of
which is requested by the user terminal, and another virtual machine(s),
wherein

based on the access rule supplied from the communication policy
management apparatus, the control apparatus determines a forwarding
path for a packet addressed to the virtual machine(s) and previously
notifies the node(s) of a processing rule for realizing the forwarding
path.

A control apparatus, comprising:

first means that generates a processing rule for processing a packet and
transmitting the processing rule to a node(s); and

second means that, upon being notified of change of a connection rela-
tionship between a communication apparatus to which a packet is
addressed and the node(s), determines a forwarding path for a packet
addressed to the communication apparatus and notifies the node(s) of a
processing rule for realizing the forwarding path.

The control apparatus according to claim 7, wherein

the second means, upon being notified of change of the connection re-
lationship between the communication apparatus and the node(s),
previously notifies the node(s) of a processing rule for realizing the
forwarding path.

The control apparatus according to claim 7 or 8, wherein

the second means is notified of change of a connection relationship
between the communication apparatus and the node(s) from a commu-
nication apparatus management apparatus that changing the connection
relationship.

The control apparatus according to claim 9, wherein

the communication apparatus comprises a virtual machine(s) arranged
in a virtual resource(s) by the communication apparatus management
apparatus, and

the communication apparatus management apparatus that has arranged
the virtual machine(s) in the virtual resource(s) notifies the second
means of change of the connection relationship between the virtual
machine(s) and the node(s).

The control apparatus according to claim 10, wherein

the communication apparatus management apparatus that has moved
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the virtual machine(s) from the virtual resource(s) notifies the second
means of change of the connection relationship between the virtual
machine(s) and the node(s).

The control apparatus according to claim 10 or 11, wherein

based on an access rule indicating connectivity between a virtual
machine(s), creation of which is requested by a user terminal, and
another virtual machine(s), the second means determines a forwarding
path for a packet addressed to the virtual machine(s) and previously
notifies the node(s) of a processing rule for realizing the forwarding
path.

A communication control method, comprising:

by a control apparatus, generating a processing rule for processing a
packet;

notifying a node(s) of the generated processing rule;

upon being notified of change of a connection relationship between a
communication apparatus to which a packet is addressed and the
node(s), determining a forwarding path for a packet addressed to the
communication apparatus; and

notifying the node(s) of a processing rule for realizing the forwarding
path.

The communication control method according to claim 13, wherein
the control apparatus, upon being notified of change of the connection
relationship between the communication apparatus and the node(s),
previously notifies the node(s) of a processing rule for realizing the
forwarding path.

A program, causing a control apparatus controlling a communication
apparatus processing a packet, to execute:

generating a processing rule for processing a packet;

notifying a node(s) of the generated processing rule;

upon being notified of change of a connection relationship between a
communication apparatus to which a packet is addressed and the
node(s) is supplied, determining a forwarding path for a packet
addressed to the communication apparatus; and

notifying the node(s) of a processing rule for realizing the forwarding
path.

The program according to claim 15, causing the control apparatus to
execute:

upon being notified of change of a connection relationship between the
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communication apparatus and the node(s), previously notifying the
node(s) of a processing rule for realizing the forwarding path.

A communication system, comprising:

a first communication apparatus to which a packet is addressed;

a first node that requests a processing rule for processing the packet;
a first control apparatus that determines a forwarding path for the
packet in response to the request and notifies the first node of a
processing rule for realizing the determined forwarding path; and

a communication apparatus management apparatus that manages a
connection relationship between the first communication apparatus and
the first node;

a second communication apparatus to which a packet is addressed;

a second node requesting a processing rule for processing the packet;
and

a second control apparatus determining a forwarding path for the
packet in response to the request and notifying the second node of a
processing rule for realizing the determined forwarding path, wherein
the communication apparatus management apparatus, upon changing
the connection relationship between the first communication apparatus
and the first node, notifies the first and second control apparatuses of
change of the connection relationship,

the first control apparatus, upon being notified of change of the
connection relationship by the communication apparatus management
apparatus, notifies the first node of a processing rule for realizing the
forwarding path, and

the second control apparatus, upon being notified of change of the
connection relationship by the communication apparatus management
apparatus, notifies the second node of a processing rule for realizing the
forwarding path.

The communication system according to claim 17, wherein

the first control apparatus, upon being notified of change of the
connection relationship by the communication apparatus management
apparatus, previously notifies the first node of a processing rule for
realizing the forwarding path, and

the second control apparatus, upon being notified of change of the
connection relationship by the communication apparatus management
apparatus, previously notifies the second node of a processing rule for

realizing the forwarding path.
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The communication system according to claim 2, wherein

the control apparatus notifies the node(s) of a processing rule for
realizing the forwarding path before the node(s) receives the packet
addressed to the communication apparatus.

The control apparatus according to claim 8, wherein

the second means notifies the node(s) of a processing rule for realizing
the forwarding path before the node(s) receives the packet addressed to
the communication apparatus.

The communication control method according to claim 14, wherein
the control apparatus notifies the node(s) of a processing rule for
realizing the forwarding path before the node(s) receives the packet
addressed to the communication apparatus.

The program according to claim 16, causing the control apparatus to
execute:

notifying the node(s) of a processing rule for realizing the forwarding
path before the node(s) receives the packet addressed to the commu-

nication apparatus.
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