US 20170310366A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2017/0310366 A1

BEN DAVID et al. (43) Pub. Date: Oct. 26, 2017
(54) DATA BACKUP AND CHARGING DEVICE HO02J 7/00 (2006.01)
FOR COMMUNICATION DEVICES HO4W 12/06 (2009.01)
HO02J 7/00 (2006.01)
(71) Applicants:Lior BEN DAVID, Yavne (IL); Chai (52) U.S. CL
Israeli, Yavne (IL) CPC ............ HO04B 3/548 (2013.01); HO4W 12/06
. . (2013.01); HO4W 8/24 (2013.01); H02J
(72) Inventors: Lior ]?EN DAVID, Yavne (IL); Chai 7/0047 (2013.01); HO02J 7/025 (2013.01);
Israeli, Yavoe (IL) HO02J 7/007 (2013.01); HO4B 1/3883
(2013.01)
(21) Appl. No.: 15/428,174
) 57 ABSTRACT
(22) Filed: Feb. 9, 2017 A device interfaces with a mobile communication device,
s for example, a smartphone or tablet, that has data stored in
Related U.S. Application Data a memory. A device body has a data storage element
(63) Continuation of application No. 15/424,850, filed on integrated inside the device body. A first interface receives
Feb. 5, 2017. alternating current (AC) voltage from a mains power supply.
(60) Provisional application No. 62/330,889, filed on May A segond 1nterfac.e d.etachab}y and electronically couples the
e L mobile communication device to the data storage element.
3,2016, provisional application No. 62/325,481, filed . . .
on Apr. 21. 2016 The second interface also provides direct current (DC)
pr- 24, ’ voltage to the mobile communication device. A data man-
Publication Classificati agement application on the mobile communication device
ublication Classification issues a command for the device to receive a copy of a subset
(51) Imt. ClL of the data stored in the memory of the mobile communi-
HO04B 3/54 (2006.01) cation device. The received copied subset of data is stored in
HO4W 8/24 (2009.01) a protected format having at least one layer of protection in
H04B 1/3883 (2006.01) the data storage element. A unique identifier associates the
HO02J 7/02 (2006.01) stored subset of data with the mobile communication device.
Electronics 20
prmmm e Status Indicators 40
: Wireless : Rechargeabie
i Charging Module Power Supply Internal Charge Indicator 40a
: 48 ! 3
T i
-! 5 | Exiernal Charge Indicator 400
AC Input CtoDC Power Cutput
interface  L—— Converter Controlier Interface Backup indicator 40¢
16 32 34 20
i
SN
: Wireless Data ! Storage
P Module lerag
H -
D4 8
L. - -




Patent Application Publication  Oct. 26,2017 Sheet 1 of 8 US 2017/0310366 A1

FIG. 2

FIG. 1




Patent Application Publication  Oct. 26,2017 Sheet 2 of 8 US 2017/0310366 A1

10

4@@ 40¢

4{53
FiG. 3

28




US 2017/0310366 Al

Oct. 26,2017 Sheet 3 of 8

¥ '5Oli4
T i
” @v L.
,  BINpoW Joeso b
d e e e e ] H
”
FoTTTT fuiubeii M
5 o
obeiog L SINPOW
+ BB SSSBIM M
aaaaaa o
m
474 ¥e 453 gl
30% Joieoipuy dnxjoeg SOBLIBIL JBoIUoD JBUBAUCY aoeLIsiu]
nding Jamod O 01OV nduy O
G0F Joesipu; ebueyn pUisIXd _
|
¢ : g :
EQP Joieoipu; ebieys jeuselu) Addng Jemod : enpop BuBieyn
sgeabieysey m SSBRIAA “
0% sJoleoipul sieig L Cem e — e ——— 1

O So0L08IT

Patent Application Publication




Patent Application Publication  Oct. 26,2017 Sheet 4 of 8 US 2017/0310366 A1

FIG. 5

«,‘—-’50

Data Transfer
Application 52

¥

&

1@‘\?’



US 2017/0310366 Al

Oct. 26,2017 Sheet 5 of 8

Patent Application Publication

v9 'Sld

" suonesydde
Ag
paziubonal
N
™ Bliaop o~

sah |

iB0ABD
afqow
Uo RISy

08
uoneoydds |

o, Joieoyddy e

209
QOISR SRGUL 0 S3IASD J8UUOTy

00e



US 2017/0310366 Al

Oct. 26,2017 Sheet 6 of 8

Patent Application Publication

978
aloisal jeiueg

&8

308D

afqous
uo
Aoutaul

" Ubnous 4

£
]
555 ]
A g v
2401884 N4 i ]
'y ; :
258 )
2401581 [BIURY SI0IS8S IR
5 F-N

ou |

LB0IA8D
afiqous

g8
dmioeq wsles

€49 'Old

0]
dnyoeq |y LMo

%18
uonewoiu Lejdsig

Uo
w,  Adouisil g
X Ubnoum

cu

iauky
soinap
-  Shgow
T, SLBS

SBA

acis
aloisel Jo) anbuyuon

(SFARY]
dnsoeg oN

S

eZ1
dmyoeg o sunbuuony

©

1

1

1

. IGO0 o

SINSP SIGOU
10y adhy
Ajpuonoung




US 2017/0310366 Al

tion  Oct. 26,2017 Sheet 7 of 8

Patent Application Publica

39 '5id

20

Japuiuial 10s Jo dnvoeg e
painpayds WicHed

-

"o, Aouis N P

ou |

sdnyoeg
painpsyos
io} eiqejiens

¥¥o

sdmioeg
PRNPaOS

0%8

dmyoreg wuousd

dnsioeq
jelusUIRIoU
o, 0} SigEjEAR
e, owisiy

9e8
dnyoeq ElUaWBIOW 10§ Alouwall
pasinbal sulLLILIep puke dnyoey
1SB| YnMm BIED IeunD aleduion

42

dnyoeqg peinpsyos
i0f Aiowsw paanbad suuelep
pue dnyoeg PaiNPaYS 188} ANUSD!

¥29

AIOUIBUI SIQEIIBAR SUILLBISD
pug drmoed 1s8) AUSP)

8




US 2017/0310366 Al

Oct. 26,2017 Sheet 8 of 8

Patent Application Publication

ag 'sid

§59

sigelieAr S1 AJoWwsty
Ol 124j] 8DINED LIdlY

¥59

ssdmjoeq ............ .
SiqeAGLUSY rd

559

2iep dnMoBRG IO 10 jRACWIAY
DUSLLILLIOOS] DUR SDIASD SOt LIdlY

059

4SO0IABD
SlIOLL JB L0

258

2iED dNYORY 10 [BAOWISE PUSWLLLIODS)
pUE 92IASD SRGOW! JBUI0 BalY

10 od mioeg P

i 288
I pep dnyoeq pio sacwoy
i

, 59



US 2017/0310366 Al

DATA BACKUP AND CHARGING DEVICE
FOR COMMUNICATION DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority from U.S. Provi-
sional Patent Application No. 62/330,889, filed May 3,
2016, whose disclosure is incorporated by reference in its
entirety herein.

TECHNICAL FIELD

[0002] The present invention relates to data backup and
power chargers for mobile communication devices.

BACKGROUND OF THE INVENTION

[0003] Mobile communication devices with rechargeable
batteries and data storage capabilities, such as, for example,
smartphones and tablets, are used to store various forms of
media and data, including, but not limited to, digital pic-
tures, videos, music, e-mails, calendar items, and the like.
The pervasive storage of data on such mobile communica-
tion devices, and the frequent upgrading and changing of
mobile communication devices, are a source of motivation
for users to perform data backup procedures. Such backup
procedures may be performed by uploading data to a cloud
server over a communication network, backing up data to a
computer running specialized software for interfacing with
the mobile communication device, and backing up data to
external storage devices such as external hard drives or flash
drives.

[0004] In addition, such mobile communication devices
require frequent recharging of the rechargeable battery,
typically via a cable for connecting the mobile communi-
cation device to a power source (e.g., a wall socket). As a
result, many users carry charging devices on their person to
ensure extended battery life. However, users that wish to
recharge their devices and perform data backup simultane-
ously, are required to either carry separate accessories for
charging and data backup, or are required to have access to
a communication network for data backup purposes.

SUMMARY OF THE INVENTION

[0005] The present invention is a single device for per-
forming data backup and recharging for a mobile commu-
nication device.

[0006] According to the teachings of an embodiment of
the present invention, there is provided a device for inter-
facing with a mobile communication device, the mobile
communication device including a storage medium having
data retained thereon. The device comprises: a device body
having at least one data storage element integrated therein;
a first interface having at least one portion integrated within
the device body, the first interface for receiving alternating
current (AC) voltage from a mains power supply; and a
second interface having at least one portion integrated
within a footprint of the device body, the second interface
operative to detachably and electronically couple the mobile
communication device to the at least one storage element
and the first interface, and to provide direct current (DC)
voltage, converted from the received AC voltage, to the
mobile communication device. The device is operative to
receive a copy of a subset of the data retained on the storage
medium in response to a command issued by the mobile
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communication device when electronically coupled to the
second interface, the received copied subset of data being
stored, in a protected format having at least one layer of
protection, in the at least one storage element, the stored
subset of data having an assigned unique identifier associ-
ating the stored subset of data with the mobile communica-
tion device.

[0007] Optionally, the at least one layer of protection
includes encrypting at least a portion of the stored subset of
data.

[0008] Optionally, the at least one layer of protection
includes assigning a unique password to the stored subset of
data.

[0009] Optionally, in response to the mobile communica-
tion device being electronically coupled to the first interface,
a data management application is executed on the mobile
communication device so as to provide a command interface
between the device and the mobile communication device to
issue the command to copy the subset of the data.

[0010] Optionally, the command is issued by the mobile
communication device via the provided command interface.
[0011] Optionally, the data management application is
installed on the mobile device prior to a first electronic
coupling of the mobile communication device to the first
interface.

[0012] Optionally, the storing of the subset of data defines
a storage event associating the device and the mobile
communication device, and wherein, in response to elec-
tronic coupling of the mobile communication device to the
first interface prior to the occurrence of any storage events,
the copied subset of the data includes substantially the
entirety of the data retained on the storage medium, and the
unique identifier is assigned based on an identification
number of the mobile communication device.

[0013] Optionally, in response to electronic coupling of
the mobile communication device to the first interface
subsequent to the occurrence of at least one storage event,
the copied subset of the data includes a subset of the data
retained on the storage medium not stored on the at least one
data storage element as a result of a preceding electronic
coupling of the mobile communication device to the first
interface.

[0014] Optionally, in response to a command issued by a
second mobile communication device electronically coupled
to the first interface, the stored subset of data of the mobile
communication device is copied to a storage medium of the
second mobile communication device.

[0015] Optionally, the first interface includes an AC power
plug deployed on a surface of the device body in a fixed
extending position away from the device body.

[0016] Optionally, the device further comprises: at least
one rechargeable power supply integrated within the device
body, the second interface being switchably coupled to the
first interface and the at least one rechargeable power supply.
[0017] Optionally, the at least one rechargeable power
supply is operative to receive DC voltage converted from the
received AC voltage, and to provide DC voltage to the
second interface.

[0018] Optionally, the device further comprises: a power
controller electronically coupled to the rechargeable power
supply, the first interface, and the second interface, the
power controller integrated within the device body and
operative to switch between a first state, in which DC
voltage converted from the received AC voltage is provided
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to at least one of the second interface and the rechargeable
power supply, and a second state, in which DC voltage
stored in the rechargeable power supply is provided to the
second interface.

[0019] Optionally, the at least one data storage element
receives operational power from at least one power source
selected from the group consisting of: the mobile commu-
nication device, the rechargeable power supply, and AC
voltage received via the first interface.

[0020] Optionally, the device further comprises: at least
one status indicator formed on a surface of the device body,
the at least one status indicator providing an indication of at
least one of: a charge status of the rechargeable power
supply, a backup status of the subset of the data copied to the
at least one storage element, and a charge status of a
rechargeable power supply of the mobile communication
device

[0021] Optionally, the second interface includes a female
universal serial bus (USB) interface having a portion thereof
exposed on a surface of the device body, the female USB
interface for receiving a male USB connector.

[0022] Optionally, the device body includes a length
dimension, a width dimension, and a thickness dimension,
and at least a portion of the first interface is formed on a first
surface in a plane defined by the length and width dimen-
sions, and at least a portion of the second interface is formed
on a second surface oppositely disposed from the first
surface.

[0023] Optionally, the thickness dimension is substantially
larger than each of the length and width dimensions.

[0024] Optionally, the length and width dimensions are
substantially equal.

[0025] There is also provided according to an embodiment
of the teachings of the present invention, a data backup
system. The system comprises: a device for interfacing with
a mobile communication device including a storage medium
having data stored thereon, the device comprising: at least
one storage element, a first interface to receive alternating
current (AC) voltage from a mains power supply, and a
second interface to provide a data link between the at least
one storage element and the mobile communication device,
and to provide direct current (DC) voltage, converted from
the received AC voltage, to the mobile communication
device; and a data management application executable on
the mobile communication upon establishing the data link
between the at least one storage element and the mobile
communication device, the data management application
providing an interface to automatically backup a subset of
the data of the storage medium on the at least one storage
element.

[0026] Unless otherwise defined herein, all technical and/
or scientific terms used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which the invention pertains. Although methods and mate-
rials similar or equivalent to those described herein may be
used in the practice or testing of embodiments of the
invention, exemplary methods and/or materials are
described below. In case of conflict, the patent specification,
including definitions, will control. In addition, the materials,
methods, and examples are illustrative only and are not
intended to be necessarily limiting.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0027] Some embodiments of the present invention are
herein described, by way of example only, with reference to
the accompanying drawings. With specific reference to the
drawings in detail, it is stressed that the particulars shown
are by way of example and for purposes of illustrative
discussion of embodiments of the invention. In this regard,
the description taken with the drawings makes apparent to
those skilled in the art how embodiments of the invention
may be practiced.

[0028] Attention is now directed to the drawings, where
like reference numerals or characters indicate corresponding
or like components. In the drawings:

[0029] FIG. 1 is an isometric view of a device for per-
forming data backup and charging of a communication
device, taken from the front of the device, according to the
teachings of an embodiment of the present invention;
[0030] FIG. 2 is an isometric view of the device taken
from the rear of the device, according to the teachings of an
embodiment of the present invention;

[0031] FIG. 3 is a side view of the device showing a status
indicator on a surface of the device, according to the
teachings of an embodiment of the present invention;
[0032] FIG. 4 is a block diagram of components of the
device integrated within the body of the device, according to
the teachings of an embodiment of the present invention;
[0033] FIG. 5 is a top view illustrating a schematic rep-
resentation of the device connected to a mobile communi-
cation device having a command interface displayed
thereon, according to the teachings of an embodiment of the
present invention; and

[0034] FIGS. 6A-6D are flow diagrams illustrating a pro-
cess for performing data backup, according to the teachings
of an embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0035] The present invention is a single device for per-
forming data backup and recharging for a mobile commu-
nication device.

[0036] Within the context of this document, the terms
“mobile communication device” and “mobile device” are
used interchangeably. These terms generally refer to any
device that can be used for sending, receiving, and storing
data. A non-exhaustive list of mobile communication
devices includes, but is not limited to, smartphones, tablets,
cellular phones, laptop computers, electronic readers, and
desktop computers.

[0037] The principles and operation of the device accord-
ing to the present invention may be better understood with
reference to the drawings and accompanying description.
[0038] The present invention is applicable for use with any
mobile communication device, and is of particular value
when used with light-weight portable mobile communica-
tion devices, such as smartphones and tablets.

[0039] Before explaining at least one embodiment of the
invention in detail, it is to be understood that the invention
is not necessarily limited in its application to the details of
construction and the arrangement of the components and/or
methods set forth in the following description and/or illus-
trated in the drawings and/or the examples. The invention is
capable of other embodiments or of being practiced or
carried out in various ways. Initially, throughout this docu-
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ment, references are made to directions such as, for example,
front and rear, top and bottom, and the like. These direc-
tional references are exemplary only to illustrate the inven-
tion and embodiments thereof.

[0040] Referring now to the drawings, FIGS. 1-3 and 5
show various views of a device, generally designated 10, for
interfacing with a mobile communication device 50 having
a rechargeable power supply and a data storage medium
(i.e., memory), to perform data backup and recharging of the
mobile communication device 50. Generally speaking, the
device 10 includes a device body 12, an alternating current
(AC) input interface 16, an output interface 20, and elec-
tronics 30 fully integrated within the device body 12. The
electronics 30 perform data backup and recharging func-
tions, as will be discussed in more detail below with
reference to FIG. 4 and FIGS. 6A-6D.

[0041] The interfacing between the device 10 and the
mobile communication device 50 is typically effectuated by
a connector assembly 70. The connector assembly 70
includes, a first connector 74 for interfacing with the output
interface 20, a second connector 76 for interfacing with a
port of the mobile communication device 50, and a main
body 72, typically implemented as a cable to which the
connectors 74, 76 are attached at opposite ends.

[0042] The device body 12 is preferably constructed from
a waterproof and non-flammable material, such as, for
example, fire-safe polymers. The device body 12 has a
length (L), a width (W) and a thickness (T) dimension. In a
non-limiting construction of the device body 12, the device
body 12 is formed of multiple surfaces, including a front
surface 14, a rear surface 18, a first side surface 22, a second
side surface 26, a top surface 24, and a bottom surface 28.
The front surface 14 and the rear surface 18 are oppositely
disposed from each other in separate planes defined by the
L and W dimensions, and are separated by a distance defined
by the T dimension. Similarly, the top surface 24 and the
bottom surface 28 are oppositely disposed from each other
in separate planes defined by the L. and T dimensions, and
are separated by a distance defined by the W dimension.
Similarly, the side surfaces 22 and 26 are oppositely dis-
posed from each other in separate planes defined by the W
and T dimensions, and are separated by a distance defined by
the L dimension.

[0043] Note that the side surfaces 22 and 26, the top
surface 24 and the bottom surface 28 may be forged from a
single body so as to create a single integrally formed surface
with an internal cavity, closed-off by the front surface 14 and
rear surface 18. The connections between the surfaces of the
device body 12 are preferably made permanent, such that the
internal cavity of the device body 12 can only be accessed
by the user of the device 10 by damaging the surfaces of the
device body 12. The integrated positioning of the electronics
30 within the device body, coupled with waterproof and
non-flammability of the device body 12, vastly increases the
resistance of the device 12 to damage from water (and other
liquids) and fire.

[0044] As should be apparent from the above description
of the non-limiting construction of the device body 12, the
shape of the device body 12 is generally polygonal, such as
that of a square or rectangle, in the plane defined by the L
and W dimensions, and is generally square or rectangular in
the plane defined by the W and T dimensions. As such, the
L and W dimensions of the device body 12 may each be less
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than the T dimension, and the L and W dimensions of the
device body 12 may be approximately equal to each other.

[0045] Preferably, the L, W, and T dimensions are each
less than 4 centimeters (cm). More preferably, the L dimen-
sion is in a range of 2-3 c¢m, the W dimension is in a range
of 2-3 cm, and the T dimension is in a range of 2.5-3.5 cm.

[0046] Note that each of the above-mentioned surfaces
may be formed of more than one surface, resulting in
polygonal shapes of more than four sides, such as, for
example, pentagonal or hexagonal shapes.

[0047] The alternating current (AC) input interface 16 is
positioned on one of the surfaces of the device body 12, and
receives AC voltage from a mains voltage power supply by
interfacing with, for example, a wall outlet, so as to come
into operative cooperation with the mains voltage power
supply. A mains voltage power in the United States typically
supplies power in the range of 100-120 volts AC, while a
mains voltage power supply in Europe typically supplies
power in the range of 220-240 volts AC. Voltage adapters
may be used to interface the AC plug with wall sockets for
which the AC plug is not configured for insertion. For
example, when the AC plug is suited for insertion into a wall
socket connected to a United States mains voltage power
supply, a voltage adapter may be used to interface the AC
plug with a European mains voltage power supply.

[0048] The AC input interface 16 is preferably imple-
mented as an AC plug, depicted schematically in FIGS. 1-3
and 5, and depicted as an electronic component block in
FIG. 4. The prongs of the AC plug are electrically coupled
to components of the electronics 30, as will be discussed in
further detail below. In a non-limiting construction of the
device 10, as shown in FIGS. 1, 3 and 5, the prongs of the
AC plug are preferably integrated on the front surface 14 of
the device body 12. Accordingly, a first portion of the AC
input interface 16, namely the prong ends, is deployed in a
position external from the device body 12 and exposed to the
environment, and a second portion of the AC input interface
16 is retained within the device body 12.

[0049] When implemented as an AC plug, the AC input
interface 16 may be in a fixed extended position away from
the device body 12, as shown in FIGS. 1, 3 and 5. Alterna-
tively, the AC input interface 16 may be moveable between
an extended position (FIGS. 1, 3 and 5) and a retracted
position (not shown) in which the prong ends of the AC plug
are approximately flush with the front surface 14.

[0050] The output interface 20 is positioned on one of the
surfaces of the device body 12, and provides an interface to
the mobile communication device 50. The output interface
20 is preferably implemented as an output port, depicted
schematically in FIG. 2, and depicted as an electronic
component block in FIG. 4. Leads of the output port are
electrically coupled to components of the electronics 30, as
will be discussed in further detail below. In a non-limiting
construction of the device 10, as shown in FIG. 2, the output
port is preferably integrated in a footprint of the rear surface
18 of the device body 12. Accordingly, part of the output
interface 20 is exposed to the environment external to the
device body 12, and part of the output interface 20 is
retained within the device body 12.

[0051] Although the output interface 20 is preferably
integrated within the rear surface 18, the output interface 20
may be integrated within any other surface of the device
body 12, including the first side surface 22, the second side
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surface 26, the top surface 24, the bottom surface 28, or the
front surface 14 on which the AC input interface 16 is
integrated.

[0052] It is noted herein that most common mobile com-
munication devices employ cables for charging and trans-
ferring data which have a male universal serial bus (USB)
type A plug on one end of the cable. Therefore, according to
certain non-limiting implementations, the output interface
20 is implemented as a USB female type A port for receiving
a male USB type A plug. In such a non-limiting implemen-
tation, the first connector 74 is implemented as a male USB
type A plug.

[0053] Each of the AC input interface 16 and output
interface 20 are coupled to respective components of the
electronics 30 in order to provide a flow of electric charge
between the device 10 and the mobile communication
device 50. In addition, the output interface 20 is coupled to
components of the electronics 30 in order to provide a data
link between the storage element 38 and the mobile com-
munication device 50. The details of the electronics 30 and
the coupling of the AC input interface 16 and output
interface 20 thereto will now be discussed.

[0054] Refer now to FIG. 4, a non-limiting exemplary
block diagram of the electronics 30 of the device 10. The
individual components of the electronics 30 include the AC
input interface 16, an AC to direct current (DC) converter
32, a power controller 34, a rechargeable power supply 36,
a storage element 38, the output interface 20, and a bank of
status indicators 40. The electronics 30 also include a printed
circuit board (PCB, not shown) to which each of the
above-mentioned components of the electronics 30 is con-
nected. The PCB provides an electrical connection between
the pins (i.e., connection points) of the individual compo-
nents of the electronics 30. The PCB and the individual
components of the electronics 30, with the exception of the
above mentioned exposed portions of the AC input interface
16 and the output interface 20, are fully integrated within the
device body 12. Accordingly, the fully integrated PCB and
individual components are inaccessible to, and non-remov-
able by, the user of the device 10.

[0055] The rechargeable power supply 36 may be imple-
mented as one or more rechargeable batteries deployed to
retain, and supply, DC voltage. The rechargeable power
supply 36 preferably has a capacity in the range of 2500-
3500 milliampere hours (mAh), and more preferably a
capacity of approximately 3200 mAh. The output DC volt-
age supplied by the rechargeable power supply is preferably
approximately 5 volts DC.

[0056] The AC input interface 16 is electrically connected
to the AC to DC converter 32 for converting AC voltage into
DC voltage. The AC voltage received from the mains power
supply, when the AC input interface 16 is interfaced with the
mains power supply, is converted to DC voltage by the AC
to DC converter 32.

[0057] The DC voltage from the AC to DC converter 32,
preferably approximately 5 volts DC, is supplied, either
directly or indirectly, to various other components of the
electronics 30. The power controller 34, connected to the AC
to DC Converter 32, controls the flow of electric charge to
the various other components of the electronics 30. For
example, when the AC input interface 16 is interfaced with
the mains power supply (e.g., when the AC plug is inserted
into a wall socket), the power controller 34 provides the
converted DC voltage from the AC to DC converter 32 to the
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rechargeable power supply 36 for recharging the recharge-
able power supply 36. The control of flow of electric charge
may be accomplished by a current sensor which may be
interconnected between the AC to DC converter 32 and the
power controller 34, or incorporated as a subcomponent of
the power controller 34.

[0058] The output interface 20 is connected to the storage
element 38 and the power controller 34. The power control-
ler 34 provides a flow of DC voltage, either from the AC to
DC converter 32 or DC voltage stored in the rechargeable
power supply 36, to the output interface 20. The DC voltage
is then provided to the mobile communication device 50
from the output interface 20 via the connector assembly 70.
[0059] The device 10 mainly operates in two power modes
when interfaced with the mobile communication device 50,
as will now be described. In a first power mode, the AC input
interface 16 is interfaced with the mains power supply for
receiving AC voltage. The received input AC voltage flows
to the AC to DC converter 32, which converts the received
AC voltage into DC voltage and provides that DC voltage to
the power controller 34. Based on input from a charge
sensing component, such as, for example, a current sensor,
the power controller 34 provides the DC voltage to the
rechargeable power supply 36 and to the output interface 20.
In this way, the device 10 can simultaneously provide DC
voltage to the mobile communication device 50 for recharg-
ing, and recharge the internal rechargeable power supply 36
of the device 10. In addition, the storage element 38 may
receive operational power from the AC to DC converter 32,
which may be provided directly to the storage element 38 by
the AC to DC converter 32 or indirectly via the power
controller 34.

[0060] Ina second power mode, the AC input interface 16
is disengaged from the mains power supply, and no AC
voltage is provided to the device 10. Based on input, or lack
thereof, from a charge sensing component, such as, for
example, a current sensor, the power controller 34 receives
stored DC voltage from the rechargeable power supply 36
and provides the DC voltage to the output interface 20. The
storage element 38 may receive operational power from the
rechargeable power supply 36, which may be provided
directly to the storage element 38 by the rechargeable power
supply 36 or indirectly via the power controller 34.

[0061] As discussed above, the power controller 34 con-
trols the flow of electric charge to the various other com-
ponents of the electronics 30. According to certain non-
limiting embodiments of the device 10 and non-limiting
implementations of the power controller 34, the power
controller 34 may include an electronic switching arrange-
ment, or a switching matrix, for effectuating the above
described flow of electric charge between components of the
electronics 30.

[0062] As noted above, the output interface 20 provides an
interface for establishing a data link, for example via the
connector assembly 70, between the storage element 38 and
the mobile communication device 50. As such, the storage
element 38 is configured to receive copies of data stored on
a memory of the mobile communication device 50, and store
the copied data as backup data. The storage element 38 may
be implemented as one or more readable and/or writeable
data storage device, and is preferably implemented as one or
more electronic solid-state non-volatile computer storage
mediums, such as a flash memory. The storage capacity of
the storage element 38 is preferably large enough in order to
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perform effective data backup for common mobile commu-
nication devices. A non-limiting and non-exhaustive list of
exemplary storage capacities include 16 gigabyte (GB), 32
GB, 64 GB, 128 GB and 256 GB. The data stored on the
storage element 38 may be compressed in order to save disk
space, or may be stored in a non-compressed form.

[0063] As will be discussed in more detail below, the
backup data stored on the storage element 38 is stored in a
multi-layered protected format, via encryption and password
protection, and has an assigned identifier associating the
backup data with the mobile communication device from
which the backup data was copied. Each time the device 10
performs a data backup for the mobile communication
device 50, a data storage event associated with the backup
data is generated and stored on the storage element 38, and
optionally on a memory of the mobile communication
device 50.

[0064] Returning now to FIGS. 1 and 3, the bank of status
indicators 40 preferably includes multiple indicators with
the rechargeable power supply 36, the storage element 38,
and the output interface 20 being electrically connected, in
some combination, to the individual indicators. In FIGS. 1
and 3, the status indicators 40 are depicted schematically as
an indicator panel formed on one of the surfaces of the
device body, which in a non-limiting construction of the
device 10 is shown in FIGS. 1 and 3 as the first side surface
22.

[0065] With continued reference to FIG. 4, the bank of
status indicators 40 includes an internal charge indicator
40a, an external charge indicator 405, and a backup indicator
40c. The internal charge indicator is electrically connected
to the rechargeable power supply 36 to provide a charge
status of the rechargeable power supply 36. The external
charge indicator 405 is electrically connected to the output
interface 20 to provide a charge status of the rechargeable
power supply of the mobile communication device 50 when
the mobile communication device 50 is interfaced with the
device 10. The backup indicator 40c¢ is electrically con-
nected to either or both of the output interface 20 and storage
element 38 to provide a data backup status when the device
10 performs data backup functionality.

[0066] The individual indicators may be implemented as
multi-state indicators operable in multiple states. For
example, a first state of operation of the internal charge
indicator 40a¢ may indicate that the rechargeable power
supply 36 is being charged, a second state of operation of the
internal charge indicator 40a may indicate that the recharge-
able power supply 36 is providing charge to the mobile
communication device 50, and a third state of operation of
the internal charge indicator 40e¢ may indicate that the
rechargeable power supply 36 is not being charged.

[0067] Preferably, each of the individual indicators is
implemented as one or more LEDs. Further to the above-
mentioned example multi-state operation of the internal
charge indicator 40a example, the first state may be indi-
cated by illumination of a first LED (e.g., a red LED), the
second state may be indicated by illumination of a second
LED (e.g., a green LED), and the third may be indicated by
not illuminating any LEDs.

[0068] Multi-state indicators, such as one or more LEDs,
may be used for the external charge indicator 405 and the
backup indicator 40c, similar to as discussed above with
reference to the internal charge indicator 40a.
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[0069] Alternatively, the internal charge indicator 40a
may be implemented as a series of LEDs, which when
illuminated in certain combinations provide an indication as
to the charge retained in the rechargeable power supply 36.
For example, a series of five LEDs may be used in such an
implementation. [llumination of all five LEDs indicates a
charge of 100% of the rechargeable power supply 36,
illumination of four LEDs indicates a charge in the range of
80%-99% of the rechargeable power supply 36, illumination
of three LEDs indicates a charge in the range of 60%-79%
of the rechargeable power supply 36, illumination of two
LEDs indicates a charge in the range of 40%-59% of the
rechargeable power supply 36, illumination of one LED
indicates a charge in the range of 20%-39% of the recharge-
able power supply 36, and the lack of illumination of the
LEDs indicates a charge of less than 20% of the rechargeable
power supply 36.

[0070] The electronics 30 may optionally include a locator
module 42 for periodically emitting location information for
receipt by the user of the mobile communication device 50.
The locator module 42 allows the user of the mobile
communication device 50 to locate the device 10 in cases of
misplacement or theft. The locator module 42 may include
a wireless transmitter that emits a signal that includes
location information. The wireless transmitter may be
implemented according to any wireless communication
standard protocol, such as, for example, the IEEE 802.15.1
(“Bluetooth”) protocol and the IEEE 802.11 (“Wi-Fi”) pro-
tocol.

[0071] As mentioned above, in addition to providing
recharging functionality to mobile communication devices
and having a rechargeable power supply integrated within
the device body 12, the device 10 also performs data backup
functionality. In order to perform the data backup function-
ality, the device 10 is recognized by the mobile communi-
cation device 50 as an external memory device, such as an
external hard drive or flash drive. In certain preferred
embodiments, the device 10 is recognized by the mobile
communication device 50 as a slave device, with the mobile
communication device 50 being the master device. Further
to this preferred master-slave configuration, the device 10
preferably does not include any processing hardware or
circuitry for providing data backup functionality, and relies
receiving instructions from the processing hardware and
circuitry of the mobile communication device 50 to perform
data backup.

[0072] The data backup functionality allows the storage
element 38 to store copies of the data retained on the storage
medium of the mobile communication device 50. Note that
the device 10 may still perform data backup in situations
where the AC input interface 16 is disengaged from the
mains power supply and the rechargeable power supply 36
is of insufficient charge to provide operational power to the
storage element 38. In such situations, the storage element
38 may receive operational power from the mobile commu-
nication device 50, via the output interface 20, thereby
allowing the device 10 to perform data backup functionality.
[0073] Note that the device 10 may be operable to inter-
face with multiple mobile communication devices and per-
form the recharging and data backup functionality for each
interfaced mobile communication device.

[0074] With continued reference to FIG. 5, the data
backup is performed by running (i.e., executing) a data
management application 52 on the mobile communication
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device 50 when the mobile communication device 50 is
interfaced with the device 10. The data management appli-
cation 52 operates as a command and communication inter-
face between the device 10 and the mobile communication
device 50, and allows one or more processors of the mobile
communication device 50 to interact with the storage ele-
ment 38, via the data link provided by the output interface
20. The combination of the device 10 in operation with the
data management application 52 constitutes a data backup
system.

[0075] The data management application 52 may be
implemented as a plurality of software instructions or com-
puter readable program code executed on one or more
processors of the mobile communication device 50. The data
management application 52 may be pre-installed, via down-
load, on the mobile communication device 50 prior to a first
interfacing of the mobile communication device 50 with the
device 10, or may be installed and subsequently executed
upon a first interfacing of the mobile communication device
50 with the device 10. Note that the data management
application 52 may be executed when the mobile commu-
nication device 50 is disconnected from the device 10, and
is preferably automatically executed upon connecting the
mobile communication device 50 with the device 10.
[0076] Attention is now directed to FIGS. 6 A-6D which
show flow diagrams detailing a process for performing data
backup of a mobile communicating device. The types of data
items of the mobile communication device that are stored
(i.e., backed up) on the storage element 38 of the device 10
include, but are not limited to, digital pictures, videos,
music, personal contacts, calendar items, email items, email
attachments, and messages/data from network based mes-
saging services and applications, such as, for example, short
message service (SMS), multimedia messaging service
(MMS), and WhatsApp Messenger). Throughout the
remainder of this document, the types of data items which
are backed up by the device 10 are referred to, as a whole,
as “personal data”, so as to differentiate these types of data
items from configuration and setting data items stored in
mobile device memory, which are typically specific to the
type of mobile device. As such, the personal data is a subset
of the total data stored on the mobile communication device.
[0077] It is noted that the functional steps of the process
600 involving backup of data, memory checking, memory
allocation, and backup data transferring, are performed via
commands received from the data management application
52.

[0078] In general, two types of data backup are discussed
hereinbelow with respect to the process 600. The backup
indicator 40c may be actuated differently for each of the
different types of data backup being performed. For
example, when the backup indicator 40c¢ is implemented as
multiple LEDs, a first LED illumination may correspond to
data backup of the first type, and a second separate LED
illumination may correspond to data backup of the second

type.

[0079] The first type of data backup is incremental data
backup, in which a full backup is performed once (or at
infrequent intervals) and serves as a reference point for an
incremental backup set. After a full backup, incremental
backups are made after successive time periods. Each incre-
mental backup copies data items that have been created or
changed since the most recent backup of any type (i.e., either
full backup or incremental backup). Within the context of
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this document, the term “incremental” when applied to data
backup can also refer to other comparator backup tech-
niques, including, but not limited to, differential backup.
[0080] The second type of data backup is a scheduled data
backup. The scheduled data backup may copy data items
that have been created or changed over a predefined time
period. The scheduled data backup may be defined by a
repetition rate and execution time. For example, the sched-
uled data backup may be defined as a weekly backup
occurring every Monday at 8 PM (i.e., weekly repetition
rate, and execution time of Monday at 8 PM). In this
example, each scheduled backup copies data items that have
been created or changed from the last scheduled backup.
Alternatively, the scheduled data backup may be configured
to perform a full backup at the defined repetition rate and
execution time.

[0081] Referring now to FIG. 6A, the process 600 begins
at block 602, in which a mobile communication device
(hereinafter referred to as mobile device A), operative in
accordance with the description of the mobile communica-
tion device 50, is interfaced, via, for example, the connector
assembly 70, with the device 10. As a result of the inter-
facing between the device 10 and mobile device A, the
process moves to block 604 where mobile device A is
queried for the presence of the data management application
52. If the data management application 52 is installed on
mobile device A, the data management application 52 is
launched (i.e., executed) and the process 600 moves to block
608. If the data management application 52 is not installed
on mobile device A, the process 600 moves to block 606,
where the data management application 52 is installed (e.g.,
manually downloaded by the user and deployed), and sub-
sequently moves to block 608.

[0082] In block 608, the data management application 52
reviews management data to determine if mobile device A is
a recognized mobile device. In other words, the data man-
agement application 52 checks for the presence of identifiers
of mobile device A. If mobile device A is recognized by the
data management application 52, the process 600 moves to
block 634 where steps for data backup are executed, as will
be discussed with reference to FIG. 6C in further detail
below.

[0083] If mobile device A is not recognized by the data
management application 52, the process 600 moves to block
610 (FIG. 6B), where the user of mobile device A configures
the device 10 for current and future operation with mobile
device A. Movement to block 610 is applicable to various
situations. For example, movement to block 610 is appli-
cable to situations in which a user may have an existing
mobile communication device (e.g., an iPhone 5 from Apple
of Cupertino, Calif.) and use the device 10 to backup data
stored on the existing mobile communication device. At a
later point in time, the same user may obtain a different (i.e.,
new) mobile communication device (e.g., an iPhone 6 from
Apple of Cupertino, Calif.) and wishes to transfer some or
all of the backup data of the iPhone 5 stored on the device
10 onto the new mobile communication device. Movement
to block 610 is also applicable to situations, for example, in
which a user acquires a new backup and charging device
(operative in accordance with the description of the device
10) which has never been paired with mobile device A.

[0084] In block 610 the data management application 52
generally provides three configuration types if mobile device
A is not recognized by the data management application 52.



US 2017/0310366 Al

The user of mobile device A may select the configuration
type according to personal preference, and change the con-
figuration type at a later time via the data management
application 52.

[0085] In block 612a the first configuration type is
selected. The first configuration type is configuration for
data backup, in which the device 10 is configured to operate
with mobile device A as a backup data device. In this
configuration, initial data backup parameters are configured.
The backup parameters include unique identification infor-
mation pertaining to mobile device A, which is used to
associate mobile device A with the device 10. The unique
identification information, in the form of a unique identifier
or identifiers, is logged by the data management application
52. All data from mobile device A that is backed up on the
device 10 is tagged with the unique identifier, thereby
associating the backup data on the device 10 with the mobile
device from which the backup data was copied (e.g., mobile
device A). The unique identifier is also used for determining
if mobile device A is recognized by the data management
application 52 in block 608.

[0086] The unique identifier includes information derived
from mobile communication device A, and is preferably
based on a unique identification number associated with
individual mobile communication devices, such as, for
example, International Mobile Subscriber Identity (IMSI),
International Mobile Equipment Identity (IMEI), and
Mobile Equipment Identifier (MEID).

[0087] In addition, the backup parameters include data
protection information, which includes password informa-
tion and may also include data encryption settings. The user
of mobile device A is preferably prompted to create a
password for all backup data from mobile device A stored on
the device 10. The password may be entered via an alpha-
numeric keypad of mobile device A. Accessing and/or
copying of data stored on the storage element 38 cannot be
executed without proper password authentication. As such,
the proper password provides users with the authority to
move and copy data from the device 10 to other mobile
communication devices, or other devices operative in accor-
dance with the description of the device 10, as will be
explained in more detail below.

[0088] The data encryption settings may be configured by
the user of mobile device A to select an encryption type, such
as, for example, a Data Encryption Standard (DES) algo-
rithm, Triple DES, Advanced Encryption Standard (AES),
and the like. The user defined password may also be used to
encrypt/decrypt the encryption/decryption key used for
encrypting and decrypting the backup data.

[0089] The backup parameters may also include backup
scheduling for scheduled data backup, which will be dis-
cussed in more detail below with reference to FIG. 6C.

[0090] Subsequent to block 612a, the process moves to
block 614, where information is displayed, via the display
screen of mobile device A. For example, the information
displayed by execution of block 614 may include, but is not
limited to, a listing of the mobile communication devices
having data backed up on the device 10, the phone numbers
of those mobile communication devices, the storage capac-
ity of the storage element 38, the amount of used storage
space on the storage element 38, the amount of available
storage space on the storage element 38, and the recom-
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mended amount of required storage space for backing up
mobile device A based on the type of mobile communication
device.

[0091] The process 600 then moves to block 616 in which
a full data backup is executed. The full data backup may
include configuration and setting data of mobile device A in
addition to the personal data discussed above. The backup
data is encrypted, according to encryption techniques/algo-
rithms, for example, disk encryption techniques, such that at
least a portion of each data item that is backed up is
encrypted. As such, unauthorized attempts to extract data
from the storage element 38 are prevented, securing the
device 10 in the event of theft or loss. Also, as noted above,
the backup data is password protected by the user password
created in block 6124, and can be used to encrypt/decrypt
the encryption/decryption key used for encrypting and
decrypting the backup data.

[0092] As discussed above, the backup data is also
assigned a unique identifier, preferably based on a unique
identification number associated with individual mobile
communication devices, such as, for example, International
Mobile Subscriber Identity (IMSI), International Mobile
Equipment Identity (IMEI), and Mobile Equipment Identi-
fier (MEID). The unique identifier may also include tempo-
ral information related to the storage event, such as, for
example, a timestamp of the generation of the storage event.
[0093] Note that upon execution of block 616, the data
management application 52 may notify the user of mobile
device A of the expected time required to complete the full
backup. As mentioned above, upon execution of block 616
the backup indicator 40c may also be actuated to notify the
user of mobile device A that a data backup is being per-
formed.

[0094] In addition, the data management application 52
may interrogate the rechargeable power supply 36 to deter-
mine if the rechargeable power supply 36 holds enough
charge to complete the full backup without plugging the AC
input interface 16 into a wall socket, or if mobile device A
holds enough charge to complete the full backup without
being recharged. The data management application 52 may
display to the user a recommendation of whether or not plug
the device 10 into a wall socket, or the recommendation may
be communicated to the user via the internal charge indicator
40a or external charge indicator 405.

[0095] Returning to block 610, the process 600 may move
to block 6126 in which the second configuration type is
selected. The second configuration type is configuration for
restoring from a backup stored on the device 10. Movement
to block 6125 is applicable to situations, for example, in
which a user acquires a new mobile communication device
and wishes to restore data from an older mobile communi-
cation device onto the newly acquired mobile communica-
tion device.

[0096] Similar to as described with reference to block 614,
a listing of the mobile communication devices having data
backed up on the device 10 may be displayed to the user of
mobile device A. This listing includes the types (i.e., make
and model) of mobile communication devices having data
backed up on the device 10, as well as the amount of
memory occupied by each of those backups. For example, if
two mobile communication devices have data backed up on
the device 10, the listing may include information pertaining
to those two mobile communication devices. For example,
the two mobile communication devices may be: 1) an
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iPhone 6 occupying 58 GB of memory; and 2) a Nexus 6
(from Motorola) occupying 60 GB of memory.

[0097] The process 600 then moves to block 618, where
the user of mobile device A selects from which of the
backups to restore mobile device A. The process 600 moves
to block 620 where the type of mobile communication
device selected from which to restore is compared with the
device type of mobile device A. Preferably, the mobile
device type is included as part of the unique identification
information used to associate backup data with the mobile
communication device from which the backup data was
copied. In addition, the data management application 52
may interrogate mobile device A to determine the device
type of mobile device A. As such, the data management
application 52 can compare the mobile device types. If the
two mobile devices are of the same type (e.g., both iPhones),
the process 600 moves to block 622.

[0098] In block 622, the available memory of mobile
device A is compared with the amount of memory occupied
by the selected backup. If the amount of available memory
on mobile device A is greater than the amount of memory
occupied by the selected backup, the process 600 moves to
block 624, where a full restore is performed. The full restore
performed in block 624 includes transferring all of the data
items (i.e., personal data as well as configuration and setting
data items) associated with the selected backup from the
device 10 to mobile device A.

[0099] Returning to block 622, if the amount of available
memory on mobile device A is less than the amount of
memory occupied by the selected backup, the process 600
moves to block 626, where a partial restore is performed.
The partial restore performed in block 626 may include
transferring a subset of the data items associated with the
selected backup from the device 10 to mobile device A. The
subset may include some of the personal data and all of the
configuration and setting data, or may include none of the
configuration and setting data and all or most of the personal
data, or any combination of subsets of personal data and
subsets of configuration and setting data.

[0100] Returning to block 620, if the two mobile devices
are different types (e.g., one is a Nexus and the other is an
iPhone), the process 600 moves block 628. The functions
performed in block 628 are similar to the functions per-
formed in block 622 (i.e., the available memory of mobile
device A is compared with the amount of memory occupied
by the selected backup). If the amount of available memory
on mobile device A is greater than the amount of memory
occupied by the selected backup, the process 600 moves to
block 630, where a partial restore is performed. The partial
restore performed in block 630 includes transferring all of
the data items, with the exception of mobile device specific
data items, associated with the selected backup from the
device 10 to mobile device A. In this way, operating system
specific data items are not transferred to mobile devices
running different operating systems. For example, Android
OS specific data items are not transferred to mobile devices
running 108, and vice versa.

[0101] Returning to block 628, if the amount of available
memory on mobile device A is less than the amount of
memory occupied by the selected backup, the process 600
moves to block 632, where a partial restore is performed.
The partial restore performed in block 632 differs from the
partial restores performed in blocks 626 and 630, in that the
partial restore performed in block 632 includes transferring
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only a subset of the personal data associated with the
selected backup from the device 10 to mobile device A.
[0102] In order to further illustrate the functionality of
blocks 622-632, non-limiting examples of differing memo-
ries are provided. For example, if the selected backup
occupies 58 GB of memory and mobile device A has 61 GB
of memory available, the process 600 moves from block 622
to block 624 (or from block 628 to block 630). Whereas if
the selected backup occupies 63 GB of memory and mobile
device A has 61 GB of memory available, the process 600
moves from block 622 to block 626 (or from block 628 to
block 632).

[0103] Note that the user of mobile device A may control,
via the data management application 52, which of the data
items are to be transferred to mobile device A during the
execution of blocks 624, 626, 630 and 632. For example,
even if mobile device A has enough available memory to
perform the restores executed in blocks 624 or 630, the user
of mobile device A may wish to only restore a subset of the
personal data items (e.g., pictures and videos, but not
music), and may indicate that preference via the data man-
agement application 52.

[0104] Note that in order to perform the data transferring
functionality resultant from the restore executed in blocks
624, 626, 630 and 632, the user of mobile device A is
required to enter the password associated with the selected
backup. In addition, since the backup data on the storage
element 38 is stored in a protected format that includes
encryption of the data copied from the backed up mobile
communication device, execution of the restore in blocks
624, 626, 630 and 632 preferably includes data decryption,
in order to place the restored data in a format readable by
mobile device A.

[0105] Also, note that upon completion of the restore
executed in blocks 624, 626, 630 and 632, the process 600
may optionally move to block 612a, in which mobile device
A is subsequently configured for backup.

[0106] Returning now to block 610, the process 600 may
also move to block 612¢ in which the third configuration
type is selected. The third configuration type is configuration
for recharging only, in which the device 10 does not perform
data backup when connected to mobile device A. If the user
selects the third configuration type, the unique identifier of
mobile device A is logged by the data management appli-
cation 52 and flagged with an instruction not to perform data
backup functionality upon subsequent interfaces between
the device 10 and mobile device A.

[0107] Returning now to block 608, and with reference to
FIG. 6C, the process 600 may move to block 634 if mobile
device A is recognized by the data management application
52. In block 634, the data management application 52
interrogates the device 10 to determine the amount of
available memory on the storage element 38, and to identify
the block(s) of data stored on the storage element 38
corresponding to the last backup (of any kind) of mobile
device A. As discussed above, the block(s) of data on the
storage element 38 are assigned a unique identifier associ-
ating the stored data with the device from which the stored
data was copied (e.g., mobile device A). In this way, the data
management application 52 is able to identify the block(s) of
data corresponding to the last backup.

[0108] The process 600 then moves to block 636 where
the data management application 52 compares the data items
stored on mobile device A with the block(s) of data identified
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in block 634 to identify differences between the data stored
on mobile device A and the storage element 38. In other
words, the result of the execution of block 636 is the
identification of data items stored on mobile device A and
not stored on the storage element 38. Based on this identi-
fication, the data management application 52 determines the
amount of memory required to perform an incremental
backup.

[0109] The process 600 then moves to block 638, where
the available memory on the storage element 38 is compared
with the memory required to perform an incremental backup
determined in block 638. If the storage element 38 has
enough available memory to accommodate the incremental
backup, the process 600 moves to block 640 where the
incremental backup is performed. If the storage element 38
does not have enough available memory to accommodate
the incremental backup, the process 600 moves to block 650
(FIG. 6D), as will be discussed in further detail below.
[0110] Subsequent to block 640, the process 600 moves to
block 642, where the data management application 52
identifies the last scheduled backup and determines the
amount of memory required to perform a scheduled backup.
The process 600 then moves to block 644 where the data
management application 52 checks whether a scheduled
backup is scheduled to occur. If no scheduled backup is
scheduled to occur, the process ends and no further data
backups are performed. If a scheduled backup is scheduled
to occur, the process 600 moves to block 646.

[0111] In block 646, the available memory on the storage
element 38 is compared with the memory required to
perform the scheduled backup as determined in block 642.
If the storage element 38 has enough available memory to
accommodate the scheduled backup, the process 600 moves
to block 648 where the scheduled backup is either performed
or an alert or reminder is issued to the user. The alert may
be a notification displayed via the data management appli-
cation 52 alerting the user that a scheduled backup is
scheduled to occur and requesting user authorization to
perform the scheduled backup. The reminder effectuated via
the backup indicator 40c¢, and may be implemented, for
example, via illumination of one or more LEDs of the
backup indicator 40c. If the storage element 38 does not
have enough available memory to accommodate with the
scheduled backup, the process 600 moves to block 650.
[0112] With reference to FIG. 6D and continued reference
to FIG. 6C, the process 600 moves to block 650 from blocks
638 or 646 if a determination is made that the storage
element 38 does not have enough available memory to
accommodate the requested backup. In block 650, the data
management application 52 determines whether blocks of
backup data associated with mobile devices different from
mobile device A are stored on the storage element 38. If such
backups are stored on the storage element 38, the process
600 moves to block 652 where the data management appli-
cation 52 provides a recommendation to the user of mobile
device A to remove some or all of those backups from the
storage element 38, to allow the device 10 to perform the
requested backup for mobile device A. The data manage-
ment application 52 may also alert the users of the mobile
devices different from mobile device A, via SMS or other
network based messaging service, of the memory availabil-
ity issue.

[0113] The process 600 may then optionally move to block
660 where removal of some or all of those backups, as
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determined in block 650, is executed in response to a
command issued by the user of mobile device A. Note that
in order for the user of mobile device A to provide a
command to remove a backup associated with another
mobile device, the user of mobile device A is required to
enter the password assigned to that backup. If the user of
mobile device A successfully removes a backup associated
with another mobile device to create enough available
memory for accommodating the requested backup for
mobile device A, the process 600 may return (not shown) to
block 640 or block 648 from block 660.

[0114] Returning to block 650, if no backups of other
mobile communication devices are stored on the storage
element 38, the process 600 moves to block 654 where the
data management application 52 determines whether there
are any backups associated with mobile device A which can
be removed. The criteria for removability may be based on
the number and/or age of the backups. For example, if the
data management application 52 identifies 10 backups (full
or partial backups) spanning a period of two years, the data
management application 52 may provide a recommendation
to the user to remove the backups that are older than one
year.

[0115] If the data management application 52 determines
there is/are backup(s) which can be removed, the process
600 moves to block 656 where the data management appli-
cation 52 provides a recommendation to the user of mobile
device A to remove some or all of those backups from the
storage element 38. The process 600 may then optionally
move to block 662 where removal of some or all of those
backups, as determined in block 654, is executed in response
to a command issued by the user of mobile device A The user
may then remove any or all of those backups, by providing
the appropriate password associated with the backups of
mobile device A. If the user of mobile device A removes
enough backups determined by the data management appli-
cation 52 to removable, and creates enough available
memory to accommodate the initially requested backup, the
process 600 may return (not shown) to block 640 or block
648 from block 662.

[0116] Returning to block 654, if the data management
application 52 does not identify any backup(s) deemed to be
removable, or does not identify enough removable backups
to avail enough memory to accommodate the initially
requested backup, the process moves to block 658. In block
658, the data management application 52 notifies the user of
mobile device A that there is not enough available memory
on the device 10, and may provide a recommendation to the
user to acquire a new device (operative in accordance with
the description of the device 10) with a larger data storage
capacity.

[0117] As should be noted from the above description, the
process 600 allows for automatic backup of data, from
mobile device A to the device 10, if the device 10 has been
properly configured by the user to operate with mobile
device A, and if sufficient memory is available on the storage
element 38 to accommodate the data backup.

[0118] Note that each mobile communication device, for
example mobile device A, is operative to interface with
multiple backup and charging devices, each such backup and
charging device being operative in accordance with the
description of the device 10. For example, mobile device A
may be configured to operate with three backup and charg-
ing devices (device 1, device 2, and device 3), such that
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mobile device A is separately and simultaneously paired
with device 1, device 2, and device 3. Execution of the data
management application 52 on mobile device A provides the
user of mobile device A with a listing of the three devices to
which mobile device A is paired. This listing also preferably
includes the configuration type 612a-612¢ (i.e., configura-
tion for backup, restore, or charging only) for each of the
devices 1, 2 and 3. For example, devices 1 and 3 may be
configured to operate with mobile device A under configu-
ration for backup (i.e., block 612a), while device 2 may be
configured to operate with mobile device under configura-
tion for no backup (i.e., block 612c¢).

[0119] The user may also change the configuration type
for each of the devices 1, 2 and 3, provided that the user
supplies the correct password.

[0120] As should be apparent, the execution and configu-
ration of the data management application 52 may be
performed when mobile device A is decoupled from any
other peripheral device in order to provide seamless con-
figuration management of the devices operative in accor-
dance with the description of the device 10. Furthermore,
configuration of the data management application 52 may
also be performed via a standard personal computer, such as
a desktop or laptop. The data management application 52
may also be used to locate the device 10, based on infor-
mation received from the locator module 42.

[0121] The data backup application 52 is preferably con-
figured to synchronize with designated remote data backup
repositories, such as cloud based data repositories. For
example, the user of a mobile communication device may
provide the data management application 52 with cloud
account information to facilitate data synchronization to
ensure that the data stored on the cloud associated with the
mobile communication device is synchronized with the data
stored in the storage element 38 of the device 10.

[0122] Although the data backup and charging device as
described thus far has pertained to a preferred embodiment
of data backup and charging performed via a wired connec-
tion between the device and a mobile communication
device, other embodiments are possible in which data
backup and/or charging are performed wirelessly. For
example, as shown in FIG. 4, the electronics 30 may further
include a wireless data module 44 coupled to the storage
element 38 for facilitating wireless data backup functional-
ity, and/or a wireless charging module 46 for facilitating
wireless charging functionality.

[0123] The wireless data module 44 receives data for back
up from a corresponding wireless module deployed in the
mobile communication device. The wireless data module 44
may utilize any standard wireless protocol, including, but
not limited to, the “Bluetooth™ protocol and the “Wi-Fi”
protocol. The wireless data module 44 is preferably coupled
to the power controller 34, and may receive operational
power from the AC to DC converter 32, which may be
provided directly to the wireless data module 44 by the AC
to DC converter 32 or indirectly via the power controller 34.
Alternatively, the wireless data module 44 may receive
operational power from the rechargeable power supply 36,
which may be provided directly to the wireless data module
44 by the rechargeable power supply 36 or indirectly via the
power controller 34. If present, the locator module 42 may
use the wireless data module 44 to emit the location infor-
mation bearing signal.
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[0124] The wireless charging module 46 is preferably
coupled to the power controller 34 in order to provide charge
sourced from the rechargeable power supply 36 or the AC
input interface 16. The wireless charging module 46 may be
implemented as an inductive charging module and utilize
any inductive charging standard, such as, for example, the
Qi standard. As is known in the art, inductive charging
arrangements provide energy transfer through an inductive
coupling to electrical devices.

[0125] Implementation of the method and/or system of
embodiments of the invention can involve performing or
completing selected tasks manually, automatically, or a
combination thereof. Moreover, according to actual instru-
mentation and equipment of embodiments of the method
and/or system of the invention, several selected tasks could
be implemented by hardware, by software or by firmware or
by a combination thereof using an operating system.
[0126] For example, hardware for performing selected
tasks according to embodiments of the invention could be
implemented as a chip or a circuit. As software, selected
tasks according to embodiments of the invention could be
implemented as a plurality of software instructions being
executed by a computer using any suitable operating system.
As discussed above, the data management application 52
may be implemented as a plurality of software instructions
or computer readable program code executed on one or more
processors of a mobile communication device. As such, in
an exemplary embodiment of the invention, one or more
tasks according to exemplary embodiments of method and/
or system as described herein are performed by a data
processor, such as a computing platform for executing a
plurality of instructions. Optionally, the data processor
includes a volatile memory for storing instructions and/or
data and/or a non-volatile storage, for example, non-transi-
tory storage media such as a magnetic hard-disk and/or
removable media, for storing instructions and/or data.
Optionally, a network connection is provided as well. A
display and/or a user input device such as a keyboard or
mouse are optionally provided as well.

[0127] For example, any combination of one or more
non-transitory computer readable (storage) medium(s) may
be utilized in accordance with the above-listed embodiments
of the present invention. The non-transitory computer read-
able (storage) medium may be a computer readable signal
medium or a computer readable storage medium. A com-
puter readable storage medium may be, for example, but not
limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, or device, or
any suitable combination of the foregoing. More specific
examples (a non-exhaustive list) of the computer readable
storage medium would include the following: an electrical
connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), an optical fiber,
a portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

[0128] A computer readable signal medium may include a
propagated data signal with computer readable program
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code embodied therein, for example, in baseband or as part
of a carrier wave. Such a propagated signal may take any of
a variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

[0129] The flowchart and block diagrams in the Drawings
illustrate the architecture, functionality, and operation of
possible implementations of systems, devices, methods and
computer program products according to various embodi-
ments of the present invention. In this regard, each block in
the flowchart or block diagrams may represent a module,
segment, or portion of code, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). It should also be noted that, in some alter-
native implementations, the functions noted in the block
may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the function-
ality involved. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combina-
tions of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and
computer instructions.

[0130] The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

[0131] As used herein, the singular form, “a”, “an” and
“the” include plural references unless the context clearly
dictates otherwise.

[0132] The word “exemplary” is used herein to mean
“serving as an example, instance or illustration”. Any
embodiment described as “exemplary” is not necessarily to
be construed as preferred or advantageous over other
embodiments and/or to exclude the incorporation of features
from other embodiments.

[0133] It is appreciated that certain features of the inven-
tion, which are, for clarity, described in the context of
separate embodiments, may also be provided in combination
in a single embodiment. Conversely, various features of the
invention, which are, for brevity, described in the context of
a single embodiment, may also be provided separately or in
any suitable subcombination or as suitable in any other
described embodiment of the invention. Certain features
described in the context of various embodiments are not to
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be considered essential features of those embodiments,
unless the embodiment is inoperative without those ele-
ments.

[0134] The processes (methods) and systems, including
components thereof, herein have been described with exem-
plary reference to specific hardware and software. The
processes (methods) have been described as exemplary,
whereby specific steps and their order can be omitted and/or
changed by persons of ordinary skill in the art to reduce
these embodiments to practice without undue experimenta-
tion. The processes (methods) and systems have been
described in a manner sufficient to enable persons of ordi-
nary skill in the art to readily adapt other hardware and
software as may be needed to reduce any of the embodi-
ments to practice without undue experimentation and using
conventional techniques.

[0135] Although the invention has been described in con-
junction with specific embodiments thereof; it is evident that
many alternatives, modifications and variations will be
apparent to those skilled in the art. Accordingly, it is
intended to embrace all such alternatives, modifications and
variations that fall within the spirit and broad scope of the
appended claims.

1. A device for interfacing with a mobile communication
device, the mobile communication device including a pro-
cessor and a storage medium having data retained thereon,
the device comprising:

a single device body;

electronic circuitry fully integrated within the device body
including at least one data storage element and at least
one rechargeable power supply;

an alternating current (AC) power plug having prongs
integrated on a surface of the device body, the AC
power plug for receiving AC voltage from a mains
power supply, the AC power plug operatively coupled
to the at least one rechargeable power supply; and

an interface having at least one portion integrated within
a footprint of the device body, the interface operative to
detachably and electronically couple the mobile com-
munication device to the at least one storage element
and the AC power plug, and to provide direct current
(DC) voltage, converted from the received AC voltage,
to the mobile communication device,

the device being configured as a slave device in which the
at least one data storage element is operative to receive
data transfer commands issued by the processor as
input directly from the processor, the data transfer
commands being initiated by a user of the mobile
communication device and provided to the processor
via a data management application executed on the
mobile communication device, and the at least one data
storage element being operative to receive a copy of a
subset of the data retained on the storage medium in
response to at least one of the received commands
issued by the processor when the mobile communica-
tion device is electronically coupled to the interface,
the received copied subset of data being stored, in a
protected format having at least one layer of protection,
in the at least one storage element, the stored subset of
data having an assigned unique identifier associating
the stored subset of data with the mobile communica-
tion device.
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2. The device of claim 1, wherein the at least one layer of
protection includes encrypting at least a portion of the stored
subset of data.

3. The device of claim 1, wherein the at least one layer of
protection includes assigning a unique password to the
stored subset of data.

4-5. (canceled)

6. The device of claim 4, wherein the data management
application is installed on the mobile device prior to a first
electronic coupling of the mobile communication device to
the interface.

7. The device of claim 1, wherein the storing of the subset
of data defines a storage event associating the device and the
mobile communication device, and wherein, in response to
electronic coupling of the mobile communication device to
the interface prior to the occurrence of any storage events,
the copied subset of the data includes substantially the
entirety of the data retained on the storage medium, and the
unique identifier is assigned based on an identification
number of the mobile communication device.

8. The device of claim 7, wherein, in response to elec-
tronic coupling of the mobile communication device to the
interface subsequent to the occurrence of at least one storage
event, the copied subset of the data includes a subset of the
data retained on the storage medium not stored on the at least
one data storage element as a result of a preceding electronic
coupling of the mobile communication device to the inter-
face.

9. The device of claim 1, wherein, in response to a
command issued by a second mobile communication device
electronically coupled to the interface, the stored subset of
data of the mobile communication device is copied to a
storage medium of the second mobile communication
device.

10. The device of claim 1, wherein the prongs of the AC
power plug are deployed in a fixed extending position away
from the surface of the device body.

11. The device of claim 1, wherein

the interface is switchably coupled to the AC power plug

and the at least one rechargeable power supply.

12. The device of claim 1, wherein the at least one
rechargeable power supply is operative to receive DC volt-
age converted from the received AC voltage, and to provide
DC voltage to the interface.

13. The device of claim 1, wherein the electronic circuitry
includes a power controller electronically coupled to the
rechargeable power supply, the AC power plug, and the
interface, the power controller operative to switch between
a first state, in which DC voltage converted from the
received AC voltage is provided to at least one of the
interface and the rechargeable power supply, and a second
state, in which DC voltage stored in the rechargeable power
supply is provided to the interface.

14. The device of claim 1, wherein the at least one data
storage element receives operational power from at least one
power source selected from the group consisting of: the
mobile communication device, the rechargeable power sup-
ply, and AC voltage received via the AC power plug.

15. The device of claim 1, further comprising:

at least one status indicator formed on a surface of the

device body, the at least one status indicator providing
an indication of at least one of: a charge status of the
rechargeable power supply, a backup status of the
subset of the data copied to the at least one storage
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element, and a charge status of a rechargeable power
supply of the mobile communication device.

16. The device of claim 1, wherein the interface includes
a female universal serial bus (USB) interface having a
portion thereof exposed on a surface of the device body, the
female USB interface for receiving a male USB connector.

17. The device of claim 1, wherein the device body
includes a length dimension, a width dimension, and a
thickness dimension, and wherein the surface of the device
body on which the prongs of the AC power plug are
integrated is a first surface of the device body, the first
surface being in a plane defined by the length and width
dimensions, and wherein the footprint of the device body is
formed on a second surface of the device body oppositely
disposed from the first surface.

18-19. (canceled)

20. A data backup system comprising:

a slave device for interfacing with a mobile communica-
tion device including a processor and a storage medium
having data stored thereon, the slave device compris-
ing:

a single device body;

electronic circuitry fully integrated within the device
body including at least one rechargeable power sup-
ply and at least one storage element operative to
receive user initiated data transfer commands issued
by the processor as input directly from the processor,

an alternating current (AC) power plug having prongs
integrated on a surface of the device body to receive
AC voltage from a mains power supply and opera-
tively coupled to the at least one rechargeable power
supply, and

a mobile communication device interface integrated
within the device body to provide a data link
between the at least one storage clement and the
mobile communication device, and to provide direct
current (DC) voltage, converted from the received
AC voltage, to the mobile communication device;
and

a data management application executable on the mobile
communication device upon establishing the data link
between the at least one storage element and the mobile
communication device, the data management applica-
tion providing an interface to backup a subset of the
data of the storage medium on the at least one storage
element upon receipt of the user initiated commands
issued by the processor of the mobile communication
device.

21. The device of claim 1, wherein the electronic circuitry

lacks a processor.

22. The system of claim 20, wherein the data management
application is operative to interrogate the at least one
rechargeable power supply to determine a charge level of the
at least one rechargeable power supply, and to display a
notification to couple the AC power plug to the mains power
supply based on the determined charge level.

23. A data backup system comprising:

a data management application executable on a plurality
of mobile communication devices, each mobile com-
munication device including a processor and a storage
medium having data stored thereon; and

a slave device for interfacing with the plurality of mobile
communication devices, the slave device comprising:
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electronic circuitry fully integrated within a single
device body including a rechargeable power supply
and a storage element operative to store data asso-
ciated with the data stored on the storage medium of
each of the mobile communication devices, and
operative to transfer data stored on the storage cle-
ment based on received commands issued by the
respective processor of each mobile communication
device, the received commands being initiated by a
respective user of each mobile communication
device and provided to the respective processor via
the data management application,

an alternating current (AC) power plug having prongs
integrated on a surface of the device body to receive
AC voltage from a mains power supply and opera-
tively coupled to the rechargeable power supply, and

an interface integrated within the device body to pro-
vide a data link between the storage element and
each of the mobile communication devices, and to
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provide direct current (DC) voltage, converted from
the received AC voltage, to each of the mobile
communication devices,

wherein upon establishing the data link between the

storage element and a first mobile communication
device of the plurality of mobile communication
devices, should the data management application iden-
tify that the storage element lacks the storage capacity
to store data associated with the data stored on the
storage medium of the first mobile communication
device, the data management application facilitates
removal of a portion of data stored on the storage
element based on a command initiated by the user of
the first mobile communication device, the portion of
data being associated with the data stored on the
storage medium of any of the mobile communication
devices excluding the first mobile communication
device.



