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LOCATION CONTROLS ON PAYMENT CARD 
TRANSACTIONS 

FIELD 

0001. The present system and method relate to controlling 
payment card transactions based on a mobile device being 
Substantially co-located with the location where a payment 
card transaction is initiated, and the ability for selective con 
trols to be placed on the payment card by the cardholder or 
issuing bank. 

BACKGROUND 

0002 One of the more constant problems within the pay 
ment card industry is the management of fraud in the use of 
payment cards. In fact, a significant portion of card fraud is 
counterfeit fraud, which involves counterfeit payment cards 
being used fraudulently at ATMs and/or points of sale (POS), 
often in a foreign country relative to the card holder's home 
country. To address this problem, card payment providers 
Sometimes deny transactions from countries where Such 
fraud is common unless the cardholder alerts the payment 
card issuer of his travels to that country. This can be incon 
venient to the cardholder. For instance, when a cardholder 
travels to Russia where counterfeit fraud is currently a prob 
lem, it may be that his or her transactions are denied unless he 
or she informs or had informed the card issuer of his or her 
travels. 
0003. Another mechanism being proposed is to use mobile 
phone locator services such as Ericsson's IPX (Internetwork 
Packet Exchange) Country Look-Up Service provided by 
cellular telephone service providers to provide a confirmation 
that a person is in the country where the transaction is carried 
out. However, this requires involving the cellular telephone 
provider, and likely incurring the costs for the service thereof, 
is limited to mobile phone services that offer such a service 
and is limited to mobile phones. Further, it may not be par 
ticularly useful if the mobile phone locator service only iden 
tifies a large geographic region, such as a country. This 
approach would also involve the complexity of coordinating 
entities which are not normally in communication, such as the 
cardholder, the cellular telephone service provider, and the 
payment card industry, particularly the card issuer. 
0004. In areas not directly related to the method and sys 
tem disclosed herein, consumers currently have access to a 
range of personal devices (such as cellphones, GPS devices, 
personal computers, etc.), which are able to identify (to vary 
ing levels of accuracy) the geographic location (based on 
either of or a mix of GPS systems, mobile phone cell-phone 
towers, Wi-Fi hot-spot, IP address, etc.). In this respect, a 
number of software applications are available in the market 
which offer consumers with customized services based on the 
location information enabled on their mobile device. For 
example: (1) MasterCard has an iPhone application to locate 
the nearest ATM based on the geo-location information pro 
vided by the phone; (2) MasterCard already provides location 
based card controls based on the location of the payment 
transaction on the card (e.g. country or event, merchant or 
POS); (3) some providers have applications on mobile 
devices that enable users to search for products and services 
based on the location information (e.g. to find a restaurant); 
and (4) other services enable an application enable a network 
of “friends” or “family' to share location based information 
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and, for example, to find friends in the vicinity of the mobile 
device or to be alerted when a friend arrive nearby (e.g. in the 
same city, for example). 
0005. There does not appear to be any existing services in 
the market which enable cardholders to apply controls on a 
payment card based on location based information obtained 
from a mobile device with geo-location capabilities. Further, 
there does not appear to be existing bank or issuing services in 
the market leveraging location based card controls for the 
purpose of preventing and managing fraud on payment cards. 

SUMMARY OF THE INVENTION 

0006. As disclosed herein, the present method and system 
for providing location control on payment card use involves a 
mechanism by which, depending on particular embodiments, 
one or more of these problems may be avoided or mitigated, 
while, depending on the particular embodiments, providing 
additional opportunities for the customer or cardholder to 
impose their own location controls, as well as potentially 
other user-defined controls, on the use of their real payment 
number (RPN), or a pseudo card number or control payment 
number (CPN), as the case may be. 
0007. In certain exemplary embodiments, the location 
control payment controls can take the form of a financial 
transaction method and system that includes the steps and 
system configured to: (i) receive in a managing computer 
system comprising a memory device capable of storing data 
which associates identification information of individual 
mobile devices with individual payment card accounts, and a 
computer processor, a request from a merchant for authori 
Zation of a payment card transaction against a payment card 
account of a customer. The authorization request from the 
merchant indicates the geographic origin of the request for 
authorization. The method and system are configured to 
receive, in the managing computer system, information com 
municated by a mobile device regarding a current geographic 
location as determined by the mobile device and identity of 
the mobile device, wherein the mobile device has electronics 
capable of determining a geographic location of the mobile 
device. The method and system are configured to identify, in 
the managing computer system, at least one mobile device 
associated with the payment card account against which a 
request for authorization has been received by accessing data 
stored in the memory device. The method and system are 
configured to determine, in the managing computer system, 
whether the geographic origin of the authorization request 
matches the geographic location determined by the mobile 
device; and at least one of: (1) permit the payment card 
transaction to be processed for authorization when the geo 
graphic origin of the authorization request matches the geo 
graphic location determined by the mobile device, and (2) 
take action to permit denying the authorization request for the 
transaction to be processed for authorization when the geo 
graphic origin of the request does not match the geographic 
location of the mobile device. 
0008 Research indicates that cardholders want increased 
control over their payment cards. MasterCard has launched 
card based control capabilities and services for banks and 
cardholders. Providing location based card controls to con 
Sumers can add value to this effort. Additionally, as efforts 
continue to use mobile devices as contactless cards for pay 
ment card transactions, and for person-to-person payment 
mechanisms, the presently disclosed method and system will 
have greater value. 
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0009 Enabling banks and card issuers to offer card control 
services based on cardholders' geo-location information pro 
vided by cardholder's mobile device would provide an ability 
to manage fraud via geo-location based card controls depend 
ing on the particulars of the embodiment. This service, for 
instance, could enable banks and card issuers to manage fraud 
limits, impose blocks or generate alerts based on location 
information. Thus, the method and system could greatly 
increase the accuracy of fraud detection and prevention in 
certain exemplary embodiments. For example, the method 
and system could enable issuers to decline a payment card 
transaction if the country of the merchant (as identified in the 
card transaction information) is different from the country 
where the consumer is reported to be (as identified by the 
information provided to the platform by the mobile device). 
0010. These and other features and advantages of particu 
lar embodiments of the location payment card transaction 
control method and system will now be described by way of 
exemplary embodiments to which they are not limited. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 illustrates a high level diagram of a system 
architecture that may be employed in accordance with an 
exemplary embodiment of the location controls on payment 
card transactions; and 
0012 FIG. 2 illustrates a high level flowchart illustrating 
the process by which an exemplary embodiment of the loca 
tion controls on payment card transactions may be carried 
Out. 

DETAILED DESCRIPTION 

0013 The method and system for location controls on the 
payment card transactions will now be described by reference 
to the accompanying drawings in which like elements are 
described with like figure numbers. It should be noted that the 
claimed invention is not limited to these particular embodi 
ments but rather fully encompasses variations and modifica 
tions which may occur to those skilled in the art. 
0014 Depending on the embodiment, the card location 
controls disclosed herein can provide consumers with a ser 
Vice to manage location-based controls on their payment card 
or cards linked to a mobile device or devices that have geo 
location capabilities. 
0015. In exemplary embodiments, cardholders 150 (and/ 
or banks or card issuers 120) can be provided with access to 
a management platform, e.g., managing computer System 
110, to set and manage card controls via a Software applica 
tion that consumers can install, or can be installed by the 
manufacture of provider of the mobile device 160, on one or 
multiple mobile devices with geo-location based capabilities. 
The management computer system 110 may also be accessed 
via an internet browser on a Mac or PC or nearly any Internet 
enabled mobile device. 
0016. An exemplary mobile device application would 
enable consumers to perform one or more of the following: 

0017 Register one or multiple mobile devices 160 into 
the card management computer system 110 and enable 
the mobile device 160 to transmit geo-location based 
information to managing computer system 110; 

0018 Link (i.e., associate) one or more mobile devices 
160 to one or multiple payment cards; and 

0019 Set location based controls on the payment cards, 
by way of non-limiting examples. 
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0020. The application may further enable consumers 150 
(and/or banks and/or card issuers 120) to perform one or more 
of the following: 

0021 Define personal or custom location areas or other 
location based criteria, such as but not limited to: home 
location (city and country), usual destinations (cities, 
countries, etc.), etc.; 

0022 Define personal or custom control profiles, such 
as (but not limited to): "at home”, “at school', “travel 
ing, etc. which include custom controls designed by the 
cardholder related to the geographic location informa 
tion identified by the profile name; and 

0023 Associate different “personal locations' to “per 
sonal control profiles' such that when the mobile device 
reports a current location identified in a “personal loca 
tions’ data file, the associated “personal control pro 
files' can be automatically invoked, as some additional 
non-limiting examples. 

0024 Exemplary types of card location-based controls 
can in certain embodiments include the ability for consumers 
150 (and/or banks or card issuers 120) to set one or more of 
the following: 

0.025 Authorization locks (enable/disable card transac 
tions based on location), 

0026 Authorization limits (maximum spend or maxi 
mum number of transactions based on location), and 

0027 Transaction alerts (e.g., sent over TCP/IP net 
works, SMS, email, software alerts, etc.) based on loca 
tion. 

0028. Exemplary System Architecture 
0029. As illustrated in FIG. 1, in the financial transaction 
system 100, the managing computer system 110 includes a 
memory device, which may be any form of data storage 
device including but not limited to electronic, magnetic, opti 
cal recording mechanisms, combinations thereofor any other 
form of memory device capable of storing data which asso 
ciates identification information of individual mobile device 
such as mobile device 160 associated with a customer 150 
with individual payment card accounts issued by a card issuer 
120 to a cardholder. It is noted that as used herein a customer 
150 may be the cardholder or an authorized user of the pay 
ment card who is not the cardholder. The managing computer 
system 110 also includes a computer processor, which may be 
in the form of a stand-alone computer, a distributed comput 
ing system, a centralized computing system, a network server 
with communication modules and other processors, or nearly 
any other automated information processing system config 
ured to receive requests from merchants 140, typically 
through a merchant acquirer 130 though not necessarily so 
depending on the card processing network, for authorization 
of payment card transactions against a payment card account 
of a customer 150. 
0030 The authorization request from the merchant 140 
includes various data regarding the identity of the payment 
card account, the type and amount of the transaction, mer 
chant data information, and additionally the geographic ori 
gin of the request for authorization. This geographic origin of 
the request for authorization may be generated by a merchant 
terminal (interface) at a fixed location for card-present trans 
actions, or from information received during a transaction 
regarding the customer's IP (internet protocol) address, com 
puter identification that indicates the location of the com 
puter, Such as the customer's home computer or business 
desk-top computer that the customer had previously identi 
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fied as being associated or linked with the payment card 
account, or nearly any other form of information that would 
tend to identify the geographic origin of the request for autho 
rization. It should be noted that the geographic origin can be 
determined by electronics in the mobile device 160, pre 
stored, or entered by the customer or cardholder 150, but 
includes the actual geographic location of the interface device 
through which the transaction, and therefore the request for 
authorization, is originated by a customer or cardholder 150. 
0031. The managing computer system 110 also receives 
information communicated by a mobile device 160 regarding 
a current location of the mobile device 160 as determined by 
the mobile device 160. The mobile device 160 has electronics 
capable of determining a current geographic location of the 
mobile device 160. For instance, the mobile device 160 may 
include the ability to use the GPS (geographic positioning 
system), or to estimate its position by being in the range of a 
wireless (e.g. 802.11 or Wi-Fi) local area network transmitter, 
or triangulate its position by using the transmissions of Wi-Fi 
transmitters, the position of which is known or can be derived 
from either to the managing computer system 110, by the 
mobile device 160, or by the Wi-Fi transmitters which trans 
mit their location information to the mobile device 160. Alter 
natively or additionally, the mobile device 160 may be able to 
determine its geographic location based on transmissions 
from cellular phone communication providers via cell towers 
(either by being in the coverage area of one or triangulating its 
position from three or more cellular transmitters) and the like 
which either transmits the location of the cellular communi 
cation transmitters so that the mobile device can determine its 
own location based thereon, or conveys to the mobile device 
160 the location as determined by the cellular system as to the 
location of the mobile device 160. The mobile device 160 
could be provided with an application to open a communica 
tion channel or channels to the managing computer Software 
110, and optionally that would permit the user to set controls 
on the payment card, including controls that are geographi 
cally based, as explained above (e.g., individual controls, 
controls based on customer profiles set by the cardholder/ 
customer 150 or issuing bank 120, for instance. Of course, 
additionally or alternatively any internet based device or other 
communication path to the managing computer system 110 
could be utilized by the customer 150 in setting these controls 
in the card use. The application could also enable or disable 
the transmission of the location of the mobile device 160. This 
application can be preloaded on the mobile device 160 by the 
manufacture or retailer of the mobile device 160, or down 
loaded and installed by the customer 150. 
0032. The managing computer system 110 also accesses 
data stored in its memory device to identify at least one 
mobile device 160 associated with the payment card account 
against which a request for authorization has been received 
from a merchant 140, and determines whether the geographic 
origin of the authorization request matches the geographic 
location conveyed by the mobile device 160. 
0033. As used herein, the geographic origin of the autho 
rization may “match' the geographic location determined by 
the mobile device either by determining whether they are 
within a given distance of one to the other, and may be based 
on longitude and latitude information or street addresses or 
other relatively absolute or fixed physical locations. Alterna 
tively or additionally, the geographic origin of the transaction 
request might match the geographic location of the mobile 
device if it is in the same local community as the geographic 
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location of the mobile device. In this instance, the same local 
community may be a town, a city, and county or province, as 
examples. Alternatively or additionally, the geographic origin 
of the transaction authorization request may match the geo 
graphic location of the mobile device if it occurs in the same 
country, for example. Further, rules can be set up, based on 
transaction details (e.g., the amount, frequency of use, mer 
chant, type of merchant, type of transaction (e.g., ATM, POS, 
etc.), country of origin of the transaction, etc.), the Sophisti 
cation of the transaction equipment and/or communications 
equipment, the quality and the information being provided, 
etc., and combinations of these factors) to flexibly match the 
geographic location with the geographic origin at different 
levels of specificity depending on these factors. For instance, 
a micro payment of S10.00 or less, for example, might be 
approved based on the country in which the mobile device is 
located or was last reported to be located, whereas a more 
significant payment of S100.00 would only be approved if the 
geographic location matched within a radius of several hun 
dred feet of the mobile device location (e.g., the smallest 
resolution of the location detection circuitry that was reported 
within a given time period, to provide a couple examples. As 
mentioned above, the customer 150 or the issuing bank 120 
can set up profiles of these factors, the profiles being selected 
by the customer 150 or the issuing bank 120, or invoked by 
location profiles that are triggered when the mobile device 
160 and/or the origin of the transaction is within a given 
geographic location, or combinations thereof. 
0034. The managing computer system 110 can permit the 
payment card transaction to be processed for authorization 
when the geographic origin of an authorization request 
matches (flexibly or inflexibly) the geographic location deter 
mined by the mobile device, or alternatively take action to 
permit denying the authorization request for the transaction to 
be processed for authorization when the geographic origin of 
the request does not match the geographic location of the 
mobile device. It should be noted that in certain embodiments 
permitting the payment card transaction to be processed 
might be in the form of taking no actual action but allowing 
the transaction to flow as normal. If customer convenience at 
the time of the transaction can be viewed as being more 
important than preventing fraud in that particular level of 
transaction for example. Thus, exemplary embodiments 
could be in place where the payment card transaction 
progresses if the geographic location and geographic origin 
are not matched because the information was not sufficiently 
or timely provided. In exemplary embodiments, the action to 
permit denying the authorization request may be in the form 
of simply denying the authorization request directly by send 
ing a denial message to the merchant 140. Alternatively, the 
managing computer system 110 can send a notification to the 
payment card account issuer 120 that the authorization should 
be denied. In the latter instance, the payment card account 
issuer 120 may decide to authorize the transaction despite the 
indication that the geographic origin of the authorization 
request does not match the geographic location of the mobile 
device. This can be done, for example, by way of a set of rules 
that may be geared towards the type of payment, the type or 
history of the merchant and/or customer, the amount of the 
transaction, the country of origin, other factors as may be 
appropriate to reduce frustration among customers without 
incurring additional undue risk for fraudulent transactions, or 
other factors that may govern the setting of policies and rules 
by the payment card account issuer 120. 
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0035. It will be appreciated that these communications 
regarding the payment card transaction can be made through 
legacy or a future iteration of the card payment network 170. 
0036. With respect to the mobile device 160, it should be 
noted that the mobile device 110 can be any form of mobile 
communication device having geo-location capabilities, 
including, but not limited to, wireless mobile devices such as 
a cellular telephones, wireless e-mail devices such as a Black 
berry(R), personal digital assistants, laptops with a wireless 
communication card, or nearly any other form of past or 
present or future mobile communication device that would be 
associated with and likely carried by a customer when making 
or initiating a payment card transaction. A customer 150 who 
owns or controls the mobile device 160 would be able to 
selectively enable or disable the mobile device 160 from 
providing a current geographic location to the managing 
computer system 110 if for no other reason than customer 
preference or privacy concerns. 
0037. The mobile device 160 can communicate the infor 
mation regarding its current geographic location to the man 
aging computer system 110 through any form of network or 
communication protocols including TCP/IP of the Internet or 
a private network through the Internet, SMS messages, over 
the cellular telephone system, e-mail messages over the Inter 
net or a private network, and any form of point-to-point com 
munication, whether encrypted or otherwise, as examples. 
0038. Further, the managing computer system 110 may 
take action to permit denying of the transaction by commu 
nicating through the card transaction or payment processing 
network 170 a denial message to the merchant requesting 
authorization and, optionally, sending an alert to at least one 
of the customers and/or the card account issuer. With respect 
to the customer 150, the denial-message is preferably through 
the mobile device 160, but not limited thereto. For instance, if 
the mobile device 160 is off or left behind, it may be more 
effective to communicate the denial through various commu 
nication means including telephone calls to various numbers 
associated with the customer 150, alternative mobile devices, 
e-mail accounts, Software alerts or other communications as 
set up between the customer 150 and the card account issuer 
120, and perhaps identified by the customer 150 by order of 
preference. 
0039. In this regard, information used to associate or link 
a payment card account with a mobile device 160 can include 
identifying multiple payment card accounts to be associated 
with one or more mobile devices. In fact, multiple mobile 
devices 160 may be associated with a given payment card 
account, and multiple payment card accounts may be associ 
ated with a given mobile device 160. In this way, a customer 
150 who typically carries one of several mobile devices 160, 
or authorizes others who have their own mobile devices 160 
(e.g., family members) would not be inconvenienced by hav 
ing to remember or match which mobile device to a given 
payment card when carrying or initiating transactions using a 
particular payment card account. 
0040. Further, in exemplary embodiments, the managing 
computer system 110 can take action to permit or deny the 
transaction by sending an alert to the customer 150 such that 
the customer 150 may decide to indicate that the transaction 
is to be authorized or denied. The managing computer system 
110 can optionally permit or deny the transaction due to not 
receiving the alert or not responding because the communi 
cation was not received or not detected by the customer. For 
example, system defaults can be set up by the payment card 
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account issuer or by the customer or by both that can deny the 
transaction unless the customer authorizes the transaction 
within the given period of time, or that can authorize the 
transaction unless the customer indicates that the transaction 
is to be denied, each within the given period of time. 
0041. With respect to the financial transaction system 100, 

it should be noted that it further can include a card issuer 120. 
Here it should be understood that the card issuer 120 may 
issue a physical card, or only virtual cards. It should be further 
understood that the payment card may represent the “real 
payment card or account number (RPN), or may alternatively 
be a virtual payment card, and may have additional controls 
set by a user, generally known as a controlled payment num 
ber (CPN). In yet another alternative, a virtual payment card 
account may be associated with the real payment number 
Such that the virtual payment number is a stand-in or pseudo 
card (whether also in physical form or only a virtual payment 
number) that have additional controls on use either set up by 
the payment card account issuer 120, or by the customer 150, 
or by both. These additional controls (as identified above as 
individual controls or as parts of personal or location-based 
profiles) limiting the use of the payment card numbers are in 
addition to the regular payment card authorization process. 
0042. As shown in FIG. 1, there can also a merchant 
acquirer 130, which is typically the merchant's bank. The 
merchant acquirer 130 receives transaction authorization 
requests, which are then forwarded on to the managing com 
puter system 110 either directly or through at least one other 
party (e.g. the card issuer 120). It should be noted here that the 
managing computer system 110 can be part of the merchant 
acquirer 130, but because there are typically multiple mer 
chant acquirers 130 that can receive transactions for a given 
payment card account in most circumstances, it would be 
preferable in most circumstances for the managing computer 
system 110 not to be part thereof. The managing computer 
system 110 can be part of the card issuer 120, or be an 
intermediary, as shown in FIG. 1. 
0043. The managing computer system 110 checks for a 
match between the reported geographic origin of the transac 
tion authorization request and the reported geographic loca 
tion of the mobile device 110, and potentially other controls 
as set by the customer when the card customer 150 or the card 
issuer 120. AS explained above, the payment card transaction 
is forwarded to a card issuer 120 through a card network 170 
for the normal approval process. Here, it should be noted that 
the managing computer system 110 can be part of the card 
issuer 120, which is typically the cardholder's bank, but it 
should also be noted that in Some embodiments communica 
tions travel directly between the merchant acquirer 130 and 
the card issuer 120 through a card network 170 for approving 
and denying payment card transaction requests. In these 
embodiments, payment card transaction requests would also 
be routed to the managing computer system 110 either at the 
same time or routed through the card issuer 120, which can 
provide additional information to the card issuer 120 regard 
ing whether the geographic origin of the transaction request 
and the geographic location of the mobile device 160 match. 
Alternatively, all communications can travel through the 
managing computer system 110 between the merchant 
acquirer 130 and the card issuer 120 or a hybrid of the two 
systems can be provided. 
0044. It should be noted that in certain systems, the mer 
chant acquirer 130 and the card issuer 120 are actually the 
same computer facility and the legal entity Such as American 
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Express(R and Discover(R) which act as both the cardholder's 
bank and the merchant's bank for these types of transactions. 
Further, card processors such as TSYSR can incorporate the 
managing computer system. Additionally, the managing 
computer system does not have to be separate or apart from 
other card processing facilities, but can be in the form of 
computer programs running on the same computers or com 
puter systems. Furthermore, though shown in FIG. 1 and FIG. 
2 as carrying out its function before the normal card process 
ing steps for authorizations (e.g., account balance, available 
credit, fraud detection, etc.), the location controls can occur 
after these normal processes are completed or concurrently 
therewith, but normally before the authorization request is 
approved. In yet other embodiments, it can be used to confirm 
transactions as being potentially fraudulent or not by retro 
spectively checking the location of the customer's mobile 
device against the origin of the payment card transaction, as 
part of an investigation regarding potential fraudulent 
charges. 
0045. As inferred by the above and illustrated in FIG. 2, 
the financial transaction method includes receiving (in Step 
210), in a managing computer system 110, a request from a 
merchant 140 (perhaps through the merchant acquirer 130) 
for authorization of a payment card transaction against the 
payment card account of a cardholder. The authorization 
request, as mentioned above, from the merchant 140 includes 
the geographic origin of the request for authorization (e.g., a 
merchant transaction terminal for card-present transactions, 
and a user (e.g. browser) interface of a computer at the user's 
location for card-not-present transactions). 
0046. The financial transaction method also includes 
receiving in the managing computer system 110 information 
communicated by the mobile device 160 regarding a current 
geographic location of the mobile device 160 as determined 
by the mobile device 160, wherein the mobile device 160 has 
electronics capable of determining a geographic location of 
the mobile device 160 (Step 212). Here it should be noted that 
the mobile device 160 may be set up to periodically report its 
location to the managing computer system 110. This means 
that the location information might be received before the 
managing computer system 110 receives the authorization 
request, or at the same time or after the managing computer 
system 110 receives the authorization request, while the 
authorization requestis being processed. As an iteration of the 
last-mentioned possibility, an alternative or additional feature 
can be that receipt of an authorization can prompt the man 
aging computer system 110 to inquire of the linked mobile 
device 160 of its location. The system can be set up to require 
this location be provided, or not, or other criteria applied to 
determine when the updated location information is required 
before the process can proceed (e.g., if the location has not 
been updated for an extended period, or the pattern of location 
changes Suggests that the mobile device is likely not present 
at the transaction origination site, such as a transaction occur 
ring at a great distance from the last reported mobile device 
location. Generally, the last reported location mobile device 
would be used in many instances. 
0047. The financial transaction method further includes 
identifying, in the managing computer system 110, at least 
one mobile device 160 associated with the payment card 
account against which a request for authorization has been 
received by accessing data stored in the memory device (Step 
214). The financial transaction method further includes in 
Step 216 determining in the managing computer system 110 
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whether the geographic origin of the authorization request 
matches the geographic location determined by the mobile 
device 160. In Step 218, the financial transaction method 
includes either permitting both the payment card transaction 
to be processed for authorization when the geographic origin 
of the authorization request matches the geographic location 
determined by the mobile device or taking action to permit 
denying the authorization request for the transaction to be 
processed for authorization when the geographic origin of the 
request does not match the geographic location of the mobile 
device. In Step 220, the payment card authorization request is 
either approved ordenied, and the appropriate message is sent 
to the merchant 140. 

0048. As can be seen above, the location controls on pay 
ment card transactions can be implemented in any number of 
ways as discussed above, or as will occur to those skilled in 
the art. These embodiments, as well as variations and modi 
fications thereof, which will occur to those skilled in the art, 
are encompassed by the financial transaction method involv 
ing location controls. Hence, the scope of the method and 
system for implementing the presently disclosed location 
controls on payment card transaction is limited only by the 
meets and bounds as articulated in the claims appended 
hereto. 

What is claimed is: 
1. A financial transaction system comprising: 
a managing computer system comprising a memory device 

capable of storing data associating identification infor 
mation of at least one mobile device with at least one 
individual payment card account, and a computer pro 
cessor configured to: 
(i) receive a request from a merchant for authorization of 

a payment card transaction against a payment card 
account of a customer, wherein said authorization 
request from the merchant indicates the geographic 
origin of the request for authorization; 

(ii) receive information communicated by said at least 
one mobile device regarding a current geographic 
location and identity of the mobile device as deter 
mined by the mobile device, wherein the mobile 
device has electronics capable of determining a geo 
graphic location of the mobile device; 

(iii) identify at least one mobile device associated with 
the payment card account against which the request 
for authorization has been received by accessing data 
stored in the memory device; 

(iv) determine whether said geographic origin of the 
request for authorization matches the geographic 
location determined by the at least one mobile device; 
and 

(v) one of: (1) permit the payment card transaction to be 
processed for authorization when said geographic ori 
gin of said authorization request matches the geo 
graphic location determined by said mobile device, 
and (2) take action to permit denying the authorization 
request for the transaction to be processed for autho 
rization when said geographic origin of the authori 
Zation request does not match the geographic location 
of the mobile device. 

2. A financial transaction system in accordance with claim 
1, further comprising a payment card transaction processor 
configured to: 
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receive information from the managing computer system 
indicating that the payment card transaction is to be 
processed for authorization, 

process the payment card transaction for authorization by 
reviewing transaction details of the request for authori 
Zation against conditions associated with the payment 
card account of the customer identified in the request for 
authorization, and 

authorize or deny the request for authorization based on 
said review. 

3. A financial transaction system in accordance with claim 
2, wherein the managing computer system is part of the 
payment card transaction processor. 

4. A financial transaction system in accordance with claim 
1, further comprising a payment card transaction acquirer that 
receives requests from merchants for authorization of pay 
ment card transactions and forwards said authorization 
requests to the managing computer system. 

5. A financial transaction system in accordance with claim 
1, further comprising a financial transaction acquirer that 
receives requests from merchants for authorization of pay 
ment card transactions, wherein said managing computer sys 
tem is part thereof. 

6. A financial transaction system according to claim 1, 
wherein said authorization request includes information that 
indicates the geographic origin of the request for authoriza 
tion based on the geographic location of the merchant termi 
nal for card-present transactions. 

7. A financial transaction system according to claim 1, 
wherein said authorization request includes information that 
indicates the geographic origin of an interface which receives 
payment card account information from a user for card-not 
present transactions. 

8. A financial transaction system according to claim 1, 
wherein the mobile device determines the geographic loca 
tion of the mobile device using the Global Positioning System 
(GPS). 

9. A financial transaction system according to claim 1, 
wherein the mobile device determines the geographic loca 
tion of the mobile device through at last one wireless local 
area network transmitter the location of which is known. 

10. A financial transaction system according to claim 1, 
wherein the mobile device determines the geographic loca 
tion of the mobile device based on transmissions from cellular 
phone communication providers. 

11. A financial transaction system according to claim 1, 
wherein the determination of whether said geographic origin 
of the authorization request matches the geographic location 
determined by the mobile device is based on at least one of: 
(1) the geographic origin of the transaction authorization 
request being within a given distance of the geographic loca 
tion of the mobile device, (2) the geographic origin of the 
transaction authorization request being within the same local 
community as the geographic location of the mobile device, 
and (3) the geographic origin of the transaction authorization 
request being within the same country as the geographic 
location of the mobile device. 

12. A financial transaction system according to claim 1, 
further comprising an interface through which a customer can 
associate in the memory device information identifying one 
or more mobile devices with one or more individual payment 
card accounts. 

13. A financial transaction system according to claim 12, 
wherein said interface permits a customer to set one or more 
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limits or profiles of limits on the use of the payment card 
account based on matching at least one mobile device with at 
least one of the individual payment card accounts with which 
the individual mobile device is associated. 

14. A financial transaction system according to claim 1, 
further comprising an interface that permits a payment 
account issuer to set one or more limits or profiles of limits on 
the use of the payment card account based on matching the at 
least one mobile device with at least one of the individual 
payment card accounts with which the individual mobile 
device is associated. 

15. A financial transaction system according to claim 1, 
wherein said information communicated by the mobile 
device is from an application that a customer can selectively 
activate or install on the mobile device. 

16. A financial transaction system according to claim 1, 
wherein information communicated by the mobile device 
regarding a current geographic location of the mobile device 
is received through a data communication service and chan 
nel including at least one of TCP/IP over the Internet, a SMS 
messaging Service, an e-mail messaging Service, and point 
to-point communications. 

17. A financial transaction system according to claim 1, 
wherein the managing computer system takes action to per 
mit denying of the transaction by sending a message to the 
merchant that the transaction authorization has been denied. 

18. A financial transaction system according to claim 1, 
wherein the managing computer system takes action to per 
mit denying of the transaction by communicating a denial 
message to a card payment processor, which in turn can deny 
or authorize a transaction regardless of the action taken by the 
managing computer system, based on pre-established crite 
18. 

19. A financial transaction system according to claim 1, 
wherein the managing computer system takes action to per 
mit denying of the transaction by: 

communicating a denial message to the merchant request 
ing authorization, and 

sending an alert to at least one of the customer and the 
payment card account issuer. 

20. A financial transaction system according to claim 1, 
wherein the managing computer system takes action to per 
mit denying the transaction by sending an alert to the cus 
tomer Such that the customer may indicate that the transaction 
is to be either authorized or denied, or not respond, and either 
denies the transaction unless the customer authorizes the 
transaction within a given period of time, or authorizes the 
transaction unless the customer indicates that the transaction 
is to be denied within a given period of time. 

21. A financial transaction method comprising: 
(i) receiving, in a managing computer System comprising a 
memory device capable of storing data associating iden 
tification information of individual mobile devices with 
individual payment card accounts, and a computer pro 
cessor, a request from a merchant for authorization of a 
payment card transaction against a payment card 
account of a customer, the authorization request from 
the merchant indicating the geographic origin of the 
request for authorization; 

(ii) receiving, in the managing computer system, informa 
tion communicated by a mobile device regarding a cur 
rent geographic location as determined by the mobile 
device and identity of the mobile device as determined 
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by the mobile device, wherein the mobile device has 
electronics capable of determining a geographic loca 
tion of the mobile device; 

(iii) identifying, in the managing computer system, at least 
one mobile device associated with the payment card 
account against which a request for authorization has 
been received by accessing data stored in the memory 
device; 

(iv) determining, in the managing computer system, 
whether said geographic origin of the authorization 
request matches the geographic location determined by 
the mobile device; and 

(v) one of: (1) permitting the payment card transaction to 
be processed for authorization when said geographic 
origin of said authorization request matches the geo 
graphic location determined by said mobile device, and 
(2) taking action to permit denying the authorization 
request for the transaction to be processed for authori 
Zation when said geographic origin of the request does 
not match the geographic location of the mobile device. 

22. A financial transaction method in accordance with 
claim 21, further comprising: 

forwarding to a payment card transaction processor infor 
mation from the managing computer system indicating 
that the payment card transaction is to be processed for 
authorization; 

processing the payment card transaction for authorization 
by reviewing transaction details of the transaction autho 
rization request against conditions associated with the 
payment card account of the customer identified in the 
transaction authorization request, and 

authorizing or denying a transaction authorization request 
based on said review. 

23. A financial transaction method in accordance with 
claim 22, wherein the managing computer system is part of 
the payment card transaction processor. 

24. A financial transaction method in accordance with 
claim 21, further comprising: 

receiving in a payment card transaction acquirer transac 
tion authorization requests from merchants for authori 
Zation of payment card transactions; and 

forwarding from the payment card transaction acquirer 
said authorization requests to the managing computer 
system. 

25. A financial transaction method in accordance with 
claim 21, further comprising receiving, in a financial trans 
action acquirer, transaction authorization requests from mer 
chants for authorization of payment card transactions, 
wherein said managing computer system is part of the finan 
cial transaction acquirer. 

26. A financial transaction method according to claim 21, 
wherein said authorization request includes information that 
indicates the geographic origin of the request for authoriza 
tion based on the geographic location of the merchant termi 
nal for card-present transactions. 

27. A financial transaction method according to claim 21, 
wherein said authorization request includes information that 
indicates the geographic origin of an interface which receives 
payment card account information from a user for card-not 
present transactions. 

28. A financial transaction method according to claim 21, 
wherein the mobile device determines the geographic loca 
tion of the mobile device using the Global Positioning System 
(GPS). 
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29. A financial transaction method according to claim 21, 
wherein the mobile device determines the geographic loca 
tion of the mobile device through at least one of wireless local 
area network transmitter the position of which is known. 

30. A financial transaction method according to claim 21, 
wherein the mobile device determines the geographic loca 
tion of the mobile device based on transmissions from cellular 
phone communication providers. 

31. A financial transaction method according to claim 21, 
wherein the determination of whether said geographic origin 
of the authorization request matches the geographic location 
determined by the mobile device is based on at least one of: 
(1) the geographic origin of the transaction authorization 
request being within a given distance of the geographic loca 
tion of the mobile device, (2) the geographic origin of the 
transaction authorization request being within the same local 
community as the geographic location of the mobile device, 
and (3) the geographic origin of the transaction authorization 
request being within the same country as the geographic 
location of the mobile device. 

32. A financial transaction method according to claim 21, 
further comprising associating, through a user interface 
through which a customer can associate in the memory 
device, information identifying one or more mobile devices 
with one or more individual payment card accounts. 

33. A financial transaction method according to claim 32, 
further comprising permitting, through said user interface, a 
customer to set one or more limits or profiles of limits on the 
use of the payment card account based on matching at least 
one mobile device with at least one of the individual payment 
card accounts with which the individual mobile device is 
associated. 

34. A financial transaction method according to claim 32, 
further comprising permitting, through said user interface, a 
payment account issuer to set one or more limits or profiles of 
limits on the use of the payment card account based on match 
ing the at least one mobile device with at least one of the 
individual payment card accounts with which the individual 
mobile device is associated. 

35. A financial transaction method according to claim 21, 
further comprising permitting a customer to selectively acti 
vate or installan application on a mobile device to provide the 
information and communicate from the mobile device regard 
ing a current geographic location and identity of the mobile 
device. 

36. A financial transaction method according to claim 21, 
further comprising communicating information from a 
mobile device regarding a current geographic location of the 
mobile device is received through a data communication Ser 
vice and channel including at least one of TCP/IP over the 
Internet, a SMS messaging service, an e-mail messaging Ser 
vice, and point-to-point communications. 

37. A financial transaction method according to claim 21, 
wherein taking action by the managing computer system to 
permit denying of the transaction is in the form of sending a 
message to the merchant that the transaction authorization 
has been denied. 

38. A financial transaction method according to claim 21, 
wherein taking action by the managing computer system to 
permit denying of the transaction is in the form of communi 
cating a denial message to a card payment processor, which in 
turn can deny or authorize a transaction regardless of the 
action taken by the managing computer system, based on 
pre-established criteria. 
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39. A financial transaction system according to claim 21, 
wherein taking action in the managing computer system is in 
the form of denying of the transaction by: 

communicating a denial message to the merchant request 
ing authorization, and 

sending an alert to at least one of the customer and the card 
account issuer. 

40. A financial transaction method according to claim 21, 
wherein taking action by the managing computer system to 
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permit denying the transaction is in the form of sending an 
alert to the customer Such that the customer may indicate that 
the transaction is to be either authorized or denied, or not 
respond, and either denying the transaction unless the cus 
tomer authorizes the transaction within a given period of time, 
or authorizing the transaction unless the customer indicates 
that the transaction is to be denied within a given period of 
time. 


