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Description

ERROR CHECKING AND RECOVERY OF TRANSMITTED

[0001]

[0002]

[0003]

[0004]

DATA
Technical Field

This invention relates to data error checking and recovering and more particularly
relates to data error checking and recovery in a data storage device in a Small
Computer System Interface ("SCSI") End-to-End Checking System.

Background Art

For current data systems, data is typically transmitted in a SCSI environment
without any redundancy checking information such as parity. Currently, individual
devices have internal error checking. For example, a SCSI bus may have a parity bit
added to each byte. The parity is tracked from where data is sent to the target along the
bus, but once the data reaches the target device, the parity information is not retained.
In recognition of this problem, a working-copy SCSI standard is emerging called the
SCSI T10 End-to-End Checking Standard which addresses the problem of errors
introduced somewhere in the data stream between a source and a target that may not be
detected by individual devices between the source, target, and storage device.

One element of the standard is to include information along with the data in the
form of a 2-byte guard, a 2-byte application tag, and a 4-byte reference tag. This allows
a redundancy check to be created and stored in the guard. The application tag is used
by an application and the reference tag is a logical block address. Since the redundancy
check can now be done at the source and transmitted to the target and stored on disk, it
can be used to endure data consistency from end to end.

A problem is created, however, in that the standard calls for the redundancy check
to be a cyclic redundancy check ("CRC") using a particular polynomial. This creates a
problem for a data storage device, such as a RAID 5 configured device, in that the
CRC is not transitive. (RAID is an acronym for Redundant Array of Independent (or
Inexpensive) Disks.) The problem is manifest when the RAID 5 data storage device
performs a redundancy check on the parity drive, which is done by performing an
exclusive OR ("XOR") operation on a row of data blocks. In this case, even though the
data may be valid, the value returned will not match the XOR of the guard and a parity
error will be flagged. The same problem occurs if the redundancy check is created
using Reed Solomon Codes. The problem exists because the redundancy check chosen
for the standard is not a type that is transitive such as a Longitudinal Redundancy
Check ("LRC"). A transitive redundancy check type would allow a redundancy check
of the parity drive to equal an XOR of the guard.
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From the foregoing discussion, it should be apparent that a need exists for data error
checking and recovery that overcomes the redundancy check problem associated with
the CRC required by the SCSI End-to-End Checking Standard when storing data. Ben-
eficially, such data error checking and recovery would be performed in a SCSI en-
vironment and especially an End-to-End Checking Standard Environment.
Disclosure of Invention

The present invention provides an apparatus as claimed in claim 1 and cor-
responding signal-bearing medium and method.

Brief Description of the Drawings

In order that the advantages of the invention will be readily understood, a more
particular description of the invention briefly described above will be rendered by
reference to specific embodiments that are illustrated in the appended drawings. Un-
derstanding that these drawings depict only typical embodiments of the invention and
are not therefore to be considered to be limiting of its scope, the invention will be
described and explained with additional specificity and detail through the use of the ac-
companying drawings, in which:

Figure 1 is a schematic block diagram illustrating one embodiment of a system for
data error checking and recovery in accordance with the present invention;

Figure 2 is a schematic block diagram illustrating a typical RAID 5 configured data
storage device in accordance with the present invention;

Figure 3 is a schematic block diagram illustrating a typical RAID 6 configured data
storage device in accordance with the present invention;

Figure 4 is a schematic block diagram illustrating an apparatus for data error
checking and recovery in accordance with the present invention;

Figure 5 is a schematic block diagram illustrating an alternate embodiment of an
apparatus of for data error checking and recovery in accordance with the present
invention;

Figure 6 is a schematic block diagram illustrating another embodiment of an
apparatus of for data error checking and recovery in accordance with the present
invention;

Figure 7 is a schematic block diagram illustrating yet another embodiment of an
apparatus of for data error checking and recovery in accordance with the present
invention;

Figure 8 is a schematic flow chart diagram illustrating one embodiment of a method
for data error checking and recovery in accordance with the present invention;

Figure 9 is a schematic flow chart diagram illustrating a more detailed embodiment

of a method for data error checking and recovery in accordance with the present
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invention;

[0017] Figure 10 is a schematic diagram of an example of the data error checking and
recovery from Figure 9 in accordance with the present invention;

[0018] Figure 11 is a schematic diagram of an alternate embodiment of an example of the
data error checking and recovery from Figure 9 in accordance with the present
invention;

[0019] Figure 12 is a schematic flow chart diagram illustrating a more detailed alternate
embodiment of a method for data error checking and recovery in accordance with the
present invention;

[0020] Figure 13 is a schematic flow chart diagram illustrating another alternate
embodiment of a method for data error checking and recovery in accordance with the
present invention;

[0021] Figure 14 is a schematic diagram of an example of the data error checking and
recovery from Figure 12 in accordance with the present invention; and

[0022] Figure 15 is a schematic diagram of an example of the data error checking and
recovery from Figure 13 in accordance with the present invention.

Best Mode for Carrying Out the Invention

[0023] Many of the functional units described in this specification have been labelled as
modules, in order to more particularly emphasize their implementation independence.
For example, a module may be implemented as a hardware circuit comprising custom
VLSI circuits or gate arrays, off-the-shelf semiconductors such as logic chips,
transistors, or other discrete components. A module may also be implemented in pro-
grammable hardware devices such as field programmable gate arrays, programmable
array logic, programmable logic devices or the like.

[0024] Modules may also be implemented in software for execution by various types of
processors. An identified module of executable code may, for instance, comprise one
or more physical or logical blocks of computer instructions which may, for instance, be
organized as an object, procedure, or function. Nevertheless, the executables of an
identified module need not be physically located together, but may comprise disparate
instructions stored in different locations which, when joined logically together,
comprise the module and achieve the stated purpose for the module.

[0025] Indeed, a module of executable code may be a single instruction, or many in-
structions, and may even be distributed over several different code segments, among
different programs, and across several memory devices. Similarly, operational data
may be identified and illustrated herein within modules, and may be embodied in any
suitable form and organized within any suitable type of data structure. The operational
data may be collected as a single data set, or may be distributed over different locations
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[0026]

[0027]
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including over different data storage devices, and may exist, at least partially, merely
as electronic signals on a system or network.

2% ¢

Reference throughout this specification to “one embodiment,” “an embodiment,” or
similar language means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the present
invention. Thus, appearances of the phrases “in one embodiment,” “in an
embodiment,” and similar language throughout this specification may, but do not
necessarily, all refer to the same embodiment.

Furthermore, the described features, structures, or characteristics of the invention
may be combined in any suitable manner in one or more embodiments. In the
following description, numerous specific details are provided, such as examples of
programming, software modules, user selections, network transactions, database
queries, database structures, hardware modules, hardware circuits, hardware chips, etc.,
to provide a thorough understanding of embodiments of the invention. One skilled in
the relevant art will recognize, however, that the invention can be practiced without
one or more of the specific details, or with other methods, components, materials, and
so forth. In other instances, well-known structures, materials, or operations are not
shown or described in detail to avoid obscuring aspects of the invention.

Figure 1 depicts a system 10 for data error checking and recovery in a SCSI End-
to-End Checking Standard environment that overcomes the problems and limitations of
the prior art. The system 10 includes one or more host servers 12 connected to a
storage area network 14. A RAID 5 data storage server 16 is also connected to the
storage area network 14. The RAID 5 data storage server 16 may alternatively be a
RAID 6 data storage server, or any other data storage device where the error checking
standard causes a redundancy check problem similar to the problem described above in
the Background of the Invention section. The system 10 may also include one or more
other data storage servers 18.

The system 10 also may include a computer network 20. One or more workstations
22, personal computers 24, printers 26, or other devices may be connected to the
computer network 20. In addition, a host server 12 may have an Internet connection 28
with other computers 30 connected to the Internet connection 28. One skilled in the art
will recognize other storage area network, computer network, and Internet con-
figurations including other data storage devices, computers, workstations, mainframe
computers, personal computers, printers, and other peripherals that relevant to the
present system 10.

Figure 2 is a more detailed block diagram 200 of the RAID 5 data storage server 16.
Typically, a Raid 5 data storage server includes a disk controller 202 and an array of
disks. The array of disks illustrated is a 5 disk array labelled disks 1 to disk 5 204, 206,
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[0033]

208, 210, 212. Other RAID 5 configurations may have a different number of disks. A
RAID 5 device as described herein by way of example distributes data on the five
drives by dividing it up into a convenient amount such as a 512 data block with 512
bytes of data per block. The disk controller 202 stores the first block on disk 1 204 in
data stripe (1,1) 214. The next block is stored on disk 2 206 in data stripe (1,2) 216, the
third data block on disk 3 208 in data stripe (1,3) 218, and the fourth data block on disk
4 210 in data stripe (1,4) 220. On disk 5, parity information is stored in a parity stripe
(1) 222 for a first row of data blocks. Typically, the parity information is created by
XORing each of the 512 bytes for each of the data blocks of that row. Another
embodiment may include a more sophisticated redundancy check to create the parity
information.

Once the first four blocks of data are stored in the first row, the disk controller 202
stores the fifth block on a second row on disk 1 204 in data stripe (2,1) 224. The sixth
block is stored on the second row on disk 2 206 in data stripe (2,2) 226. The seventh
data block is stored on disk 3 208 in data stripe (2,3) 228. The eighth data block,
however, is stored on disk 5 212 in data stripe (2,4) 230. The parity information for the
second row is stored on disk 4 210 in parity stripe (2) 232. The third row repeats this
pattern storing the parity information on disk 3. This pattern continues for N rows.
Here the N" row is depicted with the parity information for the N" row stored in parity
stripe (n) 234 on disk 1 204, and the data for the N" row is stored on the other four
disks.

The RAID 5 configuration allows data to be reconstructed from a failed drive using
the parity information. A RAID 5 configured device is one fault tolerant so if a second
drive fails or there is a media error with one drive failed, the data cannot be re-
constructed.

Figure 3 is a block diagram 300 of a RAID 6 configured data storage server 302.
Unlike a RAID 5 configured device, a RAID 6 configured data storage server 302 is
two-fault tolerant because it stores two sets of parity data. The RAID 6 data storage
server 302 is shown with a disk controller 304 and five disks 1-5 306, 308, 310, 312,
314. In one embodiment, when data is stored, it is first stored in the first row. Data
block one is stored on disk 1 306 in data stripe (1,1) 316, data block two is stored in on
disk 2 308 in data stripe (1,2) 318, and data block three is stored in on disk 3 310 in
data stripe (1,3) 320. The first parity information is stored on disk 4 312 in parity stripe
P(1) 322 and the second parity information is stored on disk 5 314 in parity stripe Q(1)
324. The fourth data block is then stored by the disk controller 304 on a second row on
disk 1 306 in data stripe (2,1) 326, the fifth data block is stored on disk 2 308 in data
stripe (2,2) 328, and the sixth data block is stored on disk 5 in data stripe (2,3) 330.
The first parity information for the second row is stored on disk 3 310 in parity stripe
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P(2) 332 and the second parity information is stored on disk 4 312 in parity stripe Q(2)
334. This continues to the N""row where here it is shown that the first parity in-
formation for the row is stored on disk 1 306 in parity stripe P(n) 336 and the second
parity information for the row is stored on disk 2 308 in parity stripe Q(n). The
redundancy check problem with the SCSI End-to-End Checking Standard is similar to
RAID 5.

Figure 4 is a depiction of an apparatus 400 for data error checking and recovery and
may be in a SCSI End-to-End Checking Standard environment. In this embodiment,
the RAID 5 data storage server 16 is again configured with a disk controller 202 and
five disks 1-5 204, 206, 208, 210, 212. In addition, the apparatus 400 includes a
redundancy check module 402 configured to create a redundancy check for a row of
data stored on the disks. In a SCSI End-to-End Checking Standard environment, the
data may be sent with a guard. The apparatus 400 also includes a redundancy check
storage module 404 configured to store the redundancy check in a guard that is
associated with the parity stripe of the row of data.

In one embodiment, the redundancy check module 402 includes a parity stripe
redundancy check module 406 configured to create a first redundancy check of the
parity stripe associated with the data. The first redundancy check of the parity stripe
may be derived by creating a CRC of the parity stripe. A data redundancy check
module 408 is included and configured to create a second redundancy check of the
guards of the data. In one embodiment, the second redundancy check of the guards of
the data is created by XORing the guards of each block of data in a row. An LRC
redundancy check module 410 creates a longitudinal redundancy check of a second
data block where the second data block includes each data block of the row, the
associated guard, an application tag associated with the data block, and a reference tag
associated with the data block, and creates a longitudinal redundancy check of a
second parity data block, where the second parity data block includes the parity stripe,
the guard of the parity stripe, an application tag of the parity stripe, and a reference tag
of the parity stripe.

The redundancy check storage module 404 may include an application tag storage
module 412 configured to store the first redundancy check of the parity stripe in the
guard of the parity stripe and to store the second redundancy check of the guards of the
data in an application tag of the parity stripe. The redundancy check storage module
404 may also include a parity stripe redundancy check module 414 configured to store
the first redundancy check of the parity stripe in the guard of the parity stripe. The
redundancy check storage module 404 may also include a data redundancy check
storage module 416 configured to store the second redundancy check of the guards of
the data in the guard of the parity stripe. The data redundancy check storage module
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[0039]

416 may also include a parity disable module 418 configured to disable parity
checking of the data. The redundancy check storage module 404 may also include an
LRC redundancy check storage module 420 that stores the longitudinal redundancy
check of each second data block in a second guard associated with each second data
block and stores the longitudinal redundancy check of the second parity data block in a
second guard associated with the second parity data block.

Figure 5 is a block diagram of an apparatus 500 of an alternate embodiment of the
RAID 5 data storage server 16 which again includes a disk controller 202 and five
disks 204, 206, 208, 210, 212. In this embodiment, the RAID 5 data storage server 16
includes a redundancy check parity stripe module 502 configured to create a first
redundancy check of a parity stripe associated with data, where the data is sent with a
guard and comprises a row of data on the RAID 5 data storage server 16 along with the
related parity information. The data may be sent and stored in a SCSI End-to-End
Checking Standard environment. The RAID 5 data storage server 16 includes a
redundancy check data module 504 configured to create a second redundancy check of
the guards of the data. The RAID 5 data storage server 16 also includes a guard and ap-
plication tag storage module 506 configured to store the first redundancy check of the
parity stripe in a guard associated with the parity stripe and to store the second
redundancy check of the guards of the data in an application tag associated with the
parity stripe.

Figure 6 is a block diagram of another embodiment of the RAID 5 data storage
server 16. An apparatus 600 includes a disk controller 202 and five disks 204, 206,
208, 210, 212. In this embodiment, the RAID 5 data storage server 16 includes a parity
stripe check module 602 configured to create a redundancy check of a parity stripe
associated with data, where the data is sent with a guard and comprises a row of data
on the RAID 5 data storage server 16 along with the related parity information. The
data may be sent and stored in a SCSI End-to-End Checking Standard environment. In
addition, the RAID 5 data storage server 16 includes a parity stripe check storage
module 604 configured to store the redundancy check of the parity stripe in a guard
associated with the parity stripe.

Figure 7 is a block diagram of yet another embodiment of the RAID 5 data storage
server 16. An apparatus 700 includes a disk controller 202 and five disks 204, 206,
208, 210, 212. In this embodiment, the RAID 5 data storage server 16 includes a
redundancy check data module 702 configured to create a redundancy check of data,
where the data is sent with a guard and comprises a row of data on the RAID 5 data
storage server 16 along with the related parity information. The data may be sent and
stored in a SCSI End-to-End Checking Standard environment. The RAID 5 data
storage server 16 also includes a data check storage module 704 configured to store the
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redundancy check of the guards of the data in a guard associated with the parity stripe.
The RAID 5 data storage server 16 may also include, in one embodiment, a disable
parity module 706 configured to disable parity checking of the data.

Figure 8 is a block diagram of an alternate embodiment of the RAID 5 data storage
server 16. An apparatus 800 includes a disk controller 202 and five disks 204, 206,
208, 210, 212. In this embodiment, the RAID 5 data storage server 16 includes an LRC
guard module 802 configured to create a second guard LRC by performing a lon-
gitudinal redundancy check for each second data block. A second data block is
configured to include a data block of a row of data on a data storage device, an
associated guard sent with the data block, an application tag sent with the data block,
and a reference tag sent with the data block. An LRC guard storage module 804 is also
included and is configured to store the second guard LLRC in a second guard associated
with each second data block. An LRC parity stripe module 806 is included and
configure to create a parity stripe by performing a checksum on each data block in the
row, to create a parity guard by performing a checksum of the guards, to create a parity
application tag by performing a checksum of the application tags, and to create a parity
reference tag by performing a checksum of the reference tags. An LRC parity stripe
check module is included and is configured to create a second parity guard by
performing a longitudinal redundancy check on the parity stripe, the parity guard, the
parity application tag, and the parity reference tag, and an L.LRC parity guard storage
module is included and configured to store the second parity guard in a second guard
associated with the parity stripe.

The schematic flow chart diagrams that follow are generally set forth as logical
flow chart diagrams. As such, the depicted order and labelled steps are indicative of
one embodiment of the presented method. Other steps and methods may be conceived
that are equivalent in function, logic, or effect to one or more steps, or portions thereof,
of the illustrated method. Additionally, the format and symbols employed are provided
to explain the logical steps of the method and are understood not to limit the scope of
the method. Although various arrow types and line types may be employed in the flow
chart diagrams, they are understood not to limit the scope of the corresponding
method. Indeed, some arrows or other connectors may be used to indicate only the
logical flow of the method. For instance, an arrow may indicate a waiting or
monitoring period of unspecified duration between enumerated steps of the depicted
method. Additionally, the order in which a particular method occurs may or may not
strictly adhere to the order of the corresponding steps shown.

Figure 9 is a schematic flow chart of a method 900 of data error checking and
recovery in a SCSI End-to-End Checking Standard environment. The method 900
begins 902 with the redundancy check module 402 creating 904 a redundancy check
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for data, where the data is sent with a guard and is a row of data on a storage device
along with a related parity stripe. The redundancy check storage module 404 then
stores 906 the redundancy check in a guard associated with the parity stripe and the
method 900 ends 908.

Figure 10 is a schematic flow chart of an alternate method 1000 of data error
checking and recovery where the data may be sent or stored in a SCSI End-to-End
Checking Standard environment. The method 1000 begins 1002 when the parity stripe
redundancy check module 406 creates 1004 a first redundancy check of a parity stripe
associated with the data. The data redundancy check module 408 then creates 1006 a
second redundancy check of the guards of the data. The application tag storage module
412 then stores 1008 the first redundancy check of the parity stripe in the guard of the
parity stripe. The application tag storage module 412 also stores 1010 the second
redundancy check of the guards of the data in an application tag associated with the
parity stripe and the method 1000 ends 1012. A detailed example is provided in Figure
11 along with the benefits of method 1000.

Figure 11 is a data chart 1100 illustrating an example of the method 1000 of figure
10. The chart 1100 depicts data as stored on the disks of a RAID 5 data storage server
16 which can have any number of disks. N disks are depicted in the chart 1100. The
data associated with each disk is shown in columns where disk 1 data is in column 1
1102, disk 2 data is in column 2 1104, disk 3 data is in column 3 1106. This continues
to disk N in column N 1108. For this example, a data block is configured to be a 512
data block 1110 with 512 bytes. In a SCSI End-to-End Checking Standard en-
vironment, each data block 1110 includes a 2-byte guard 1112, a 2-byte application tag
1114, and a 4-byte reference tag 1116. For each row of data this pattern of data is
repeated. The M" row is shown here as a 512 data block 1118, guard 1120, application
tag 1122, and reference tag 1124. For simplicity, the parity information is always
shown in column N, whereas an actual RAID 5 configured storage server 16 will have
the parity information distributed as shown in Figure 2.

The guard 1112 is a CRC of the 512 data block 1110 based on a polynomial
specified in the SCSI End-to-End Checking Standard. The application tag 1114 may
contain application data and may either be set at a source or at a target depending upon
whether or not an application tag protection bit is set that is part of a SCSI command
under the SCSI End-to-End Checking Standard. If the application tag 1114 is set by the
source and therefore protected, the application tag 1114 may not be overwritten by the
target. In this example, the application tag may be overwritten at the target and used
for redundancy check data.

In the chart 1100, column N 1108 is associated with parity information. A parity
stripe, depicted here as parity block 1126, is created by XORing each of the 512 data
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blocks 1110 together in the row and storing the result in the parity block 1126. The
guard 1128 of the parity disk in column N 1108 in this example is configured to create
a CRC of the parity block 1126. In the chart 1100, since the application tag 1114 can
be set by the target, the application tag 1130 of column N 1108 is created by XORing
the guards 1112 of each column of data. The logical block address of the column N
1108 data is stored in the reference tag 1132. The pattern is repeated for M rows so that
in this example 1100, the Mth row of column N 1108 includes parity data 1134, a CRC
of the parity data stored in the guard 1136, an XOR of the data guard CRCs stored in
the application tag 1138, and a reference tag 1140.

Since the CRC data stored in each guard 1112, 1128 is specified in depicted em-
bodiments by the SCSI End-to-End Checking Standard and is created using a
polynomial that is not transitive, such as is the case with an LRC, the CRC of the
parity block 1126 stored in the column N 1108 guard 1128 will be different than the
value stored in the application tag 1130. Both the parity block CRC 1128 in the parity
column N 1108 and the XOR of the data guards stored in the parity column N 1108 ap-
plication tag 1130 are useful information. The CRC of the parity block stored in the
guard 1128 is useful in detecting parity errors, but this information cannot be used
alone to regenerate a guard CRC 1112 if a drive fails. With only the guard CRC of the
parity 1128, the guard CRC 1112 of the failed drive must be recreated after the 512
data block 1110 of the failed drive is recreated. This is risky because the recreated
CRC may be based on incorrect data.

If only an XOR of the guard CRCs 1112 is created and stored in the guard 1128 of
column N 1108, but the CRC of the parity block 1126 is not created, parity checking of
the target data storage device must be disabled since the guard 1128 of column N 1108
with the XOR of the guard CRCs 1112 will generate a parity error. The ability to store
both the CRC of the parity block 1126 and the XOR of the data block CRCs 1112
allows both parity checking and recreation of a CRC from other CRCs of the row. This
allows the newly recreated CRC to be used to check the newly recreated data to ensure
the recreated data does not have an error.

Figure 12 is data chart 1200 illustrating a further example of the method 1000 of
figure 10. In this example, the application data bit is such that the application data
cannot be overwritten by a target storage device. In an alternate embodiment, the ap-
plication data may be overwritten, but the method 1000 in Figure 10 is chosen. In the
chart 1200, the RAID 5 data storage server 16 is configured to add an additional 8
bytes of data to each stored data block. As in the example of Figure 11, there are N
columns where column 1 1202 is associated with disk 1, column 2 1204 is associated
with disk 2, column 3 1206 is associated with disk 3, and so forth to column N 1208
which is associated with parity information. Again, in a RAID 5 environment, for each
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row, the parity information shifts to a new column.

As with the previous example, each column includes a 512 data block 1210, a guard
1212 with a CRC of the 512 data block 1210, an application tag 1214, and a reference
tag 1216. In this example, an additional 2-byte guard 1218, a 2-byte application tag
1220, and a 4-byte reference tag 1222 are added to the 512 data block 1210 and tags
1212, 1214, 1216. The original guard 1212, application tag 1214, and reference tag
1216 are treated as data by the RAID 5 data storage server 16. The new guard 1218 is
used to store a new CRC of all of data above 1210, 1212, 1214, 1216. Since the
original application tag 1214 may not be changed, the RAID 5 data storage server 16
may store information in the new application tag 1220 as well as in the new reference
tag 1222.

For the parity drive in column N 1208, the parity data block 1224 is again created
by XORing the 512 data blocks 1210. In the chart 1200, since all data above the new
tags 1218, 1220, 1222 is treated like a 512 data block 1210, the guard 1226 of column
N 1208 is also created by XORing the other original guards 1212. Similarly, the ap-
plication tag 1228 and reference tag 1230 of column N 1208 are created by XORing
the data in the other columns. In the chart 1200, a CRC of the parity information is
created of all data above 1224, 1226, 1228 and stored in a new guard 1232. An XOR
of the new guards 1218 is stored in the new application tag 1234 of column N 1208. A
new reference tag 1236 of column N 1208 is also created. As with the previous
example, in this example there are M rows of data and each row is similar to the row of
data described above. The Mth row is shown 1238. With this example, the benefits of
storing a CRC of the parity data and an XOR of the guards of the data are realized
along with the cost of using 8 additional bytes per row and creating a CRC for the data.

In an alternate embodiment of the method 900 of Figure 9, when the new guards
1218 are created, instead of using a CRC, an LRC is used. The same is true for the
guard 1232 of the parity information in column N 1208. In this case, the LRC of the
parity information stored in the guard 1232 for column N 1208 will match a value that
is computed by a checksum of the LLRCs stored in the new guards 1218. This makes it
unnecessary for the new application tag 1234 to be used to store the checksum.

Figure 13 is a flow chart diagram of another alternate embodiment of method 900
for data error checking and recovery. The method 1300 begins 1302 when the parity
stripe redundancy check module 406 creates 1304 a first redundancy check of a parity
stripe associated with the data. The parity stripe redundancy check storage module 414
then stores 1306 the first redundancy check of the parity stripe in the guard of the
parity stripe and the method 1300 ends 1308. A more detailed example of this method
1300 is provided with relation to in Figure 15.

Figure 14 is a schematic flow chart of yet another alternate embodiment of method
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800 for data error checking and recovery. The method 1400 begins 1402 when the data
redundancy check module 408 creates 1404 a second redundancy check of the guards
of the data. The data redundancy check storage module 416 then stores 1406 the
second redundancy check of the data in the guard of the parity stripe and the method
1400 ends 1408. In an alternate embodiment of the method 1400, the parity disable
module 418 disables parity checking on the RAID 5 data storage server 16. A more
detailed example of this method 1400 is provided with relation to Figure 16.

Figure 15 is a data chart 1500 provided as an example of the method 1300 of figure
13. In this example, the application tag is not available for the RAID 5 data storage
server 16 to overwrite. Additionally, extra bytes are not stored as illustrated in the
example 1200 of Figure 12. In this example, there are again N disk drives where the
data of disk drive 1 is shown in column 1 1502, the data of disk drive 2 is shown in
column 2 1504, the data of disk drive 3 is shown in column 3 1506, and so forth to
column N 1508, where parity information is stored. In the SCSI End-to-End Checking
Standard environment, a 512 data block 1510 is stored along with a CRC of the 512
data block 1510 in a guard 1512, an application tag 1514 and a reference tag 1516.

In column N 1508, a parity block 1518 is created by XORing the 512 data blocks
1510 of a row of data. In this example, the guard 1520 of column N 1508 contains an
XOR of the guards 1512 of the 512 data blocks 1510. One advantage of the method
1300 of this arrangement is that if a disk drive is lost, in addition to being able to
regenerate the missing data from the other 512 data blocks 1510 and the parity in-
formation 1518, the missing CRC stored in the guard 1512 of the missing drive can be
recreated from the other CRCs in guards 1512 and the data in the guard 1520 on
column N 1508. This arrangement ensures continuity of the data since the recreated
CRC can be used to verify that the recreated data is accurate. As discussed in the
example of Figure 10, a disadvantage of method 1200 and this example is that parity
checking must be disabled since the data stored in the guard 1520 of column N 1508
will cause a parity error.

Since the parity information of column N 1508 consists of data created by XORing
the other data on the same row 1518, 1520, the data stored in the application tag 1522
of column N 1508 is created by XORing the other application tags 1514 of the row.
Similarly, the reference tag 1524 of column N 1508 is created by XORing the other
reference tags 1516 of the row. Again, the pattern repeats for M rows of data and the
M" row is shown 1526.

Figure 16 is a data chart 1600 illustrating an example of the method 1400 of Figure
14. In the chart 1600, the application tag is not available for the RAID 5 data storage
server 16 to overwrite. Again, extra bytes are not stored as illustrated in the example
1200 of Figure 12. In this arrangement, there are once again N disk drives where the
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data of disk drive 1 is shown in column 1 1602, the data of disk drive 2 is shown in
column 2 1604, the data of disk drive 3 is shown in column 3 1606, and in column N
1608 the parity information is stored. In the SCSI End-to-End Checking Standard en-
vironment, a 512 data block 1610 is stored along with a CRC of the 512 data block
1610 in a guard 1612, an application tag 1614 and a reference tag 1616.

In column N 1608, parity information 1618 is created by XORing the 512 data
blocks 1610. In this arrangement, the guard 1620 of column N 1608 contains a CRC
calculated from the parity information 1618. One advantage of the method 1300 of this
example 1600 is that the parity information in the guard 1620 of column N 1608 is
accurate so parity checking can be enabled. Another advantage of this method 1300
over the method 900 of the example 1100 shown in Figure 11 is that extra bytes
beyond what is required by the SCSI End-to-End Checking Standard are not used. As
discussed previously in the example of Figure 10, the disadvantage of this method
1300 is that if a disk drive is lost, the CRC of the regenerated data cannot be generated
from the other existing CRCs stored in the guards 1612 and the information stored in
the guard 1620 of column N 1608.

As in the previous example, the data stored in the application tag 1622 of column N
1608 is created by XORing the other application tags 1614 of the row. Similarly, the
reference tag 1624 of column N 1608 is created by XORing the other reference tags
1616 of the row. Again, the pattern repeats for M rows of data and the Mth row is
shown 1626.
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Claims

1. An apparatus for data error checking and recovery in a data storage device, the
apparatus comprising: a redundancy check module (402) configured to create a
redundancy check for data, wherein the data is sent with a guard and comprises a
row of data on a storage device along with a related parity stripe; and a
redundancy check storage module (404) configured to store the redundancy
check in a guard associated with the parity stripe.

2. The apparatus of claim 1, wherein the data sent with a guard is sent in a SCSI
environment.

3. The apparatus of claim 2, wherein the SCSI environment is a SCSI End-
to-End Checking Standard environment.

4. The apparatus of claim 1, further comprising a parity stripe redundancy check
module configured to create a first redundancy check of the parity stripe
associated with the data, a data redundancy check module configured to create a
second redundancy check of the guards of the data, and an application tag
storage module configured to store the first redundancy check of the parity stripe
in the guard associated with the parity stripe and to store the second redundancy
check of the guards of the data in an application tag associated with the parity
stripe.

5. The apparatus of claim 4, wherein the first redundancy check is a cyclic
redundancy check of the parity stripe.

6. The apparatus of claim 4, wherein the first redundancy check is created using
Reed Solomon codes for the parity stripe.

7. The apparatus of claim 4, wherein the first redundancy check is a longitudinal
redundancy check of the parity stripe.

8. The apparatus of claim 4, wherein the second redundancy check is a check
sum of the guards associated with each block of data in the row.

9. The apparatus of claim 4, wherein the second redundancy check is created
using an exclusive OR operation on a cyclic redundancy check stored in the
guards associated with each block of data in the row.

10. The apparatus of claim 1, wherein the row of data comprises the data blocks
stored together in a row on multiple disks of a data storage device.

11. The apparatus of claim 1, wherein the redundancy check module comprises a
parity stripe redundancy check module configured to create a first redundancy
check of the parity stripe associated with the data, and the redundancy check
storage module comprises a parity stripe redundancy check storage module

configured to store the first redundancy check of the parity stripe in the guard
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associated with the parity stripe.

12. The apparatus of claim 1, wherein the redundancy check module comprises a
data redundancy check module configured to create a second redundancy check
of the guards of the data and the redundancy check storage module comprises a
data redundancy check storage module configured to store the second
redundancy check of the data in the guard associated with the parity stripe.

13. The apparatus of claim 12 further comprising a parity disable module
configured to disable parity checking of the data.

14. The apparatus of claim 1, wherein the redundancy check module comprises
an LRC redundancy check module configured to create a longitudinal
redundancy check of a second data block wherein the second data block
comprises each data block of the row, the associated guard, an application tag
associated with the data block, and a reference tag associated with the data block,
and wherein the redundancy check storage module comprises an LRC
redundancy check storage module configured to store the longitudinal
redundancy check of each second data block in a second guard associated with
each second data block.

15. The apparatus of claim 14, wherein the LRC redundancy check module is
further configured to create a longitudinal redundancy check of a second parity
data block, wherein the second parity data block comprises the parity stripe, the
guard of the parity stripe, an application tag of the parity stripe, and a reference
tag of the parity stripe, and wherein the LRC redundancy check storage module
is further configured to store the longitudinal redundancy check of the second
parity data block in a second guard associated with the second parity data block.
16. The apparatus of claim 15, wherein the parity stripe, the guard of the parity
stripe, the application tag of the parity stripe and the reference tag of the parity
stripe are created with a checksum of the data blocks, guards, application tags,
and reference tags respectively of the row of data.

17. The apparatus of claim 1, wherein the data storage device further comprises a
RAID configured data storage device.

18. The apparatus of claim 17 wherein the RAID configured data storage device
comprises a RAID 5 configured device.

19. The apparatus of claim 17 wherein the RAID configured data storage device
comprises a RAID 6 configured device.

20. A signal bearing medium tangibly embodying a program of machine-
readable instructions executable by a digital processing apparatus to perform
operations of data error checking and recovery in a data storage device, the
operations comprising: creating a redundancy check for data on a data storage
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device, wherein the data is sent with a guard and is a row of data on a storage
device along with a related parity stripe; and storing the redundancy check in a
guard associated with the parity stripe.

21. A method for data error checking and recovery in a data storage device, the
method comprising: means for creating a redundancy check for data, wherein the
data is sent with a guard and is a row of data on a storage device along with a
related parity stripe; and means for storing the redundancy check in a guard

associated with the parity stripe.
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