
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2015/160640 Al
22 October 2015 (22.10.2015) P O P C T

(51) International Patent Classification: 33770 (US). MUTTER, Bruce, V. [US/US]; 25 Crestview
G06Q 10/08 (2012.01) Drive, Princeton, W V 24740 (US). WILLIAMS, Heather,

N. [US/US]; Route 1 Box 96A, Lindside, WV 2495 1 (US).
(21) International Application Number:

BROWNING, John, S. [US/US]; P.O. Box 889, Oak-
PCT/US20 15/025248

wood, VA 2463 1 (US).

(22) International Filing Date: (74) Agent: LEVY, Gerald; McCarter & English, LLP, 245
10 April 2015 (10.04.2015)

Park Avenue, New York, NY 10167 (US).

(25) Filing Language: English (81) Designated States (unless otherwise indicated, for every
(26) Publication Language: English kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(30) Priority Data: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,

61/979,397 14 April 2014 (14.04.2014) U S DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
62/033,082 4 August 2014 (04.08.2014) U S HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
62/033,063 4 August 2014 (04.08.2014) us KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
62/033,085 4 August 2014 (04.08.2014) us MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
62/033,078 4 August 2014 (04.08.2014) us PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
62/033,074 4 August 2014 (04.08.2014) us SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,

(71) Applicant (for all designated States except US): MOBILE TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

DYNAMIC MARKETING, INC. [US/US]; 801 West (84) Designated States (unless otherwise indicated, for every
Bay Drive, Suite 470, Largo, FL 33770 (US). kind of regional protection available): ARIPO (BW, GH,

(72) Inventors; and GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,

(71) Applicants (for US only): McFADDEN, Jeff [US/US]; TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,

408 Beresford Road, Rochester, NY 14610 (US). McFAD¬ TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

DEN, Brian, P. [US/US]; 801 West Bay Drive, Largo, FL DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,

[Continued on nextpage]

(54) Title: RFID SHIELDING

(57) Abstract: An RFID shield in the form of a thin plastic
sub strate upon which a shielding pattern is printed in con-

j ductive paint or ink. The pattern may cover the entire surface
_Lof the substrate or it may be in the form of intersecting lines

o arrays of intersecting elements.



SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, before the expiration of the time limit for amending the
GW, KM, ML, MR, NE, SN, TD, TG). claims and to be republished in the event of receipt of

Published: amendments (Rule 48.2(h))



RFID SHIELDING

The present application claims priority from the following applications: Application

61/979,397 filed 14 April 2014; Application 62/033,063 filed 4 August 2014; Application

62/033,082 filed 4 August 2014; Application 62/033,074 filed 4 August 2014; Application

62/033,085 filed 4 August 2014 and Application 62/033,078 filed 4 August 2014.

Background of the Invention

Radio frequency identification (RFID) chips are increasingly found embedded in various

devices including credit cards, driver licenses, passports, etc. Such chips contain a significant

amount of personal data such as the holder's name, address, social security number, account

information, employee number and the like, which is of high value to identity thieves. There are

available devices which can be utilized to read such data from as far as 10 feet or so.

Unfortunately, when such devices fall into the hands of unscrupulous people, they enable the

undetected reading of such data from unsuspecting victims in public places such as malls, coffee

shops etc. Upon harvesting the data on a holder's card, the identity thief is able to program the

data on its own card thereby enabling the thief's cloned card to respond in an identical fashion as

the holder's legitimate card.

Heretofore it has been suggested to provide shielding to prevent the unauthorized reading

of RFID chips, in the form of metallic cases, which, while effective, are awkward and

cumbersome to carry and use. It is thus a principal object of the present invention to provide

effective and efficient RFID shielding in a form that may be conveniently and comfortably

carried in a user' s pocket, purse or wallet.



Summary of the Invention

In accordance with the present invention, the above and other beneficial objects are

attained by providing an RFID shield in the form of a substrate upon which a shielding pattern is

printed in conductive paint or ink. The pattern may cover the entire surface of the substrate or it

may be in the form of intersecting lines or arrays of intersecting elements. The pattern may be

in the form of a spiral antenna, a patch antenna, a fractal antenna or a combination of a spiral,

patch or fractal antenna. The antenna may be passive or made active by providing a lithium flat

pack battery and piezoelectric elements to charge the battery based on normal movement of the

user. Alternatively, the shielding may be provided by a smartphone app utilizing the near field

communication (NFC) hardware and high speed receiver sections in the phone to detect when a

surreptitious signal is being read and to generate a bogus signal in response.

Brief Description of the Drawings

In the accompanying drawings:

Fig. 1 is an exploded plan view of a stack of RFID credit cards sandwiched between a

pair of RFID shields in accordance with the present invention.

Fig. 2 is an end view of the stack of RFID credit cards sandwiched between a pair of

RFID shields;

Fig. 3 is first embodiment of a conductive pattern printed on a plastic substrate of the

RFID shield;

Fig. 4 is an alternative conductive pattern;

Fig. 5 is another conductive pattern;

Fig. 6 is another conductive pattern;



Fig. 7 is a partial side view of the RFID shield of the present invention provided with

non-conductive protective sheets;

Fig. 8 is plan view of a RFID shield wherein the printed conductive pattern is in the form

a spiral and a fractal antenna; and,

Fig. 9 is a plan view of a powered RFID shield.

Detailed Description of the Preferred Embodiment

Reference is now made to the drawings and to Figs. 1 and 2 in particular wherein a stack

of credit cards 10 is shown. The stack of cards 10 may be sandwiched between a pair of RFID

shields 12 although a single shield has been found to provide effective protection even when the

stack of cards is offset as in a billfold. While the stack is shown as consisting of two credit cards

10, it may comprise a lessor or greater number. Each of the shields 12 comprises a substrate 14

printed with a conductive ink or paint. Such inks are readily available from several sources

including E. I . du Pont Nemours and Company. The substrate is a relatively thin plastic sheet,

either thermoplastic or thermosetting of credit card size and between 0.5 and 50 mils thick. The

substrate may be covered with the conductive ink or the conductive ink may be printed or silk

screened with a pattern 16 comprising cross hatched intersecting uninterrupted lines as shown in

Fig. 3 or elements 18, 20, 22 arranged in an intersecting array. To protect the conductive ink, the

printed substrate 14 may be covered with a thin plastic non-conductive sheet 24 or laminated

between thin plastic non-conductive sheets 24. The sheet or sheets 24 may carry a logo or

graphics. Alternatively, the protective layer may be a non-conductive paint or ink layer. The

conductive ink/paint may be solvent or UV curable, loaded with silver, carbon or other

conductive material to provide a conductivity of between 0.01 to 50 ohms/square.



For more effective shielding, the printed conductive pattern 16 may be in the form of an

antenna 26 as shown in Fig. 8. In this case, the pattern functions as an antenna system receiving

incident electromagnetic energy from an interrogation transmitter effectively eliminating the

possibility of the RFID chip on a protected card communicating with the interrogation device. In

this case, the pattern 16 is configured as a spiral antenna as shown in Fig. 8. Alternatively, the

conductive layer may be configured as a patch antenna, a fractal antenna or a combination of a

spiral, patch or fractal antenna.

The shielding described above may be considered to be passive. Alternatively, the shield

12 may be made active by providing a high speed receiver section 32 attached to antenna 26,

which includes a spiral transmit/receive antenna 28 and a fractal patch antenna 30. When the

high speed receiver section 32 detects attempt to interrogate the protected RFID chip it transmits

a jamming signal. The shield is powered by a flat pack lithium battery which may be kept

charged through normal motion of the device while in a user's wallet or purse through a pair of

piezoelectric charging components 40. Similarly, since today's smartphones contain embedded

Near Field Communication (NFC) hardware, by placing the smartphone in proximity with the

RFID chips to be protected an app may be provided to utilize the high speed receiver section

within the phone to detect attempts to interrogate the RFID chips being protected. The app will

poll for RFID read attempts and when an interrogating signal is detected, the smartphone will

transmit a jamming signal consisting of bogus data thereby protecting both the RFID chip data as

well as any data on the phone. The app can be shut off for NFC communication when desired.

Thus, in accordance with the above, the aforementioned objectives are effectively

attained.



Claims

Having thus described the invention, what is claimed is:

1. An RFID shield comprising:

a substrate having a major axis and a minor axis and

a printing on one surface of the substrate, said printing being formed with a conductive

ink or a paint and extending substantially from edge to edge of the substrate.

2 . The RFID shield in accordance with claim 1 wherein the printing covers the

entire surface of the substrate.

3 . The RFID shield in accordance with claim 1 wherein the printing comprises a first

set of lines and a second set of lines, said first and second sets of lines intersecting each other.

4 . The RFID shield in accordance with claim 1 wherein the printing comprises an

array of intersecting elements.

5 . The RFID shield in accordance with claim 4 wherein the elements are identical.

6 . The RFID shield in accordance with claim 1 wherein the printing comprises an

RFID antenna.

7 . The RFID shield in accordance with claim 6 wherein the printing comprises a

spiral antenna.

8. The RFID shield in accordance with claim 6 wherein the printing comprises a

patch antenna.

9 . The RFID shield in accordance with claim 6 wherein the printing comprises a

fractal antenna.

10. The RFID shield in accordance with claim 6 wherein the printing comprises two

or more of a spiral antenna, a patch antenna and a fractal antenna.



11. The RFID shield in accordance with claim 6 further comprising

a high speed receiver/transmitter attached to the RFID antenna, said high speed

receiver/transmitter being adapted to transmit a jamming signal in response to an incoming

interrogating signal.

12. The RFID shield in accordance with claim 11 further comprising a power source

attached to the high speed receiver/transmitter.

13. The RFID shield in accordance with claim 12 wherein said power source

comprises a rechargeable battery and further comprising a piezoelectric recharging component

attached to said rechargeable battery.

14. An RFID shield comprising a smartphone having Near Field Communication

(NFC) hardware and a high speed receiver section, said smartphone being configured to poll for

RFID read attempts in the form of in-coming interrogating signals and to transmit a jamming

signal containing bogus data in response to detection of an in-coming interrogating signal.
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