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present disclosure implement security scan in the prevalent browser application, which not only adds new functions to the browser,
but also exempts users from downloading dedicated device checking and management software and makes it easier for users to check
and manage their intelligent user terminals.
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METHOD AND APPARATUS ENABLING BROWSERS TO
PERFORM SECURITY SCAN OF DEVICES

Related documents

[0001] The present disclosure claims priority of Chinese patent application No. 2012105412278
titled “Method and apparatus enabling browsers to perform security scan of devices” and filed on
December 12", 2012 with the Patent Office of the People’s Republic of China, the disclosure of which

is incorporated by reference.

Technical Field

[0002] The present disclosure relates to Internet browsers, and particularly, to a method and

apparatus enabling browsers to perform security scan of devices.

Backeround

[0003] The mobile Internet and hardware techniques of various smart terminal devices, e.g., mobile
phones, tablets, and the like are evolving rapidly, and smart terminal devices are equipped with
higher-performance hardware and are capable of running more and more diversified application

programs.

[0004] In conventional art, professional applications are generally adopted to check and manage
software and hardware in smart terminal devices, and mainly provide functions of examination,
monitoring, optimization of the devices, virus prevention, security scan and so on. The professional

applications are a good assistant of users in management of smart terminal devices.

Summary

[0005] Examples of the present disclosure provide a method and an apparatus enabling browsers to

perform security scan of devices.
[0006] A method enabling browsers to perform security scan of devices may include:

receiving a device scan request triggered when a user selects a device scan function provided by

a browser;

injecting a pre-defined device scan program into an engine of the browser according to the

device scan request received; and

running the device scan program to scan a device, and displaying a scan result in a displaying

interface of the browser.

[0007]  An apparatus enabling browsers to perform security scan of devices may comprise:
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a receiving module, adapted to receive a device scan request triggered when a user selects a

device scan function provided by a browser;

a processing module, adapted to inject a pre-defined device scan program into an engine of the
browser according to the device scan request received, and run the device scan program to scan a
device;

a displaying module, adapted to display a scan result on a scan result displaying interface of the

browser.

[0008] Examples of the present disclosure implement security scan in the prevalent browser
application, which not only adds new functions to the browser, but also exempts users from
downloading dedicated device check and management software and makes it easier for users to check

and manage their smart user terminals.

Brief Description of the Drawings

[0009] Features of the present disclosure are illustrated by way of example and not limited in the

following figures, in which like numerals indicate like elements, in which:
[0010] Fig. 1 is a schematic diagram illustrating an example of a computing device.

[0011] Fig. 2 is a flowchart illustrating a method enabling browsers to perform security scan of

devices according to an example of the present disclosure;

[0012] Fig. 3 is a flowchart illustrating a method enabling browsers to perform security scan of

devices according to an example of the present disclosure;

[0013] TFig. 4 is a schematic diagram illustrating a device checking page presented by a browser

according to an example of the present disclosure;

[0014] Fig. 5 is a schematic diagram illustrating a page presenting a checking process in a browser

according to an example of the present disclosure;

[0015] TFig. 6 is a schematic diagram illustrating a page presenting a check result in a browser

according to an example of the present disclosure;

[0016] Fig. 7 is a schematic diagram illustrating a scan result after an optimization process

performed by a browser according to an example of the present disclosure;

[0017] Fig. 8 is a flowchart illustrating an apparatus enabling browsers to perform security scan of

devices according to an example of the present disclosure;

[0018] Fig. 9 is a flowchart illustrating an apparatus enabling a browser to perform security scan

according to an example of the present disclosure.

Detailed Descriptions
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[0019] For simplicity and illustrative purposes, the present disclosure is described by referring
mainly to an example thereof. In the following description, numerous specific details are set forth in
order to provide a thorough understanding of the present disclosure. It will be readily apparent
however, that the present disclosure may be practiced without limitation to these specific details. In
other instances, some methods and structures have not been described in detail so as not to
unnecessarily obscure the present disclosure. As used herein, the term “includes” means includes but
not limited to, the term “including” means including but not limited to. The term “based on” means
based at least in part on. Due to characteristics of the Chinese language, quantities of an element,

unless specifically mentioned, may be one or a plurality of, or at least one.

[0020] In an example, a computing device may execute methods and software systems of the
present disclosure. Fig. 1 is a schematic diagram illustrating an example of a computing device. As
shown in Fig. 1, computing device 100 may be capable of executing a method and apparatus of the
present disclosure. The computing device 100 may, for example, be a device such as a personal
desktop computer or a portable device, such as a laptop computer, a tablet computer, a cellular
telephone, or a smart phone. The computing device 100 may also be a server that connects to the

above devices locally or via a network.

[0021] The computing device 100 may vary in terms of capabilities or features.Claimed subject
matter is intended to cover a wide range of potential variations. For example, the computing device
100 may include a keypad/keyboard 156. It may also include a display 154, such as a liquid crystal
display (LCD), or a display with a high degree of functionality, such as a touch-sensitive color 2D or
3D display. In contrast, however, as another example, a web-enabled computing device 100 may

include one or more physical or virtual keyboards, and mass storage medium 130.

[0022] The computing device 100 may also include or may execute a variety of operating systems
141, including an operating system, such as a WindowsTM or LinuxTM, or a mobile operating system,
such as i0OSTM, AndroidTM, or Windows MobileTM. The computer 100 may include or may execute
a variety of possible applications 142, such as a browser 145.The browser 145 may be enabled to

perform security scan of the computing device 100.

[0023] Further, the computing device 100 may include one or more non-transitory
processor-readable storage media 130 and one or more processors 122 in communication with the
non-transitory ~ processor-readable storage media 130. For example, the non-transitory
processor-readable storage media 130 may be a RAM memory, flash memory, ROM memory, EPROM
memory, EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other form of
non-transitory storage medium known in the art. The one or more non-transitory processor-readable
storage media 130 may store sets of instructions, or units and/or modules that comprise the sets of
instructions, for conducting operations described in the present application. The one or more

processors may be configured to execute the sets of instructions and perform the operations in
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examples of the present application.

[0024]  Fig. 2 is a flowchart illustrating a method enabling browsers to perform security scan of
devices according to an example of the present disclosure. The method may be applied to a browser in
a smart terminal device such as a smart phone, a tablet computer to implement security scan of the

smart termninal device. The method may include the following procedures.

[0025] In block S21, a device scan request (also referred to as device check request or device

examination request) triggered when a user selects a device scan function (also referred to as device

check function or device examination function) provided by a browser is received.

[0026] In an example, the browser may be associated with one or multiple pre-defined device scan
programs (also referred to as device check programs or device examination programs) . For example,
the one or multiple pre-defined device scan programs may be embedded in the browser, or may be
encapsulated into APIs as java class files so that the browser may obtain a device scan program by

calling an API.

[0027] The device scan programs may include, but not limited to, a program for scanning and
displaying a device name, a program for scanning currently running programs and displaying the
number of the running programs, a program for scanning device memory and displaying occupied
memory and available memory, a program for scanning trash data and displaying the amount of trash
data, a program for scanning and displaying installed software, a program for scanning and displaying

a trojan, and so on.

[0028]  An interface to the device scan function may be set on a blank starting page in the browser,
e.g., a button or a device scan window may be provided so that when the user clicks on the button or
the device scan window, a device scan request triggered by the selection of the device scan function in
the browser by the user may be received, which then triggers the following procedures in blocks S22

and S23 to perform corresponding device scan operations.

[0029] In block S22, a pre-defined device scan program is injected into an engine of the browser

according to the device scan request received.

[0030] In block S23, the device scan program is triggered to scan the device, and a scan result is

displayed on a scan result displaying interface of the browser.

[0031] If the device scan programs are embedded in the browser, the device scan programs
embeeded in the browser are called and injected into the engine of the browser in block S22 to run the
device scan programs so as to scan and display current conditions about power usage of the device,

memory usage, trash data in the cache, currently-running programs and so on.

[0032] If the browser is associated with the device scan programs via APIs, an API is called to

obtain a pre-defined device scan program based on the received device scan request in block S22, and
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the device scan program is injected into the engine of the browser. Then the device scan program is
started in block S23 to scan and display current conditions of power consumption, memory usage,
trash data in the cache, currently-running programs and so on. The block S22 may include: calling an
API according to the received device scan request to obtain a pre-defined device scan program;

injecting the obtained device scan program into the engine of the browser.

[0033] In an example, if the device scan program includes a check and optimization program, the
procedure of trggering the device scan program in block S23 may include: running the check and
optimization program to check the device, and displaying a check progress and a check result or the
check result on a check result displaying interface of the browser; after receiving an optimizing request
from the user, running the check and optimization program to optimize the device based on the check
result, and displaying an optimization result on a scan result displaying interface of the browser as the

scan result.

[0034] In an example, if the device scan program includes a device check program, the procedure of
triggering the device scan program may include: running the device check program, and displaying a
check progress and a check result or the check result on the scan result displaying interface of the

browser as the scan result.

[0035] If only device check is performed, the procedure of displaying the check result in block
S103 may include: displaying the amount of remaining power, the amount of occupied memory, the

amount of trash data in the cache, and the like.

[0036] If both device check and device optimization are performed, the amount ofbattery life
prolonged by enabling a battert saving function, the amount of freed memory, the amount of deleted

trash data in the cache, and the like may be displayed in block $23.

[0037] From the above it can be seen that various examples of the present disclosure have the

following merits.

[0038] Examples of the present disclosure implement security scan in the prevalent browser
application, which not only adds new functions to the browser, but also exempts users from
downloading softwar dedicated to device check and management, thus makes it easier for users to

check and manage their smart terminal devices.

[0039] TFig. 3 is a flowchart illustrating a method enabling browsers to perform security scan of
devices according to an example of the present disclosure. The method may be applied to a browser in
a smart terminal device such as a smart phone, a tablet computer to implement security scan of the

smart termninal device. The method may include the following procedures.

[0040] In block S31, at least one device scan program is pre-defined, and prompt information for

each of the at least one device scan program is generated.
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[0041] Device check and optimization items to be provided by the browser for the user may be
determined based on a check scheme, programs corresponding to the items may be encapsulated into
APIs in the form of class files so that the browser may call device scan programs by using the APIs.

Prompt information is generated for each of the device scan programs.

[0042] In block S32, the prompt information generated for each of the at least one device scan
program is displayed in the browser so that the user can select a device scan function based on the
prompt informaton and trigger a device scan request which includes prompt information corresponding

to one of the at least one device scan program.

[0043] In block S33, a device scan request triggered when a user selects a device scan function

provided by the browser is received.

[0044]  The browser may provide an interface to the device scan functions in a blank starting page.
The interface may be a button or a device scan window. The prompt information generated may also
be displayed in the blank starting page. For example, prompt text “get knowledge of phone quickly”
may be displayed under the button or the device scan window to inform the user that the user can use
the option to get knowledge of usage of the battery and the memory card of the phone; prompt text
“One-key release of system memory” may be displayed to inform the user that the user can use the

option to check and release memory space.

[0045] If the user clicks on the button or the device scan window and has selected prompt
information corresponding to a device scan program, the browser may receive a device scan request
triggered by the user selecting the device scan function in the browser. Procedures in blocks S304 to

S36 are performed to perform corresponding device scan process.

[0046] In block S34, a device scan program identified by the prompt information in the device scan

request is selected and obtained from pre-defined device scan programs.

[0047] The procedure of selecting and obtaining a device scan program identified by the prompt
information in the device scan request from pre-defined device scan programs may include: selecting
from device scan programs embedded in the browser and obtaining the device scan program identified
by the prompt information in the device scan request; or calling an API corresponding to the device
scan program identified by the prompt information in the device scan request to obtain the device scan

program.

[0048] In block S35, the device scan program identified by the prompt information is injected into

the engine of the browser.

[0049] In block S36, the device scan program is started up to scan the device, and a scan result is

displayed on a scan result displaying interface of the browser.

[0050] In an example, if the device scan program includes a check and optimization program, the
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procedure of starting the device scan program in block S36 may include: running the check and
optimization program to check the device, and displaying a check progress and a check result or
merely the check result on a check result displaying interface of the browser; after an optimization
request is received from the user, running the check and optimization program to optimize the device
based on the check result, and displaying an optimization result on the scan result displaying interface

of the browser as the scan result.

[0051] In anexample, if the device scan program includes a device check program, the procedure of
starting the device scan program may include: running the device check program, and displaying a
check progress and a check result or merely the check result on the scan result displaying interface of

the browser as the scan result.

[0052] If only device check is performed, the procedure of displaying the check result in block S36
may include: displaying the amount of remaining battery power, the amount of occupied memory

space, the amount of trash data in the cache, and the like.

[0053] If both device check and device optimization are performed, the amount of battery life
prolonged by enabling a battert saving function, the amount of freed memory space, the amount of

deleted trash data in the cache, and the like may be displayed in block S36.

[0054]  Several examples of the method enabling browsers to perform security scan of devices are

described by reference to Figs. 4 to 7.

[0055] Fig. 4 is a schematic diagram illustrating a device check page presented by a browser
according to an example of the present disclosure. As shown in Fig. 4, buttons are provided on a
starting page of the browser, and prompt information about device scan programs is also displayed for
the user to make a choice. After the user selects a device scan program and clicks on “check now”, a
device scan request is triggered. The browser starts a check procedure after receiving the device scan

request.

[0056] Fig. 5 is a schematic diagram illustrating a page presenting a checking process in a browser
according to an example of the present disclosure. The browser calls an API to obtain a device scan
program and injects the device scan program into the engine of the browser to run the device scan
program. The device scan program may include a device check and optimization program for checking
the smart terminal device in which the browser is installed. The checking procedure may include
checking battery consumption, occupied memory space, usage of a memory card, and the like. A check

result is displayed on the page as shown in Fig. 6.

[0057] Fig. 6 is a schematic diagram illustrating a page presenting a check result in the browser.
Information about memory usage, memory card usage, battery power and so on is displayed. A button

for “One-key acceleration” is provided to inform the user that further optimization may be performed.

[0058] TFig. 7 is a schematic diagram illustrating a scan result after an optimization process
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performed by a browser. After the user clicks on the one-key acceleration, the browser calls the device
scan program which includes the device checking and optimization program again to optimize the
memory space, the memory card and the battery, and a final scan result obtained is displayed on the

scan result displaying interface of the browser.

[0059] From the above it can be seen that various examples of the present disclosure have the

following merits:

[0060] Examples of the present disclosure implement security scan in the prevalent browser
application, which not only adds new functions to the browser, but also exempts users from
downloading dedicated device checking and management software and makes it easier for users to
check and manage their intelligent user terminals. Further, the user can select one or multiple device
scan functions from a webpage of the browser to implement targeted scanning and management, which

1s more convenient for the user.

[0061] The following is a detailed description of an apparatus enabling browsers to perform

security scan of devices according to an example of the present disclosure.

[0062] Fig. 8 is a schematic diagram illustrating an apparatus enabling browsers to perform security
scan of devices according to an example of the present disclosure. The apparatus may be configured in
a smart terminal device such as a smart phone, a tablet computer and the like. The apparatus may

include the following components.

[0063] A receiving module 11 is adapted to receive a device scan request triggered when a user

selects a device scan function provided by a browser.

[0064] A processing module 12 is adapted to inject a pre-defined device scan program into an

engine of the browser according to the device scan request received, and run the device scan program.

[0065] A displaying module 13 is adapted to display a scan result on a scan result displaying

interface of the browser.

[0066] In an example, the browser may be associated with one or multiple pre-defined device scan
programs. For example, the one or multiple pre-defined device scan programs may be embedded in the
browser, or may be encapsulated into APIs as java class files so that the browser may obtain a device

scan program by calling an API when necessary.

[0067] The device scan program may include, but not limited to, a program for scanning and
displaying a device name, a program for scanning currently-running programs and displaying the
number of running programs, a program for scanning device memory and displaying the amount of
occupied memory space and available memory space, a program for scanning trash data in the cache
and displaying the amount of trash data, a program for scanning and displaying installed software, a

program for scanning and displaying trojans, and so on.
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[0068]  An interface to the device scan function may be set on a blank starting page in the browser,
e.g., a button or a device scan window may be provided so that when the user clicks on the button or
the device scan window, the receiving module 11 may receive a device scan request triggered by the
selection of the device scan function in the browser by the user, and trigger the processing module 12

and the displaying module 13 to perform corresponding device scan operations.

[0069] If the device scan programs are embedded in the browser, the processing module 12 may call
the device scan programs embeeded in the browser and inject the device scan programs into the engine
of the browser to run the device scan programs so as to scan and display current conditions about
power consumption, memory usage, trash data in the cache, currently-running programs in the device

and so on.

[0070] If the browser is associated with the device scan programs via APIs, the processing module
12 may call an API to obtain a pre-defined device scan program based on the received device scan
request, and inject the device scan program into the engine of the browser to run the device scan
program to scan and display current conditions of power consumption, memory usage, trash data in the

cache, currently-running programs in the device and so on.

[0071] In an example, if the device scan program includes a check and optimization program, the
processing module 12 may run the check and optimization program to check the device, and display a
check progress and a check result or the check result on a check result displaying interface of the
browser; after an optimization request is received from the user, run the check and optimization
program to optimize the device based on the check result, and display an optimization result on the

scan result displaying interface of the browser as the scan result.

[0072] In an example, if the device scan program includes a device check program, the processing
module 12 may run the device check program, and display a check progress and a check result or the

check result on the scan result displaying interface of the browser as the scan result.

[0073] If only device check is performed, the displaying module 13 may: display remaining battery

life, the amount of occupied memory space, the amount of trash data in the cache, and the like.

[0074] If both device check and device optimization are performed, the displaying module 13 may
display the amount of battery life prolonged by enabling a battert saving function, the amount of freed

memory space, the amount of trash data deleted from the cache, and the like.

[0075] From the above it can be seen that various examples of the present disclosure have the

following merits:

[0076] Examples of the present disclosure implement security scan in the prevalent browser
application, which not only adds new functions to the browser, but also exempts users from
downloading dedicated device checking and management software and makes it easier for users to

check and manage their intelligent user terminals.
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[0077] Fig. 9 is a schematic diagram illustrating an apparatus enabling a browser to perform
security scan according to an example of the present disclosure. The apparatus may be embeded in a
smart terminal device such as a cellphone, a tablet computer and so on. The apparauts may include the
receiving module 11, the processing module 12 and the displaying module 13 as shown in Fig. 7. In an

example, the receiving module 11 may include the following components.

[0078]  Afirst checking module 111 is adapted to check whether a device scan button presented on a
page describing functions of the browser or presented in a function list of the browser is clicked on by

the the user.

[0079] A first receiving module 112 is adapted to take a command corresponding to the selected

device scan button as the device scan request received.

[0080] When an interface to the device scan functions provided by the browser is a button for
device scan on a page presenting functions of the browser or a button for device scan in a function list
of the browser, the first checking module 111 and the first receiving module 112 are adapted to obtain

the device scan reqeust.

[0081] In an example, when the interface to the device scan functions set in the browser is a web
address for enabling the device scan functions, the receiving module 11 may also include the following

components.

[0082] A second checking module is adapted to check whether a pre-defined web address has been

inputted by the user into the browser.

[0083] A second receiving module is adapted to take a request for visiting the web address as the
device scan request if the second checking module determines the pre-defined web address has been

inputted by the user into the browser.
[0084]  In an example, the processing module 12 may include the following components.

[0085] A calling module 121 is adapted to call an API to obtain the pre-defined device scan

program according to the device scan request.

[0086] A processing module 122 is adapted to inject the device scan program obtained into the

engine of the browser, and run the device scan program.

[0087] If the browser is associated with the device scan programs via APIs, the processing module
121 may call an API to obtain a pre-defined device scan program based on the received device scan
request, the processing module 122 injects the obtained device scan program into the engine of the
browser to run the device scan program to scan current conditions of battery life, memory usage, trash

data in the cache, currently-running programs in the device and so on.

[0088] In an example, if the device scan program run by the processing module 12 includes a

device check and optimization program, the processing unit 122 is adapted to run the device check and
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optimization program to check the device, and run the device check and optimization program to
optimize the device based on a check result after receiving an optimization request from the user. The
displaying module 13 is adapted to display a check progress and a check result or the check result on a
check result displaying interface of the browser, and display an optimization result of the processing

unit 122 on the scan result displaying interface of the browser as the device scan result.

[0089] In various examples, if the device scan program run by the processing module 12 includes a
check program, the processing unit 122 is adapted to run the check program, and the displaying
module 13 is adapted to display a check progress and a check result or the check result on the scan

result displaying interface as the device scan result.
[0090] In an example, the apparatus may also include:

[0091] a pre-configuring module 14, adapted to pre-define at least one device scan program, and

generate prompt information for each of the at least one device scan program.

[0092] The displaying module 13 is further adapted to display the prompt information generated for
each of the at least one device scan program in the browser so that the user can select the device scan
function based on the prompt information and trigger a device scan request which includes prompt

information corresponding to one of the at least one device scan program.

[0093] In an example, the displaying module 14 may display the prompt information generated for
each of the at least one device scan program while displaying a button for device scan in a page
presenting functions of the browser or in a function list of the browser, so that the user can select the
device scan function according to the prompt information and trigger the device scan request which

includes the prompt information corresponding to the device scan function.

[0094]  The processing module 12 is adapted to select from the at least one pre-defined device scan
program and obtain a device scan program corresponding to the prompt information in the received
device scan request, inject the obtained device scan program into the engine of the browser, and run

the device scan program.

[0095] From the above it can be seen that various examples of the present disclosure have the

following merits:

[0096] Examples of the present disclosure implement security scan in the prevalent browser
application, which not only adds new functions to the browser, but also exempts users from
downloading dedicated device checking and management software and makes it easier for users to
check and manage their intelligent user terminals. Further, the user can select one or multiple device
scan functions from a webpage of the browser to implement targeted scanning and management, which

1s more convenient for the user.

[0097] It should be understood that in the above processes and structures, not all of the procedures
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and modules are necessary. Certain procedures or modules may be omitted according to the needs. The
order of the procedures is not fixed, and can be adjusted according to the needs.The modules are
defined based on function simply for facilitating description. In implemention, a module may be
implemented by multiple modules, and functions of multiple modules may be implemented by the
same module. The modules may reside in the same device or distribute in different devices. The
“first”, “second” in the above descriptions are merely for distinguishing two similar objects, and have

no substantial meanings.

[0098] In various embodiments, a hardware module may be implemented mechanically or
electronically. For example, a hardware module may comprise dedicated circuitry or logic that is
permanently configured (e.g., as a special-purpose processor, such as a field programmable gate array
(FPGA) or an application-specific integrated circuit (ASIC)) to perform certain operations. A hardware
module may also comprise programmable logic or circuitry (e.g., as encompassed within a
general-purpose processor or other programmable processor) that is temporarily configured by
software to perform certain operations.It will be appreciated that the decision to implement a hardware
module mechanically, in dedicated and permanently configured circuitry, or in temporarily configured

circuitry (e.g., configured by software) may be driven by cost and time considerations.

[0099] A machine-readable storage medium is also provided, which is to store instructions to cause
a machine to execute a method as described herein. Specifically, a system or apparatus having a
storage medium which stores machine-readable program codes for implementing functions of any of
the above examples and which may make the system or the apparatus (or CPU or MPU) read and
execute the program codes stored in the storage medium.In addition, instructions of the program codes
may cause an operating system running in a computer to implement part or all of the operations. In
addition, the program codes implemented from a storage medium are written in a storage device in an
extension board inserted in the computer or in a storage in an extension unit connected to the computer.
In this example, a CPU in the extension board or the extension unit executes at least part of the
operations according to the instructions based on the program codes to realize the technical scheme of

any of the above examples.

[0100] The storage medium for providing the program codes may include floppy disk, hard drive,
magneto-optical disk, compact disk (such as CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-RAM,
DVD-RW, DVD+RW), magnetic tape drive, Flash card, ROM and so on.Optionally, the program code

may be downloaded from a server computer via a communication network.

[0101]  The scope of the claims should not be limited by the embodiments set forth in the examples,

but should be given the broadest interpretation consistent with the description as a whole.
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Claims

1. A method enabling browsers to perform security scan of devices, comprising:

receiving a device scan request triggered when a user selects a device scan function provided by a

browser;

injecting a pre-defined device scan program into an engine of the browser according to the device

scan request received; and

running the device scan program to scan a device, and displaying a scan result in a scan result

displaying interface of the browser.

2. The method of claim 1, wherein the receiving a device scan request triggered when a user

selects a device scan function provided by a browser comprises:

if a click on a device scan button presented on a page providing functions of the browser or
presented in a function list of the browser is detected, taking a command corresponding to the device

scan button as the device scan request received; or

if it is detected that the user has inputted a pre-defined web address into the browser, taking a

request for visiting the web address as the device scan request received.

3. The method of claim 2, wherein injecting a pre-defined device scan program into an engine of

the browser according to the device scan request received comprises:

calling an Application Programming Interface (API) to obtain the pre-defined device scan

program according to the device scan request;
injecting the device scan program obtained into the engine of the browser.

4. The method of claim 3, wherein when the device scan program comprises a device check and
optimization program, the step of running the device scan program and displaying a scan result on a

scan result displaying interface of the browser comprises:

running the device check and optimization program to check the device, and displaying a scan

progress and a check result or the check result on a check result displaying interface of the browser;

running the device check and optimization program after an optimization request is received from
the user to optimize the device based on the check result, and displaying an optimization result on the

scan result displaying interface of the browser as the scan result.

5. The method of claim 3, wherein when the device scan program comprises a device check
program, the step of running the device scan program and displaying a scan result on a scan result

displaying interface of the browser comprises:

running the device check program, and displaying a checking progress and a checking result or

the checking result on the scan result displaying interface of the browser as the scan result.
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6. The method of any of claims 1-5, further comprising: before receiving a device scan request

triggered when a user selects a device scan function provided by a browser,

pre-defining at least one device scan program, and generating prompt information for each of the

at least one device scan program;

displaying the prompt information generated for each of the at least one device scan program in
the browser so that the user can select the device scan function based on the prompt informaton and
trigger a device scan request which includes prompt information corresponding to one of the at least

one device scan program.

7. The method of claim 6, wherein injecting a pre-defined device scan program into an engine of

the browser according to the device scan request received comprises:

selecting from the at least one pre-defined device scan program and obtaining a device scan

program which is identified by the prompt information in the device scan request;

injecting the device scan program identified by the prompt information into the engine of the

browser.
8. An apparatus enabling browsers to perform security scan of devices, comprising:

a receiving module, adapted to receive a device scan request triggered when a user selects a

device scan function provided by a browser;

a processing module, adapted to inject a pre-defined device scan program into an engine of the
browser according to the device scan request received, and run the device scan program to scan a

device;
a displaying module, adapted to display a scan result on a scan result displaying interface of the
browser.

9. The apparatus of claim 8, wherein the receiving module comprises:

a first checking module, adapted to check whether a device scan button presented on a page
describing functions of the browser or presented in a function list of the browser is selected by a click

of the the user;

a first receiving module, adapted to take a command corresponding to the selected device scan
button as the device scan request received if the first checking module determines the device scan

button is selected;
or, the receiving module comprises:

a second checking module, adapted to check whether a pre-defined web address has been inputted

by the user into the browser;
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a second receiving module, adapted to take a request for visiting the web address as the device
scan request if the second checking module determines the pre-defined web address has been inputted

by the user into the browser.
10. The apparatus of claim 9, wherein the processing module comprises:

a calling module, adapted to call an Application Programming Interface (API) to obtain the

pre-defined device scan program according to the device scan request;

a processing module, adapted to inject the device scan program obtained into the engine of the

browser, and run the device scan program.

11. The apparatus of claim 10, wherein when the device scan program comprises a device check

and optimization program,

the processing module is adapted to run the device check and optimization program to check the
device, run the device check and optimization program after an optimization request is received from

the user to optimize the device based on a check result;

the displaying module is adapted to display a check progress and a check result provided by the
processing module or the check result on a check result displaying interface of the browser, and
display an optimization result provided by the processing module on the scan result displaying

interface as the scan result.

12. The apparatus of claim 10, wherein when the device scan program comprises a device check

program,
the processing module is adapted to run the device check program;

the displaying module is adapted to display a checking progress and a checking result or the

checking result on the scanning result displaying interface of the browser as the scanning result.
13. The apparatus of any of claims 8-12, further comprising:

a pre-configuring module, adapted to pre-define at least one device scan program, and generate

prompt information for each of the at least one device scan program;

the displaying module is further adapted to display the prompt information generated for each of
the at least one device scan program in the browser so that the user can select the device scan function
based on the prompt informaton and trigger a device scan request which includes prompt information

corresponding to one of the at least one device scan program.

14. The apparatus of claim 13, wherein the processing module is adapted to select from the at
least one pre-defined device scan program and obtain a device scan program corresponding to the
prompt information in the received device scan request, inject the obtained device scan program into

the engine of the browser, and run the device scan program to scan the device.
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