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(57) Abrege(suite)/Abstract(continued):

disposed within the substrate and a processor (314) disposed within the substrate that is communicably coupled to the magnetic
fleld generator (308), the biometric sensor (310) and the memory (312). The processor (314) Is operable to process biometric
Information received from the biometric sensor (310) to verify that a user Is authorized to use the apparatus and activate the
magnetic field generator (308) when the user Is verified. A power source (316) Is also disposed within the substrate. The magnetic
fleld generator (308) can create a spatially varying magnetic signal using a magnetic stripe and one or more induction coills, or

create a time-varying magnetic signal for emulating data obtained from swiping a magnetic stripe card through a magnetic card
reader (330).
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SYSTEM, METHOD AND APPARATUS FOR ENABLING
TRANSACTIONS USING A BIOMETRICALLY ENABLED
PROGRAMMABLE MAGNETIC STRIPE

Field of Invention

The present invention relates generally to the field of electronic devices and
equipment used in the authentication and processing of commercial and security related
transactions and, more particularly, to a system, method and apparatus for enabling

transactions using biometrically enabled programmable magnetic stripes.

Background Art

The security of current magnetic stripe cards is suspect due to the ease of card thett
and 'skimming’ of card data for creating and using fake cards. As shown in FIGURE 1,
current magnetic stripe cards 100, such as access, credit, debit, identification, security,
stored value and vendor-specific cards, typically have a strip of magnetic material 102,
which is commonly referred to as a magnetic stripe, embedded in a plastic or laminated
substrate 104. This magnetic stripe 102 carries data for the cardholder, such as name,
account number, card expiration date, and other important information. This information is
typically stored in three data tracks within the magnetic stripe 102 that carry a pattern of
magnetization, which is a magnetic representation of the stored information. Other
common features of magnetic stripe cards 100 that are well known to those skilled in the
art, such as the cardholder’s name, account number, expiration date, 1ssuer, signature
stripe, validation code, photograph, etc., are not shown. The magnetic patterns on the
magnetic stripes 102 are easily created, read and damaged. As a result, the security of
cards 100 that rely solely on magnetic stripes 102 for information storage and
authentication is low and renders their use in applications involving highly sensitive
information suspect. These types of cards are easily stolen and/or the data 1s “skimmed”
for the creation and use of fake or counterfeit cards.

One way to increase the security of information bearing cards is the use of smart
cards, also referred to as chip cards. Although smart cards 200 may also include a
magnetic stripe, they primarily rely on an integrated circuit, also commonly reterred to as a
controller or processor, embedded within the plastic or laminated substrate 204 below the
terminals 202 to store the cardholder’s information as shown in FIGURE 2. The integrated
circuit 1s communicably coupled to a set of metallic terminals 202 that are designed to

interface with a special reader. Other common features of smart cards 200 that are well
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known to those skilled in the art, such as the cardholder’s name, account number,
expiration date, issuer, signature stripe, validation code, photograph, etc., are not shown. A
smart card 200 is capable of incorporating multiple applications or accounts on a single
card or other media. As a result, smart cards 200 are widely recognized as a viable way to
improve the effectiveness and security of a given card or device. Such smart cards 200
require a different reader from the standard magnetic stripe readers that currently make up
virtually the entire card reader infrastructure throughout the world. As a result, the
acceptance and wide-spread use of “true” smart cards (without a magnetic stripe) has been
slow.

Various compromise technologies have been developed that incorporate some ot
the flexibility and security features of smart cards into a magnetic stripe card using either
an adapter or a programmable magnetic stripe. For example, a smart card to magnetic
stripe adapter is disclosed in US Patent Application Publication 2003/0057278 Al
published on March 27, 2003 entitled “Advanced Magnetic Stripe Bridge (AMSB)” by
Jacob Y. Wong. The Wong patent application describes an adapter or bridge that is used
with magnetic stripe card readers such that a smart card or other card without a magnetic
stripe can be placed into the bridge and electrically connected to the card. The bridge has
one edge that is the size of a credit card so that the bridge can be swiped through the
magnetic stripe reader while the card is still in the bridge. With this link 1n place, the data
from the card is transmitted from the on-card processor through the bridge in a format that
emulates the data generated by swiping the track(s) of a typical magnetic card through a
magnetic stripe reader. As a result, the magnetic stripe reader is able to accept data from
the magnetic stripe-less card. Similarly, one developer, ViVOTech, Inc., places a fixed
bridge in the magnetic stripe reader that is capable of receiving radio frequency (“RF”)
data and then emulates the feed of data into the magnetic stripe reader via RF to complete
the transaction without requiring physical contact of the card with the reader. Both of these
technologies require either a fixed or mobile adaptor to be added to the card-reader
infrastructure to enable data to be read from the card. While this 1s possible, it 1s still a
modification to the world-wide infrastructure that is undesirable for unfettered use of the
card. The use of such a bridge i1s cumbersome, adds cost and reduces reliability. In
addition, this method also does not incorporate authentication of the user to provide

protections against skimming or use by unauthorized individuals.
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The use of a programmable magnetic stripe is disclosed in US Patent Application
Publication 2002/0003169 A1 published on January 10, 2002 entitled “Universal Credit
Card Apparatus and Method” by J. Carl Cooper. The Cooper patent application describes a
card in which a number of electrical coils are built into the card with one coil under each
data bit on the magnetic stripe on the card so that each coil, when excited under the control
of the on-card processor, creates a magnetic field that can magnetize the data bit in the
magnetic track to be either a 0 or 1, thereby yielding a binary code that, when applied in
accordance with the ISO standard for magnetic stripe cards, can be read by standard card
readers. With this on-card capability in place, the processor can essentially “write” any
data stored in the processor’s memory to the on-card magnetic stripe. As with the adapter,
the Cooper patent application does not provide any protections against card skimming or
use by unauthorized persons. Moreover, because of the need for numerous individual
coils (one beneath each data bit on the magnetic stripe), significant cost is incurred when
adding these coils to the on-card design. The power requirements of such a card are also
problematic.

There is, therefore, a need for a practical and secure card that has the advantages of
a smart card and will interface with magnetic stripe readers without the use of adapters.
Moreover, there 1s a need for a proper authentication in multiple account/application cards
and devices to reduce the risk to the device holder in the event of loss or fraudulent capture

of the data within the multiple accounts on the device.
Summary of the Invention

The present invention provides a system, method and apparatus for a practical and
secure card or device that has the advantages of a smart card and will interface with
existing world-wide magnetic stripe readers without the use of adapters or bridges.
Moreover, the present invention allows for proper authentication in multiple
account/application cards and devices to reduce the risk to the device holder due to loss of
the device or fraudulent capture of the data within the multiple accounts on the device. As
a result, the present invention provides a secure and flexible system for security and/or
commercial transactions using access, credit, debit, identification, security, stored value
and vendor-specific cards and/or devices.

The present invention as described herein provides stringent protections for

magnetic stripe cards and devices through the use of on-card/device biometric
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authentication of the user and programmable magnetic stripes such that the data within the
tracks of the stripe can be spatially manipulated and managed by the logic within the
processor/controller of the card or device. This allows magnetic stripe data to be modified
or completely erased for protection of the cardholder, and then re-created on-demand by
the programmable features built into the card or device. Alternatively, the data can be
stored in the on-card processor/controller and then transmitted via time-varying signal to
the card reader thereby emulating the swipe of a magnetic stripe through the magnetic card
reader. In addition, the card or device can provide such information via a contactless
communication system. These capabilities also enable multiple sets of data and
applications to be incorporated onto a single card, device or media, thereby making it a
universal card/device with numerous sets of data (e.g., accounts) and/or applications that
can be temporarily downloaded onto the magnetic stripe from the memory of the on-card
processor, used in the desired application, and then modified or erased. Finally, some or
all of the above features can be disabled until the owner of the card enables them through
use of an on-card biometrics sensor and logic that 1s pre-registered to the cardholder. As a
result, maximum security is guaranteed since the card cannot be used if it 1s lost or stolen,
and skimming can be virtually eliminated by prompt modification or erasure of the
magnetic stripe data following the basic transaction authorized by the owner.

The present invention provides an apparatus or user device that includes a substrate,
a magnetic field generator disposed within the substrate that is normally 1nactive, a
biometric sensor mounted on the substrate, a memory disposed within the substrate and a
processor disposed within the substrate that 1s communicably coupled to the magnetic field
generator, the biometric sensor and the memory. The processor is operable to process
biometric information received from the biometric sensor to verify that a user is authorized
to use the apparatus and activate the magnetic field generator when the user 1s verified. A
power source is also disposed within the substrate and electrically connected to the
magnetic field generator, the biometric sensor and the processor. The magnetic field
generator can create a spatial magnetic signal using a magnetic stripe and one or more
induction coils, or create a time-varying magnetic signal for emulating data obtained from
swiping a magnetic stripe card through a magnetic card reader. As a resuit, the magnetic
field generator emulates a programmable magnetic stripe.

The present invention also provides a method for enabling a transaction using an

apparatus containing information associated with one or more users, a magnetic field
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generator that is normally inactive and a biometric sensor. The method includes the steps
of receiving authentication data from the biometric sensor, determining whether the
authentication data is valid for one of the users, and activating the magnetic field
oenerator and generating a magnetic signal corresponding to the information associated
with the authenticated user whenever the authentication data 1s valid. The method can be
performed by a computer program, such as middleware, embodied in a computer readable
medium wherein each step is implemented as one or more code segments.

In addition, the present invention provides a system having one or more user
devices, one or more system interfaces operable to communicate with the user device and
a system processor communicably coupled to the one or more system intertaces. Each
user device includes a substrate, a magnetic field generator disposed within the substrate
that 1s normally inactive, a biometric sensor mounted on the substrate, a memory
disposed within the substrate and a device processor disposed within the substrate and
communicably coupled to the magnetic field generator, the biometric sensor and the
memory. The device processor is operable to process biometric information received
from the biometric sensor to verify that a user is authorized to use the apparatus and
activate the magnetic field generator when the user 1s verified. The user device also
includes a power source disposed within the substrate and electrically connected to the
magnetic field generator, the biometric sensor and the device processor.

In accordance with a first aspect of the present invention, there 1s provided an
apparatus comprising;:

a substrate;

a magnetic field generator (308) disposed within the substrate that i1s normally
inactive and comprises a magnetic stripe (502) either mounted on the substrate or
disposed within the substrate, one or more induction coils (552 or 518-530) disposed
within the substrate underneath a length of the magnetic stripe (502) and a control circuit
(532) disposed within the substrate that 1s connected to the one or more induction coils
(552 or 518-530) and generates a time-varying magnetic signal by pulsing the one or

more 1nduction coils (552 or 518-530) underneath the magnetic stripe (502) when
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activated by a processor (314), wherein the time-varying magnetic signal 1s transmitted to
a magnetic stripe reader (330) and emulates a data stream generated by swiping a static
magnetic stripe card (100) through the magnetic stripe reader (330) but is not created by
swiping the magnetic stripe (502) of the apparatus through the magnetic stripe reader
(330) or using an adapter to interface with the magnetic stripe reader (330);

a biometric sensor (310) mounted on the substrate;

a memory (312) disposed within the substrate;

the processor (314) disposed within the substrate and communicably coupled to
the magnetic field generator (308), the biometric sensor (310) and the memory (312),
wherein the processor (314) processes biometric information received from the biometric
sensor (310) to verify that a user is authorized to use the apparatus and activate the
magnetic field generator (308) when the user 1s verified; and

a power source (316) disposed within the substrate and electrically connected to
the magnetic field generator (308), the biometric sensor (310) and the processor (314).

In accordance with another aspect of the present invention, there 1s provided a
method for enabling a transaction using an apparatus containing information associated
with one or more users, a magnetic field generator (308) and a biometric sensor (310),
wherein the magnetic field generator (308) is normally 1nactive and comprises a magnetic
stripe (502) either mounted on the substrate or disposed within the substrate, one or more

induction coils (552 or 518-530) disposed within the substrate underneath a length of the

magnetic stripe (502) and a control circuit (532) disposed within the substrate that 1s

connected to the one or more induction coils (552 or 518-530), the method comprising

the steps of:
receiving authentication data from the biometric sensor (310);

determining whether the authentication data 1s valid for one of the users; and

activating the magnetic field generator (308) and generating a time-varying
magnetic signal by pulsing the one or more induction coils (552 or 518-530) underneath
the magnetic stripe (502), wherein the time-varying magnetic signal 1s transmitted to a

magnetic stripe reader (330) and emulates a data stream generated by swiping a static
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magnetic stripe card (100) through the magnetic stripe reader (330) but 1s not created by
swiping the magnetic stripe (502) of the apparatus through the magnetic stripe reader
(330) or using an adapter to interface with the magnetic stripe reader (330), and that

corresponds to the information associated with the authenticated user whenever the

authentication data is valid.

In accordance with another aspect of the present invention, there 1s provided a
computer readable memory having recorded thereon statements and instructions for
execution by a computer to enable a transaction using an apparatus containing
information associated with one or more users, a magnetic field generator (308) and a
biometric sensor (310), wherein the magnetic field generator (308) 1s normally 1nactive
and comprises a magnetic stripe (502) either mounted on the substrate or disposed within
the substrate, one or more induction coils (552 or 518-530) disposed within the substrate
underneath a length of the magnetic stripe (502) and a control circuit (532) disposed
within the substrate that 1s connected to the one or more induction coils (552 or 518-530),
the computer program comprising:

a code segment for receiving authentication data from the biometric sensor (310);

a code segment for determining whether the authentication data 1s valid for one of
the users; and

a code segment for activating the magnetic field generator (308) and generating a

time-varying magnetic signal by pulsing the one or more induction coils (352 or 518-530)
underneath the magnetic stripe (502), wherein the time-varying magnetic signal 1s
transmitted to a magnetic stripe reader (330) and emulates a data stream generated by
swiping a static magnetic stripe card (100) through the magnetic stripe reader (330) but 1s
not created by swiping the magnetic stripe (502) of the apparatus through the magnetic
stripe reader (330) or using an adapter to interface with the magnetic stripe reader (330),

and that corresponds to the information associated with the authenticated user whenever

the authentication data 1s valid.
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In accordance with another aspect of the present invention, there i1s provided a

system comprising:

one or more user devices, each user device (302) comprising

a substrate,

a magnetic field generator (308) disposed within the substrate that is
normally 1nactive and comprises a magnetic stripe (502) either mounted on the
substrate or disposed within the substrate, one or more induction coils (552 or
518-530) disposed within the substrate underneath a length of the magnetic stripe
(502) and a control circuit (532) disposed within the substrate that 1s connected to
the one or more induction coils (552 or 518-530) and generates a time-varying
magnetic signal by pulsing the one or more induction coils (552 or 518-530)
underneath the magnetic stripe (502) when activated by a processor (314),
wherein the time-varying magnetic signal 1s transmitted to a magnetic stripe
reader (330) and emulates a data stream generated by swiping a static magnetic
stripe card (100) through the magnetic stripe reader (330) but 1s not created by
swiping the magnetic stripe (502) of the apparatus through the magnetic stripe
reader (330) or using an adapter to interface with the magnetic stripe reader (330),

a biometric sensor (310) mounted on the substrate,

a memory (312) disposed within the substrate,

the processor (314) disposed within the substrate and communicably

coupled to the magnetic field generator (308), the biometric sensor (310) and the
memory (312), wherein the processor (314) processes biometric information
received from the biometric sensor (310) to verify that a user 1s authorized to use
the apparatus and activate the magnetic field generator (308) when the user i1s
verified, and

a power source (316) disposed within the substrate and electrically
connected to the magnetic field generator (308), the biometric sensor (310) and

the device processor (314);
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one or more system interfaces (304) operable to communicate with the
user device (302); and

a system processor (306) communicably coupled to the one or more

system 1nterfaces (304).

Brief Description of the Drawings

For a more complete understanding of the features and advantages of the present
invention, reference 1s now made to the detailed description of the invention along with
the accompanying figures in which corresponding numerals in the different figures refer

to corresponding parts and in which:

FIGURE 1 depicts a standard credit card with a magnetic stripe 1n accordance

with the prior art;
FIGURE 2 depicts a smart card in accordance with the prior art;

FIGURE 3 depicts a block diagram of a system for enabling transactions in
accordance with one embodiment of the present invention;

FIGURE 4A depicts the front of an exemplar embodiment of a card for enabling
transactions using a biometrically enabled programmable magnetic stripe 1n accordance

with the present invention;
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FIGURE 4B depict the back of an exemplary embodiment of a card for enabling
transactions using a biometrically enabled programmable magnetic stripe in accordance
with the present invention;

FIGURE 5A depicts a block diagram of a programmable magnetic stripe using
multiple inductive coils in accordance with one embodiment of the present invention;

FIGURE 5B depicts a block diagram of a programmable magnetic stripe using a
single induction coil for sending emulated time-varying magnetic stripe data to a magnetic
card reader directly from the on-card controller in accordance with another embodiment of
the present invention;

FIGURE 6 depicts an exemplary embodiment of the combined elements of a
biometrically enabled programmable magnetic stripe on a device for secure physical and
commercial transactions in accordance with the present invention,;

FIGURE 7 is a flow chart of an exemplary authentication method for using a device
in accordance with the present invention;

FIGURE 8 depicts one embodiment of an exemplary device for effecting secure
physical and commercial transactions in a contactless manner using biometrics identity
validation in accordance with the present invention;

FIGURE 9 depicts an exemplary environment in which the device of FIGURE 8
may operate in accordance with the present invention;

FIGURE 10 is a flow chart of an exemplary method for using the device of
FIGURE 8 in the environment of FIGURE 9 1n accordance with the present invention;

FIGURE 11 1s a diagram illustrating another embodiment of an exemplary device
for effecting secure physical and commercial transactions in a contactless manner using
biometrics identity validation in accordance with the present invention;

FIGURE 12 1s an 1llustration of one embodiment of a biometric sensor that may be
used in the device of FIGURE 11 in accordance with the present invention;

FIGURE 13A illustrates various layers that form one embodiment of the biometric
sensor of FIGURE 12 in accordance with the present invention;

FIGURE 13B illustrates various layers that form a portion of one embodiment of
the device of FIGURE 11 1n accordance with the present invention;

FIGURE 14 1s a diagram of an exemplary power circuit that may be used in the

device of FIGURE 11 in accordance with the present invention;
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FIGURE 15 is a flow chart of an exemplary method for storing a template
fingerprint analog in the device of FIGURE 11 1n accordance with the present invention;

FIGURE 16 is a flow chart of an exemplary method for using the device of
FIGURE 11 in accordance with the present invention;

FIGURE 17 is a flow chart of an exemplary method for using the device of
FIGURE 1 in an air transportation environment in accordance with the present invention;

FIGURE 18 is a flow chart of an exemplary method for using the device of
FIGURE 1 in a healthcare environment in accordance with the present invention;

FIGURE 19 is flow chart of an exemplary method for storing a biometric template
analog in the device of FIGURE 8 in accordance with the present invention; and

FIGURE 20 is a flow chart of an exemplary method for using the device ot

FIGURE 8 in a financial transaction in accordance with the present invention.

Description of the Invention

While the production and application of various embodiments of the present
invention are discussed in detail below in relation to authentication and processing of
commercial and security related transactions, it should be appreciated that the present
invention provides many applicable inventive concepts that may be embodied 1n a wide
variety of specific contexts. The specific embodiments discussed herein are merely
illustrative of specific ways to make and use the invention and do not delimit the scope of
the invention.

The present invention provides a system, method and apparatus for a practical and
secure card or device that has the advantages of a smart card and will intertace with
existing world-wide magnetic stripe readers without the use of adapters or bridges.
Moreover, the present invention allows for proper authentication in multiple
account/application cards and devices to reduce the risk to the device holder due to loss of
the device or fraudulent capture of the data within the multiple accounts on the device. As
a result, the present invention provides a secure and flexible system tor security and/or
commercial transactions using access, credit, debit, identification, security, stored value
and vendor-specific cards and/or devices.

The present invention as described herein provides stringent protections for
magnetic stripe cards and devices through the use of on-card/device biometric
authentication of the user and programmable magnetic stripes such that the data within the

tracks of the stripe can be manipulated and managed by the logic within the
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processor/controller of the card or device. This allows magnetic stripe data to be modified
or completely erased for protection of the cardholder, and then re-created on-demand by
the programmable features built into the card or device. Alternatively, the data can be
stored in the on-card processor/controller and then transmitted via time-varying signal to
the card reader thereby emulating the swipe of a magnetic stripe through the magnetic card
reader. In addition, the card or device can provide such information via a contactless
communication system. These capabilities also enable multiple sets ot data and
applications to be incorporated onto a single card, device or media, thereby making it a
universal card/device with numerous sets of data (e.g., accounts) and/or applications that
can be temporarily downloaded onto the magnetic stripe from the memory of the on-card
processor, used in the desired application, and then modified or erased. Finally, some or
all of the above features can be disabled until the owner of the card enables them through
use of an on-card biometrics sensor and logic that is pre-registered to the cardholder. As a
result, maximum security is guaranteed since the card cannot be used if it is lost or stolen,
and skimming can be virtually eliminated by prompt modification or erasure of the
magnetic stripe data following the basic transaction authorized by the owner.

Now referring to FIGURE 3, a block diagram of a system 300 for enabling
transactions in accordance with one embodiment of the present invention is shown. More
specifically, the present invention provides a system 300 having one or more user devices
302, one or more system interfaces 304 operable to communicate with the user device(s)
302 and a system processor or controller 306 communicably coupled to the one or more
system 1nterfaces 304. Each user device 302 includes a magnetic field generator 308 that 1s
normally inactive, a biometric sensor 310, a memory 312, a device processor or controller
314 and a power source 316. Note that the memory 312 and device processor 314 may be
integrated into a single integrated circuit. The device processor 314 may also include a
smart card processor and an application specific integrated circuit (“ASIC”) chip. In
addition, the power source 316 may be controlled by a power management unit 318. The
magnetic field generator 308, biometric sensor 310 and memory 312 are all communicably
coupled to the device processor 314. The magnetic field generator 308, biometric sensor
310, memory 312 and device processor 314 are all electrically connected to the power
source 316 via the power management unit 318. If the user device 302 does not include a
power management unit 318, the magnetic field generator 308, biometric sensor 310,

memory 312 and device processor 314 will all be electrically connected to the power
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source 316. The device processor 314 is operable to process biometric information
received from the biometric sensor 310 to verify that a user is authorized to use the device
302 and activate the magnetic field generator 308 when the user 1s veritied.

The magnetic field generator 308 emulates a programmable magnetic stripe by
either creating a spatial magnetic signal or a time-varying magnetic signal for emulating
data obtained from swiping a magnetic stripe card through a magnetic card reader (See
FIGURE 5B). The spatial magnetic signal is created using a magnetic stripe either
mounted on the substrate or disposed within the substrate, one or more indﬁction coils
disposed within the substrate underneath the magnetic stripe, and a controller disposed
within the substrate that is connected to the one or more induction coils and operable to
generate a magnetic signal via the one or more induction coils and the magnetic stripe (See
FIGURE 5B). In either case, the magnetic signal includes binary data to enable a
transaction, such as a user name, user number, device expiration date, transaction
approval/denial, etc. A typical magnetic stripe contains three-tracks wherein each track
contains a set of magnetic data cells. Note that the magnetic field generator 308 may be
configured to read a magnetic stripe from another device so that device 302 can replace the
other device. The information read from the magnetic stripe would be stored in memory
312 for later transmission by the magnetic field generator 308 upon proper authentication.

The biometric sensor 310 may include a fingerprint sensor, retina sensor or voice
sensor or other sensor device capable of detecting unique characteristics of a person that
can then be compared to stored data. One example of such a fingerprint sensor includes a
matrix of points operable to detect high and low points corresponding to ridges and valleys
of a fingerprint. Another example of a fingerprint sensor includes an emitter and a detector
wherein light projected by the emitter is reflected from a user’s finger onto the detector.

When the device 302 is initialized or linked to a user, the biometric sensor 310 1s
used to collect biometric information about the user. This biometric information 1s stored
as a biometric analog of the user in the memory 312. Thereafter, and as will be described
below in reference to FIGURE 7, biometric information or authentication data is obtained
by the biometric sensor 310 and sent to the device processor 314 for authentication. The
device processor 314 determines whether the authentication data 1s valid for one of the
users by comparing the authentication data to the biometric template stored in memory
312. If the authentication data is valid, the device processor 314 activates the magnetic

field generator 308 and provides binary data to the magnetic field generator 308 to be
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transmitted as a magnetic signal. The magnetic field generator 308 then generates the
magnetic signal corresponding to the information associated with the authenticated user
and the selected application. The device processor 314 will then deactivate the magnetic
field generator 308 after the magnetic field generator 308 has been active for a specified
period of time. Alternatively, the device processor 314 may deactivate the magnetic field
generator 308 when the biometric sensor 310 no longer detects the authorized user,