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SELECTION OF CODE UPDATES, DATA 
UPDATES OR NEW DATA FOR CLIENT 

This is a continuation-in-part of U.S. patent application 
Ser. No. 08/659,841 entitled “Server Computer For Select 
ing Program Updates For A Client Computer Based On 
Results Of Recognizer Program(s) Furnished To The Client 
Computer” filed Jun. 7, 1996, now U.S. Pat. No. 5,752,042. 

BACKGROUND OF THE INVENTION 

The invention relates generally to computer networks and 
deals more particularly with a technique for Selecting code 
updates, data updates or new data Stored in a Server for 
installation in a client computer. 
A computer includes hardware and programs Such as an 

operating System and applications. Often times, after a 
program is installed, there are Subsequent code "fixes', new 
versions and revisions (collectively called “code updates'). 
The updates may comprise a replacement of one or more 
bytes of the existing program, a single file of the program or 
the entire program. Typically each code update also includes 
a short routine to actually install the updated code in the 
client. The installation routine typically replaces Selected 
bytes or files in the existing program with new bytes or files 
from the update. 
A user of the client computer may also need new data or 

data updates Such as updated customer lists, product 
catalogs, directories, etc. It may also be desirable to Send 
unsolicited advertisements or product literature to the user. 

The “Internet” is well known today and comprises client 
computers connected via modems and communication lines 
to one or more Servers and respective data bases. Servers 
provide a wide variety of Services to the clients Such as 
routing of electronic mail and information, neWS Service, 
management of web pages and web sites, management of 
code updates, etc. The databases include actual data, code 
updates and meta data which describes the actual data and 
code updates. 

There are various known techniques for a Server to 
provide a client with a code update or a user with new data. 
In one technique, clients register with the Server for updates 
to a particular program and users register with the Server for 
updates or new data. Whenever the server obtains a new 
update for that program or new data of the Specified type, the 
Server automatically sends the code update or new data of 
the Specified type to every client/user on the list. 
Unfortunately, Some users may not wish to obtain a particu 
lar update or particular new data of the Specified type 
because of cost, download time or other reason. Alternately, 
a user can periodically request all code updates or new data 
of Specified types and the Server will respond accordingly. 
Unfortunately again, the user may not need every code 
update or data of the Specified type but nevertheless, endures 
the cost and download time. In general, because of the large 
number and complexity of Software applications on a user's 
System, and the large number and complexity of the corre 
sponding updates for that System, it is very difficult for users 
to know what updates are appropriate for them. Likewise, 
there is So much new data generated every day that it is 
difficult to know what new data is appropriate for particular 
USCS. 

A general object of the present invention is to provide a 
method and System for Selecting code updates and new data 
for a user. 

SUMMARY OF THE INVENTION 

One feature of the present invention resides in a Server 
computer for Selecting code updates to download to a client 
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2 
computer. The Server computer identifies code updates 
which are consistent with basic System characteristics of the 
client computer. Then, the Server computer Sends to the 
client computer one or more “recognizer” programs which 
execute in the client computer to determine whether the 
client computer has a version other than a current version of 
the consistent code updates. The client Sends the results to 
the Server computer which generates a list of code updates 
which are consistent with the basic System characteristics 
and represent programs that exist on the client computer for 
which an update would be appropriate. The Server computer 
may send the list or information about the list to the client 
computer. A user at the client computer may select from the 
list and Send the Selections to the Server computer. In 
response, the Server computer Sends addresses of the 
Selected code updates to the client computer and the client 
computer downloads the Selected code updates from a server 
computer. 

According to another feature of the present invention, the 
Server Sends an address of one of the “recognizer” programs 
for each of the code updates that is consistent with the basic 
System characteristics of the client computer. 

According to another feature of the present invention, the 
Server computer also Selects new data to download to a client 
computer as follows. The Server computer identifies new 
data which is consistent with attributes of a user of the client 
computer. Then, the Server computer Sends to the client 
computer one or more recognizer programs which execute in 
the client computer to determine whether the client com 
puter already has the consistent new data. The client Sends 
the results to the Server computer which generates a list of 
those code updates which are consistent with the user's 
attributes but not currently resident in the client computer. 
The Server computer may send the list or information about 
the list to the client computer, and the user may select from 
the list and Send the Selections to the Server computer. In 
response, the Server computer Sends addresses of the 
Selected new data to the client computer and the client 
computer downloads the Selected new data from a server 
computer. 

According to another feature of the present invention, the 
Server Sends an address of one of the recognizer programs 
for each of the new data that is consistent with the user's 
attributes. 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 illustrates a computer network which incorporates 
the present invention. 

FIG. 2 is a block diagram of a Selection Server, content 
server and a client in the network of FIG. 1, which server and 
client are programmed according to the present invention. 

FIGS.3(a,b) form a flow chart illustrating operation of the 
client and server of FIG. 2. 

FIG. 4 is a flow chart illustrating a program Sent from the 
server to the client of FIG. 2 to determine needs of the client 
for a particular code update. 

FIG. 5 is another flow chart illustrating a program sent 
from the server to the client of FIG. 2 to determine needs of 
the client for another particular code update. 

FIG. 6 illustrates another computer network which incor 
porates the present invention. 

FIG. 7 is a block diagram of a selection server, content 
server and a client in the network of FIG. 6, which server and 
client are programmed according to another embodiment of 
the present invention. 



6,074,434 
3 

FIGS. 8(a,b) form a flow chart illustrating operation of the 
client and server of FIG. 7. 

FIG. 9 is a flow chart illustrating a program sent from the 
server to the client of FIG. 7 to determine needs of the client 
for a particular set of new data. 

FIG. 10 is another flow chart illustrating a program sent 
from the server to the client of FIG. 7 to determine needs of 
the client for another particular set of new data. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Referring now to the drawings in detail wherein like 
reference numbers indicate like elements throughout, FIG. 1 
illustrates a computer network generally designated 10 
according to the present invention. Network 10 comprises a 
Selection server 12 with a database 13, a content server 17, 
clients 14-16 and an Internet 20 to interconnect the servers 
and clients. By way of example, the Selection Server 12 
comprises a computer WorkStation, associated programming 
and a modem, the content Server 17 comprises a computer 
WorkStation, associated programming and a modem and 
each of the clients 14-16 comprises a personal computer, 
asSociated programming and a modem. The Internet com 
prises a communication medium Such as telephone wires 
between the clients 14-16, the selection server 12 and the 
content Server 17 and programming to manage the commu 
nications. Communications between the clients and the 
Selection Server 12 utilize hypertext transport protocol 
(HTTP) and communications between the clients and the 
content server 17 utilize file transport protocol (FTP). 
Although not shown, there are many other Servers for the 
Internet. Selection Server 12 is dedicated to automating 
Selection of code updates, the content Server 17 includes the 
actual code updates (stored on disk 21), and data base 13 
includes meta data for the code updates and FTP addressing 
information to locate the code updates in content Server 17. 
The meta data provides descriptive information about the 
respective code updates Such as BioS level, pre-load level, 
motherboard ID, etc. The FTP addressing information indi 
cates the address or identification of the content Server 
which stores the respective code update (content Server 17 in 
the illustrated example), a user ID and password to log-on to 
the content Server, a name of the code update, a list of files 
which comprise the code update and the size, checksum and 
directory of each file. 

The process for Storing the updates in the content Server 
17 and the metadata in the selection server 12 are not critical 
to the present invention. However, according to one process, 
a person writes the code update and meta data and loads 
them into the content server 17, either via the Internet or by 
manual loading. The code updates remain Stored in the 
content Server, but the meta data is written to the Selection 
Server, either via the Internet or by manual loading. 
As illustrated in FIG. 2, the selection server 12 is an http 

server with an associated “CGI program 31 and includes an 
update selection program 30. The client 14 includes an 
update manager program 32 (including a GUI), a Scout 
routine 33, a Service application routine 34 and a download 
routine 39. The functions of the server and client program 
ming and a typical client/server Session for Selecting and 
downloading updates are illustrated in FIGS. 3(a,b). A user 
at client computer 14 Selects an icon to invoke update 
manager 32. In response, the update manager contacts the 
general manager 31 in Server 12 to begin a Session and 
Supplies the current level of update manager 32, Scout 33, 
service application 34 and download routine 39 within client 

1O 

15 

25 

35 

40 

45 

50 

55 

60 

65 

4 
14 (step 104). In response, the general manager 31 deter 
mines if the client's update manager 32, Scout 33, Service 
application 12 and download routine 39 are the latest version 
(step 106). This determination is performed by comparing 
the client level information supplied by the client 14 to the 
data in selection server 12 for the latest version of the 
client's update manager 32, Scout 33, Service application 34 
and download routine 39 stored in the content server 17. 

If the client's update manager, Scout, Service application 
and download routine are not the latest version, the Server 
sends the FTP addressing information to the client to allow 
the client to retrieve the latest versions from a content Server. 
Along with the FTP addressing for the client update 
manager, Scout, Service application and download routine, 
the server sends FTP addressing information to the client for 
a basic System information recognizer program 41 Stored in 
content server 17 (step 107). Next, the client downloads and 
installs the latest version of the client update manager, Scout, 
Service application and download routine from the content 
server if the FTP addressing was provided (step 108). 
The furnishing of the FTP addressing information for the 

basic System information recognizer program begins the 
Selection process according to the present invention. The 
client next downloads the basic System information recog 
nizer program 41 from the content Server and executes it 
(step 109). The basic system information recognizer pro 
gram then obtains basic System information using Scout 
APIs, about client 14 (step 109). The basic system informa 
tion comprises system model, pre-load software level, BIOS 
level, and information that is not likely to change often Such 
as type of operating System. For example, the basic System 
information of client 14 is BIOS level 123, BIOS date Jan. 
1, 1996 and mother board ID XYZ. The update manager 
routine 32 then sends the basic System information, obtained 
by the recognizer program, to the Selection server 12 (Step 
110). 

This initiates the selection update program 30 (step 112). 
The selection update program 30 within server 12 then 
determines which code updates are consistent with the basic 
System information of the client and which code updates are 
inconsistent thereby eliminating the vast majority of the 
code updates Stored in content Server 17 (and other content 
servers, if any) from further consideration (step 114). In the 
illustrated embodiment, this determination is made by cor 
relating the meta data in data base 13 to the basic System 
information obtained from client 14. Matches between the 
meta data and the basic System information indicate that the 
corresponding code updates are potentially appropriate for 
client 14. (In practice, the meta data can be arranged in a 
relational data base to facilitate the correlation). The first 
two columns of the following table list code updates avail 
able in content server 17 and the meta data for these code 
updates. The first two columns of this table are used for the 
initial correlation of the basic System information obtained 
from client 14 to the metadata (column 2) stored in Selection 
server 12. 

Code Updates Basic System 
Information? 
Meta Data 
BIOS Level 123 
BIOS date 1/1/96 

Device Driver 
ABCDEDRV 
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-continued 

Mother Board ID 
XYZ 
BIOS Level 123 
BIOS date 1/1/96 
Mother Board ID 
XYZ 
BIOS Level 456 
BIOS date 2/1196 
Mother Board ID 
XYZ 

Netcomber 2.0 

Device Driver 
FGHIJ.DRV 

In this example, the BIOS level 123, BIOS date Jan. 1, 
1996 and mother board ID XYZ basic system information 
obtained from client 14 is consistent with a device driver file 
named ABCDE.DRV. and Netcomber (trademark of Inter 
national Business Machines Corporation) version 2.0. 
However, device driver file named FGHIJ.DRV requires 
BIOS level 456 so is inconsistent with the basic system 
information obtained from client 14 and is eliminated from 
further consideration. 

For each code update, Such as device driver file named 
ABCDE.DRV. and Netcomber program version 2.0, which 
is consistent with the basic System information of client 14, 
the selection update program 30 sends to the client 14 the 
FTP addressing information of a corresponding recognizer 
program, Such as recognizer programs 40 and 42, respec 
tively (step 111). However, the FTP addressing information 
is not provided (and no recognizer program is fetched) to 
client 14 for the device driver file named FGHIJ.DRV. 
because file FGHIJ.DRV is not consistent with the basic 
system information of client 14. From the FTP addressing 
information, the client 14 downloads the actual recognizer 
programs from the content server 17 (step 118). 

Each recognizer program is executable and Small, typi 
cally 2,000-3,000 bytes. Consequently, each recognizer 
program can be downloaded from content server 17 to the 
client 14 in Seconds (whereas the corresponding code update 
is much larger and may take hours to download). 

It should be noted that based on the basic system infor 
mation alone, the Selection update program 30 within Server 
12 is not Sure which of the code updates that are consistent 
with the basic System information are actually needed by the 
client; for example, the client may already have the latest 
version. 

Next, the client 14 executes each recognizer program 40 
and 42 with assistance from the scout 33 (step 118). The 
Scout 33 assists the recognizer programs by providing Sub 
routines callable by the recognizer programs. For files 
required by the recognizer programs, these callable Subrou 
tines can locate the files, determine the version of the files, 
determine the length of the file, identify a directory which 
lists the files, obtain time Stamps for the files, obtain data 
from inside the files and obtain data from a program registry. 
This further reduces the requisite length of each recognizer 
program and therefore shortens the download time. When 
executed, each recognizer program further investigates the 
hardware, software and other components of the client 14 for 
information to determine whether the corresponding code 
update is appropriate for the client 14. For example, this 
investigation reveals if the client 14 already has these code 
updates as follows. A recognizer program could also deter 
mine if the corresponding code update is consistent with 
aspects of the client other than the basic System information, 
Such as other programs within the client. 

Recognizer program 40 determines from the Scout routine 
33 in client 14 if the size of file ABCDE.DRV. stored by the 
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6 
client 14 is the same as the size of file ABCDE.DRV. Stored 
in the database 13. If so, then client 14 has the latest update. 
If not, then client 14 likely has an old version which could 
be updated. 

FIG. 4 illustrates recognizer program 40 in more detail. In 
step 200, recognizer program 40 calls Scout 33 to scan client 
14s hard disk for file ABCDE.DRV to determine if file 
ABCDE.DRV exists in client 14. If not, the recognizer 
program provides an indication that file ABCDE.DRV is not 
appropriate for client 14 (step 202). However, if file ABCD 
E.DRV exists in client 14, then recognizer program 40 calls 
Scout 33 to retrieve the size of file ABCDE.DRV in client 14 
(step 204), and then compares the file size to the size of the 
latest version stored in the content server (decision 206). 
(The recognizer program includes an indication of the size 
of the corresponding update in the content Server.) If the two 
sizes are the same, then there is no need to download file 
ABCDE.DRV from the content server 17; client 14 already 
has the latest version. However, if the two sizes are not the 
Same, then recognizer program 40 makes a record that the 
file ABCDE.DRV stored in the content server 17 is appro 
priate for client 14 (step 208). 

Recognizer program 42 compares a version number of the 
Netcomber program in the client to the version number of 
the Netcomber program of the code update, and if the 
version number of the Netcomber program installed in client 
14 is less, then the client likely has an old version. 

FIG. 5 illustrates recognizer program 42 in more detail. In 
step 300, recognizer program 42 calls Scout 33 to read a data 
base in client 14 to determine if the Netcomber program 
exists in client 14. If it does, recognizer program 42 calls 
Scout 33 to obtain the version number of the Netcomber 
program from the database (step 302). If the version number 
Stored in the database is equal to or greater than the version 
number in the recognizer program, then client 14 does not 
need the version stored in the content server 17 (decision 
304 and step 306). However, if the version number stored in 
the data base is less than the version number in the recog 
nizer program, then the recognizer program records that 
client 14 needs the copy of the Netcomber program stored in 
the content server 17 (decision 304 and step 308). 
The results of the recognizer programs include yes/no 

answers whether each respective code update is appropriate 
for the client, i.e. not currently resident in client 14 (and 
consistent with the client basic System information as deter 
mined previously in Step 114). The recognizer programs can 
also assign a "critical” level to each code update based on 
the need of the client for the update. For example, if another 
program in the client needs this code update to function, then 
this code update would be assigned a high level of criticality. 
After the recognizer programs are executed in client 14, 
client 14 sends to selection server 12 a list of the code 
updates which are appropriate for the client (step 120). 

Based on the information gathered by the recognizer 
programs, the update Selection program determines the level 
of criticality of the respective code updates and builds a 
selection form for display at the client (step 122). The 
Selection form comprises a list of the code updates that are 
consistent with the basic System information and appropriate 
for the client 14, and a display of the following three 
Selection choices (step 124): 

1. minimum number of code updates-code updates 
which are necessary for the client to ensure compat 
ibility between programs within the client and fix a 
Significant “bug” in a program within the client, and 
those other updates that the author of the code update 
deemed critical Such as replacement of unsupported 
programs. 
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2. maximum number of code updates-all code updates 
which are consistent with the basic System information 
and appropriate for the client. 

3. client Selection of Specific code updates-user Selects 
particular code updates from the list of all code updates 
which are consistent with the basic System information 
and appropriate for the client. 

Next, the client makes a Selection, either Selection of the 
first or Second categories or an itemized list of code updates 
pursuant to the third category (step 130), and sends the 
selection to the server (step 131). In response, the server 12 
sends to the client 14 the FTP addressing information for the 
selected code updates (step 132). Using this FTP addressing 
information, the download routine 39 of the client down 
loads the code updates from the content server 17 (step 133). 
(In the preferred embodiment of the present invention, the 
FTP addressing information for all code updates represented 
in the Selection form are passed with the Selection form to 
the client 14 in step 124.) 
AS the code updates are being downloaded, the download 

routine also records status information (such as the FTP 
addresses) of the code updates in case of interruption to the 
communication line. If there is Such an interruption, the 
downloading can continue later where it left off. Since the 
interruption could be lengthy and the System characteristics 
could have been altered, immediately before the selected 
code updates are actually installed, the update manager 32 
invokes the corresponding recognizer programs again to 
ensure that the code updates are Still required; it is possible 
that changes could have occurred to the client Since the 
recognizer programs were previously executed. If the code 
updates are Still appropriate, the Service application routine 
of client 14 installs the code updates in the client 14 as 
follows (step 134). For every code update file whose stale 
version is not currently in use by client 14, the Service 
application routine replaces the Stale file with the updated 
file. The update manager also lists each code update file 
whose Stale version is currently in use. Then, the client is 
requested to re-boot, and the operating System installs the 
listed code updates during the re-boot. For all, code updates 
Selected by the user which represents one or more bytes of 
a file, the Service application routine replaces just the one or 
more bytes of the file. For such files which are not currently 
in use, this occurs without requesting the user to re-boot. For 
Such files which are currently in use, the user is requested to 
re-boot, and the operating System installs the one or more 
bytes during the re-boot. 

FIG. 6 illustrates a computer network generally desig 
nated 410 according to another embodiment of the present 
invention. Network 410 comprises a selection server 412 
with a database 413, a content server 417, clients 414-416 
and Internet 20 to interconnect the servers and clients. By 
way of example, the Selection Server 412 comprises a 
computer WorkStation, associated programming and a 
modem, the content Server 417 comprises a computer 
WorkStation, associated programming and a modem and 
each of the clients 414-416 comprises a personal computer, 
asSociated programming and a modem. Communications 
between the clients and the selection server 412 utilize 
hypertext transport protocol (HTTP) and communications 
between the clients and the content server 417 utilize file 
transport protocol (FTP). Although not shown, there are 
many other servers for the Internet. Selection server 412 is 
dedicated to automating Selection of data updates and addi 
tional data, collectively called “new data”. The content 
server 417 includes the actual, new data (stored on disk 421), 
and database 413 includes meta data for the new data and 
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FTP addressing information to locate the new data in content 
server 417. The meta data provides descriptive information 
about the respective new data Such as those user attributes 
for which the new data is appropriate (assuming the user 
does not already have the new data). The FTP addressing 
information indicates the address or identification of the 
content server which stores the respective new data (content 
server 417 in the illustrated example), a user ID and pass 
word to log-on to the content Server, a name of the new data, 
a list of files which comprise the new data and the Size, 
checksum and directory of each file. 
The process for Storing the new data in the content Server 

417 and the meta data in the selection server 412 is not 
critical to the present invention. However, according to one 
process, a person writes the new data and meta data and 
loads them into the content server 417, either via the Internet 
or by manual loading. The new data remains Stored in the 
content Server, but the meta data is written to the Selection 
Server 412, either via the Internet or by manual loading. 
As illustrated in FIG. 7, the selection server 412 is an http 

server with an associated “CGI program 431 and includes 
a data selection program 430. The client 414 includes an 
update manager program 432 (including a GUI), a Scout 
routine 433, a service application routine 434 and a down 
load routine 439. The functions of the server and client 
programming and a typical client/server Session for Selecting 
and downloading new data are illustrated in FIGS. 8(a,b). A 
user at client computer 414 Selects an icon to invoke update 
manager 432. In response, the update manager contacts the 
general manager 431 in Server 412 to begin a Session and 
Supplies the current level of update manager 432, Scout 433, 
service application 434 and download routine 439 within 
client 414 (step 504). In response, the general manager 431 
determines if the client's update manager 432, Scout 433, 
service application 434 and download routine 439 are the 
latest version (step 506). This determination is performed by 
comparing the client level information Supplied by the client 
414 to the data in selection server 412 for the latest version 
of the client's update manager 432, Scout 433, service 
application 434 and download routine 439 stored in the 
content server 417. 

If the client's update manager, Scout, Service application 
and download routine are not the latest version, the Server 
sends the FTP addressing information to the client to allow 
the client to retrieve the latest versions from a content Server. 
Along with the FTP addressing for the client update 
manager, Scout, Service application and download routine, 
the server sends FTP addressing information to the client for 
a Serial number recognizer program 441 Stored in content 
server 417 which will query client computer 414 for the 
serial number of client computer 414 (step 507). Next, the 
client downloads and installs the latest version of the client 
update manager, Scout, Service application and download 
routine from the content server if the FTP addressing was 
provided (step 508). 
The furnishing of the FTP addressing information for the 

recognizer program 441 begins the new data Selection 
process according to the present invention. The client next 
downloads the recognizer program 441 from the content 
server and executes it (step 509). The recognizer program 
441 then obtains the serial number of the client machine 414 
from the basic input output system (BIOS) firmware, using 
scout APIs (step 509). The update manager routine 432 then 
sends the serial number of the client machine 414, obtained 
by the recognizer program 441, to the Selection Server 412 
(step 510). 

This initiates the selection update program 430 (step 512). 
The selection update program 430 within server 412 then 
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determines, from a table 431, the employee number or name 
of the user that owns client machine 414. Alternately, in 
another embodiment of the present invention or when there 
is more than one user of client computer 414, the user Sends 
his or her name or serial number to the server 412 in step 
510. (In this scenario, selection server 412 does not send the 
FTP of recognizer program 441 to client 414 in step 507 and 
client 414 does not fetch or execute recognizer program 441. 
There is no need.) 

Once selection server 412 knows the employee number or 
name of the user of client machine 414, either from recog 
nizer program 441 and table 431 or directly from the user, 
the Selection update program can determine which data is 
appropriate for the user and which data is not appropriate for 
the user. This eliminates the vast majority of the data Stored 
in content server 417 (and other content servers, if any) from 
further consideration (step 514). In the illustrated 
embodiment, this determination is made by the Selection 
update program first reading from table 431 the user 
attributes corresponding to the user's Serial number or name. 
These user attributes may include the user's job title, 
department, profession, age, income, or interests previously 
expressed by the user and forwarded to the server. Then, the 
Selection update program correlates the meta data in data 
base 413 to the user's attributes. Matches between the meta 
data and the user's Serial number or other attributes indicate 
that the corresponding new data may be appropriate for 
client 414. (In practice, the meta data and table 431 can be 
arranged in a relational database to facilitate the correlation 
function). For example, the following table lists data avail 
able in content server 417 and the user attributes/meta data 
that matches each of the new data. 

New Data User Attributes/Meta Data 

Customer List 
Price List 

Marketing person 
Marketing person 

Salary Chart Manager 
Company Rules All Employees 
Golf Ad #1 (news) Golfer 
Golf Ad #2 (equipment) Golfer 
Bowling Ad #1 Bowler 
Bowling Ad #2 Bowler 

In this example, users who are marketing employees are 
entitled to receive only “Customer List”, “Price List” and 
“Company Rules' data. Users who are management 
employees are entitled to receive only “Salary Chart' and 
“Company Rules' data. Users who are golfers, but not 
employees, are targeted to receive only “Golf Ad #1 and 
“Golf Ad #2’ data. Users who are bowlers, but not 
employees, are targetted to receive only “Bowling Ad #1' 
and “Bowling Ad #2" data. 

For each new data which is consistent with the user's 
attribute(s), the Selection update program 430 sends to the 
client 414 the FTP addressing information of a correspond 
ing recognizer program and the corresponding meta data 
(step 516). For example, for a user having the attribute of 
golfer, the selection update program 430 sends the FTP 
addressing for recognizer programs 440 and 442, respec 
tively for “Golf Ad #1" and “Golf Ad #2". However, the FTP 
addressing information is not provided to client 414 for the 
recognizer programs for the other new data which is not 
consistent with the user's attribute(s). From the FTP 
addressing information, the client 414 downloads the actual 
recognizer programs from the content server 417 (step 518). 

Each recognizer program is executable and Small, typi 
cally 2,000-3,000 bytes. Consequently, each recognizer 
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10 
program can be downloaded from content server 417 to the 
client 414 in Seconds (whereas the corresponding new data 
may be much larger and take minutes or even hours to 
download). 

It should be noted that based on the user attribute(s) alone, 
the selection update program 430 within server 412 is not 
Sure which of the new data that is consistent with the user's 
attribute(s) is actually needed by the client; for example, the 
client may already have Some or all of the new data. 

Next, the client 414 executes recognizer programs 440 
and 442 with assistance from the scout 433 (step 518). The 
Scout 433 assists the recognizer programs by providing 
Subroutines callable by the recognizer programs. For files 
required by the recognizer programs, these callable Subrou 
tines can locate the files, determine the version of the files, 
determine the length of the file, identify a directory which 
lists the files, obtain time Stamps for the files, obtain data 
from inside the files and obtain data from a program registry. 
This further reduces the requisite length of each recognizer 
program and therefore shortens the download time. When 
executed, each recognizer program further investigates Stor 
age of the client computer 414 to determine if the user 
already has the new data available from the client computer. 
Optionally, the recognizer program may investigate a user 
profile 439 stored in the client computer 414 to determine 
whether the new data is consistent with other user attributes 
stored in user profile 439. 

Recognizer program 440 is illustrated in more detail in 
FIG. 9 and investigates the user's storage as follows. In this 
example, the sole user attribute (stored in table 431 in the 
Selection server 412) is “golfer. First, recognizer program 
440 determines from the Scout routine 433 in client 414 if 
client 414 already has a copy of the Golf Adif 1 available for 
the user (decision 600). If not, then recognizer program 440 
determines that, so far, “Golf Ad #1" is deemed appropriate 
for the user (step 602). However, if client 414 stores a file 
called “Golf Ad #1", then recognizer program 440 option 
ally will check if this is the same file as the one currently 
Stored on the Server with the same name. Accordingly, 
recognizer program 440 compares the size of the “Golf Ad 
#1 file stored in client computer 414 to the size of the “Golf 
Ad #1" file stored in the content server 417 (step 604 and 
decision 606). (The size of Golf Ad #1 stored in content 
Server 417 was included in the meta data that was sent along 
with the FTP address of the recognizer program) If the sizes 
are different, then recognizer program 440 concludes that 
they are different files and that this file is deemed appropriate 
for downloading from the content Server to the client com 
puter 414 (step 602). However, if the sizes are the same, then 
recognizer program 440 concludes that they are the same 
file, and another copy of “Golf Ad #1" is not appropriate for 
downloading to the client computer (step 608). Recognizer 
program 442 performs the same analysis for “Golf Ad #2”. 

For new data which is lengthy, a respective recognizer 
program could also determine if the client computer has 
Sufficient memory for the new data by using the appropriate 
Scout function. 
A recognizer program could also compare the meta data 

for new data to user profile 439 maintained in client com 
puter 414 to further determine whether the new data is 
appropriate for the user. For example, the user profile 439 
may qualify that the users interests in golf are limited to 
golf news but not golf equipment. In Such a case, the 
recognizer program would determine that “Golf Ad #1” 
relating to “news” would be appropriate for the user but 
“Golf Ad #2 relating to “equipment” would not be appro 
priate for the user. 
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ASSume that another recognizer program 445 illustrated in 
FIG. 10 corresponds to the “Customer List data. Recog 
nizer program 4.45, when executing in client computer 414, 
will determine if the user alreay has a file called “Customer 
List” (decision 700). If not, then the recognizer program 445 
determines that this data is appropriate for downloading to 
the client (step 706). However, if the client already has a file 
called “Customer List”, then recognizer program 445 will 
compare a date associated with the creation of the “CuS 
tomer List” file stored in the server (and fetched with 
recognizer program 445) to the date associated with the 
creation of the “Customer List' file stored in client 414. If 
the date stored in the server is later, then the “Customer List” 
data stored in the server is appropriate for the user (Step 
706). Otherwise, it is not appropriate for the user (step 708). 

The results of the recognizer programs include yes/no 
answers whether each respective new data is appropriate for 
the user, i.e. not currently available in client 414 for the user 
and optionally, consistent with the user's profile, if any, 
stored in table 439 in the client computer. (The selection 
update program previously determined that the new data was 
consistent with the user's attributes stored in table 431 in the 
Server computer). The recognizer programs can also assign 
a “critical” level to each new databased on the need of the 
user for the new data. For example, if the data is especially 
important such as the “Customer List” or the “Salary Chart', 
and the user has no version or a very old version, then this 
data would be assigned a high level of criticality. After the 
recognizer programs are executed in client 414, client 414 
sends to selection server 412 a list of the new data which is 
appropriate for the user (step 520). 

Based on the information gathered by the recognizer 
programs, the Selection update program determines the level 
of criticality of the respective data and builds a Selection 
form for display at the client (step 522). The selection form 
comprises a list of the new data that is consistent with the 
user's attributes and appropriate for the client 414, and a 
display of the following three selection choices (step 524): 

1. critical data (to minimize the download time) 
2. all new data which is appropriate for the user. 
3. client Selection of appropriate new data-user Selects 

particular new data from the list of all new data which 
is appropriate for the user. 

Next, the user makes a Selection, either Selection of the 
first or Second categories or an itemized list of new data 
pursuant to the third category (step 530), and sends the 
selection to the server (step 531). In response, the server 412 
sends to the client 414 the FTP addressing information for 
the selected new data (step 532). Using this FTP addressing 
information, the download routine 439 of the client down 
loads the new data from the content server 417 (step 533). 
(In the preferred embodiment of the present invention, the 
FTP addressing information for all new data represented in 
the Selection form are passed with the Selection form to the 
client 414 in step 524.) 
AS the new data is being downloaded, the download 

routine also records status information (such as the FTP 
addresses) of the new data in case of interruption to the 
communication line. If there is Such an interruption, the 
downloading can continue later where it left off. Upon 
completion of the download, the Service application routine 
of client 414 installs the new data in the client 414 for access 
by the user as follows (step 534). For all files constituting the 
new data, except those which represent updates to existing 
data Stored in the client computer for which the Stale version 
is currently in use by client 414, the Service application 
routine replaces the existing files in client 414 with the new 
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file. The update manager also lists each data file whose Stale 
version is currently in use. Then, the user is requested to 
re-boot, and the operating System installs the listed data 
during the re-boot. For all, appropriate new data Selected by 
the user which represents one or more bytes of a file, the 
Service application routine replaces just the one or more 
bytes of the file. For such files which are not currently in use, 
this occurs without requesting the user to re-boot. For Such 
files which are currently in use, the user is requested to 
re-boot, and the operating System installs the one or more 
bytes during the re-boot. 

Based on the foregoing, techniques for Selecting and 
transferring code updates and new data to a client computer 
have been disclosed. However, numerous modifications and 
Substitutions can be made without deviating from the Scope 
of the present invention. For example, there can be multiple 
content Servers, or the Selection Server functions and content 
Server function can be merged into one Server. If desired, 
protocols other than HTTP and FTP can be used. Therefore, 
the present invention has been disclosed by way of illustra 
tion and not limitation and reference should be made to the 
following claims to determine the Scope of the present 
invention. 
We claim: 
1. A Server computer for Selecting code updates to down 

load to a client computer, Said Server computer comprising: 
means for identifying code updates which are consistent 

with basic System characteristics of the client com 
puter, 

means for Sending to Said client computer one or more 
programs which execute in Said client computer to 
determine whether said client computer has a version 
other than a current version of the identified code 
updates, and 

means for receiving results of Said programs, determining 
which of the code updates that are consistent with Said 
basic System characteristics represent current versions 
of code within Said client computer and are not cur 
rently resident in Said client computer; and wherein 
at least one of Said recognizer programs is less than 

three thousand bytes in length. 
2. A Server computer as Set forth in claim 1 further 

comprising: 
means for transmitting to Said client computer a list of or 

information about Said determined code updates, and 
means for receiving Selection from Said client computer of 

one or more of the determined code updates. 
3. A server computer as set forth in claim 2 further 

comprising means for Sending address information for the 
Selected code updates to Said client computer So that Said 
client computer can obtain Said Selected code updates from 
another Server computer. 

4. A server computer as set forth in claim 1 wherein the 
identifying means comprises: 

program means, executable in Said client computer, for 
obtaining Said basic System characteristics of Said client 
computer, 

means for Sending to Said client an address of Said 
program means, and 

means for receiving Said basic System characteristics from 
Said client. 

5. A server computer as set forth in claim 2 wherein said 
information about Said list comprises a category designating 
all updates which are consistent with but not currently 
resident in Said client, and another category designating only 
critical updates. 
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6. A Server computer for Selecting data to download to a 
client computer for access by a user, Said Server computer 
comprising: 
means for identifying data which is consistent with 

attributes of Said user; 
means for Sending to Said client computer one or more 

programs or addresses of Said one or more programs 
which execute in Said client computer to determine 
whether Said client computer already has said data; and 

means for receiving results of Said programs, and deter 
mining which of the data that is consistent with Said 
user attributes is not currently resident in Said client 
computer. 

7. A server computer as set forth in claim 6 further 
comprising: 
means for transmitting to Said client computer a list of or 

information about Said data that is consistent with Said 
user attributes and is not currently resident in Said client 
computer, and 

means for receiving Selection from Said user of one or 
more of Said data that is consistent with Said user 
attributes and is not currently resident in Said client 
computer. 

8. A server computer as set forth in claim 7 further 
comprising means for Sending address information for the 
Selected data to Said client computer So that Said client 
computer can obtain Said Selected data from another Server 
computer. 

9. A server computer as set forth in claim 6 wherein the 
identifying means comprises: 

program means, executable in Said client computer, for 
obtaining a Serial number or other identification of Said 
client computer; 

means for Sending to Said client computer an address of 
Said program means, and 

means for receiving Said Serial number of other identifi 
cation of Said client computer from Said client com 
puter resulting from execution of Said program means, 
and correlating Said Serial number or other identifica 
tion to Stored user attributes accessible by Said Server 
computer. 

10. A server computer as set forth in claim 6 wherein the 
identifying means comprises: 
means for receiving an identification of Said user, and 

correlating Said identification of Said user to Stored 
attributes of Said user accessible by Said Server com 
puter. 

11. A server computer as set forth in claim 7 wherein said 
information about Said data comprises a category designat 
ing all data which is consistent with but not currently 
resident in Said client computer, and another category des 
ignating only critical data. 

12. A server computer as set forth in claim 6 wherein the 
program Sending means Sends a separate program for each 
Set of data and each of Said programs determines if the client 
computer has the respective Set of data. 

13. A method performed by a server computer for select 
ing data to download to a client computer for acceSS by a 
user of Said client computer, Said method comprising the 
Steps of: 

identifying data which is consistent with attributes of Said 
uSer, 

Sending to Said client computer one or more programs or 
addresses of Said one or more programs which execute 
in Said client computer to determine whether Said client 
computer already has said data; and 
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14 
receiving results of Said programs, and determining which 

of the data that is consistent with Said user attributes is 
not currently resident in Said client computer. 

14. A method as set forth in claim 13 further comprising 
the following Steps performed by Said Server computer: 

transmitting to Said client computer a list of or informa 
tion about Said data that is consistent with Said user 
attributes and is not currently resident in Said client 
computer, and 

receiving Selection from Said user of one or more of Said 
data that is consistent with Said user attributes and is not 
currently resident in Said client computer. 

15. A method as set forth in claim 14 further comprising 
the Step of Sending address information for the Selected data 
from the Server computer to Said client computer So that Said 
client computer can obtain Said Selected data from another 
Server computer. 

16. A method as set forth in claim 13 wherein the 
identifying Step comprises the Steps of 

Sending a program or an address of Said program to Said 
client for execution in Said client computer, Said pro 
gram obtaining a Serial number or other identification 
of Said client computer; and 

receiving Said Serial number of other identification of Said 
client computer from Said client computer resulting 
from execution of Said program, and correlating Said 
Serial number or other identification to Stored user 
attributes accessible by Said Server computer. 

17. A method as set forth in claim 13 wherein the 
identifying Step comprises the Steps of 

receiving an identification of Said user, and correlating 
Said identification of Said user to Stored attributes of 
Said user accessible by Said Server computer. 

18. A method as set forth in claim 13 wherein said 
information about Said data comprises a category designat 
ing all data which is consistent with but not currently 
resident in Said client computer, and another category des 
ignating only critical data. 

19. A method as set forth in claim 13 wherein the server 
Sends a separate program for each Set of data and each of 
Said programs determines if the client computer has the 
respective Set of data. 

20. A computer program product executed in a Server 
computer for Selecting data to download to a client computer 
for access by a user of Said client computer, Said computer 
program product comprising: 

a computer readable medium; 
first program instruction means for instructing a processor 

to identify data which is consistent with attributes of 
Said user; 

Second program instruction means for instructing a pro 
ceSSor to Send to Said client computer one or more 
programs or addresses or said one or more programs 
which execute in Said client computer to determine 
whether Said client computer already has said data; and 

third program instruction means for instructing a proces 
Sor to receive results of Said programs, and determine 
which of the data that is consistent with said user 
attributes is not currently resident in Said client com 
puter; and wherein 
all of Said program instruction means are recorded on 

Said medium. 


