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CROSS-DOMAIN SOLUTION USING
NETWORK-CONNECTED HARDWARE ROOT-0OF-TRUST DEVICE

BACKGROUND

[0001] A cross-domain solution (CDS) is a technology for providing an ability to access
or transfer information between two or more domains having different security measures,
without introducing security threats that may be introduced through unsecured network
connections. Known cross-domain solutions attempt to provide a means of utilizing a
single computational resource to process both classified and unclassified information. As
the solutions use the same physical connection and required isolation is provided by
virtualization technologies, the solutions are known to have limitations in providing

isolation both physically and logically.

SUMMARY

[0002] In accordance with the concepts, techniques and systems described herein is a
security system having a secure connection. The techniques and systems described herein
may provide secure communications between two or more domains having different

security measures without introducing security threats.

[0003] Utilizing network connectivity of a security device, such as a Hardware Root of
Trust (HRoT) device, may allow the security device to disseminate sensitive or classified
information to other devices in the same network. Additionally, the security device may
support communications for key management and security reporting through a private
network. Furthermore, the monitoring information provided by the security device could be
used to analyze attacks against connected devices, create snapshots of the devices, distribute
updates to Operating System (OS) and applications of the devices, and/or fight back against

attackers by distributing counter-attack measures to the devices.
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[0004] According to one illustrative embodiment, a system may include a Hardware Root
of Trust (HRoT) device comprising a processor and memory that is configured for
connection and authentication to first and second host devices which are configured to
communicate via a first communication channel having a first security level and a second
communication channel having a second security level which is more secure than the first
security level. The HRoT device may be configured to: connect the first and second host
devices via the second communication channel; and monitor the security of the first and

second host devices over the second communication channel.

[0005] In embodiments, the HRoT device may be further configured to: detect a security
attack to at least one of the first and second host devices; and in response to the security
attack, capture a current snapshot of at least one of the first and second host devices, and

analyze the security attack based upon the captured current snapshot.

[0006] In embodiments, the HRoT device may be further configured to: analyze the

security attack based upon the captured current snapshot.

[0007] In embodiments, the HRoT device may be further configured to: transmit the
captured current snapshot to a trusted element for analysis of the security attack. Here, the
trusted element may be configured to: determine a cause of the security attack; determine a
counter-attack measure to address the security attack; and distribute the counter-attack

measure to at least one of the first and second host devices.

[0008] In embodiments, the HRoT device may be configured to: receive a security policy
from a trusted element; and monitor the security of the first and second host devices based
upon the security policy. Here, the security policy may comprise a plurality of procedures

and rules to follow when a security risk is detected at the first and second host devices.
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[0009] In embodiments, the HRoT device may be further configured to: store respective

stable snapshots of the first and second host devices when the first and second host devices
are validated; and in response to that a security attack to at least one of the first and second
host devices is detected, overwrite at least one of the first and second host devices with a

respective stable snapshot.

[0010] In embodiments, the HRoT device may be further configured to: receive a request
for a secure key information from at least one of the first and second host devices; in
response to that the secure key information is not stored in the HRoT device, request the
secure key information to a key management server; and provide the secure key information

to the respective first or second host device.

[0011] In embodiments, the HRoT device may be further configured to: authenticate the

first and second host devices before communicating with the first and second host devices.

[0012] In embodiments, the HRoT device may be further configured to: establish a
binding to a respective Trusted Platform Module (TPM) of the first and second host
devices; and authenticate the first and second host devices by exchanging secure keys with

the respective TPM of the first and second host devices.

[0013] In embodiments, the second communication channel may comprise a Peripheral

Component Interconnect Express (PCle) bus.

[0014] In embodiments, at least one of the first and second communication channels may

be wireless.

[0015] According to one illustrative method, a method running on a security device may

include: monitoring security of a first host device and a second host device, wherein the first
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and second host devices are configured to communicate via a first communication channel
having a first security level and a second communication channel having a second security
level which is more secure than the first security level and wherein the security device
monitors the first and second host devices via the second communication channel; taking
respective stable snapshots of the first and second host devices when the first and second
host devices are validated; detecting a security attack to the first and second host devices.
In response to the security attack to at least one of the first and second host device, the
method further include: capturing a current snapshot of the at least one of the first and
second host devices where the security attack is detected; analyzing the security attack
based upon the captured current snapshot; and overwriting the at least one of the first and

second host devices with the respective stable snapshot.

[0016] In embodiments, the method may further include: receiving a request for a secure
key information from at least one of the first and second host devices; in response to that the
secure key information is not stored in the security device, requesting the secure key
information to a key management server; and providing the secure key information to the

respective first or second host device.

[0017] In embodiments, the method may further include: determining a cause of the
security attack based upon the captured current snapshot; determining a counter-attack
measure to address the security attack; and distributing the counter-attack measure to at

least one of the first and second host devices.

[0018] In embodiments, the security device may comprise a Hardware Root of Trust

(HRoT) device.
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[0019] According to another illustrative embodiment, a system for security control may
include: a first host device comprising a first processor and memory; and a security device
coupled to the first host device over a communication channel. Here, the security device
may comprise a Command and Control Center (CCC) that is configured to: monitor security
of the first host device; take a stable snapshot of the first host device when the first host
device is validated; detect a security attack to the first host device; and in response to the
security attack, capture a current snapshot of the first host device, analyze the security
attack based upon the captured current snapshot, and overwrite the first host device with the

stable snapshot.

[0020] In embodiments, the CCC may be further configured to: determine a cause of the
security attack based upon the captured current snapshot; determine a counter-attack
measure to address the security attack; and distribute the counter-attack measure to the first

host device.

[0021] In embodiments, the system may further include: a second host device comprising
a second processor and memory, wherein the first and second host devices are configured to
communicate via a first communication channel having a first security level and a second
communication channel having a second security level which is more secure than the first
security level. Here, the CCC may be configured to: monitor security of the first and
second host devices via the second communication channel; take respective stable snapshots
of the first and second host devices; detect a security attack to the first and second host
devices when the first and second host devices are validated; and in response to the security
attack to at least one of the first and second host devices: capture a current snapshot of the at

least one of the first and second host devices where the security attack is detected, analyze
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the security attack based upon the captured current snapshot, and overwrite the first or

second host device with the respective stable snapshot.

[0022] The details of one or more embodiments of the disclosure are outlined in the
accompanying drawings and the description below. Other features, objects, and advantages

of the disclosure will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The foregoing features may be more fully understood from the following

description of the drawings in which:

[0024] FIG. 11s a block diagram of an illustrative security system having a secure

connection according to the concepts described herein;

[0025] FIG. 2A s a block diagram showing an illustrative security system adopting a

Command and Control Center according to the concepts described herein;

[0026] FIG. 2B is a block diagram showing an illustrative security system having a secure

connection and a Command and Control Center according to the concepts described herein;

[0027] FIG. 3 is a flowchart of a security monitoring process according to the concepts

described herein; and

[0028] FIG. 4 is an illustrative implementation of a security system described in FIG. 1

according to the concepts described herein.

DETAILED DESCRIPTION

[0029] For clarity, common items and circuitry, such as integrated circuits, resistors,

capacitors, transistors, and the like, have not been included in the figures, as can be
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appreciated by those of ordinary skill in the pertinent art. Unless otherwise specified, the
illustrated embodiments may be understood as providing illustrative features of varying
detail of certain embodiments, and therefore, unless otherwise specified, features,
components, modules, elements, and/or aspects of the illustrations can be otherwise
combined, interconnected, sequenced, separated, interchanged, positioned, and/or
rearranged without materially departing from the disclosed concepts, systems, or methods.
Additionally, the shapes and sizes of components are intended to be only illustrative and
unless otherwise specified, can be altered without materially affecting or limiting the scope

of the concepts sought to be protected herein.

[0030] Certain introductory concepts and terms used in the specification are collected

here.

[0031] As used herein, the term “Root of Trust (RoT)” is used to describe a trusted
computing module that provides a set of functions that are trusted by other modules in a
computing environment, such as an Operating System (OS). The RoT may serve as an
independent computing module providing authenticity in a computer or mobile device in
which it is embedded. The term “Hardware Root of Trust (HRoT)” device is used to
describe a hardware device that provides RoT functions. The HRoT device generally
provides, but is not limited to, performing device authentication to ensure that hardware has
not been tampered with; verifying the authenticity of software, particularly boot images, to
ensure they haven’t been tampered with; providing One-Time Programmable (OTP)
memory for secure key storage to facilitate encryption; and ensuring that the system is able

to be brought into a known and trusted state.

[0032] As used herein, the term “Trusted Platform Module (TPM)” is used to describe a

specialized device for hardware authentication. The TPM may comprise a dedicated
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microcontroller that provides secure storage, key generation, and cryptographic operations.

The TPM specification is defined by an international standard (ISO/IEC 11889).

[0033] Referring now to FIG. 1, an illustrative security system 100 may include a first
host device 120 and a second host device 130. The first device 120 and the second device
130 are connected with a first communication channel 112 and a second communication
channel 114. The first communication channel 112 may have a lower security level than the
second communication channel 114. For example, the first communication channel 112
may provide access to unclassified information and the second communication channel 114
may provide access to classified information. In other embodiments, the first
communication channel 112 may comprise an unsecured connection and the second
communication channel 114 may comprise a secure connection. The devices 120, 130 may
comprise a desktop, server, workstation, mobile, or any other suitable device that can
connect to a network. An HRoT device 110 is coupled to the second connection 114. The
HRoT device 110 and the other devices 120, 130 may be respective independent systems
with similar setups. Each of the systems may have its own processor, memory and other
interfaces. In some embodiments, the HRoT device 110 may include a multi-core processor
(e.g.,2121in FIG. 2A), memory (e.g., 214 in FIG. 2A), and an optional Trusted Platform
Module (TPM) (e.g., 218 in FIG. 2A). The host devices 120, 130 may include respective
central processing units (CPUs) 122, 132 and memories 124, 134. In some embodiments,

the host devices 120, 130 may include optional TPM devices 126, 136.

[0034] The architecture of a security system presented herein utilizes two separate
communication channels or network connections. An unclassified or open communication
channel 112 connects the first and second devices 120, 130. Another classified or high-

security communication channel 114, such as a Peripheral Component Interconnect Express
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(PCle) bus, connects the devices 120, 130. The classified communication channel 114 is
coupled to an HRoT device 110. In embodiments, the HRoT device 110 and the host
devices 120, 130 are required to be authenticated by each other before starting
communications. For example, the host devices 120, 130 may need to provide an encrypted
key to the HRoOT device 110, and the HRoT device 110 may decrypt the key and validate
the key by comparing a hash value of the key that is stored in the HRoT device 110.
However, as can be appreciated by those of ordinary skill in the pertinent art, any other
suitable techniques may be used to authenticate the HRoT device 110 and the host devices
120, 130. Once authenticated, information can be transferred between the host devices 120,
130 and the HRoT device 110 via the second connection 114. In embodiments, instead of
requiring the host devices 120, 130 to read network data from the second connection 114
after going through a separate authentication procedure, a driver may be provided that puts a
standard network interface on top of the second connection. In this way, the connection to
the HRoOT device 110 can be handled in a manner similar to a conventional network
connection rather than a specialized connection. In some embodiments, the HRoT device
110 may establish a connection to an optional TPM 126, 136 in the first and second host
devices 120, 130. The TPMs 126, 136 may be integrated into the boot sequence of the host
devices to provide authentication of the host devices 120, 130. For example, the HRoT
device 110 may perform a discovery procedure with the TPMs 126, 136 to establish a
binding connection, where the discovery procedure includes exchanging secure data and

keys with the TPMs 126, 136.

[0035] In embodiments, the second connection 114 may comprise a Peripheral
Component Interconnect Express (PCle) bus. Accordingly, the HRoT device 110 may
access the first and second devices 120, 130 through Direct Memory Access (DMA)

transactions that are supported by the PCle bus. DMA allows the HRoT device 110 to
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directly access the memories 124, 134 of the first and second devices 120, 130. That is, the
HROT device 110 may read from or write to the memories 124, 134 directly as needed. In
other embodiments, through the PCle bus, the HRoT device 110 can share its internal
memory with the host devices 120, 130. Accordingly, the host devices 120, 130 may
control and monitor the data located in a specified memory range shared through the PCle
bus 114. This memory range may be mapped into the address space of the memories 124,
134 of the first and second devices 120, 130. The host devices 120, 130 also can read and

potentially modify this data if desired.

[0036] In embodiments, the HRoT device 110 may monitor the security of the first and
second devices 120, 130 over the second connection 114. The HRoT device 110 may load
and execute a security monitoring application to monitor the host devices regarding its
hardware and software for any security concerns. In some embodiments, the security
monitoring application may be loaded and executed in the HRoT device 110. In other
embodiments, the HRoT device 110 may load and execute a process to work with
applications executing on the first and second host devices 120, 130 to perform monitoring
functions. The monitoring functions may be implemented through a ‘tamper detection
mechanism’ by intercepting events including, but not limited to, voltage changes, clock
skewing, and Joint Test Action Group (JTAG) connection events. In some embodiments,
the security monitoring application may receive inputs or events from a voltage sensor of
the first and second host devices 120, 130. The security monitoring application then may
detect any abnormal trends in the voltage values of the first and second host devices 120,
130 and determine if any tempering is done to the first and second host devices 120, 130.
Similarly, the security monitoring application may monitor any suspicious activities by
monitoring clock values or other events from JTAG connections to the first and second

devices 120, 130. In embodiments, the JTAG connection may connect to an on-chip test

10
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access port (TAP) of the first and second host devices 120, 130 and may access a set of test
registers to test various parts of the devices and detect issues, for example, a circuit fault.
The security monitoring application may also monitor inputs and outputs to/from the first
and second devices 120, 130. The HRoT device 110 may have a security policy and may
use the security policy to perform monitoring of the devices 120, 130. In some
embodiments, the security policy may include a set of standard procedures, rules, and
behaviors pertaining to information security of the host devices 120, 130 to address security
risks when the security risk is detected. The security policy may be provided by an external
system (hereinafter a “trusted element”) 150 that is trusted and/or validated by the HRoT
device 110. To become trusted by the HRoT device 110, the trusted element 150 may need
to go through a validation procedure. For example, the trusted element 150 may need to
provide an encrypted key to the HRoT device 110, and the HRoT device 110 may decrypt
the key and validate the key by comparing a hash value of the key that is stored in the HRoT
device 110. Alternately, any suitable method may be used to validate the trusted element
150. The trusted element 150 may provide a new security policy to the HRoT device 110.
Then, the HRoT device 110 may revise the security policy stored in the HRoT device 110

with the new security policy from the trusted element 150.

[0037] The HRoT device 110 may capture respective snapshots of the first and second
device 120, 130 the devices 120, 130 are in their stable state, which means that there has
been no security risk identified. In embodiments, the snapshots may include a dump of
device memory, state of registers, a list of processes, and any other information/data to
capture the state of the devices. The HRoT device 110 may capture a ‘stable snapshot’
automatically when the first or second device 120, 130 is validated and does not have any
security risks. Alternately, the HRoT device 110 may capture a stable snapshot according

to a pre-determined schedule. In another embodiment, the HRoT device 110 may capture a

11
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stable snapshot only when it is instructed to do so. In some embodiments, the HRoT device
110 may directly access the first or second device 120, 130 via DMA transactions, and
capture a corresponding snapshot. Alternately, the HRoT device 110 may use a pre-defined
interface, such as Web Services, provided by the first and second devices 120, 130 to
capture the snapshots. When a security attack is detected at the first or second device 120,
130, the HRoT device 110 may capture a current snapshot of the devices 120, 130.
Depending on the location and/or characteristics of the security attack, the HRoT device
110 may capture snapshots of either one of the first or second device 120, 130 or both. The
captured current snapshot is analyzed to find relevant information for the security attack. In
some embodiments, the HRoT device 110 may send the captured current snapshot to the
trusted element 150 where the snapshot is analyzed. The trusted element 150 may
determine a cause of the security attack and develop a counter-attack measure to address the
security attack. In addition, the trusted element 150 may distribute the counter-attack
measure to any devices in the network to which the trusted element 150 is connected. For
example, the trusted element 150 may apply the counter-attack measure to the first and
second devices 120, 130 through the HRoT device 110. The first and second device 120,
130 then transmit the counter-attack measure to other devices that are connected to the first
and second devices 120, 130. Furthermore, in response to the security attack, the HRoT
device 110 may overwrite the first and/or second devices 120, 130 with the respective stable
snapshot captured during their stable state such that the first and/or second devices 120, 130

are resumed to their respective stable state.

[0038] The first connection 112 may comprise a conventional network connection
providing unclassified access, including a local area network (“LAN”), a wide area network
(“WAN”), the Internet, mobile telephone networks, Plain Old Telephone (POTS) networks,

and wireless data networks (e.g., WiFi and WiMax networks). The second connection 114

12
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may comprise a network connection with security control. In some embodiments, the
second connection may comprise a Peripheral Component Interconnect Express (PCle) bus
that allows DMA transactions over the first and second devices 120, 130. In addition to
monitoring security of the devices 120, 130, the second connection 114 may be used to pass
secure information between the host devices 120, 130. One example of such a secure
exchange is the distribution of keys. Instead of requesting the information directly to a
separate key management server that maintains secure information such as keys, a device
120 may request key information to the HRoT device 110 through the second connection
114. For example, the first host device 120 may request an encryption key to communicate
with the second host device 130 to the separate key management server. In some
embodiments, this separate key management server may be the trusted element 150 in FIG.
1. The request would be sent to the HRoT device 110. When the HRoT device 110 has the
requested encryption key, the HRoT device 110 may provide the requested encryption key
to the host device 120 without forwarding the request to the key management server. In
some embodiment, the HRoT device 110 may send the request to the key management
server, for example the trusted element 150. Once the key is returned to the HRoT device
110, the key information is sent back to the requesting device 120, and then the requesting

device 120 can use the key information to connect the target system 130.

[0039] In some embodiments, the HRoT device 110 and the host devices 120, 130 may
establish a Remote-Procedure Call (RPC) connection between the devices. The RPC
connection may be executed over the second connection 114 by utilizing an additional
network driver wrapper on top of the second connection. Accordingly, RPC over the
second connection may behave like a conventional network RPC stack. This feature may

allow the HRoT device 110 to be leveraged to execute Critical Program Information (CPI)

13
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or Remote CPI (RCPI) applications and/or process the corresponding data without

additional components installed in the HRoT device 110.

[0040] Referring now to FIG. 2A, the architecture of an example security system 200
adopting a Command and Control Center is presented. A Command and Control Center
(also referred to as a “situation room”) may comprise a unit that centralizes monitoring,
control, and command of a system’s overall operations. In a security control perspective, a
Command and Control Center (CCC) connects to at least one critical device in a network
where the CCC is responsible for security and performs security control functions for the
critical device. The CCC may gather information, analyze security risks, distribute critical
instructions, and send out alerts for security issues. Utilizing a CCC, particularly a service-
oriented CCC, 1s known to represent a major shift in security design. The CCC may
provide a mechanism for offloading security responsibilities, which is computationally
demanding, from a user system (e.g., 220) onto an isolated element (e.g., 216) while

improving the overall security of the system.

[0041] In some embodiments, the security system 200 may comprise a first device 220
that is connected with an HRoT device 210 through a connection 214. In some
embodiments, the connection 214 may comprise a secure connection that provides access to
classified information. The first device 220 may include a processor 222 and memory 224.
The first device 220 may comprise an optional TPM device 226. The HRoT device 210
may include a processor 212, memory 214, and an optional TPM 218. The HRoT device
210 and the first device 220 may be respective independent systems with similar setups. In
an embodiment, the classified connection 214 may be a PCle bus. Accordingly, the HRoT
device 210 may directly access the memory 224 of the first device 220 through DMA

transactions.

14
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[0042] In embodiments, the HRoT device 210 may load and execute a Command and
Control Center (CCC) 216. The CCC may centralize the monitoring, control, and command
of overall operations in the system 200. Particularly, the CCC 216 may monitor the security
of the first device 220 through the classified connection 214. The CCC 216 utilizes a
security policy stored in the CCC when monitoring the first device 220. The CCC 216 may
take a stable snapshot of the first device 220 when the first device 220 is validated to have
no security risk. When a security attack to the first device 220 is detected, the CCC 216
may capture a current snapshot of the first device 220 and analyze the security attack based
upon the captured current snapshot. Furthermore, the CCC 216 may overwrite the first

device 220 with the latest stable snapshot.

[0043] Referring now to FIG. 2B, an HRoT device 260 comprising a CCC 266 may have
a similar architecture as the security system in FIG. 1. The security system 250 may include
a first host device 220 and a second host device 230. The first device 220 and the second
device 230 are connected with a fist connection 212 and a second connection 214. In some
embodiments, the first connection 212 may provide access to unclassified information and
the second connection 214 may provide access to classified information. In other
embodiments, the first connection 212 may comprise an unsecured connection and the
second connection 214 may comprise a secure connection. The first and second devices
120, 130 may include respective processors 222, 232 and memories 224, 234. In some
embodiments, the host devices 220, 230 may include optional TPM devices 226, 236. An
HRoT device 260 is coupled to the classified connection 214. The structure of the HRoT
device 260 may be substantially similar to the HRoT device 210 of FIG. 2A. The HRoT
device 260 and the other devices 220, 230 may be respective independent systems with
similar setups. The HRoT device 260 may load and execute a Command and Control

Center (CCC) 266. The CCC 266 monitors the security of the first and second devices 220,
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230 through the classified connection 214. The CCC 266 may utilize a security policy
stored in the CCC when monitoring the first and second devices 220, 230. The CCC 266
may take a stable snapshot of the first and second devices 220, 230 when the first and
second devices 220, 230 are validated to have no security risk. When a security attack to
the first and/or second devices 220, 230 is detected, the CCC 266 may capture respective
current snapshots of the first and second devices 220, 230 and analyze the security attack
based upon the captured current snapshots. Furthermore, the CCC 266 may overwrite the

first and/or second devices 220, 230 with the respective stable snapshot.

[0044] FIG. 3 is a flow diagram illustrating the processing performed by a security system
(e.g., an HRoT device 110 shown and described above in conjunction with FIG. 1).
Rectangular elements (typified by element 310 in FIG. 3), herein denoted “processing
blocks,” represent computer software instructions or groups of instructions and diamond
shaped elements (typified by element 330 in FIG. 3), herein denoted decision blocks
represent computer software instructions or groups of instructions which affect the flow of
the processing blocks. The processing blocks may represent steps performed by
functionally equivalent circuits such as a digital signal processor (DSP) circuit or an
application specific integrated circuit (ASIC). The flow diagrams do not depict the syntax
of any particular programming language but rather illustrate the functional information one
of ordinary skill in the art requires to fabricate circuits or to generate computer software to
perform the processing required of the particular apparatus. It should be noted that many
routine program elements, such as initialization of loops and variables and the use of
temporary variables may be omitted for clarity. The particular sequence of blocks described
is illustrative only and can be varied without departing from the spirit of the concepts,

structures, and techniques sought to be protected herein. Thus, unless otherwise stated, the
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blocks described below are unordered meaning that, when possible, the functions

represented by the blocks can be performed in any convenient or desirable order.

[0045] Referring now to FIG. 3, a method for security monitoring may be carried out by a
security device (e.g., the HRoT device 110 in FIG. 1 or HRoT/CCC 210/216 in FIG. 2A).
In processing step 310, the security device initiates monitoring of the first and second
devices (e.g., 120, 130 in FIG. 1). Herein, the security device 110 may utilize a security
policy stored in the security device 110 when monitoring the first and second devices 120,
130. In processing step 320, the security device 110 may take a stable snapshot of the first
and second devices 120, 130 when the first and second devices 120, 130 are validated to
have no security risk. In decision block 330, the security device 110 determines whether
there is a security attack to at least one of the first and second devices 120, 130. If there is
no security attack, the security device goes back to processing step 310 and may continue
monitoring of the first and second devices 120, 130. When a security attack to the first
and/or second devices 120, 130 is detected, in processing step 340, the security device 110
may capture a current snapshot of the first and second devices 120, 130. In processing step
350, the captured current snapshot is analyzed to find the cause of the security attack. In
some embodiments, the captured current snapshot may be sent to another system (e.g.,
trusted element 150 in FIG. 1) for analysis of a root cause. In processing step 360, the
security device 110 may overwrite the first and/or second devices 120, 130 with the

respective stable snapshot.

[0046] Referring now to FIG. 4, an illustrative implementation of a processing device 400
which may be suitable to implement the processing techniques described herein includes a
processor 402, a volatile memory 404, a non-volatile memory 408 (e.g., hard disk) and the

interface module 408 (e.g., a user interface, USB interface and so forth). The non-volatile
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memory 408 stores computer instructions 410, an operating system 412 and data 414. In
one example, the computer instructions 410 are executed by the processor 402 out of
volatile memory 404 to perform all or part of the processes described herein (e.g., process

300).

[0047] The processes described herein (e.g., process 300) is not limited to use with
hardware and software of FIG. 1, FIGs. 2A/2B and/or FIG. 4, they may find applicability in
any computing or processing environment and with any type of machine or set of machines
that is capable of running a computer program. The processes described herein may be
implemented in hardware, software, or a combination of the two. The processes described
herein may be implemented in computer programs executed on programmable
computers/machines that each includes a processor, a non-transitory machine-readable
medium or another article of manufacture that is readable by the processor (including
volatile and non-volatile memory and/or storage elements), at least one input device, and
one or more output devices. Program code may be applied to data entered using an input

device to perform any of the processes described herein and to generate output information.

[0048] The system may be implemented, at least in part, via a computer program product,
(e.g., in a non-transitory machine-readable storage medium such as, for example, a non-
transitory computer-readable medium), for execution by, or to control the operation of, data
processing apparatus (e.g., a programmable processor, a computer, or multiple computers).
Each such program may be implemented in a high level procedural or object-oriented
programming language to work with the rest of the computer-based system. However, the
programs may be implemented in assembly, machine language, or Hardware Description
Language. The language may be a compiled or an interpreted language, and it may be

deployed in any form, including as a stand-alone program or as a module, component,
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subroutine, or another unit suitable for use in a computing environment. A computer
program may be deployed to be executed on one computer or multiple computers at one site
or distributed across multiple sites and interconnected by a communication network. A
computer program may be stored on a non-transitory machine-readable medium that is
readable by a general or special purpose programmable computer for configuring and
operating the computer when the non-transitory machine-readable medium is read by the
computer to perform the processes described herein. For example, the processes described
herein may also be implemented as a non-transitory machine-readable storage medium,
configured with a computer program, where upon execution, instructions in the computer
program cause the computer to operate in accordance with the processes. A non-transitory
machine-readable medium may include but is not limited to a hard drive, compact disc,
flash memory, non-volatile memory, volatile memory, magnetic diskette and so forth but

does not include a transitory signal per se.

[0049] The inventive concepts described herein may provide a method of supporting
cross-domain architectures where the domains have different security measures without
introducing security threat that normally comes from unsecure network connection. The
presented architecture may provide customizable security policies with attack detection and
reporting. Further, the architecture may provide a means of rescuing or repairing systems
that are corrupted from security attacks, while implementing the required cross-domain
isolation. Lastly, the architecture may provide a mechanism for collaborative and

distributed counter-attacks against detected attackers.

[0050] Having described preferred embodiments, which serve to illustrate various
concepts, structures and techniques, which are the subject of this patent, it will now become

apparent that other embodiments incorporating these concepts, structures and techniques
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may be used. Accordingly, it is submitted that the scope of the patent should not be limited
to the described embodiments but rather should be limited only by the spirit and scope of

the following claims.

20



WO 2020/101770 PCT/US2019/045608

CLAIMS

1. A system, comprising:
a Hardware Root of Trust (HRoT) device comprising a processor and memory, the
HRoT device being configured for connection and authentication to first and second host
devices which are configured to communicate via a first communication channel having a
first security level and a second communication channel having a second security level
which is more secure than the first secunity level,
wherein the HRoT device ts configured to:
connect the first and second host devices via the second communication
channel; and
monitor security of the first and second host devices over the second

communication channel,

2. The systern of claim 1, wherein the HRoT device s further configured to:

detect a security attack to at least one of the first and second host devices; and

in response to the security attack, capture a current snapshot of at least one of the
first and second host devices, and analyze the security attack based upon the captured

current snapshot.

3. The system of claim 2, wherein the HRoT device is further configured to:

analyze the secunity attack based upon the captured current snapshot.

4. The systern of claim 2, wherein the HRoT device s further configured to:
transmit the captured current snapshot to a trusted element for analysis of the

security attack.

5. The systern of claim 4, wherein the trusted element is configured to:
determine a cause of the security attack;
determine a counter-attack measure to address the security attack; and
distribute the counter-attack measure to at least one of the first and second host

devices.

6. The system of claim 1, wherein the HRoT device is configured to:
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receive a security policy from a trusted element; and
monitor security of the first and second host devices based upon the security policy,
wherein the security policy comprises a plurality of procedures and rules to follow

when a security risk is detected at the first and second host devices.

7. The systern of claim 1, wherein the HRoT device is further configured to:

store respective stable snapshots of the first and second host devices when the first
and second host devices are validated; and

in response to that a security attack to at least one of the first and second host
devices is detected, overwrite at least one of the first and second host devices with a

respective stable snapshot.

3. The system of claim 1, wherein the HRoT device is further configured to:
receive a request for a secure key information from at least one of the first and
second host devices;
in response to that the secure key information is not stored in the HRoT device,
request the secure key information to a key management server; and

provide the secure key information to the respective first or second host device.

9. The systern of claim 1, wherein the HRoT device is further configured to:
authenticate the first and second host devices before communicating with the first

and second host devices.

10.  The system of claim 1, wherein the HRoT device is further configured to:
establish a binding to a respective Trusted Platform Module {(TPM) of the first and
second host devices; and
authenticate the first and second host devices by exchanging secure keys with the

respective TPM of the first and second host devices.

11, The system of claim 1, wherein the second communication channel comprises a

Peripheral Component Interconnect Express (PCle) bus.
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12, The system of claim 1, wherein at least one of the first and second communication

channels 15 wireless.

13. A method running on a security device, the method comprising:
monitoring security of a first host device and a second host device, wherein the first
and second host devices are contigured to communicate via a first communication channel
having a first security level and a second communication channel having a second security
level which is more secure than the first security level and wherein the security device
monitors the first and second host devices via the second communication channel,
taking respective stable snapshots of the first and second host devices when the first
and second host devices are validated;
detecting a security attack to the first and second host devices; and
in response to the security attack to at least one of the first and second host devices:
capturing a current snapshot of the at least one of the first and second host
devices where the security attack is detected;
analyzing the security attack based upon the captured current snapshot; and
overwriting the at least one of the first and second host devices with the

respective stable snapshot.

i4. The method of claim 13, further comprising:

recetving a request for a secure key information from at Jeast one of the first and
second host devices;

in response to that the secure key information 1s not stored in the security device,
requesting the secure key information to a key management server; and

providing the secure key information to the respective first or second host device.

15. The method of claim 13, further comprising:
determining a cause of the security attack based upon the captured current snapshot;
determining a counter-attack measure to address the security attack; and
distributing the counter-attack measure to at least one of the first and second host
devices.
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16. The method of claim 13, wherein the security device comprises a Hardware Root of

Trust (HRoT) device.

17. A system for security control, the system comprising:
a first host device comprising a first processor and memory, and
a security device coupled to the first host device over a communication channel,
wherein the security device comprises a Command and Control Center (CCC) that is
configured to:
mounttor security of the first host device;
take a stable snapshot of the first host device when the first host device is
validated;
detect a security attack to the first host device; and
in response to the security attack, capture a current snapshot of the first host
device, analyze the security attack based upon the captured current snapshot, and

overwrite the first host device with the stable snapshot.

18, The system of claim 17, the CCC is further configured to:
determine a cause of the security attack based upon the captured current snapshot;
determine a counter-attack measure to address the security attack; and

distribute the counter-attack measure to the first host device.

19. The system of claim 17, further comprising:

a second host device comprising a second processor and raemory, wherein the first
and second host devices are contigured to communicate via a first communication channel
having a first security level and a second communication channel having a second security
level which is more secure than the first security level,

wherein the CCC is configured to:

monttor security of the first and second host devices via the second
communication channel;

take respective stable snapshots of the first and second host devices;

detect a security attack to the first and second host devices when the first and

second host devices are validated; and
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in response to the security attack to at least one of the first and second host
devices: capture a current snapshot of the at least one of the first and second host
devices where the security attack is detected, analyze the security attack based upon
the captured current snapshot, and overwrite the first or second host device with the

respective stable snapshot.

20.  The systern of claim 17, wherein the security device comprises a Hardware Root of

Trust (HRoT) device.

25



PCT/US2019/045608

WO 2020/101770

533
1055930.1d

T 'Ol

0ST
juawalg

paisnJy vil

oTT
921AaQ LOYH

vET
VY

0fT
g 150H

// T

001

[443
10S55320.1d

vt
VY

0cT
V 1S0H

1/5



PCT/US2019/045608

WO 2020/101770

[444

V< 'Old

174X

¢

10S5320.1d

744
Alowa

0cc
wJiojle|d 3IsoH

00¢

9T¢
193U3) |043U0)
R puewWO)

vT¢C
Alowa

[4%2
10S55320.1d

0TC
921AaQ LOYH

2/5



PCT/US2019/045608

WO 2020/101770

[534
10S55320.1d

vEC
VY

0g¢
g 1S0H

d¢ 'Sid

174X

99¢
Jolua)) |0JIU0)

R puewWO)

4\

09¢
921AaQ LOYH

ﬁ 71z

0S¢

[444
10559304(d

vee
VY

0¢c
V 1S0H

3/5



PCT/US2019/045608

WO 2020/101770

09¢

0S¢

ove

(01543

0ce

OT¢€

joysdeus 9|qe3s YlM 321A9p PU0ISS 10 3511} Yl 93IMISAQ

j0ysdeus 1ua4ind ay3 Uo paseq joeile AIndas oyl azAjeuy

S9JIA9P pUOI3S pue }sil) 9yl Jo uOLQOCm jualind e I9¥e|

¢ Po109319p Yoeiie AJNndas

S9JIA3P PUOIIS pue 3si1} Y3 Jo Joysdeus a|gels ayel

S92IA3P PUO0IIS pue 1si1} SuliolIUOW deIMU| <

ON

¢ 9l

4/5



PCT/US2019/045608

WO 2020/101770

¥ 'Ol

iy
ereq

[4%7
wa3sAs gunetadp

Olv
SU0I1INJISU| wesSoud

807
Alowa 3|11e]OA-UON

vOv
AJowsa | 3|11e|0A

00t
\l

90V
3|NPOIA 22B31U|

oy
1055320.d

5/5



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings

