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SYSTEM AND METHOD FOR MANAGING USER INTERACTIONS WITH A

BLOCKCHAIN
TECHNICAL FIELD
[1] This application generally relates to methods and devices for managing user
interactions with a blockchain.
BACKGROUND
[2] A blockchain may comprise a growing list of records contained in blocks linked

using cryptography. Each block of a blockchain may contain transaction information, account
information, information about one or more previous blocks, and other related information. A
blockchain may be implemented in a peer-to-peer network comprising a plurality of nodes
adhering to a protocol for inter-node communication, transaction or block validation, and
consensus formation. A user may interact with a blockchain using script commands or one or
more application programming interfaces (“APIs”) associated with the blockchain. Such
methods may be user-unfriendly and specific to particular blockchains and may require
repetitive input of configuration information. In developing blockchain-related applications
or products, developers may have to use the aforementioned methods to interact with the
blockchain, which may require substantial expertise and efforts when implementing even
simple functionalities. The efficiency of developing and verifying such applications or

products may thereby be constrained by the limitations of the existing interface options.

SUMMARY

[3] Various embodiments of the specification include, but are not limited to, systems,
methods, and non-transitory computer readable media for managing user interactions with a

blockchain.

[4] According to some embodiments, a computer-implemented method for managing
user interactions with a blockchain may comprise receiving a user input in a command line
interface (“CLI”), wherein the user input comprises a reference to one or more configurations,
determining, by a command manager based on the user input, a blockchain-related operation
and a command plug-in associated with the blockchain-related operation, generating, by the

determined command plug-in, a command based on the determined operation and the one or
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more configurations, and sending, by a software development kit (SDK) associated with the

blockchain, the command to one or more nodes associated with the blockchain.

[5] In some embodiments, the method may further comprise obtaining, by the SDK, an

output in response to the command from the blockchain and providing the output in the CLI.

[6] In embodiments of the specification, the method may further comprise, before the
receiving a user input, initializing a console for managing user interactions with the
blockchain, wherein the console comprises a mainframe, the CLI, the command manager, a
plurality of command plug-ins, and the SDK. The initializing may comprise starting the
mainframe associated with the console, generating, by the mainframe, an instance of the CLI,
initializing, by the CLI, the SDK based on one or more configurations associated with one or
more nodes associated with the blockchain, calling, by the CLI, the command manager, and
loading, by the command manager, the command plug-ins for registration into the instance of

the CLI.

[7] According to some embodiments, the console may further comprise a tool manager
configured to calculate a hash value, calculate a digital signature, or verify a blockchain

transaction.

[8] In some embodiments, the CLI may be configured to pre-process the user input,

provide a historical record of user inputs, or provide a recommended command.

[9] In embodiments of the specification, the command manager may be configured to

register Or remove one or more commands.

[10] According to some embodiments, the command manager may be configured to
provide, in the CLI, a list of registered commands and information about the registered

commands.

[11] In some embodiments, the command plug-in may comprise a transaction plug-in, a

block plug-in, or an event plug-in.

[12] In embodiments of the specification, the transaction plug-in may be configured to
generate a command for adding a blockchain transaction to the blockchain, a command for

querying for information about one or more blockchain transactions associated with the
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blockchain, or a command for querying for information about one or more accounts

associated with the blockchain.

[13] According to some embodiments, the block plug-in may be configured to generate a
command for querying for information about a block associated with the blockchain or a

command for querying for information about a block header associated with the blockchain.

[14] In some embodiments, the event plug-in may be configured to generate a command
for subscribing to events related to a blockchain contract associated with the blockchain, a
command for subscribing to events related to a block associated with the blockchain, a
command for subscribing to events related to an account associated with the blockchain, or a

command for subscribing to events related to a topic associated with the blockchain.

[15] In embodiments of the specification, the sending the command to one or more nodes
associated with the blockchain may comprise obtaining, from the user input, a reference to
the blockchain, selecting, from a plurality of SDKs, the SDK associated with the referenced
blockchain, and feeding the generated command to the SDK.

[16] According to some embodiments, the blockchain may be a consortium blockchain.

[17] In some embodiments, a system for managing user interactions with a blockchain
may comprises one or more processors and one or more computer-readable memories
coupled to the one or more processors and having instructions stored thereon that are
executable by the one or more processors to perform the method of any of the preceding

embodiments.

[18] In some embodiments, an apparatus for managing user interactions with a
blockchain may comprise a plurality of modules for performing the method of any of the

preceding embodiments.

[19] According to some embodiments, a system for managing user interactions with a
blockchain may comprise one or more processors and one or more computer-readable
memories coupled to the one or more processors and having instructions stored thereon that
are executable by the one or more processors to perform operations comprising receiving a
user input in a CLI, wherein the user input comprises a reference to one or more

configurations, determining, by a command manager based on the user input, a blockchain-
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related operation and a command plug-in associated with the blockchain-related operation,
generating, by the determined command plug-in, a command based on the determined
operation and the one or more configurations, and sending, by an SDK associated with the

blockchain, the command to one or more nodes associated with the blockchain.

[20] In embodiments of the specification, a non-transitory computer-readable storage
medium may be configured with instructions executable by one or more processors to cause
the one or more processors to perform operations comprising receiving a user input in a CLI,
wherein the user input comprises a reference to one or more configurations, determining, by a
command manager based on the user input, a blockchain-related operation and a command
plug-in associated with the blockchain-related operation, generating, by the determined
command plug-in, a command based on the determined operation and the one or more
configurations, and sending, by an SDK associated with the blockchain, the command to one

or more nodes associated with the blockchain.

[21] According to some embodiments, an apparatus for managing user interactions with a
blockchain may comprise a receiving module for receiving a user input, wherein the user
input comprises a reference to one or more configurations, a determining module 820 for
determining, based on the user input, a blockchain-related operation and a command plug-in
associated with the blockchain-related operation, a generating module 830 for generating, by
the determined command plug-in, a command based on the determined operation and the one
or more configurations, and a sending module 840 for sending the command to one or more

nodes associated with the blockchain.

[22] Embodiments disclosed herein have one or more technical effects. In some
embodiments, the methods and devices integrate an SDK associated with a blockchain with a
console comprising various other components for converting user inputs in a CLI to
commands compatible with the blockchain and converting information associated with the
blockchain to information conceivable to the user. This allows interactions with a blockchain
using programming languages or protocols other than those native to the blockchain.
According to some embodiments, a command manager and one or more command plug-in
load and register preset commands corresponding to operations associated with the
blockchain to the console. This allows execution of operations associated with a blockchain
using simple input and automatic application of existing configurations and parameters

associated with the operations. In yet other embodiments, the console includes code modules
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that can be independently modified or replaced. This enables smooth and effective extension
and modification of commands executable by the console. In still other embodiments, the
methods and devices provide an interface compatible with a plurality of SDKs associated
with a plurality of blockchains. This allows interaction with different blockchains using a

single and consistent protocol and command set.

[23] These and other features of the systems, methods, and non-transitory computer
readable media disclosed herein, as well as the methods of operation and functions of the
related elements of structure and the combination of parts and economies of manufacture,
will become more apparent upon consideration of the following description and the appended
claims with reference to the accompanying drawings, all of which form a part of this
specification, wherein like reference numerals designate corresponding parts in the various
figures. It is to be expressly understood, however, that the drawings are for purposes of

illustration and description only and are not intended as limiting.

BRIEF DESCRIPTION OF THE DRAWINGS

[24] FIG. 1 illustrates an example of a network environment associated with a blockchain.
[25] FIG. 2 illustrates an example of a console for managing user interactions with a
blockchain.

[26] FIG. 3 illustrates an example of a method for initializing an example console for

managing user interactions with a blockchain.

[27] FIG. 4 illustrates an example of a method for managing user interactions with a

blockchain.

[28] FIG. 5 illustrates an example of a method for adding a blockchain transaction to a

blockchain.

[29] FIG. 6 illustrates an example of a method for querying for information about a block

associated with a blockchain.

[30] FIG. 7 illustrates an example of a method for subscribing to events associated with a

blockchain.



WO 2019/120319 PCT/CN2019/079801

[31] FIG. 8 illustrates a block diagram of an example of a computer system for managing

user interactions with a blockchain.

[32] FIG. 9 illustrates a block diagram of an example of a computer system in which any

of the embodiments described herein may be implemented.

DETAILED DESCRIPTION

[33] Embodiments described herein provide methods, systems, and apparatus associated
with a console for managing user interactions with a blockchain. The console may be
designed to have a modularized structure and to comprise a plurality of code modules. Each
of the code modules may correspond to particular operations performed in a pipeline for
providing an interface that allows a user to interact with the blockchain. In some
embodiments, the console may integrate various functionalities associated with a blockchain
(e.g., those related to blockchain transactions, blocks, events) by incorporating and packaging
an SDK (or related APIs) associated with the blockchain and provide a unified entry or

interface to the blockchain.

[34] In some embodiments, the console may comprise a mainframe, a command line
interface (“CLI”), a command manager, a transaction plug-in, a block plug-in, an event plug-
in, a blockchain SDK, a tool manager, one or more other components, or any combination
thereof. In some embodiments, the console may receive a user input in a CLI and determine,
by a command manager based on the user input, a blockchain-related operation. The
command manager may call a command plug-in associated with the blockchain-related
operation, which may then generate a command based on the determined operation and one
or more related configurations. The blockchain SDK may send the command to one or more
nodes associated with the blockchain. The blockchain SDK may also obtain an output in
response to the command from the blockchain and provide the output in the CLI. The console
may allow a user to conveniently specify configuration files and use command lines to
achieve operations such as sending or querying blockchain transactions, subscribing to block
events or account events, or other suitable operations. In this manner, the console may
convert user input to commands acceptable to the blockchain and convert information
obtained from a blockchain to information conceivable to the user, thus enabling user

interaction with the blockchain.
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[35] Embodiments described herein provide a user-friendly solution for interacting with a
blockchain via a terminal emulator. They may be applied in various blockchain-based
applications. The blockchains may range from one created to be compatible with the console
to an open-source publicly-available blockchain. The modularized design of the console may
provide strong extendibility and versatility. Classes of commands may be easily integrated
into the console as plug-ins as long as they stay within the limitations of the blockchain SDK
and conform to its data specifications. New commands may be conveniently stored and
registered by the command manager for use by the user. Furthermore, the console may be
simultaneously compatible with multiple blockchains as long as it includes an SDK for each
of the blockchains and each SDK conforms to the input or output protocols of the console.
This allows individual users to customize their manner of interaction with a blockchain and to

efficiently interact with the blockchain through a unified and user-friendly interface.

[36] In various embodiments, the disclosed systems, methods, and non-transitory
computer readable media may be based on various types of blockchains depending on who is
allowed to participate in the network, execute the consensus protocol, and maintain the
shared blockchain ledger. The various types of blockchain may include, for example, public
blockchain, consortium blockchain, private blockchain, etc. A blockchain may be considered
a decentralized or partially centralized database, commonly referred to as a distributed ledger
because the operation is performed by various nodes (e.g., computing devices) in a network.
Information may be written to the blockchain and saved or read from it. Nodes are, for
example, computing devices or large computer systems that support the blockchain network.
Each node may provide a part or all of the functions of the blockchain. For example, a node
that provides consensus verification may be referred to as a consensus-participating node (or
consensus node). Consensus may be an algorithm of rules for a network of blockchain nodes
to achieve commonly-accepted processing results. Through consensus, data is continuously

added into a chain of blocks.

[37] A consortium blockchain may refer to a blockchain with consensus procedures
controlled by preset nodes. The blockchain may allow everyone or only approved participants
to access or adopt a hybrid access method. For example, a root hash and an Application
Program Interface (“API”) may be open to the public; external parties are allowed to use an
API to make a certain number of inquiries and obtain information relating to blockchain

status. Consortium blockchains may be understood by comparison with public blockchains. A
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public blockchain may impose no access restriction. Anyone with an internet connection may
become a participant of a public blockchain by accessing data included on the blockchain and
executing blockchain transactions, participating in the consensus process for the blockchain.
A public blockchain may be considered to be fully decentralized, with control over the
blockchain not being in the hands of any single individual or entity. A consortium blockchain
may differ from a public blockchain in that it is permissioned. Only permissioned individuals
or entities may become participates of the consortium blockchain. A consortium blockchain
may be semi-decentralized. Control over a consortium blockchain may be granted to a group
of approved individuals or entities or a group of nodes on the network. A consortium
blockchain may possess the security features that are inherent in public blockchains, whilst

also allowing for a greater degree of control over the network.

[38] FIG. 1 illustrates an example of a network environment 100 associated with a
blockchain. The network environment may comprise a blockchain system 110 that may
support and maintain a blockchain referred to in various embodiments herein. The blockchain
system 110 may comprise a plurality of nodes 115 (e.g., node 1 115a, node 2 115b, node 3
115¢c, node 4 115d, one or more nodes i 115x). The nodes may communicate with each other
and form a network (e.g., a peer-to-peer network). The nodes 115 may be implemented in
servers, computers, mobile electronic devices, other suitable devices, or any combination
thereof. Each node 115 may correspond to one or more physical hardware devices or virtual
devices coupled together via various types of communication methods such as TCP/IP. The
nodes 115 may comprise full nodes, Geth nodes, consensus nodes, other suitable nodes, or
any combination thereof. Each node 115 may or may not store a full copy of a distributed
ledger associated with the blockchain. Each node 115 may be configured to perform
operations such as storing one or more identifiers of an account, creating blockchain
transactions, validating blockchain transactions, aggregating blockchain transactions to create
blocks, validating blocks, discovering and maintaining connections to peer nodes, creating
blockchain contracts (e.g., smart contracts), executing blockchain contracts, obtaining

information by inspecting the blockchain, or one or more other suitable operations.

[39] In some embodiments, the blockchain may record a plurality of blockchain
transactions. A blockchain transaction may correspond to transfer of value, creation of a
blockchain contract, execution of a blockchain contract, other operations, or any combination

thereof. The blockchain transaction may comprise information such as one or more identifiers



WO 2019/120319 PCT/CN2019/079801

referencing one or more previous blockchain transactions, accounts, blocks, or blockchain
contracts, one or more cryptographic keys, one or more digital signatures created based on
cryptographic keys, one or more hash values, or other suitable information. If a transaction
involves a blockchain contract, a node 115 receiving the transaction may execute the
blockchain contract locally. A blockchain contract may comprise a computer program
configured to automatically execute an operation based on required input or states. A
blockchain contract may comprise user-written contract code, one or more identifiers, one or
more hash values, transaction information, other suitable information, or any combination
thereof. A blockchain contract deployed on the nodes associated with the blockchain may be
later accessed through its corresponding address on the blockchain for execution. Data stored

in the deployed blockchain contract may be retrieved from the blockchain.

[40] In some embodiments, one or more devices 120 (e.g., Device 1 120a, Device 2 120b)
may interact with the blockchain associated with the blockchain system 110 by interacting
with one or more nodes 115. The console disclosed herein may be implemented on a device
120 and may be used to interact with the blockchain. Each device 120 may or may not be a
node of the blockchain system 110. In some embodiments, a device 120 may add a
blockchain transaction to the blockchain. The device 120 may generate a blockchain
transaction and send it to one or more nodes 115 of the blockchain system 110. When a node
115 receives the blockchain transaction, it may independently validate the blockchain
transaction and, if validated, forward the blockchain transaction to one or more other nodes
115. One or more of the nodes 115 may maintain a local pool of blockchain transactions and
aggregate a plurality of the blockchain transactions into a block. Each block may comprise a
header, a body, and one or more other fields. Each block may store information related to one
or more blockchain transactions, one or more accounts, one or more previous blocks, one or
more blockchain contracts, proof of validity of the block, other suitable information, or any
combination thereof. The information may be integrated in the block using, for example, hash
algorithms and tree data structures. Each node 115 may send a successfully formed block to
one or more other nodes 115 for addition to the blockchain and may receive one or more
blocks from other nodes 115, which may be validated and added to a locally-stored
blockchain. In some embodiments, a device 120 may obtain information associated with the
blockchain from one or more of the nodes 115. In particular, the device 120 may send a
request to one or more nodes 115 of the blockchain system 110 for such information. The

nodes 115 may query one or more blocks of the blockchain for the requested information and
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send it to the device 120. The device 120 may also obtain information about the blockchain

from a locally stored copy of the blockchain.

[41] FIG. 2 illustrates an example of a console 200 for managing user interactions with a
blockchain. The console 200 may comprise a plurality of components or modules
implemented in software (e.g., instructions stored in a memory) and/or hardware (e.g.,
processor). In some embodiments, the console 200 may comprise a mainframe 210, a CLI
220, a command manager 230, a transaction plug-in 231, a block plug-in 232, an event plug-

in 233, a blockchain SDK 240, and a tool manager 250.

[42] In some embodiments, the mainframe 210 may provide an entry to the console 200
or starting point in using the console 200. A user may start the console 200 by starting the
mainframe 210. The mainframe 200 may then provide a terminal emulator to the user by
calling, loading, initializing, or configuring one or more other components of the console 200
including, for example, the CLI 220, the command manager 230, the blockchain SDK 240,
and the tool manager 250.

[43] In some embodiments, the CLI 220 may provide an interface to receive user input,
manage user interactions, cache user input, and display information to the user. The CLI 220
may also be configured to pre-process user input, to provide a historical record of user inputs,
or to provide a recommended command. In some embodiments, the CLI 220 may be
configured to load and register the command manager 230 and communicate with the
command manager 230. In some embodiments, the CLI 220 may provide an interface for a
user to input one or more commands as well as configuration information and parameters. A
command inputted by a user may be directly forwarded to the command manager. In other
embodiments, the CLI 220 may provide interactive services to aid a user for inputting a
command. For example, the CLI 220 may pre-process an input by a user or provide one or
more historical record of user inputs for display and use by the user. The CLI 220 may also
provide one or more suggested commands to the user in response to the user inputting a
command class, a request for help, or several first letters of a command. The CLI 220 may
load one or more public or default configurations or global parameters (e.g., information
about a node associated with a blockchain to establish a connection with) automatically or in
response to a user input. Such configurations or parameters will then be applied to a
subsequent input by the user to perform particular operations associated with the blockchain

(e.g., querying for a blockchain transaction).
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[44] In some embodiments, the command manager 230 may interpret a user input in the
CLI 220 to determine a blockchain-related operation associated with the user input. The
command manager 230 may be configured to register or remove one or more commands. The
command manager 230 may maintain a list of registered commands that can be used by the
user with the console 200. It may provide, for display in the CLI 220, a list of registered
commands and information about the registered commands. The user may provide an input
corresponding to one or more of the registered commands. The command manager may
manage one or more command interfaces for sending commands associated with a blockchain.
The command interfaces may be implemented as one or more command plug-ins to the
console 200 including, for example, a transaction plug-in 231, a block plug-in 232, an event
plug-in 233, other suitable command plug-ins or interfaces (e.g., a command plug-in for
privacy-related commands), or any combination thereof. Via the command interfaces, the
command manager 230 may generate one or more commands corresponding to the
blockchain-related operation determined from the user input and communicate such
commands to the blockchain SDK 240 for transmission to one or more nodes associated with
the blockchain. In this manner, the command manager 230 may manage a user’s interactions

with the blockchain.

[45] In some embodiments, the command manager 230 may be configured to register or
generate a plurality of commands. The commands may comprise one or more commands for
performing account operations, one or more commands for obtaining account queue
information, one or more commands for querying for block information (e.g., according to a
block number), one or more commands for querying for block header information (e.g.,
according to a block number or hash), one or more commands for obtaining a block queue in
cache that may comprise verified or unverified blocks, one or more commands for querying
for information about a consensus status of a plurality of blockchain nodes with respect to
particular transactions or blockchain states, one or more commands for creating, editing,
compiling, or deploying blockchain contracts, one or more commands for dumping or storing
information associated with the blockchain in a database, one or more commands for
subscribing to events, contracts, or blocks, one or more commands for performing group
related operations, one or more commands for querying for or setting logging levels for
messages or logs generated by one or more components of the console or other suitable tools,
the logging levels reflecting, for example, importance or severity of such messages or logs,

one or more commands for querying for metrics information associated with a blockchain

11
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node (e.g., number of transactions or queries received by the blockchain node in a certain
period), one or more commands for obtaining information about one or more blockchain
nodes, one or more commands for performing privacy-related operations, one or more
commands for sending blockchain transactions to blockchain nodes, one or more commands
for determining whether a blockchain node is synchronizing information (e.g., information
associated with one or more blocks) from one or more other nodes, one or more commands
for obtaining information about one or more blockchain contracts inherent to the blockchain
system (e.g., a blockchain contract deployed since the creation of the blockchain system), one
or more commands for generating or configuring transaction operations, one or more
commands for obtaining a transaction queue in a cache comprising verified or unverified
blockchain transactions, one or more commands for exiting a current operation, one or more

other suitable commands, or any suitable combination thereof.

[46] In some embodiments, the command manager 230 may generate one or more of the
commands using one or more command interfaces or command plug-ins. For example, FIG. 2
illustrates a transaction plug-in 231, a block plug-in 232, and an event plug-in 233. The
console 200 may comprise one or more of the illustrated command plug-ins as well as other
suitable command plug-ins. Each command plug-in may be configured to generate a
particular type or group of commands. In some embodiments, the transaction plug-in 231
may provide an interface to access blockchain transactions associated with a blockchain and
commands for managing such blockchain transactions. In particular, it may be configured to
generate one or more commands for adding a blockchain transaction to the blockchain, one or
more commands for querying for information about one or more blockchain transactions
associated with the blockchain, one or more commands for querying for information about
one or more accounts associated with the blockchain, other suitable transaction-related
commands, or any combination thereof. In some embodiments, the block plug-in 232 may
provide an interface to access information about blocks associated with a blockchain and
facilitates synchronous access to the blocks. In particular, it may be configured to generate
one or more commands for querying for information about a block associated with the
blockchain, one or more commands for querying for information about a block header
associated with the blockchain, other suitable block-related commands, or any combination
thereof. In some embodiments, the event plug-in 233 may provide an interface to access
information about events associated with a blockchain. In particular, it may be configured to

generate one or more commands for subscribing to events related to a blockchain contract

12
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associated with the blockchain; one or more commands for subscribing to events related to a
block associated with the blockchain, one or more commands for subscribing to events
related to an account associated with the blockchain, one or more commands for subscribing
to events related to a topic (e.g., of occurrence of blockchain transactions containing a
particular keyword, occurrence a particular type of blockchain transactions) associated with

the blockchain, one or more other event-related commands, or any combination thereof.

[47] In some embodiments, the blockchain SDK 240 may comprise one or more APIs
associated with the blockchain enabling various operations on the blockchain (e.g.,
transaction-related operations, block-related operations, event-related operations). The SDK
240 may also comprise data specifications for its input and output. The SDK 240 may be
configured to conform to one or more protocols associated with the console 200 so as to
receive data in the format output by one or more other components of the console 200 (e.g.,
the command manager 230, the command plug-ins 231, 232, and 233). Alternatively, one or
more other components of the console 200 may be configured to conform to one or more
protocols or data specifications associated with the SDK 240 in order to feed data in correct
formats to and interface with the blockchain SDK 240. The SDK 240 may be tailored to a
particular blockchain. The blockchain may be a public blockchain, a private blockchain, a

consortium blockchain, another type of blockchain, or any combination thereof.

[48] In some embodiments, the console 200 may enable convenient adaptation to a
different blockchain. In particular, in order to adapt to a new blockchain, the SDK 240 for an
existing blockchain may be replaced with a new SDK associated with the new blockchain.
The new SDK may similarly conform with the data specification for the other components of
the console 200. Such replacement may change packaging of an interactive interface with the
blockchain without changing the user interface and enable the user to conveniently navigate

different blockchains using the same command interface.

[49] In some embodiments, the console 200 may comprise a plurality of blockchain
SDKs 240. Each of the SDKs 240 may be associated with a particular blockchain and
compatible with the other components of the console 200. This enables the console 200 to
support interactions with multiple blockchains. In some embodiments, a user input received
in the CLI 220 may comprise a reference to one of the blockchains supported by the console.
The console 200 may select, from the plurality of SDKs 240, an SDK 240 corresponding to

the referenced blockchain. A command generated by the command manager 230 or one or
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more of the command plug-ins 231, 232, and 233 may be fed to the selected SDK for

transmission to one or more nodes of the referenced blockchain.

[50] In some embodiments, the tool manager 250 may comprise a plurality of tools
supporting one or more functionalities associated with one or more other components. For
example, the tool manager 250 may be configured to calculate a hash value (e.g., numeric
result of applying a hash algorithm to data), calculate a digital signature (e.g., data string
uniquely identifying an account calculated based on a cryptographic key), verify a blockchain
transaction, to perform other suitable operations, or to perform any combination of the above-
listed operations. The functionalities supported by the tool manager 250 may comprise
generating and sending a blockchain transaction, subscribing to events, other suitable
functionalities, or any combination thereof. In executing one or more operations, another
component may call the tool manager 250 for a particular sub-step of the operation and
continue the one or more operations based on an output by the tool manager 250. As an
example, the transaction plug-in 231 may call the tool manager 250 when generating a
blockchain transaction, so that the tool-manager may calculate a digital signature and a hash
value associated with the blockchain transaction. The tool manager 250 may send the results
of the calculations back to the transaction plug-in 231, which may then generate the
blockchain transaction based on the results. In some embodiments, one or more
functionalities of the tool manager 250 may not be integrated as a single module, but rather
be distributed among a plurality of components associated with the console 200. For example,
the functionality of generating a digital signature may be integrated into the transaction plug-

in 231 in the example above.

[51] FIG. 3 illustrates an example of a method for initializing an example console 200
for managing user interactions with a blockchain. This method may be performed by a
mainframe 210, a CLI 220, a command manager 230, and a blockchain SDK 240. In some
embodiments, the console 200 may be initialized before inputs and outputs can be processed.
The method illustrated in FIG. 3 start when the mainframe 210 associated with the console
200 is started. At step 310, the mainframe 210 may generate an instance of the CLI 220 by
calling the CLI 220. The instance of the CLI 220 may be generated based on one or more
configurations associated with the console 200. In some embodiments, the mainframe 210
may generate one or more other instances of the CLI 220 that may be open simultaneously,

each instance may or may not be associated with the same configurations. At step 320, the
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instance of the CLI 220 may load and initialize the blockchain SDK 240 based on one or
more configurations associated with one or more nodes associated with the blockchain. The
SDK 240 may provide one or more APIs for visiting the blockchain. The SDK 240 may
return a confirmation acknowledging successful initialization at step 330. After loading the
SDK 240, the CLI 220 may call the command manager 230 at step 340. The command
manager 230 may then load the command plug-ins. It may load the transaction plug-in 231 at
step 350, the block plug-in 232 at step 360, and the event plug-in 233 at step 370. By doing
so, the command manager 230 may register one or more commands associated with each of
the command plug-ins into the instance of the CLI 220. Then, at step 380, the command
manager 230 may return a confirmation acknowledging successful loading to the CLI 220. At
step 390, the CLI 220 may return a confirmation acknowledging successful initialization to
the mainframe 210. At this point, the initialization process may be completed and the
mainframe 210 may quit the initialization process. The console 200 may provide the

interaction services by receiving user inputs in the CLI 220.

[52] FIG. 4 illustrates an example of a method 400 for managing user interactions with a
blockchain. In some embodiments, the various components of the console 200 may execute
corresponding operations in a particular order to enable user interactions with a blockchain.
The method illustrated in FIG. 4 may begin at step 410, where the console 200 may receive a
user input in a CLI 220. The user input may comprise a reference to one or more
configurations. The configurations may comprise, for example, information of one or more
nodes associated with the blockchain to communicate to, information of one or more
accounts associated with the blockchain, information of one or more blocks associated with
the blockchain, one or more private keys or public keys, one or more parameters and initial
settings, one or more classes of commands, other suitable configuration information, or any
combination thereof. The configurations may be stored in one or more files accessible to the
console 200. The reference to the configurations may comprise one or more file names,

directories, or addresses of the configuration files.

[53] At step 420, the command manager 230 may determine, based on the user input, a
blockchain-related operation and a command plug-in associated with the blockchain-related
operation. Here, the blockchain-related operation may comprise, for example, adding a
blockchain transaction to the blockchain, querying for information associated with the

blockchain, uploading a blockchain contract to the blockchain, creating an account, another
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suitable operation, or any combination thereof. The command plug-in may comprise a
transaction plug-in 231, a block plug-in 232, an event plug-in 233, other suitable command

plug-ins, or any combination thereof.

[54] At step 430, the command plug-in determined by the command manager 230 may
generate a command based on the determined operation and the one or more configurations.
Then, at step 440, the SDK 240 associated with the blockchain may send the command to one

or more nodes associated with the blockchain.

[55] In some embodiments, after the command is sent to one or more nodes associated
with the blockchain, information associated with the command may be added to or modified
in the blockchain. At step 450, the SDK 240 may obtain an output in response to the
command from the blockchain. For example, the SDK240 may obtain the output by scanning
one or more copies of the blockchain stored at one or more blockchain nodes 115 to obtain
one or more new blocks created subsequent to sending of the command. From the new blocks,
the SDK 240 may obtain data about, for example, one or more new transactions related to the
command, changes to one or more accounts related to the command, changes to one or more
blockchain contracts related to the command, other suitable data, or any combination thereof.
At step 460, the output may be provided in the CLI 220. In this manner, the console 200 may
convert the user input to commands acceptable to a network associated with the blockchain
and convert the output from the blockchain into information conceivable to the user, thereby

managing interactions between the user and the blockchain.

[56] FIG. 5 illustrates an example of a method for adding a blockchain transaction to a
blockchain. This method may be performed by a CLI 220, a command manager 230, a
transaction plug-in 231, and a blockchain SDK 240. The method illustrated in FIG. 5 may
begin at step 510, where the CLI 220 may receive a user input. The user input may be aided
by an interactive environment provided by the CLI 220 that includes services such as
command pre-processing, command suggestions, or command history display. The user input
may be entered in a terminal emulator or a graphical user interface. It may be entered in its
entirety or in multiple parts. At step 520, the CLI 220 may send the user input to the
command manager 230. At step 530, the command manager 230 may interpret the user input
to determine a blockchain-related operation corresponding to the user input. In this example,
the operation may be adding a specified blockchain transaction to the blockchain. At step 540,

the command manager 230 may call the transaction plug-in 231 based on the nature of the
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determined operation to add a blockchain transaction. At step 550, the transaction plug-in 231
may generate the blockchain transaction corresponding to the user input and a command to
add the generated blockchain transaction to the blockchain. At step 560, the transaction plug-
in 231 may feed the blockchain transaction and the command to the blockchain SDK 240 and
call an API for sending blockchain transactions associated with the SDK 240. At step 570,
based on the command, the blockchain SDK 240 may send the blockchain transaction to one
or more nodes associated with the blockchain, which may then send the blockchain
transaction to one or more other nodes in the network associated with the blockchain. In this
manner, the blockchain transaction corresponding to the user input may be added to the
blockchain. In some embodiments, the blockchain network may verify the blockchain
transaction, add the blockchain transaction to a block, and link the block to the blockchain. A
result associated with the command to add blockchain transaction to the blockchain may then

be accessible to the user via the console 200.

[57] FIG. 6 illustrates an example of a method for querying for information about a
block associated with a blockchain. This method may be performed by a CLI 220, a
command manager 230, a block plug-in 232, and a blockchain SDK 240. The method may
begin at step 610, where the CLI 220 may receive a user input. The CLI 220 may process the
user input and send the result to the command manager 230 at step 620. At step 630, the
command manager 230 may interpret the user input to determine a blockchain-related
operation corresponding to the user input. In this example, the operation may be querying for
information about a block associated with the blockchain. At step 640, the command manager
230 may call the block plug-in 232 based on the nature of the determined operation to query
for block information. At step 650, the block plug-in 232 may generate a command to query
for information about the block identified in the user input. At step 660, the block plug-in 232
may feed the command to the blockchain SDK 240 and call an API for querying for
information about the blockchain. At step 670, the blockchain SDK 240 may obtain
information about the identified block from one or more nodes of a network associated with

the blockchain. At step 680, the obtained information may be provided in the CLI 220.

[58] FIG. 7 illustrates an example of a method for subscribing to events associated with a
blockchain. This method may be performed by a CLI 220, a command manager 230, an event
plug-in 233, and a blockchain SDK 240. The method may begin at step 710, where the CLI

220 may receive a user input. The CLI 220 may process the user input and send the result to

17



WO 2019/120319 PCT/CN2019/079801

the command manager 230 at step 720. At step 730, the command manager 230 may interpret
the user input to determine a blockchain-related operation corresponding to the user input. In
this example, the operation may be subscribing to events having particular characteristics
(e.g., addition of new blocks, changes to a particular blockchain contract, updates of a
particular account, blockchain transactions of a particular type, blockchain transactions of a
particular topic). At step 740, the command manager 230 may call the event plug-in 233
based on the nature of the determined operation to subscribe to events. At step 750, the event
plug-in 233 may generate one or more commands corresponding to subscribing to events
fitting the characteristics. At step 760, the event plug-in 233 may feed the one or more
commands to the blockchain SDK 240 and call an API for querying for information about
relevant events associated with the blockchain. At step 770a, the blockchain SDK 240 may
obtain information about an occurrence of the subscribed-to event from one or more nodes of
a network associated with the blockchain. At step 780a, the obtained information may be
provided for display in the CLI 220. Then, at step 770b, the blockchain SDK 240 may obtain
information about another occurrence of the subscribed-to event from one or more nodes of a
network associated with the blockchain. At step 780b, the obtained information may be
provided for display in the CLI 220. Until receiving a command indicating that the
subscription shall be terminated, the blockchain SDK 240 may repeat steps 770 (a or b) and

780 (a or b) when an event fitting the characteristics indicated in the user input occurs.

[59] FIG. 8 illustrates a block diagram of an example of a computer system 800 for
managing user interactions with a blockchain. The system 800 may be an example of an
implementation of one or more components of the device 120 of FIG. 1. The method 400
may be implemented by the computer system 800. The computer system 800 may comprise
one or more processors and one or more non-transitory computer-readable storage media (e.g.,
one or more memories) coupled to the one or more processors and configured with
instructions executable by the one or more processors to cause the system or device (e.g., the
processor) to perform the above-described method, e.g., the method 400. The computer
system 800 may comprise various units/modules corresponding to the instructions (e.g.,
software instructions). In some embodiments, the computer system 800 may be referred to as
an apparatus for managing user interactions with a blockchain. The apparatus may comprise a
receiving module 810 for receiving a user input, wherein the user input comprises a reference
to one or more configurations; a determining module 820 for determining, based on the user

input, a blockchain-related operation and a command plug-in associated with the blockchain-
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related operation; a generating module 830 for generating, by the determined command plug-
in, a command based on the determined operation and the one or more configurations; a
sending module 840 for sending the command to one or more nodes associated with the
blockchain; an obtaining module 850 for obtaining an output in response to the command

from the blockchain; and a displaying module 860 for providing the output.

[60] As shown in FIG. 8, by determining a blockchain-related operation based on a user
input, generating a command based on the determined operation, and sending the command
to the blockchain, the user input may be automatically converted to a command compatible
with the blockchain. By obtaining an output in response to the command from the blockchain
and providing the output for display, information associated with the blockchain may be
converted to information conceivable to a user. A plurality of commands may be registered
for use by a user to carry out operations associated with the blockchain without substantial
effort in inputting command information or configuration information. Furthermore, the
apparatus enables the use of a standardized manner of input to interact with various

blockchains having different protocols or programming languages.

[61] The techniques described herein are implemented by one or more special-purpose
computing devices. The special-purpose computing devices may be desktop computer
systems, server computer systems, portable computer systems, handheld devices, networking
devices or any other device or combination of devices that incorporate hard-wired and/or
program logic to implement the techniques. The special-purpose computing devices may be
implemented as personal computers, laptops, cellular phones, camera phones, smart phones,
personal digital assistants, media players, navigation devices, email devices, game consoles,
tablet computers, wearable devices, or a combination thereof. Computing device(s) are
generally controlled and coordinated by operating system software. Conventional operating
systems control and schedule computer processes for execution, perform memory
management, provide file system, networking, I/O services, and provide a user interface
functionality, such as a graphical user interface (“GUI”), among other things. The various
systems, apparatuses, storage media, modules, and units described herein may be
implemented in the special-purpose computing devices, or one or more computing chips of
the one or more special-purpose computing devices. In some embodiments, the instructions
described herein may be implemented in a virtual machine on the special-purpose computing

device. When executed, the instructions may cause the special-purpose computing device to
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perform various methods described herein. The virtual machine may include a software,
hardware, or a combination thereof. For example, the virtual machine may include an
Ethereum Virtual Machine (EVM) software that provides the runtime environment for smart

contracts in Ethereum.

[62] FIG. 9 illustrates a block diagram of an example of a computer system 900 in which
any of the embodiments described herein may be implemented. The system 900 may be
implemented in any of the nodes 115 associated with a blockchain and configured to perform
corresponding steps for blockchain operations described herein. The system 900 may be
implemented in a device 120 that communicate with one or more nodes 115 associated with a
blockchain. The console 200 or one or more of its components described herein may be
implemented on one or more computer systems 900. One or more of the example methods

illustrated by FIGs. 3-7 may be performed by the computer system 900.

[63] The computer system 900 may include a bus 902 or other communication
mechanism for communicating information, one or more hardware processor(s) 904 coupled
with bus 902 for processing information. Hardware processor(s) 904 may be, for example,

one or more general purpose microprocessors.

[64] The computer system 900 may also include a main memory 906, such as a random
access memory (RAM), cache and/or other dynamic storage devices, coupled to bus 902 for
storing information and instructions executable by processor(s) 904. Main memory 906 also
may be used for storing temporary variables or other intermediate information during
execution of instructions executable by processor(s) 904. Such instructions, when stored in
storage media accessible to processor(s) 904, render computer system 900 into a special-
purpose machine that is customized to perform the operations specified in the instructions.
The computer system 900 may further include a read only memory (ROM) 908 or other static
storage device coupled to bus 902 for storing static information and instructions for
processor(s) 904. A storage device 910, such as a magnetic disk, optical disk, or USB thumb
drive (Flash drive), etc., may be provided and coupled to bus 902 for storing information and

instructions.

[65] The computer system 900 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic

which in combination with the computer system causes or programs computer system 900 to
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be a special-purpose machine. According to one embodiment, the operations, methods, and
processes described herein are performed by computer system 900 in response to processor(s)
904 executing one or more sequences of one or more instructions contained in main memory
906. Such instructions may be read into main memory 906 from another storage medium,
such as storage device 910. Execution of the sequences of instructions contained in main
memory 906 may cause processor(s) 904 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination with

software instructions.

[66] The main memory 906, the ROM 908, and/or the storage 910 may include non-
transitory storage media. The term “non-transitory media,” and similar terms, as used herein
refers to media that store data and/or instructions that cause a machine to operate in a specific
fashion, the media excludes transitory signals. Such non-transitory media may comprise non-
volatile media and/or volatile media. Non-volatile media includes, for example, optical or
magnetic disks, such as storage device 910. Volatile media includes dynamic memory, such
as main memory 906. Common forms of non-transitory media include, for example, a floppy
disk, a flexible disk, hard disk, solid state drive, magnetic tape, or any other magnetic data
storage medium, a CD-ROM, any other optical data storage medium, any physical medium
with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, NVRAM, any

other memory chip or cartridge, and networked versions of the same.

[67] The computer system 900 may include a network interface 918 coupled to bus 902.
Network interface 918 may provide a two-way data communication coupling to one or more
network links that are connected to one or more local networks. For example, network
interface 918 may be an integrated services digital network (ISDN) card, cable modem,
satellite modem, or a modem to provide a data communication connection to a corresponding
type of telephone line. As another example, network interface 918 may be a local area
network (LAN) card to provide a data communication connection to a compatible LAN (or
WAN component to communicated with a WAN). Wireless links may also be implemented.
In any such implementation, network interface 918 may send and receive electrical,
electromagnetic or optical signals that carry digital data streams representing various types of

information.

[68] The computer system 900 can send messages and receive data, including program

code, through the network(s), network link and network interface 918. In the Internet
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example, a server might transmit a requested code for an application program through the

Internet, the ISP, the local network and the network interface 918.

[69] The received code may be executed by processor(s) 904 as it is received, and/or

stored in storage device 910, or other non-volatile storage for later execution.

[70] Each of the processes, methods, and algorithms described in the preceding sections
may be embodied in, and fully or partially automated by, code modules executed by one or
more computer systems or computer processors comprising computer hardware. The
processes and algorithms may be implemented partially or wholly in application-specific

circuitry.

[71] The various features and processes described above may be used independently of
one another or may be combined in various ways. All possible combinations and sub-
combinations are intended to fall within the scope of this specification. In addition, certain
method or process blocks may be omitted in some implementations. The methods and
processes described herein are also not limited to any particular sequence, and the blocks or
states relating thereto can be performed in other sequences that are appropriate. For example,
described blocks or states may be performed in an order other than that specifically disclosed,
or multiple blocks or states may be combined in a single block or state. The examples of
blocks or states may be performed in serial, in parallel, or in some other manner. Blocks or
states may be added to or removed from the disclosed embodiments. The examples of
systems and components described herein may be configured differently than described. For
example, elements may be added to, removed from, or rearranged compared to the disclosed

embodiments.

[72] The various operations of methods described herein may be performed, at least
partially, by one or more processors that are temporarily configured (e.g., by software) or
permanently configured to perform the relevant operations. Whether temporarily or
permanently configured, such processors may constitute processor-implemented engines that

operate to perform one or more operations or functions described herein.

[73] Similarly, the methods described herein may be at least partially processor-
implemented, with a particular processor or processors being an example of hardware. For
example, at least some of the operations of a method may be performed by one or more

processors or processor-implemented engines. Moreover, the one or more processors may
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also operate to support performance of the relevant operations in a “cloud computing”
environment or as a “software as a service” (SaaS). For example, at least some of the
operations may be performed by a group of computers (as examples of machines including
processors), with these operations being accessible via a network (e.g., the Internet) and via

one or more appropriate interfaces (e.g., an Application Program Interface (API)).

[74] The performance of certain of the operations may be distributed among the
processors, not only residing within a single machine, but deployed across a number of
machines. In some embodiments, the processors or processor-implemented engines may be
located in a single geographic location (e.g., within a home environment, an office
environment, or a server farm). In other embodiments, the processors or processor-

implemented engines may be distributed across a number of geographic locations.

[75] Throughout this specification, plural instances may implement components,
operations, or structures described as a single instance. Although individual operations of one
or more methods are illustrated and described as separate operations, one or more of the
individual operations may be performed concurrently, and nothing requires that the
operations be performed in the order illustrated. Structures and functionality presented as
separate components in configurations may be implemented as a combined structure or
component. Similarly, structures and functionality presented as a single component may be
implemented as separate components. These and other variations, modifications, additions,

and improvements fall within the scope of the subject matter herein.

[76] Although an overview of the subject matter has been described with reference to
specific embodiments, various modifications and changes may be made to these
embodiments without departing from the broader scope of embodiments of the specification.
The Detailed Description should not to be taken in a limiting sense, and the scope of various
embodiments is defined only by the appended claims, along with the full range of equivalents
to which such claims are entitled. Furthermore, related terms (such as “first,” “second,”
“third,” etc.) used herein do not denote any order, height, or importance, but rather are used
to distinguish one element from another element. Furthermore, the terms “a,” “an,” and

“plurality” do not denote a limitation of quantity herein, but rather denote the presence of at

least one of the articles mentioned.
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CLAIMS:

1. A computer-implemented method for managing user interactions with a blockchain,
the method comprising:

receiving a user input in a command line interface (CLI), wherein the user input
comprises a reference to one or more configurations;

determining, by a command manager based on the user input, a blockchain-related
operation and a command plug-in associated with the blockchain-related operation;

generating, by the determined command plug-in, a command based on the determined
operation and the one or more configurations; and

sending, by a software development kit (SDK) associated with the blockchain, the

command to one or more nodes associated with the blockchain.

2. The method of claim 1, further comprising:
obtaining, by the SDK, an output in response to the command from the blockchain;
and

providing the output in the CLI.

3. The method of any preceding claim, further comprising, before the receiving a user
input, initializing a console for managing user interactions with the blockchain, wherein the
console comprises a mainframe, the CLI, the command manager, a plurality of command
plug-ins, and the SDK, and wherein the initializing comprises:

starting the mainframe associated with the console;

generating, by the mainframe, an instance of the CLI;

initializing, by the CLI, the SDK based on one or more configurations associated with
one or more nodes associated with the blockchain;

calling, by the CLI, the command manager; and

loading, by the command manager, the command plug-ins for registration into the

instance of the CLI.

4. The method of claim 3, wherein the console further comprises a tool manager
configured to:
calculate a hash value;

calculate a digital signature; or
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verify a blockchain transaction.

5. The method of any preceding claim, wherein the CLI is configured to:
pre-process the user input;
provide a historical record of user inputs; or

provide a recommended command.

6. The method of any preceding claim, wherein:

the command manager is configured to register or remove one or more commands.

7. The method of claim 6, wherein:
the command manager is configured to provide, in the CLI, a list of registered

commands and information about the registered commands.

8. The method of any preceding claim, wherein the command plug-in comprises:
a transaction plug-in;
a block plug-in; or

an event plug-in.

9. The method of claim 8, wherein the transaction plug-in is configured to generate:

a command for adding a blockchain transaction to the blockchain;

a command for querying for information about one or more blockchain transactions
associated with the blockchain; or

a command for querying for information about one or more accounts associated with

the blockchain.

10. The method of any of claims 8 and 9, wherein the block plug-in is configured to
generate:

a command for querying for information about a block associated with the blockchain;
or

a command for querying for information about a block header associated with the

blockchain.
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11. The method of any of claims 8 to 10, wherein the event plug-in is configured to
generate:

a command for subscribing to events related to a blockchain contract associated with
the blockchain;

a command for subscribing to events related to a block associated with the blockchain;

a command for subscribing to events related to an account associated with the
blockchain; or

a command for subscribing to events related to a topic associated with the blockchain.

12. The method of any preceding claim, wherein the sending the command to one or
more nodes associated with the blockchain comprises:

obtaining, from the user input, a reference to the blockchain;

selecting, from a plurality of SDKs, the SDK associated with the referenced
blockchain; and

feeding the generated command to the SDK.

13. The method of any preceding claim, wherein:

the blockchain is a consortium blockchain.

14. A system for managing user interactions with a blockchain, comprising:

one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to

perform the method of any of claims 1 to 13.

15. An apparatus for managing user interactions with a blockchain, the apparatus

comprising a plurality of modules for performing the method of any of claims 1 to 13.
16. A non-transitory computer-readable medium having stored therein instructions

that, when executed by a processor of a device, cause the device to perform the method of

any of claims 1 to 13.
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410: receiving a user input in a command line interface (CLI), wherein the user input comprises a reference
to one or more configurations

420: determining, using a command manager based on the user input, a blockchain-related operation and a
command plug-in associated with the blockchain-related operation

l

430: generating, using the determined command plug-in, a command based on the determined operation
and the one or more configurations

440: sending, using a software development kit (SDK) associated with a blockchain, the command to one
or more nodes associated with the blockchain

450: obtaining, using the SDK, an output in response to the command from the blockchain

460: providing the output in the CLI
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