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RFID DEVICE INCLUDING MULTIPLE ACTIVE 
MODES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims benefit and priority to U.S. 
provisional patent applications: 60/678,428 filed May 6, 
2005; 60/685,331 filed May 27, 2005, 60/700,884 filed Jul. 
19, 2005; 60/712,308 filed Aug. 30, 2005; 60/715,641 filed 
Sep. 10, 2005; 60/752,933 filed Dec. 21, 2005; 60/758,751 
filed Jan. 13, 2006; 60/782,068 filed Mar. 13, 2006; 60/744, 
154 filed Apr. 3, 2006, and 60/746,636 filed May 6, 2006. 
The disclosures of the above provisional patent applications 
are hereby incorporated herein by reference. 

0002 The disclosure of U.S. nonprovisional patent appli 
cation Ser. No. 11/350,309 filed Feb. 7, 2006 is hereby 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0003) 1. Field of the Invention 
0004 The invention is in the field of electronic device 
and more specifically in the field of radio frequency iden 
tification (RFID) tags. 
0005 2. Description of Related Art 

0006 RFID tags are typically small, flexible, and low 
profile devices that can be affixed to items for electronic 
tracking and information storage purposes. An RFID tag can 
be read by an RFID reader when the RFID tag is brought 
within a certain vicinity of the reader while the reader is 
broadcasting an appropriate signal. In some cases, once 
within that vicinity, the RFID tag receives sufficient power 
from the broadcast signal to permit the RFID tag to transmit 
a return radio frequency signal. This type of RFID tag is 
referred to as a passive RFID tag because it does not include 
an independent power source. Passive RFID tags may 
receive power either via a radio frequency signal (e.g., radio 
waves) or through electromagnetic induction. Typically, 
electromagnetic induction is easier to implement but oper 
ates over a shorter range. Electromagnetic induction may 
operate at lower frequencies than RF powered RFID tags. In 
other cases an RFID tag includes an independent power 
Source for generating a radio frequency signal. This type of 
RFID tag is referred to as an active RFID tag. 

0007 RFID tags generate a return radio frequency signal 
that may include an encoded copy of information stored 
within the RFID tag. As RFID tags achieve more wide 
spread use they will become ubiquitous on forms of tagging, 
labeling, identification, and be included in personal and 
business effects, such as passports, driver's licenses, keys, 
cell phones, credit cards, PDAs, and so forth. For example, 
an RFID tag may be incorporated in a driver's license to 
store personal information about the licensee or in a product 
label to track inventory. 

0008. A problem with using RFID tags to store security, 
confidential and/or personal information is that an RFID 
reader can read any RFID tags that pass within its range. 
Even if data is encrypted, this creates a possibility of 
unauthorized access to the personal data and other informa 
tion stored in the RFID tag. 
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BRIEF DESCRIPTION OF DRAWINGS 

0009 FIG. 1 is a block diagram of a switchable RFID 
device, according to various embodiments of the invention; 
0010 FIGS. 2 and 3 illustrate some of many possible 
locations for a switch within a switchable RFID device, 
according to various embodiments of the invention; 

0011 FIG. 4A illustrates an OFF Position of a switch, 
according to various embodiments of the invention; 

0012 FIG. 4B illustrates an ON position of a switch, 
according to various embodiments of the invention; 

0013 FIGS. 5A and 5B illustrates a membrane switch, 
according to various embodiments of the invention; 

0014 FIG. 5C illustrates an embodiment of a membrane 
Switch including a spring, according to various embodi 
ments of the invention; 

0.015 FIG. 5D illustrates a cross-sectional view of a 
membrane switch disposed within a switchable RFID Tag, 
according to various embodiments of the invention; 

0016 FIG. 6 illustrates a top view of a membrane switch, 
according to various embodiments of the invention; 

0017 FIG. 7 illustrates a switchable RFID tag in an 
identity document, according to various embodiments of the 
invention; 

0018 FIG. 8 illustrates the manufacture of instances of 
an identity document, according to various embodiments of 
the invention; 

0.019 FIG. 9 illustrates an exploded view of an embodi 
ment of a switchable RFID device including a driver's 
license, according to various embodiments of the invention; 

0020 FIG. 10 illustrates an embodiment of a switchable 
RFID Device including a plurality of switches, according to 
various embodiments of the invention; 

0021 FIG. 11 illustrates various embodiments of an tag 
configured for use in embodiments of a switchable RFID 
device including a plurality of Switches, according to vari 
ous embodiments of the invention; 

0022 FIG. 12 illustrates an instance of a tag, according to 
various embodiments of the invention; 

0023 FIG. 13 illustrates a method according to various 
embodiments of the invention, according to various embodi 
ments of the invention; 

0024 FIG. 14 illustrates a switchable RFID device con 
figured to operate as a remote control, according to various 
embodiments of the invention; 

0.025 FIG. 15 illustrates a multiswitch credit card, 
according to various embodiments of the invention; 

0026 FIGS. 16A-16C illustrate an antenna within a 
credit card, according to various embodiments of the inven 
tion; and 

0027 FIG. 17 illustrates an RFID device including a 
conductor configured to set a state of an RFID tag, according 
to various embodiments of the invention. 
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SUMMARY 

0028. Various embodiments of the invention include 
Switchable RFID devices. These switchable RFID devices 
can include identity documents such as passports or driver's 
licenses, financial cards such as credit or debit cards, remote 
controls, security devices, access devices, communication 
devices, or the like. In some embodiments more than one 
switchable RFID tag is included in a single RFID device. In 
various embodiments, one or more Switches are used to 
change operation of an RFID tag from a responsive state to 
a non-responsive state, to change operation of an RFID tag 
from one responsive state to another responsive state, to 
enter data into an RFID device, to control an external device, 
or the like. In various embodiments, the switches are elec 
tronic, wireless, and/or mechanical. 

0029 Various embodiments of the invention includes an 
RFID tag comprising an antenna configured to receive data 
in a first RF signal, to receive energy from the first RF signal, 
and to transmit data in a second RF signal, the transmission 
of the second RF signal being powered by the energy 
received from the first RF signal; and an integrated circuit 
including an input configured to receive data from the 
antenna and to receive power resulting from the energy 
received from the antenna, an output configured to provide 
an RF signal to the antenna for transmission, a state memory 
configured to store an ON/OFF state of the RFID tag, a key 
memory configured for storing a key for changing the 
ON/OFF state stored in the state memory, and a switch logic 
configured to receive data from the input, to read the key 
from the key memory, to compare the received data with the 
read key, and to change the ON/OFF state stored in the state 
memory responsive to this comparison, the Switch logic is 
further configured to determine whether or not to provide a 
second RF signal to the antenna for transmission, the deter 
mination being responsive to the ON/OFF state stored in the 
state memory. 

0030 Various embodiments of the invention include a 
method of changing an ON/OFF state of an RFID Tag, the 
method comprising receiving energy sufficient to power the 
RFID Tag through an RF antenna included in the RFID tag, 
receiving first data through the RE antenna, reading a key 
from a key memory, using an integrated circuit to compare 
the first data received through the RF antenna with the key 
read from the key memory, the integrated circuit powered by 
the received energy, and writing data to state memory 
responsive to the comparison, the data written to the State 
memory being configured to change the RFID tag from an 
OFF state in which the RFID tag will not transmit an RF 
signal to an ON state in which the RFID tag will transmit an 
RF signal. 

0031 Various embodiments of the invention includes a 
method of operating an RFID tag, the method comprising 
receiving energy sufficient to power the RFID tag through an 
RF antenna included in the RFID tag, reading a state from 
state memory, sending an RF response through the RF 
antenna unless the read state is an OFF state. 

0032 Various embodiments of the invention includes a 
method of operating an RFID tag, the method comprising 
receiving energy sufficient to power the RFID tag through an 
RF antenna included in the RFID tag, reading a state from 
state memory, sending an RF response through the RF 
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antenna if the read state is an ON state, and disabling the 
RFID response through the RF antenna if the read state is an 
OFF State. 

0033. Various embodiments of the invention includes a 
method of operating an RFID tag, the method comprising 
receiving energy Sufficient to power the RFID tag through an 
RF antenna included in the RFID tag, reading a state from 
state memory, sending an RF response through the RF 
antenna only if the read state is an ON state. 

0034 Various embodiments of the invention includes a 
multilayer identity document comprising a first outer layer, 
an electrical conductor configured to conduct a current, a 
spacer layer including an opening configured to contain a 
Switch activator, the Switch activator configured to make and 
break an electrical connection to the electrical connector, 
and an inner layer disposed Such that the spacer layer and 
switch activator are between the first outer layer and the 
second outer layer, the inner layer being configured to be 
pressed to activate the Switch activator. 
0035 Various embodiments of the invention includes a 
Switchable RFID tag comprising an antenna configured to 
receive an RF transmission, an integrated circuit configured 
to generate a response transmission, and a Switch configured 
to turn on and of the ability of the integrated circuit to 
generate the response transmission, the Switch being dis 
posed Such that it is surrounded by the antenna. 

0036 Various embodiments of the invention includes a 
system comprising a plurality of Switches configured for a 
user to enter data, logic configured to transmit a first wireless 
signal responsive to the entered data, and a circuit config 
ured to receive energy from a received second wireless 
signal and to power the logic and the transmission of the 
system using the received energy. 

0037 Various embodiments of the invention includes a 
system comprising logic configured to transmit a first wire 
less signal in response to a received second wireless signal, 
a wireless I/O configured to receive the second wireless 
signal and to transmit the first wireless signal, a memory 
configured to store an account number, the account number 
being included in the first wireless signal, a physical contact 
I/O configured for writing the account number to the 
memory, logic configured to allow writing of the account 
number to the memory if the account number is received via 
the physical contact I/O but if the account number is 
received via the wireless I/O, and a circuit configured to 
receive energy from the received second wireless signal and 
to power the logic and the transmission of the first wireless 
signal using the received energy. 

0038 Various embodiments of the invention includes a 
system comprising logic configured to transmit a first wire 
less signal in response to a received second wireless signal, 
a wireless I/O configured to receive the second wireless 
signal and to transmit the first wireless signal, the second 
wireless signal including an identification data associated 
with a reader, a memory configured to store a log of received 
identification data received from a plurality of readers, a 
physical contact I/O configured for uploading the log of 
received identification data from the memory, logic config 
ured to allow uploading of the log of received identification 
data from the memory via the physical contact I/O but via 
the wireless I/O, and a circuit configured to receive energy 
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from the received second wireless signal and to power the 
logic and the transmission of the first wireless signal using 
the received energy. 
0.039 Various embodiments of the invention includes a 
method comprising mounting a plurality of RFID antenna 
and RFID tags on a Support, mounting a the Support on a first 
side of a spacer, the spacer including opening 140 and 
optionally including one or more cavity to receive the RFID 
tags, mounting a cover layer on a second side of the spacer, 
and cutting the Support and spacer to generate a plurality of 
RFID enabled financial Cards. 

0040 Various embodiments of the invention include a 
method comprising mounting an RFID antenna and RFID 
tag on a Support, mounting a spacer on the Support, the 
spacer being compliant (Soft) so that the RFID tag can enter 
a plane of the spacer to form a cavity, allowing the spacer to 
harden, and mounting a cover layer on the spacer. 
0041 Various embodiments of the invention include a 
method of assembling an identity device, the method com 
prising depositing an integrated circuit, antenna and Switch 
contacts on a Support layer, and laminating the Support layer, 
spacer and flexible membrane together, the spacer having a 
cavity in which the integrated circuit fits. 
0.042 Various embodiments of the invention include a 
method of assembling an identity device, the method com 
prising depositing an integrated circuit, antenna and Switch 
contacts on a support layer 150, depositing spacer 120 on the 
Support layer, spacer 120 covering the integrated circuit, and 
depositing a flexible membrane on the Support layer, the 
flexible membrane or the Support layer optionally including 
an image of a user. The Spacer is optionally configured to 
create a hermetic Seal around the integrated circuit and/or 
the RFID antenna. 

0.043 Various embodiments of the invention include a 
method comprising programming data to non-volatile 
memory of an RFID tag in a programmable mode, and 
changing a state of a Switch coupled to the RFID tag so as 
to change the RFID tag from the programmable mode to a 
non-programmable mode. 

0044 Various embodiments of the invention include an 
RFID tag comprising an antenna configured to transmit data, 
a power circuit configured to provide power, an integrated 
circuit configured to receive power from the power circuit, 
to provide the data to the antenna, the integrated circuit 
including a non-volatile memory configured to store the data 
and a logic circuit configured to determine a state of a 
switch, the switch being configured to control whether the 
Volatile memory can or cannot be programmed. 

0045 Various embodiments of the invention include an 
integrated circuit comprising a first logic input configured 
for determining a state of a Switch, a power input configured 
to receive power from a radio frequency antenna, the 
received power being Sufficient for powering the integrated 
and transmitting a data output signal via the radio frequency 
antenna, and a data output configured for generating the data 
output responsive to the state of the switch as determined by 
the first logic input. 

0046) Various embodiments of the invention include an 
Identity Device comprising an RFID antenna configured to 
receive power from and communicate with an RFID reader, 
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a circuit configured to receive power from the RFID 
Antenna, a tag configured to be powered by power received 
through the RFID antenna and to generate a signal for 
transmission between the RFID antenna and the RFID 
reader, and a Switch configured to repeatedly turn on and 
turn off detectability or readability of the tag. 
0047 Various embodiments of the invention include a 
locking mechanism comprising a RFID tag activation circuit 
configured to turn on a Switchable RFID tag by operating a 
switch within the switchable RFID tag, an RFID reader 
configured to read the switchable RFID tag, and a lock 
configured to open responsive to the RFID reader. 
0048 Various embodiments of the invention include a 
method of operating an RFID tag, the method comprising 
activating a switch in order to turn on the detectability or 
readability of the RFID tag, the RFID tag powered by power 
received through an RFID antenna, and activating the Switch 
in order to turn off the detectability or readability of the 
RFID tag. 
0049 Various embodiments of the invention include a 
method of operating a switchable RFID tag, the method 
comprising operating a Switch to turn the RFID tag on, 
responsive to a first action of a user, receiving a signal at an 
RFID antenna, collecting power from the signal, using the 
collected power to power an integrated circuit, collecting 
data from the signal, processing the collected data using the 
integrated circuit, transmitting a signal generated by the 
integrated circuit in response to the collected data, using the 
RFID antenna, and operating the switch to turn the RFID tag 
off responsive to a second action of a user. 
0050. Various embodiments of the invention include a 
switchable RFID tag comprising an RFID antenna config 
ured to receive power from and communicate with an RFID 
reader, a tag configured to be powered by power received 
through the RFID antenna and to generate a signal for 
transmission between the RFID antenna and the RFID 
reader, and a Switch configured to repeatedly turn on and 
turn off detectability or readability of the tag. 
0051 Various embodiments of the invention include a 
method of controlling an electronic device, the method 
comprising receiving a wireless RF signal from an RF 
transmitter, converting the received RF signal into electronic 
power, generating a wireless return signal using the elec 
tronic power, the wireless return signal configured to control 
the electronic device, placing a Switch in a first position to 
turn on the generation of the wireless return signal, placing 
the Switch in a second position to tuan off the generation of 
the wireless return signal, and returning the Switch to the 
first position to turn on the generation of the wireless return 
signal. 
0052 Various embodiments of the invention include a 
method of controlling an electronic device, the method 
comprising receiving a wireless RF signal from an RF 
transmitter, converting the received RF signal into electronic 
power, repeatedly changing a Switch from a first position to 
a second position; and generating a wireless return signal 
using the electronic power, the wireless return signal con 
figured to control the electronic device and being responsive 
to whether the switch is in the first position and the second 
position. 1 
0053 Various embodiments of the invention include a A 
system comprising an antenna configured to receive a wire 
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less RF signal from an RF transmitter, a power circuit 
configured to convert the RF signal into electronic power, a 
circuit configured to receive the electronic power and to 
send a wireless response signal in response to the RF signal, 
and a first Switch configured to repeatedly turn on and off a 
first operation of the circuit under control of a user. 
0054 Various embodiments of the invention include a 
method of receiving control instructions, the method com 
prising, generating a wireless RF signal, transmitting the 
wireless RF signal to a RF powered remote control device 
configured to send a wireless return signal responsive to the 
states of one or more Switches, the return signal being 
generated and transmitted using power converted from the 
wireless RF signal, receiving the return signal, and deter 
mining the states of the one or more Switches using the 
received return signal. 
0.055 Various embodiments of the invention include a 
system comprising a RF transmitter configured to send a 
wireless RF signal, a controlled device, a RF powered 
remote control configured to be powered by the wireless RF 
signal and to send a wireless response signal to the con 
trolled device responsive to a first switch, the first switch 
configured to be repeatedly turned on and off by a user. 

DETAILED DESCRIPTION 

0056 FIG. 1 is a block diagram of a Switchable RFID 
Device 100. In some embodiments, Switchable RFID 
Device 100 is an identity device such as a passport, identity 
card, driver's license, immigration document (e.g., green 
card or visa), Student identity card, library card, financial 
card (e.g., credit card, debit card or prepaid card), social 
security card, Military ID card, key, keycard or the like. 
Switchable RFID Device 100 optionally includes Visible 
Indications 120 such as a barcode, picture, image, name, 
address, text, and/or the like. Switchable RFID Device 100 
further includes one or more Switchable RFID Tag 130. 
Switchable RFID Tag 130 includes one or more RFID 
Antenna 140, a Circuit 150, one or more Tag 160 and one or 
more Switch 170. Switch 170 is optionally disposed within 
Circuit 150 or Tag 160. RFID Antenna 140 is configured for 
sending a radio frequency (RF) signal from Switchable 
RFID Device 100 in response to a received signal. The 
received signal is optionally used to power Switchable RFID 
Tag 130. In some embodiments, the received signal is an RF 
signal received by RFID Antenna 140. In alternative 
embodiments, the received signal is received through an 
inductive coupling or a non-RF antenna within Circuit 150. 
RFID Antenna 140 is optionally a dipole antenna. 
0057. In some embodiments, Switchable RFID Tag 130 is 
configured for a user to be able to repeatedly turn on and off 
the function (e.g., delectability or readability) of Tag 160 
using Switch 170. Circuit 150 typically further includes a 
diode, capacitor, transistor, and/or the like configured to 
receive power through RFID Antenna 140 or an inductive 
coupling and to convey signals between RFID Antenna 140 
and Tag 160. In some embodiments, Tag 160 includes an 
integrated circuit. 
0.058 Switchable RFID Tag 130 is differentiated from 
circuits found in RFID tags of the prior art by at least the 
inclusion of Switch 170. Switch 170 is optical, thermal, 
magnetic, mechanical, wireless, and/or electronic. Switch 
170 is configured to be activated by a magnetic field, an 
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electric field, a wireless signal, light, heat, mechanical force, 
and/or an electronic circuit external to Switchable RFID 
Device 100. Switch 170 is optionally a sliding switch, a flip 
Switch, a rotating Switch, membrane Switch, pushbutton 
switch, or other mechanical switch known in the art of 
mechanical switches. In typical embodiments, Switch 170 is 
configured for both turning on and turning off function of 
Tag 160. 
0059. In various embodiments, Switch 170 is normally 
open or normally closed, and the function of Tag 160 can be 
normally on or normally off. For example, in Some embodi 
ments Switch 170 is a mechanical contact switch activated 
by applying pressure to an outside Surface of Switchable 
RFID Device 100. In some embodiments, when this pressure 
is applied the functionality of Tag 160 will be turned on, and 
when this pressure is not applied the functionality of Tag 160 
will be off. In some embodiments, Switch 170 is a mechani 
cal contact Switch activated using a magnetic field. In some 
embodiments. Switch 170 is an electrical switch turned on 
or off by a circuit external to Switchable RFID Device 100. 
For example, Switch 170 may include two electrical con 
tacts exposed at the exterior of Switchable RFID Tag 130. 
When a conductance path, current and/or Voltage is applied 
between these electrical contacts Switch 170 is turned on, or 
in alternative embodiments, turned off. 

0060. In various embodiments, Switch 170 functions by 
creating a short circuit. For example, Switch 170 can be 
configured to turn off the function of Tag 160 by short 
circuiting RFID Antenna 140, a diode within Circuit 150, a 
capacitor within Circuit 150, a transistor within Circuit 150, 
and/or a connection within Tag 160. 
0061. In various embodiments, Switch 170 functions by 
creating an open circuit. For example, Switch 170 can be 
configured to create an open circuit between (or within) 
RFID antenna 140, Circuit 150, and/or Tag 160. 
0062). In some embodiments, Switchable RFID Device 
100 is configured to operate as a key and Switch 170 is 
activated to turn on the functions of Tag 160 by mechanical 
insertion of the key into a locking device. In these embodi 
ments, the functions of Tag 160 are typically off when the 
key is not inserted in the locking device. The locking device 
is configured to activate Switch 170 using an electronic 
circuit, a mechanical force, or a magnetic field. 
0063. In alternative embodiments, an instance of Switch 
170 is included in Tag 160 and/or Circuit 150. Thus, 
Switchable RFID Tag 130 may include a plurality of Switch 
170, one Switch 170 in Circuit 150 and one Switch 170 in 
Tag 160. As is described further herein, these instances of 
Switch 170 may be configured to perform different func 
tions. 

0064 FIG. 2 illustrates some of many possible locations 
for Switch 170 within Switchable RFID Device 100 where 
Switch 170 creates an open circuit. FIG. 3 illustrates some 
of man possible locations for Switch 170 within Switchable 
RFID Device 100 wherein Switch 170 creates a short circuit. 
The embodiments illustrated by FIGS. 2 and 3 include a 
Transistor 210, a Diode 220, and a Capacitor 230. Possible 
positions for Switch 170 are indicated by an “X.” 
0065. In some embodiments, Switch 170 is configured to 
partially limit the functionality of Tag 160. Thus, Tag 160 
may be configured to respond with data indicating a first 
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state when Switch 170 is on and to respond with data 
indicating a second state when Switch 170 is off. For 
example, Switch 170 can be connected to logic circuits of 
Tag 160 in such a way that Tag 160 will transmit a limited 
amount of data when Switch 170 is off and a less limited 
amount of data when Switch 170 is on. For example, Tag 
160 may be configured to respond with data indicating the 
name of a person when Switch 170 is off and to respond with 
the data including the name, an address, an account number 
and a telephone number when Switch 170 is on. When 
Switch 170 is connected to a circuit within Tag 160, Switch 
170 (or a plurality thereof) is optionally configured to 
separately control detection of and readability of Tag 160. 
Detection occurs when Tag 160 sends any response signal, 
while readability is a function of the data that may be 
included in the contents of the response signal. 
0.066 FIGS. 4A and 4B illustrate one embodiment of 
Switchable RFID Device 100 in which Switch 170 is a 
sliding switch disposed along an Edge 420 of Switchable 
RFID Device 100. FIG. 4A illustrates an OFF Position 
wherein an Electrical Connector 410 between Circuit 150 
and Tag 160 is in an open circuit state. In this state, Tag 160 
is not normally detectable or readable. FIG. 4B illustrates an 
ON position wherein Switch 170 completes an electrical 
connection between Circuit 150 and Tag 160. In this posi 
tion, Tag 160 is detectable and readable. In this embodiment, 
Switch 170 is configured to be moved between the on 
position and the off position, for example using a finger. In 
the on position, Switch 170 optionally extends from Edge 
420 of Switchable RFID Device 100. In the off position, 
Switch 170 is optionally approximately flush with Edge 420. 
Some embodiments of the invention include a switch con 
figured to be approximately flush with an edge of a financial 
card (e.g., credit card or debit card) in at least one position. 
Some embodiments of the invention include a switch con 
figured to be below an edge of a financial card in at least one 
position. Switch 170 may be bistable or astable. Other 
features illustrated in FIGS. 4A and 413 are optional. 
0067 FIGS. 5A and 5B illustrates a Membrane Switch, 
generally designated 500, (and Surrounding area) for use in 
a Switchable RFID device Such as Switchable RFID Device 
100. Membrane Switch 500 is optionally an embodiment of 
Switch 170. Membrane Switch 500 is shown in the OFF and 
ON positions, in FIGS.5A and 5B respectively. The use of 
a finger to operate Membrane Switch 500 is optional, other 
devices may be used to activate the Switch. By bringing 
electrical conductors on a Surface 530 and a Surface 525 
together, a switchable RFID tag is controlled, activated or 
deactivated. Typically, Surface 525 and Surface 530 are 
coated with an electrical conductor, such as copper. In some 
embodiments, a Support Layer 510 is disposed at a First 
Surface 515 of Switchable RFID Device 100 and a Flexible 
Membrane 520 is disposed at a Second Surface 535 of 
Switchable RFID Device 100. Thus, the Flexible Membrane 
520 includes both Surface 525 and an outer surface, e.g., 
Surface 535 of Switchable RFID Device 100. In some 
embodiments, Surface 535 extends beyond Membrane 
Switch 500 to Surrounding Areas 550. As such Flexible 
Membrane 520 is essentially flush with a surface of Swit 
chable RFID Device 100. Flexible membrane 520 and 
Support Layer are separated by a Spacer 540. In some 
embodiments, Spacer 540 extends beyond the immediate 
vicinity if Membrane Switch 500 to Surrounding Areas 550. 
Spacer 540 optionally extends essentially throughout Swit 
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chable RFID Device 100. As such, Surface 535 can be 
essentially Smooth, e.g. does not include raised portions near 
Membrane Switch 500. Support Layer 510 is typically stiffer 
than Flexible Membrane 520. 

0068. In various embodiments, Membrane Switch 500 is 
included in an identity device Such as a passport, driver's 
license, immigration card, key card, financial card, ID card, 
or the like. For example, in some embodiments Membrane 
Switch 500 is included within a passport or other identity 
device having a clamshell configuration. In these embodi 
ments, Flexible Membrane 520 is optionally disposed 
toward an interior of the identity device when the identity 
device is closed. In this position, Flexible Membrane 520 is 
protected from inadvertent contact and typically can only be 
pressed after the identity device is opened. 
0069. In various embodiments, Membrane Switch 500 is 
included in a financial card (e.g., a credit card, debit card or 
the like). In some of these embodiments, Flexible membrane 
520 is essentially flush with Surrounding Areas 550 of the 
financial card including Surface 525, as illustrated in FIGS. 
5A and 5B. In this position Membrane Switch 500 does not 
substantially stick out from First Surface 525 of the financial 
card and is, thus, protected by Surrounding Areas 550 from 
inadvertent activation. In some embodiments, Membrane 
Switch 500 is recessed below First Surface 535. 

0070 FIG. 5C illustrates an embodiment of Membrane 
Switch 500 further including a Spring 555. Spring 555 may 
be considered a switch activator. Spring has an activation 
height at which the spring center will spring into contact 
with the Support Layer 510 this activation height is typically 
below First Surface 535. 

0071 FIG.5D illustrates a cross-sectional view of Mem 
brane Switch 500 disposed within Switchable RFID Tag 
130. Tag 160 is at least partially disposed within Spacer 540 
and/or Support Layer 510. Spacer 540 and/or Support Layer 
510 optionally include a cavity configured to receive Tag 
160. In some embodiments, Tag 160 is deposited on Support 
Layer 510 before Spacer 540 is deposited on Support Layer 
540. In these embodiments, Support Layer 540 is formed 
around Tag 160. In some embodiments, Spacer 540 is 
configured to hermetically seal Tag 160 and/or Membrane 
Switch 500. 

0072. In various embodiments, an Opening 570 within 
Membrane Switch 500 is less than or equal to 2.0 mm, 1.5 
mm, 1.75 mm, 1.25 mm, 1.0 mm, 0.75 mm, or 0.5 mm think 
as measured from Surface 525 to Surface 530. 

0073. The membrane switch illustrated in FIGS.5A and 
5C is optionally disposed such that Flexible Membrane 520 
is approximately flush with, or recessed in, First Surface 535 
of an identity device such as a driver's license or credit card. 
As such, Spacer 540 prevents the membrane switch from 
being activated when a force is applied to the entire first 
surface. For example, when the identity device is placed 
within a wallet and the wallet is compressed. 
0074 Spacer 540 optionally extends essentially through 
out an identity device. For example, where Switchable RFID 
Device 100 is a credit card, Spacer 540 may extend to the 
outer edges of the credit card. Flexible Membrane 520 
optionally includes a picture of a user and/or an indication 
of the location of Opening 570 in Spacer 540. In some 
embodiments, Flexible Membrane 520 is transparent and 
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Spacer 540 includes a picture of a user or a credit card 
number. In some embodiments, Spacer 540 includes a cavity 
configured to fit an integrated circuit, the integrated circuit 
configured to operate as part of Tag 160 and optionally 
mounted on Support Layer 540. In some embodiments, 
Support Layer 540 includes conductive traces configured to 
connect Tag 160 to an RFID Antenna 140. In some embodi 
ments, Spacer 540 is generally rectangular in shape, (e.g., in 
the shape of a financial card). 
0075 FIG. 6 illustrates a top view of Membrane Switch 
500 of FIG. 5C, according to various embodiments of the 
invention. In these embodiments, the shape of the Opening 
570 is configured to prevent Spring 555 from rotating. A 
wide variety of alternative shapes may be used in alternative 
embodiments. 

0076 FIG. 7 illustrates Switchable RFID Tag 130 in an 
embodiment wherein Switchable RFID Device 100 includes 
an Identity Document 700 having a clamshell configuration 
(e.g., a passport). Switchable RFID Tag 130 may be included 
in a Cover 740, a Cover 730, or an interior page (not shown) 
of Identity Document 700. Identity Document 700 option 
ally includes Shielding 710. Flexible Membrane 520 is 
typically disposed such that it is on the interior of Identity 
Document 700 when Identity Document 700 is closed. See 
U.S. nonprovisional patent application Ser. No. 1 1/350.309 
filed Feb. 7, 2006 for farther details of Identity Document 
700, according to some embodiments. 
0077 FIG. 8 illustrates the manufacture of instances of 
Identity Document 700. At one stage in the manufacturing 
process, Shielding 710 is dispensed in the form of a strip. 
The strip is laid down over what will be several separate 
instances of Identity Document 700 (after when the manu 
facturing is completed). A plurality of Switchable RFID Tag 
130 are deposited, creating a device including several Swit 
chable RFID Tag 130. The assembled material, including 
Shielding 710 is optionally cut to separate the locations 
where the instances of Switchable RFID tag 130 are depos 
ited or to be deposited. As a result a plurality of Identity 
Document 700 are produced. Pages are optionally added to 
the assembled material prior to cutting. See U.S. nonprovi 
sional patent application Ser. No. 11/350,309 filed Feb. 7, 
2006 for farther details, according to some embodiments. 
0078. In the above and other embodiments, Switchable 
RFID Tag 130 is optionally disposed such that the switch 
mechanism is accessed from the inside of Cover 730 or 
Cover 740, the inside being the sides that face each other 
when Identity Document 700 is closed. This orientation is 
optionally configured to reduce the probability of inadvert 
ently activating Switch 170 when Identity Document 700 is 
closed. For example, in these embodiments, Flexible mem 
brane 510 may be to the inside (of the closed Identity 
Document 700) and Support Layer 510 may be to the 
outside. Support Layer 510 optionally includes a stiffener in 
the region near Opening 570. 

0079 FIG. 9 illustrates an exploded view of an embodi 
ment of Switchable RFID Device 100 including a Driver's 
License, generally designated 900. In this view, for clarity, 
Spacer 540 is removed and Flexible Membrane 520 is 
separated from Tag 160, RFID Antenna 140, Circuit 150 and 
Support Layer 510. A location of Membrane Switch 500 is 
indicated by Markings 920 visible at Flexible Membrane 
520. Surface 535 is of uniform level across the face of 
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Driver's License 900. As such, Switchable RFID Device 100 
can smoothly be placed in a wallet and Membrane Switch 
500 is protected from inadvertent activation by Spacer 540. 
Membrane Switch 500 is optionally disposed at least par 
tially within RFID Antenna 140. A similar embodiment of 
Switchable RFID Device 100 may include a credit card or 
similar financial device. 

0080 FIG. 10 illustrates an embodiment of Switchable 
RFID Device 100 including a plurality of Switches, desig 
nated 1010, 1020 and 1030. These embodiments of Swit 
chable RFID Device 100 may include an identity device, 
financial device, credit card, debit card, remote control, 
product label, communication device, or the like. Any of 
Switches 1010, 1020, and 1030 are optional. Switch 1030 is 
configured for turning Switchable RFID Device 100 ON and 
OFF. For example, as illustrated, Switch 1030 may be 
disposed in a connection between RFID Antenna 140 and a 
Power Circuit 1040. Power Circuit 1040 is an embodiment 
of Circuit 150 configured to generate electrical power from 
a received signal to power Tag 160. 
0081 Switch 1010 and Switch 1020 are configured to 
control processing logic within Tag 160. For example, in 
some embodiments, Switch 1010 and Switch 1020 are 
configured to provide Boolean (true/false) values to a logic 
circuit within Tag 160. Some embodiments include further 
Switches (e.g., 3, 4, 6, 8, 10 or more) configured to control 
processing logic. 

0082 In various embodiments, the processing logic 
within Tag 160 can be configured to perform a wide variety 
of functions responsive to Switch 1010, Switch 1020, and 
any additional Switches present. For example, in some 
embodiments, the processing logic is configured Such that 
when Switch 1010 is activated a transaction amount is 
approved and when Switch 1020 is activated the transaction 
amount is disapproved. Alternatively, Switch 1010 and 
Switch 10 may be part of a set of switches used to enter a 
PIN (personal identification number), an encryption key, an 
amount, an authorization code, an RFID reader identification 
number, an identification number associated with Switch 
able RFID Device 100, a selection of a mode of Tag 160, 
text, numbers, and/or other data. 

0083. In some embodiments, data sent by Tag 160 using 
RFID Antenna 140 is responsive to Switch 1010 and/or 
Switch 1020. For example, in some embodiments, Tag 160 
will send a different identification number depending on 
whether Switch 1010 or Switch 1020 is activated. In some 
embodiments, Tag 160 is configured to allow a transaction 
up to a certain value if neither Switch 1010 nor Switch 1020 
is activated, and progressively higher values if Switch 1010 
or Switch 1020 is activated. In some embodiments, Tag 160 
is configured to require that Switch 1010 and Switch 1020 
be activated in a specific combination, order and/or with a 
specific temporal pattern in order to perform some opera 
tion, e.g., a financial transaction. 
0084. While the embodiment of Switchable RFID Device 
100 illustrated in FIG. 10 includes one instance of Tag 160, 
as discussed elsewhere herein, Switchable RFID Device 100 
optionally includes more than one instance of Tag 160. 
When more that one instance of Tag 160 is present, a 
separate instance of Switch 1030 maybe disposed between 
RFID Antenna 140 (or Circuit 150) and each instance of Tag 
160. In this configuration, the instances of Switch 1030 may 
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be used to select which instance of Tag 160 to activate. 
Switch 1010 and/or Switch 1020 may, likewise, be config 
ured to select, activate or control different instances of Tag 
160. 

0085. In some embodiments, Switchable RFID Device 
100 includes a Memory 1050. Memory 1050 is optionally 
programmable. For example, in Some embodiments, 
Memory 1050 is programmable using data entered through 
instances of Switch 1010 and Switch 1020. In some embodi 
ments, Memory 1050 is changed from a write state to a read 
only state, using Switch 1010. In various embodiments, 
Memory 1050 is configured to store data to be broadcast, 
encryption information, data keys, values to be used in 
conjunction with data entered suing Switch 1010, data for 
logic processing, identifying data, account data, mode data 
characterizing a mode of Switchable RFID Tag 130, or the 
like. Memory 1050 can be volatile or non-volatile, FLASH, 
SDRAM, ROM, DDRAM, DRAM, or the like. Some 
embodiments of the invention include an automated device 
configured to actuate Switch 170 in order to place Switch 
able RFID Tag 130 in a programmable mode. 

0.086 FIG. 11 illustrates various embodiments of Tag 160 
configured for use in embodiments of Switchable RFID 
Device 100 including a plurality of switches. In the illus 
trated embodiments, Tag 160 includes a First Logic Input 
1110 and an optional Second Logic Input 1120, configured 
to be coupled to Switch 1010 and Switch 1020, respectively. 
First Logic Input 1110 and Second Logic Input 1120 are each 
configured to be responsive to a different switch. First Logic 
Input 1110 and Second Logic Input 1120 are configured to 
control the function of Tag 160. 
0087. For example, in some embodiments, Tag 160 is 
configured to output different data via a Data Input/Output 
1140 depending on the state of Switch 1010 as determined 
by the First Logic Input 1110. Tag 160 is optionally config 
ured to output different data depending on whether a switch 
coupled to First Logic Input 1110 or a switch coupled to 
Second Logic Input 1120 is activated. 

0088. In some embodiments, the switches illustrated in 
FIG. 11 are membrane switches. In some embodiments, the 
switches illustrated in FIG. 11 are irreversible switches. 

0089 FIG. 12 illustrates an instance of Tag 160, accord 
ing to various embodiments of the invention. These embodi 
ments include a plurality (e.g., 2, 3, 4, 8, 10, 12 or more) of 
Switch inputs, such as First Logic Input 1110, Second Logic 
Input 1120 and Third Logic Input 1230. First Logic Input 
1110, Second Logic Input 1120 and Third Logic Input 1230 
are configured to receive inputs from Switch 1010, Switch 
1020, Switch 1030, or the like, respectively. The state of 
connected switches (Switch 1010, Switch 1020, etc.) is 
monitored by an optional Switch State Monitor 1240 and a 
Processing Logic 1250. Switch State Monitor 1240 is 
optionally a multiplexer, latch, logic circuit, or the like. 

0090. In some embodiments, Processing Logic 1250 is 
configured to process data received through a Data Input 
From Antenna 1260, to receive power from a Power Input 
From Antenna 1130, and to generate data for output through 
a Data Output to Antenna 1270 responsive to the states of 
Switch 1010, Switch 1030, etc. The generated data is 
optionally further responsive to data stored in Memory 1050 
and/or data received from Data Input from Antenna 1260. 
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0091. The data received from Memory 1050 can include 
codes required for Processing Logic 1250 to generate spe 
cific data for communication through Data Output to 
Antenna 1270. For example, in some embodiments, Tag 160 
is configured to output an RF signal only if data in Memory 
1050 matches a State of Switches 1010 and 1020. In some 
embodiments, the state of Switches is used to determine 
which of several different alternative RF signals to transmit. 
For example, if Switch 1010 is activated then a first signal 
is transmitted, if Switch 1020 is activated then a second 
signal is transmitted, and if no Switches are depressed than 
no signal is transmitted oran third signal is transmitted. The 
first and second signals are optionally associated with dif 
ferent financial accounts and/or different functions. 

0092. Some embodiments of the invention include a 
multiswitch credit card including one or more instances of 
Tag 160. This multiswitch credit card optionally is config 
ured to be associated with more than one financial account 
and switches may be used to indicate which of the more than 
one financial account should be used for a transaction. In one 
example, the multiswitch credit card includes an instance of 
Tag 160 configured for engaging in a financial transaction 
responsive to Switch 1010 and also configured to operate an 
electronic lock responsive to Switch 1020. 
0093. Some embodiments of the invention optionally 
include programming of Tag 160 to make associations with 
the one or more financial account. This programming can 
include entering data within Memory 1050. Alternatively, 
Tag 160 is configured to include a plurality of exchangeable 
Memory 1050. In these embodiments, Tag 160 is pro 
grammed to operate with different financial accounts and/or 
functions by inserting different instances of Memory 1050 
within Switchable RFID Tag 130. The multiswitch credit 
card is, thus, optionally a multi account credit card. 
0094) Some embodiments of Switchable RFID Device 
100 are configured to include a plurality of Tag 160. Each 
member of the plurality of Tag 160 may be responsive to one 
or more switches. In some embodiments, Switchable RFID 
Device 100 is configured to receive one or more replaceable 
instances of Tag 160. In these embodiments, Switchable 
RFID Device 100 may be programmed by replacing an 
instance of Tag 160. Multiple instances of Tag 160 option 
ally share one instance of RFID Antenna 140 and/or one 
instance of Memory 1050. 
0095 FIG. 13 illustrates a method according to various 
embodiments of the invention. In these embodiments, power 
is received by Tag 160 through an RF or inductive signal in 
a Receive Power Step 1310. The RF signal optionally 
includes data received in a Receive Data Step 1320. The 
state of one or more of Switches 1010, Switch 1020, etc. is 
then determined in a Determine Switch State 1330 Step. 
This state is used to determine an RF response, of any, in a 
Determine Response Step 1340. The RF response is then 
sent in a Send Response Step 1350. 

0.096 FIG. 14 illustrates various embodiments of the 
invention in which Switchable RFID Device 100 is config 
ured as a RF Powered Remote 1400 configured to control 
external devices. This RF Powered Remote 1400 optionally 
does not require an internal power Source (e.g., is powered 
wirelessly). Power is received from an RF (radio frequency) 
signal via RFID Antenna 140 and used to send a return 
signal, typically through the same instance of RFID Antenna 
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140. RF Powered Remote 1400 uses one or more Switchable 
RFID Tag 130 to activate and deactivate or modify the return 
signal. The one or more Switchable RFID Tag 130 option 
ally share RFID Antenna 140, power circuits, and/or pro 
cessing logic. RF Powered Remote 1400 is typically a 
multifunction remote control. 

0097 RF Powered Remote 1400 is optionally used as 
part of a locking mechanism, Such as in a vehicle lock or 
door lock. RF Powered Remote 1400 is optionally config 
ured to control electronic equipment, such as a computing 
device, a video recording device, projector, a game, a stereo, 
or a television. RF Powered Remote 1400 is optionally 
configured to control a garage door opener. 
0098. As illustrated in FIG. 14, a Transmitter 1410 is 
configured to send an RF signal to provide power to RF 
Powered Remote 1400. This RF signal is received by RF 
Powered Remote 1400. When a switch (e.g. a First Switch 
1420 or a Second Switch 1430), included in RF Powered 
Remote 1400, is in a first position the received power is used 
to send a return signal from RF Powered Remote 1400 to the 
device being controlled, e.g. a Controlled Device 1440. 
Transmitter 1410 is optionally included in Controlled 
Device 1440. When First Switch 1420 and/or Second Switch 
1430 is in a second position the received power is not used 
to send the return signal from the remote, or is used to send 
a different return signal. The return signal may include 
audio, RF, infrared light, visible light, or the like. First 
Switch 1420 and Second Switch 1430 are optionally 
embodiments of Switch 1010, Switch 1020, or Switch 1030. 
In various embodiments, RF Powered Remote 1400 includes 
1, 2, 3, 4 or more switches, such as First Switch 1420 and 
Second Switch 1430. Typically, different switches are con 
figured to control different functions of Controlled Device 
1440. 

0099. In some embodiments, First Switch 1420 and/or 
Second Switch 1430 are configured to control the collection 
of power from the RF signal. In some embodiments, First 
Switch 1420 and/or Second Switch 1430 are configured to 
prevent the power from flowing through an integrated circuit 
within the RF Powered Remote 1400. In some embodi 
ments, the First Switch 1420 and/or Second Switch 1430 are 
configured to decouple an instance of RFID Antenna 140 
within RF Powered Remote 1400. In some embodiments, 
the First Switch 1420 and/or Second Switch 1430 are 
configured to prevent data transmission from RF Powered 
Remote 1400. In some embodiments, First Switch 1420 
and/or Second Switch 1430 are configured to control logic 
within an instance of Tag 160 within RF Powered Remote 
1400. In various embodiments, First Switch 1420 and/or 
Second Switch 1430 are normally on or normally off. In 
Some embodiments more than one Switch is configured to 
control logic within the same integrated circuit. 
0100. The embodiments of RF Powered Remote 1400 
illustrated in FIG. 14 include a Power Collection Circuit 
1450 configured to convert the received RF signal to elec 
trical power of the operation of one or more Tag 160. RF 
Powered Remote 1400 is configured to power an integrated 
circuit, e.g., Tag 160, and send a return signal using the 
electrical power produced by Power Collection Circuit 
1450. The RF Powered Remote optionally receives all of its 
electrical power from the Power Collection Circuit 1450. 
0101 Depending on the state of Switch 1420 and/or 
Switch 1430, Tag 160 may cause the return signal to be 
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transmitted using a Return Signal Generator 1460. Return 
Signal Generator 1460 is optionally included in Tag 160. 
Return Signal Generator 1460 is optionally shared by a 
plurality of Tag 160 within RF Powered Remote 1400. In 
some embodiments, Return Signal Generator 1460 includes 
an instance of RFID Antenna 140. 

0102) First Switch 1420 and Second Switch 1430 each 
control Tag 160. Such that the return signal is responsive to 
the states of these, and optionally further, switches. For 
example, in some embodiments, if First Switch 1420 is on, 
then Tag 160 will include a first data in the return signal, and 
if Second Switch 1430 is on, then Tag 160 will include a 
second (typically different) data in the return signal. 
0103) The RF Transmitter 1410 and Controlled Device 
1440 are optionally separate. For example, the RF transmit 
ter may be included in an automobile and the controlled 
device may be a garage door. 
0104. In some embodiments, First Switch 1420 is acti 
vated by insertion of RF Powered Remote 1400 in part of a 
locking system. 

0105. In some embodiments, First Switch 1420 is 
coupled to a button configured for turning the Volume of an 
electronic device up and/or Second Switch 1430 is coupled 
to a different button configured for changing a channel. 

0106. In some embodiments, RF Powered Remote 1400 
is configured to unlock a car. 

0107. In various embodiments, RF Powered Remote 
1400 includes a wireless keypad, a wireless computer 
mouse, a wireless keyboard, a wireless microphone, a key, 
a telephone, an identity document, or the like. 

0108). In some embodiments, RF Powered Remote 1400 
is included in a hermetically sealed and/or waterproof hous 
ing. Because the RF powered remote is remotely powered, 
there is no necessity for a battery compartment or power 
plug. 

0109) First Switch 1420 and Second Switch 1430 may 
include a push-button Switch, a membrane Switch, a sliding 
Switch, a magnetic Switch, or any of the many other Switches 
known in the art to make and break electrical connections. 
First Switch 1420 is optionally part of a roller, wheel or dial 
that makes and breaks an electrical connection as it is turned. 
First Switch 1420 and Second Switch 1430 are optionally 
embodiments of Switch 170. 

0110. In some embodiments, a single instance of RF 
Transmitter 1420 is configured to power a plurality of Tag 
160. Each of this plurality of Tag 160 is optionally config 
ured to control a separate electronic device or operate 
different functions in a single electronic device. The plural 
ity Tags 160 optionally included in the same RF Powered 
Remote 1400. 

0111. In some illustrative embodiments, an instance of 
RF Transmitter 1410 is disposed within a vehicle dashboard 
and a plurality of Tag 160 are disposed within a steering 
wheel of the vehicle or rear view mirror. One of the plurality 
Tag 160 is configured to control an audio system and another 
of the plurality of switchable RFID tags is configured to 
control a climate system (e.g., air conditioner or heating). In 
Some embodiments, the wireless response signals generated 
by both of these Tag 160 is received by a RF receiver and 
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communicated to a circuit that then controls the separate 
electronic devices. In alternative embodiments, each of the 
separate electronic devices (e.g., audio system and climate 
system) includes a separate RF receiver configured to 
receive the response signals. 
0112 FIG. 15 illustrates an embodiment of Switchable 
RFID Device 100 including a Multiswitch Credit Card 1500, 
according to various embodiments of the invention. Multi 
switch Credit Card 1500 includes two or more switches, 
such as Switch 1510, Switch 1511, and optional Switch 
1512. Switches 1510, 1511 and 1512 are optionally embodi 
ments of Switch 1010 and Switch 1020. Multiswitch Credit 
Card 1500 further includes one or more instances of Tag 
160, an optional instance of Circuit 150 configured to 
generate power for used by Tag 160, and RFID Antenna 140. 
In embodiments without Circuit 150, Multiswitch Credit 
Card 1500 includes its own power source (not shown). 
0113 Switches 1510-1512 are each configured to make 
or break an electrical connection, the state of which can be 
determined by the resistance of electric current flow or the 
presence of a current or Voltage. In some embodiments, 
Switches 1510-1512 are membrane Switches, such as Mem 
brane Switch 500. In various embodiments, Multiswitch 
Credit Card 1500 including Switches 1510-1512 is less than 
4, 3, 2, 1.5, 1, or 0.5 mm thick. In various embodiments, 
Switches 1510-1512 are essentially flush with a front surface 
of Multiswitch Credit Card 1500. 

0114. In some embodiments, Circuit 150 is configured to 
generate electrical power from the RF signal received via 
RFID Antenna 140 for use by one or more instances of Tag 
160. In some embodiments, Circuit 150 and/or RFID 
Antenna 140 are shared by several instances of Tag 160 
within Multiswitch Credit Card 1500. In some embodi 
ments, Multiswitch Credit Card 1500 is configured not to 
transmit an RF signal unless at least one of Switches 
1510-1512 is activated. In some embodiments, Switches 
1510-1512 are configured for entering an access code, such 
as PIN or password. The access code is optionally encoded 
by an order in which the states of Switches are changed, by 
a Switch combination, and/or by a temporal relationship 
between changes in Switch state, e.g., a temporal pattern. 

0115) In some embodiments, Switches 1510-1512 are 
configured for approving the amount of a financial transac 
tion. In some embodiments, Switches 1510-1512 are con 
figured for selecting from among a plurality of financial 
accounts. For example, activating Switch 1510 may result in 
a transaction being debited from a checking account, acti 
vating Switch 1511 may result in a transaction being applied 
a first charge account, and activating Switch 1512 may result 
in a transaction being applied to a second charge account. 
0116. In some embodiments, Multiswitch Credit Card 
1500 (or other embodiments of Switchable RFID Tag 100) 
includes encryption logic configured to operate in response 
to the activation of Switches. For example, the encryption 
logic may be configured to use data received via Switches as 
an encryption or decryption key. The encryption logic may 
be configured to encrypt data received via Switches prior to 
transmission of this data. In some embodiments, Switchable 
RFID Tag 100 is configured to make use of rolling codes for 
security purposes. In these embodiments, synchronization of 
the codes is optionally be coordinated by a central server 
configured to communicate with point of sale stations. In 
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Some embodiments, a Switch is activated using a biometric 
sensor. The features described herein with respect to various 
embodiments of Switchable RFID Tag 100, such as Multi 
switch Credit Card 1500, may be included in other types of 
identity devices. 
0.117) In various embodiments of the invention, an iden 

tity device includes both one or more electrical contact 
configured to make physical electrical contact with a reader 
and a RFID tag configured to communicate wirelessly with 
a reader. The physical contact is optionally used to convey 
communication that is different from the wireless commu 
nication. For example, the physical connection based com 
munication may include programming of a circuit within the 
RFID tag (e.g., programming account number), while the 
wireless communication may be more limited than the 
physical connection based programming, (e.g., the wireless 
communication may be limited to reading the programmed 
account number). In another example, the wireless commu 
nication may be configured for a limited set of transaction 
types (e.g., those less than $50, or deposits), while the 
physical communication is configured for additional trans 
action types (e.g., larger value withdrawals). Further, the 
physical communication may be used for downloading 
transaction logs or other data stored on the ID card. Trans 
action logs are optionally stored using power received 
through RFID Antenna 140. 
0118. In various embodiments, an identity device 
includes a plurality of Switches and is configured to engage 
in a transaction or allow access (to an account, data, or a 
physical location) responsive to whether proper members of 
the plurality of Switches are pressed. For example, in one 
embodiment the ID card includes 10 Switches configured for 
a user to enter a PIN (personal identification number) or 
password. Only when the proper data is entered using the 
plurality of switches will the ID card participate in certain 
functions, such as an electronic payment or opening of a 
lock. As described further herein, different numbers of 
Switches are possible. 
0119). In various embodiments, an identity device 
includes logic configured to process data entered using a 
plurality of Switches. This logic may, for example, prevent 
the identity device from transmitting an RF signal unless the 
entered data matches previously stored data, for example, if 
an entered PIN matches a stored access code. The logic may 
be responsive to the order of Switches activated, combina 
tions of Switch activation (e.g., which Switches are activated 
at the same time), or which of the plurality of switches are 
activated. Timing may be achieved through the use of 
appropriate RC circuits. 

0120 Various embodiments of the invention include a 
modified version of Basic Access Control. In these embodi 
ments, the logic is configured to prevent the identity device 
from transmitting certain data unless the data entered using 
switches on the identity device matches an ID number of a 
RFID reader making a request. The logic may be configured 
to implement Basic Access Control. Such as that used in 
electronic U.S. passports, but unlike the system used in 
current passports, the data entered is an ID of the reader and 
the data is entered at the passport (or other identity device) 
rather than at the reader. 

0.121. In various embodiments, the identity device 
includes a plurality of Switches configured for a user to enter 
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data associated with a reader. For example, in some embodi 
ments the switches are configured to receive an ID number 
of a point of sale (POS) device. Logic within the identity 
device may then use this ID number to assure that a 
transaction is communicated to the correct POS device. For 
example, if several vending devices are positioned adjacent 
to each other, the ID number of one of the vending devices 
may be entered in the identity device using the plurality of 
Switches and the If) card may then be enabled to engage in 
a transaction with that particular vending device but not the 
other nearby vending devices. 
0122) Passwords, PINs, or the like received by the iden 

tity device through the plurality of switches are optionally 
stored in volatile memory within the identity device. When 
the identity device ceases to receive energy through an RF 
signal the data stored in this volatile memory is discarded 
(lost). In some embodiments, this data is stored in non 
volatile memory and thus retained between RF transmis 
S1O.S. 

0123. In some embodiments, the identity device is con 
figured to store an account balance in static memory. Logic 
within the identity device is optionally configured such that 
the account balance can only be increased using a physical 
connection, while the account balance can be debited using 
a wireless connection. Alternatively, logic within the identity 
device is optionally configured Such that the account balance 
can only be debited using a physical connection. 
0.124. Some embodiments of the invention include meth 
ods of purchasing using a switchable RFID. The identity 
device is placed within the reading range of a wireless POS 
device. One of a plurality of switches within identity device 
is activated such that an RFID tag will respond to an RF 
signal from the POS device. The RFID tag responses to the 
RF signal from the POS by energizing itself using the RF 
signal and generating a response RF signal. The responsive 
RF signal includes an account number Such as a checking or 
savings account number, a credit card number, identity 
number, or the like, responsive to the switch. 
0125 FIGS. 16A-16C illustrate positions of RFID 
Antenna 140 within Multiswitch Credit Card 1500, accord 
ing to various embodiments of the invention. As illustrated 
in FIG. 16A, in some embodiments, RFID Antenna 140 is 
disposed such that Embossed Lettering or Numbering 1520 
is inside of RFID Antenna 140. In these embodiments, at 
least part of Switch 170 (or a plurality thereof) is optionally 
disposed inside of RFID Antenna 140. As illustrated in 
FIGS. 16B and 16C, in some embodiments, RFID Antenna 
140 is disposed primarily in the part of a credit card (e.g., the 
upper half) that does not include Embossed Lettering or 
Numbering 1520. In these embodiments, Switch 170 (or a 
plurality thereof) may be disposed either inside and/or out 
side of RFID Antenna 140. As illustrated in FIG.16C, when 
Switch 170 is disposed outside of RFID Antenna, Connec 
tions 1510 between Switch 170 and Tag 160 are optionally 
routed to avoid Embossed Lettering or Numbering 1520. In 
some embodiments, Spacer 540 is comprised of a material 
that can be embossed to form raised lettering and numbering 
(e.g., a name and credit card number). In these embodi 
ments, the manufacture of Embossed Lettering or Number 
ing 1520 can be made through Spacer 540. 
0126. In some embodiments of the invention, one or 
more instances of Switch 170 are configured to control 
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whether Tag 160 (and/or associated memory) are in a 
programmable state or a non-programmable state. For 
example, when an instance of Switch 170 is in a first state 
writing to non-volatile memory within Tag 160 is allowed 
and when Switch 170 is in a second state writing to the 
non-volatile memory is not allowed but reading of the 
non-volatile memory may be allowed. In some embodi 
ments, Switch 170 is initially in a state wherein the non 
volatile memory can be written to and the switch is then 
irreversible changed to a state wherein the non-volatile 
memory can no longer be written to. 
0127. The irreversible change optionally includes break 
ing of a conductor. For example, in Some embodiments, an 
RFID enabled identity device is configured such that an 
instance of Switch 170 comprises a Conductor 1710 coupled 
to Tag 160. As illustrated in FIG. 17, when Conductor 1710 
is unbroken Tag 160 is in a programmable state, e.g., 
non-volatile memory within Switchable RFID Tag 130 can 
be written to. After programming this conductor is broken 
and Tag 160 is thus irreversibly changed to a nonprogram 
mable state. Data already programmed within Switchable 
RFID Tag 130 may be locked by the breaking of Conductor 
1750. In one embodiment, Conductor 1710 is broken 
through the manufacture of Embossed Lettering or Num 
bering 1520. For example, embossing a credit card number 
into a credit card can break a conductor and thus lock the 
contents of non-volatile memory within the credit card. In 
alternative embodiments, an identity device includes a plu 
rality of Conductor 1710 and members of this plurality are 
broken in order to program function of Tag 160. Each 
member of the plurality of Conductor 1710 that is or is not 
broken represents one bit of logic programmed. 
0.128 Several embodiments are specifically illustrated 
and/or described herein. However, it will be appreciated that 
modifications and variations are covered by the above 
teachings and within the scope of the appended claims 
without departing from the spirit and intended scope thereof. 
For example, in some embodiments Tag 160 is an active 
rather than a passive RFID tag. Examples discussed herein 
in relation to credit cards can equally be applied to other 
types of financial card Such as a debit card, or prepaid card. 
0129. The embodiments discussed herein are illustrative 
of the present invention. As these embodiments of the 
present invention are described with reference to illustra 
tions, various modifications or adaptations of the methods 
and or specific structures described may become apparent to 
those skilled in the art. All Such modifications, adaptations, 
or variations that rely upon the teachings of the present 
invention, and through which these teachings have advanced 
the art, are considered to be within the spirit and scope of the 
present invention. Hence, these descriptions and drawings 
should not be considered in a limiting sense, as it is 
understood that the present invention is in no way limited to 
only the embodiments illustrated. 

What is claimed is: 
1. A switchable RFID device comprising: 
a first logic input configured for determining a state of a 

first switch; 
a power input configured to receive power wirelessly, the 

received power being sufficient for powering the inte 
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grated and for transmitting a data output signal via the 
radio frequency antenna; and 

a data output configured for generating the data output 
signal, contents of the data output signal being respon 
sive to the state of the first switch as determined by the 
first logic input. 

2. The switchable RFID device of claim 1, further includ 
ing a second logic input configured for determining a state 
of a second Switch. 

3. The Switchable RFID device of claim 1, wherein first 
Switch is configured for entering a personal identification 
number or password into the switchable RFID tag. 

4. The Switchable RFID device of claim 1, wherein the 
first logic input is further configured for determining an 
amount of data included in the data output signal. 

5. The Switchable RFID device of claim 1, wherein the 
first logic input is further configured for ensuring the Secu 
rity of a financial transaction. 

6. The Switchable RFID device of claim 1, wherein the 
first logic input is further configured for selecting from 
among a plurality of alternative financial accounts. 

7. The switchable RFID device of claim 1, further includ 
ing a second logic input, the first logic input and the second 
logic input being configured to separately control detect 
ability and readability of the RFID tag. 

8. The Switchable RFID device of claim 1, wherein the 
first switch is configured to change the RFID tag between a 
first active state and a second active state. 

9. An RFID tag comprising: 
an antenna configured to transmit data; 
a power circuit configured to provide power; 
an integrated circuit configured to receive power from the 
power circuit, to provide the data to the antenna, the 
integrated circuit including a non-volatile memory con 
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figured to store the data and a logic circuit configured 
to determine a state of a Switch, the Switch being 
configured to control whether the non-volatile memory 
can or cannot be programmed. 

10. The RFID tag of claim 9, wherein the switch includes 
an electrical conductor configured to be irreversibly broken. 

11. The RFID tag of claim 9, wherein the switch is 
configured to irreversibly lock the contents of the volatile 
memory. 

12. The RFID tag of claim 9, wherein the power circuit is 
configured to provide power from a wireless transmission. 

13. The RFID tag of claim 9, wherein the non-volatile 
memory is configured to be programmed via a wireless 
signal received through the antenna. 

14. A method comprising: 
programming data to non-volatile memory of an RFID tag 

in a programmable mode; and 
changing a state of a Switch coupled to the RFID tag so 

as to change the RFID tag from the programmable 
mode to a non-programmable mode. 

15. The method of claim 14, wherein the switch and RFID 
tag are disposed within an identity device. 

16. The method of claim 14, wherein programming data 
to non-volatile memory is performed using an RF signal. 

17. The method of claim 14, wherein the state of the 
switch is irreversibly changed. 

18. The method of claim 14, wherein the state of the 
Switch is changed by breaking a conductor. 

19. The method of claim 14, wherein the state of the 
Switch is changed by embossing an identification device. 

20. The method of claim 14, wherein the switch is a 
mechanical Switch. 


