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PARENTAL MONITORING OF DIGITAL CONTENT

FIELD OF THE INVENTION
The invention concerns the field of media object delivery, specifically the
monitoring of delivered media objects to remote devices.

'BACKGROUND OF THE INVENTION

With the abundance of movie and music content available through a delivery

mechanism as the Internet, parents have a difficult time knowing about what their
children watch and listen to. Some of the material that children have access tb may
be sexual or offensive in nature, where parents may not want their children to be
exposed to such material until their children are older. Moreover, parents may also
want to restrict their children from being able to access websites and other
communication media which may expose children to unsuitable material.

Some Internet content may be restricted by using software known as web
browser filtering software. These filters prevent children from accessing different
web sites by blocking the use of the Internet Protocol (IP) addresses that correspond
to such sites. Typically, a filtering program has a list of restricted 1P addresses or
keywords that used as the basis for the blocking operation. ‘

Parents may also monitor a child's activity with the Internet by using a
program called an Internet monitor that keeps a log file of what websites a child has
accessed while connected to the Internet. These log files may also log the keyboard
input of the child during a session on the Internet.

These described methods of restricting access to resources on the Internet
though involve some type of passive monitoring, where a program such as a web
browser filter has already been instructed as how to restrict a child's access to the
Internet. The software doesn't necessarily provide a parent the ability to monitor a
child's actions in real time.

SUMMARY OF THE INVENTION

A system and method for monitoring a user's actions while receiving a media

object is disclosed. Information related to a multicast media object is related to an
operator, in response to a parental monitoring query command. The operator then
resolves such information to identify the media object from the multicast address and

port used to receive the multicast media object. Additional program identifier
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information is optionally offered to identify additional aspects of the multicast media
object.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 shows an exemplary embodiment of a set top box according to an

embodiment of the present invention; _

FIG. 2 shows a block diagram of two set top boxes communicating through a
network connection, according to an embodiment of the present invention;

FIG. 3 shows a block diagram of two set top boxes communicating through a
network connection and a gateway device, according to an embodiment of the
present invention; | '

FIG. 4 shows a block diagram of two set top boxes communicating through a
network connection to a head end device, according to an embodiment of the
present invention; \

FIG. 5 shows a block diagram of a set top box and a personal computer
communicating to a head end device, according to an embodiment of the present
invention;

FIG. 6 shows a flowchart of a method for querying a set top box using a
parental monitor query command, according to an embodiment of the present
invention; '

FIG. 7 shows a flowchart of a method for querying a personal computer using
a parental monitoring query command, according to an embodiment of the present
invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

The exemplary embodiments of the invention are described in view of a set
top box capable of receiving and delivering media objects over an Internet Protocol
based delivery system. Internet Protocol referring to a delivery system that receives
media objects from a source such as a web site, media server, or other type
resource available through an Internet connection. Typically, an IP enabled set top
box is connected to the Internet through an connection such as a Digital Subscriber
Line, a cable based connection, wireless connection, or other type of broadband
connection. As used herein, the term “media object” includes audio, video, textual,
multimedia data files, and streaming media files. Multimedia objects comprise any
combination of text, image, video, and audio data. Streaming media comprises
audio, video, multimedia, textual, and interactive data files that are delivered to a
user via the Internet, satellite or other communications network environment and
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begin to play on the user's computer/ device before delivery of the entire file is
completed. Media objects may be transmitted over any communications network
including via the Internet, satellite (digital satellite system, digital video system-
satellite), cable, d|g|tal subscriber line, T1 lines, wireless network, or other delivery
systems capable of delivering media objects.

Examples of the content of media objects include songs, political speeches,
news broadcasts, movie trailers, movies, television show broadcasts, radio -
broadcasts, financial conference calls, live concerts, web-cam footage, and other
special events. Media objects are encoded in various formats including
REALAUDIO®, REALVIDEO®, REALMEDIA®, APPLE QUICKTIME®, MICROSOFT
WINDOWS® MEDIA FORMAT, QUICKTIME®, MPEG-2 (MOTION PICTURE
EXPERTS GROUP) VIDEO COMPRESSION, MPEG-4 VIDEO AND/OR AUDIO
COMPRESSION, JOINT VIDEO TEAM COMPRESSION FORMAT (MPEG-4 part
10 AVC, H.264), MPEG-2 LAYER Il AUDIO, MP3®. Typically, media objects are
designated with extensions (suffixes) indicating compatibility with specmc formats.
For example, media objects (e.g., audio and video files) ending in one of the
extensions, .ram, .rm, .rpm, are compatible with the REALMEDIA® format. Some
examples of file extensions and their compatible formats are listed in the Table 1. A
more exhaustive list of media types, extensions and compatible formats may be
found at hitp://www.bowers.cc/extensions2.htm.

Format Extension
REALMEDIA® .ram, .rm, .rpm
APPLE .mov, .qif
QUICKTIME®
MICROSOFT .wma, .cmr, .avi
WINDOWS® MEDIA
PLAYER
MACROMEDIA .swf, .swl
FLASH
MPEG .mpg, .mpa, .mp1,

.mp2
MPEG-2 LAYER Il .mp3, .m3a, .m3u
Audio
TABLE 1

The illustrated embodiments of the invention operate with media objects that
contain video data for presenting a video presentation of "near to motion picture
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quality". Such media objects may be encoded in a variety of formats such as
MPEG-2 (Motion Picture Standards Group Standard ISO/IEC 1381 8-1:2000) and
ITU-T H.264/ MPEG AVC (ISO/IEC 14496-10), or may be uncompressed video.

In order to receive media objécts, the IP enabled set top box joins or leaves
an IP address called a multicasting group which has a corresponding' media object
transmitted on such an IP address. Multicasting groups also allow multiple set top
boxes (multiple subscribers) to join the same IP address to receive a media object.
In contrast, a non-multicasting group only allows for one set top box (as a single
subscriber) to use an IP address at a time.

The multicasting operations described for the invention make use of a
multicasting proxy compatible with the protocol described in the document entitted
Host Extensions For IP Multicasting (Request For- Comments (RFC) 988, Network
Working Group, July 1986), although other multicasting protocols may be used in
accordance with the principles of the present invention. For purposes of this
invention, a host will be the party that'is responsible for distributing a media object at
a specified IP address. A client, such as an IP enabled set top box, accesses a
desired media object from the host at the specified 1P address. The host maintains
the multicasting operations by using a data protocol such as Internet Group
Management Protocol (IGMP, see RFC 983 Appendix I). The host may also act as
a gateway device that acts as a head end device that communicates and negotiates
resources from the Internet to the client. For example, the client uses a DSL or
cable connection to communicate with a headend or Digital Subscriber Line Access
Multiplier (DSLAM) as a host to transmit and receive resources from the Internet. It
does not matter for the operation of this invention if multicasting devices are level 1
or level 2, as according to. RFC 988.

The availability of a media object as being available at an IP address may
either use a permanently assigned IP address or a temporary IP address. A
program called a multicast agent is responible for keeping track of the members who
join and leave a multicast group to receive a media object. The multicast agent may
be in the same equipment that is used by a host, a router or any other networking
capable equipment capable of maintance of IGMP based multicasting connections.

FIG. 1 is an exemplary embodiment of a set top box capable of receiving a
transmitting |P based media objects from a network, such as the Internet.
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Specifically, system 20 receives data from a network connection 19 that receives IP
based data through may be any type of network connection such as an Ethernet
connection, IEEE-1394, USB, fiber optic, twisted wire, and the like. Network
interface 79 coupled to network connection 19 receives a requested media object is
received through network connection 19 through an Internet or network based
connection using an IP based transport scheme such as TCP/IP, see Transmission
Protocol Control, Request For Comments 793, Network Working Group, September
1981. The data representing the media object is processed by transport decoder 13
that handles the TCP/IP based communications between system 20 and resources
available through the network connection. Transport decoder 13 outputs the
received program representative multiplexed audio, video and data components 1o
unit 17 that demultiplexed the received into audio, video and data components by
unit 22 that are further processed by the other elements of decoder system 100.
These other elements include video decoder 25, audio processor 35, sub-picture
processor 30, on-screen graphics display generator (OSD) 37, multiplexer 40, NTSC
encoder 45 and storage interface 95. In one mode, decoder 100 provides decoded
data of media object for display and audio reproduction on units 50 and 55
respectively. In another mode, the transport stream from unit 17 is processed by
decoder 100 to provide a datastream representative of media object for storage on
storage medium 98 via storage device 90.

In other input data modes, units 72, 74, and 78 provide interfaces additional
interfaces for Internet streamed video and audio data from telephone line 18,
satellite data from feed line 11 and cable video from cable line 14, and video and
guide data from network connection 19, respectively. The processed data from units
72, 74, and 78 is appropriately decoded by units 13 and 17 and is provided to
decoder 100 for further processing in similar fashion to that described in connection
with network interface 79.

A user selects for viewing either a media object or an on-screen menu, such
as a program guide, by using a remote control unit 70. Processor 60 uses the
selection information provided from remote control unit 70 via interface 65 to
appropriately configure the elements of Figure 1 to receive a desired program
channel for viewing. Processor 60 comprises processor 62 and controller 64. Unit 62
processes (i.e. parses, collates and assembles) program specific information
including program guide and system information and controller 64 peﬁorms the
remaining control functions required in operating decoder 100. Although the
functions of unit 60 may be implemented as separate elements 62 and 64 as
depicted in Figure 1, they may alternatively be implemented within a single
processor. For example, the functions of units 62 and 64 may be incorporated within
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the programmed instructions of ‘a microprocessor. Processor 60 configures
processor 13, decoder 17 and decoder system 100 to-demodulate and decode the
input signal format and coding type. Units 13, 17 and sub-units within decoder 100
are individually configured for the input signal type by processor 60 setting control
register values within these elements using a bi-directional data and control signal

bus C.
The transport stream information provided to decoder 100 comprises data

packets containing program channel data and program specific information. Unit 22
directs the program specific information packets to processor 60 that parses,
collates and assembles this information into hierarchically arranged tables. Individual
data packets comprising the User selected program channel are identified and
assembled using the assembled program specific information. The program spec‘ific
information contains conditional access, network information and identification and
linking data enabling the system of Figure 1 to request a media object from a listed
multicasting group at a IP multicast address and assemble data packets to form
complete programs. The program specific information also contains ancillary
program guide information (e.g. an Electronic Program Guide - EPG) and descriptive
text related to media objects as well as data supporting the identification and
assembly of this ancillary information.

In creating a listing of available media objects that are obtained through a
multicast enabled media object, a service identifier such as an identifier compliant
with a Session Description Protocol (SDP, see Request For Comments 2327,
Network Working Group, April 1998) is used to identify atiributes of a media object.
The identifier contains attribute information such as the title of the media object, the
multicast address or information that is used to identifier where the service may be
obtained, the time the media object is available, the duration of the service, the
transport protocol of the media object, and format of the media object, any metadata
related to the title, author, and content of said media object, and the like. The
service identifiers are made available directly to routers, hosts, clients, and other
network enabled components that operate in view of multicasting services. These
service identifiers may also be identified as "channels" which are mapped to
multicast addressed as broadcast channels are mapped to specified broadcast
frequencies. Preferably, the multicast address and port of a multicast media object
is mapped to a "channel" in a channel file, see Table 2. This channel mapping

information) is kept internally in a set top box in the case of the set top box operating
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as a thick client, and is kept externally in a middleware server or other type of
database in the case where the set top box operates as a thin client ‘

IP ADDRESS - PORT CHANNEL
129.111.111.234 10 2 “
48.231.114.123 10 3
101.111.145.55 20 5
77.123.204.164 ‘ 25 105

TABLE 2

In one .embodiment of the present invention, a headend device such as a
router or server operates as a network gateway device that enables a set top box as
system 20 to communicate to the Internet. Service identifiers, when available, are
broadcast through multicasting &gents to the headend device Athat in turn
communicate these identifiers to set top box 20. These service identifiers may then
be collated by set top box 20 to form a program guide that a user selects a media
object from. This information would be an addition to the IGMP based mformatlon
that is typically communicated between a gateway dewce and a client such as set
top box 20. In addition, service identifier information may be available from a server
or router on the Interet that acts primarily for the purpose of hstlng multicast
programming. Alternatively, service identifiers are transmitted as part of the auxiliary
information that accompanies the audio and video data of a selected media object
directly to set top box 20, without reliance on an Internet gateway device. Other
mechanisms may be used to obtain service identifier information, in accordance with
the principles of the present invention.

Set top box 20 is also enabled to operate with software that operates a
program as an Internet browser such as Microsoft Internet Explorer 6.0 or MOZILLA
to render data received from the Intemet. Specifically, the browser software is used
to operate with programs languages such as JavaScript or ActiveX | Scripts.
Prefefably, middleware software is installed on set top box 20 to render and enable
web pages, programs, and other Internet based programming that are rendered for
display by NTSC/PAL encoder 45 and operated via a user control device such as
remote control unit 70. The middleware software may optionally control the operation
of set top box 20 to join/leave multicast services, render an electronic program guide
using received program indicators, and negotiate IGMP information to and from a

internet access gateway such as a router or server, as described above.
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FIG. 2 is a block diagram of. system 200 disclosing network enabled set top
boxes communicating through a network connection. Specifically, the figure
discloses a set top box 220 and 230 that receive media objects through a networl‘<
connection by DSL modem 210. Set top boxes 220 and 230 are connected a local
area network connection such as Ethernet or Home Phoneline Network Alliance
(HPNA) connection. A user may select a media object by accessing a program
guide, as disclosed above, and selecting the desired media object which is obtained
from the associated multicast address through DSL modem 210.

In the present embodiment, the middleware software both in set top boxes
220 and 230 allows a parent or other user to observe what programming is beirig
viewed with either set top box. For example, a parent operating set top box 220
(also referred to a monitoring device) desires to know what media object a child is
watching via set.top box 230 (also referred to a remote device). By operating a
"parental monitoring option" via a menu or command on remote control unit 70, set
top box 220 internally checks for program indicator information to determine what is
being viewed on set top box 230.

Set top box 220, in this embodiment of the invention, controls the operation of
DSL modem 210, as a router. Hence, set top box 220 has requests for joining,
leaving, and querying multicasting services routed from set top box 230 through set
top box 220 to DSL modem 210. All of these operations of set top box 230 are
indicated in an IGMP table stored in set top box 220, this being called the thick client
case. When a parent wants to know what is being viewed on set top box 230, the
IGMP table is checked to indicate the media object currently being passed to set top
box 230 at a specified multicasting address. Set top box 220 then joins the media
object at the specified multicasting address, which is rendered for a parent to
examine. When IGMP information is not available internally from set top box 220
about the media object being rendered on set top box 230, set top box 220
optionally contacts a server via the network connection to obtain such information,
this being the thin client case.

In an optional embodiment to the invention, set top box 220, as a monitoring
device, renders the media object being received by set top box 230, by joining the
same multicast group. The media object may be rendered a full window, pics in pics

window, in a web browser, in a media player, or in any other appropriate mechanism
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used to render media objects.  The rendering of media object may apply to
disclosed embodiments of the present invention. ‘

FIG. 3 is a block diagram of a system 300 presentlng network enabled set top
boxes communicating through a network connection and a gateway device. System
300 discloses a switch 320 that controls modem 310 for communication to and from
the Internet, via a network connection. In this example, set top box 330 and 340 are
connected via a local area network connection to switch 320. When a parent
operating set top box 330 wants to know about the media object a child is watching
on set top 340, set top box 330 sends a request for information download of IGMP
table information from set top 340. This information may be transmitted from ewitch
320 that retains information about all of the media objects being accessed by set top
boxes on the local network, or directly from set top box 340. Set top box 330, upon
receiving the requested information, then checks the IGMP table for the current
multicast address of the media object being accessed by set top box' 340 and
renders such a media object. Optionally, the multicast address indicated in the IGMP
table is checked against a channel file that is in set top box 330 or further channel
identifier information is requested by set top box 330 through switch 320 to the
Internet for the identification of the multicast address being accessed by set top box
340. This requested information is then delivered back to set top box 330, where the
multicast media object may be joined at the specified multicasting address.

FIG. 4 is a block diagram of a system 400 presenting network enabled set top
boxes communicating through a network connection to a headend device. Set top
boxes 410 and 420 are connected to DSL modems 415 and 425, respectively. Head
end device 450 communicates with modems 415 and 425 to transmit and receive
information from the Internet. In this embodiment of the present invention, head end
device 465 includes a DSLAM 460 and an IP head-end router 465 that resolves the
requests for resources from the Internet received from set top boxes 410 and 420.

In this embodiment of the present invention, video server 490 streams a video
based media object over a multicast address that is capable of being accessed via
IP head-end router 465. Video server 490 is any mass storage device such as a
RAID based server, capable of transmitting video based media objects and
associated audio. Typically, a request for a media object (as identified from a
received information identifier) is transmitted from set top box 410 or 420 through the
network to head end device 450. I[P head-end router 465 resolves the request,
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which is actually a multicast "join" command to the multicast address that
corresponds to video server 490.

\

When a parent operating a set top box 410 wants to know what media Ob]eCt
is being accessed on set top box 420, the parent issues queries set top box 410
using a parental monitoring commaﬁd, in accordance with the technique described
above. In one embodiment of the preset invention, set top box 410 does not have
internal IGMP information identifying the media object being presented on set top
box 420. Hence, the parental monitoring query command is forwarded through
modem 415 and head end 450 to middleware server 470, which contains IGMP
information listing which media objects are currently being accessed by set top
boxes that are operated via head end 450. For example, middleware server 470 Ilsts
both set top box IP address information and the IP address of the multicast address
being accessed by a corresponding set top box, although other information may be
present. Once queried, middleware server 470 sends back a response to set top box
410 indicating information indicating the multicast address of the media object being
siccessed by set top box 420. '

Alternatively, when a parental monitoring query is |ssued by set top box 410,
IP head-end router 465 contains information listing the current IGMP join list of the
IP addresses of the multicast media objects being accessed by set top boxes via
router 465. The identification information and the permission information related to
the operation of router 465 and set top box 420 are communicated back to set top
box 410, as a simple network rhanagement protocol message (SNMP, see Simple
Network Management Protocol, ‘Request For Comments 1157, Network Working
Group, May 1990). For example, the SNMP message returned to set top box 410
contains the IP address of set top box 420 and the multicast address of the media
object being accessed via set top box 420. Once set top box 410 has the multicast
address of the media object, it either uses internal information to resolve and render
the media object at the address corresponding to video server 490, or set top box
410 accesses a database of program identifiers from router 465 or server 470 to
resolve the content of the media object. '

FIG. 5 is a block diagram of a system 500 of a network enabled set top box
and a personal computer that communicate through a network connection to a
headend device for a multicast media object. This embodiment of the invention is
similar to the embodiment disclosed in FIG. 4, except a personal computer (PC) 520
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has replaced set top box 420. Set top box 510 and PC 520 communicate through
DSL modems 515 and 525, respectively, to head end device 550 to request and
receive media objects from video servers 590 and 595.

When a parent operating set top box 510 wants to determine what is being
viewed on PC 520, several different embodiments may be employed depending on
how PC 520 accesses media objects. If PC 520 accesses media objects using a
proxy, set top box 510 may query head end 550 for the HTTP access logs of the
web pages being accessed by PC 520. If the HTTP information only returns IP
address information, set top box 510 may resolve the IP address by performing a
reverse Domain Name System (DNS) look up from internet proxy/router 586 that
contains DNS information, as known in the art. Other IP addressable resources
received via Internet 599, such as FTP servers and other media serveré are
determined in a similar manner, as described above.

In an alternative embodiment, when set top box 510 issues a parental
monitoring query for the media objects being accessed via PC 520, the system is
configured to return the browser history file of PC 520 to set top box 510.
Specifically, PC 520 is operated with middleware that controls the websites and
media objects that can be accessed by PC 520. The middleware also includes an
option that uploads the history file to set top box 510 containing information such as
the IP addresses and DNS names of resources accessed, the times and duration of
such accesses, and any other related information. Optionally, PC 520 is configured
with a filtering program to restrict the access of media objects, as determined in
accordance with the preferences of the parent operating set top box 510. These
access permissions may be remotely configured via set top box 510.

FIG. 6 is a flowchart of a method for a network enabled set top box to
determine a media object being accessed on a second network enabled set top box.
Method 600 describes an exemplary embodiment of a method used by the systems
disclosed in Figs. 2, 3, and 4. Specifically, two set top boxes are used on a network,
where a parent, or other operator using a first set top box, wants to know what is
being accessed by a second set top box.

In steps 605, 610, and 615, an operator of a first set top box issues a parental
monitoring query command. This command determines whether an operator wants
to know if a second set top box is being used (step 605) and if the operator desires
to know which media object is currently being watched (step 610). After issuing the
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command query command, step 620 determines whether an access code is required
for an operator to access the information returned by a parental monitoring query. If
an access code is required, an operator is required to enter such a code in step 625.
After successful entry of an access code, or such a code is not required, step 630
proceeds where an SNMP based command or related type of command is issued to
a router for returning the multicast address of a resource currently being viewed by
the second set top box. This query command follows the Management Information
Basis (MIB) aspect of the SNMP protocol, or other protocol used for operating the
set top box.

If a router does not recognize such a query, step 640 proceeds where the
router returns an error command that is rendered as an error message by the first
set top box in step 650. Otherwise, in step 655, the router sends an error messa‘ge
back to the first set top box containing the current multicast address and port being
accessed by the second set top box. This SNMP message is received by the first set
top box in step 660 may also contain program identifier information, as described
above. “

Method 600 is bifurcated into two separate modes, depending on whether the
first set top box operates as a thick or thin client, as shown in step 670. A thin client,
as previously described, has to request information from an outside resource to map
a returned multicast address and port to a corresponding media object. This
mapping information, in an embodiment of the present invention, is kept a
middleware server, and such information is returned to a requesting set top box in
response to a query command. In contrast, a thick client contains middleware
software that contains such mapping information without having to request such
mapping information from an outside source.

Hence, when a first set top box operates as a thick client, the set top box
accesses its own internal mapping information to map a multicast address and port
to an internal channel file, in step 675. In step 677, the first set top box displays the
media object identified by such mapping information by joining the media object
identified at the specified multicast address. In contrast when the first set top box
operates as a thin client in step 680, the first set top box transmits a JavaScript
based query to a middleware server to identify a channel associated with the
multicast address and port being accessed by a second set top box. The

middleware server identifies the corresponding channel/media object in step 682
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and transmits such information back to the first set top box in step 684. The first set
top box then joins the multicast address associated with channel in step 686.

An optional step is provided as step 679 for a thick client and step 689 fora
thin client, where the operatdr of the first set top box may kill the feed currently being
received by the second set top box. Specifically, the operator issues a "kill"
command that is'transmitted from the first set top box to the router. The router, in
term, issues a "leave” command to a host that is multicasting a media object to the
second set top box. Hence, the second set top box is un-joined from multicast media
object. Alternatively, the first set top box can request that the channel table that is
used to map and deliver a multicast media object to the second set top box mép toa
second channel corresponding to a different multicasting address and port from the
media object currently being obtained.

FIG. 7 is a flowchart of a method for a network enabled set top box to
determine a media object being accessed by a personal computer on the same
network. Method 700 describes an exemplary embodiment of a method used by the
system disclosed in FIG. 5. Specifically, a set top box and a personal computer are
used on a network, where a parent, or other operator using a first set top box, wants
to know what is being accessed by the personal computer. |

In steps 705, 710, and 715, an operator of a first set top box issues a parental
monitoring query command. This command determines whether an operator wants
to know if a personal computer is being used (step 705) and if the operator desires
to know which media object is currently being watched (step 710). In step 715, the
first set top box requests a browser history file from the personal computer in order
to satisfy the parental monitoring query.

The query is forwarded as a SNMP MIB based command to a router that is
used by the personal computer to access resources through the Internet, in step
730. In response to the query, the router forwards the request for the browser
history file directly to the personal computer in step 735. If the personal computer
does not allow such forwarding information, an error command is returned to the first
set top box, in step 740. Otherwise, in step 755, the router forwards the query to the
personal computer, which responds in kind with the browser history file that is
forwarded back to the router. The router then determines if the history file can be
returned to the first set top box in step 760. If not, an error message is returned to
the set top box, which is displayed in step 740.
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If the history file can be returned, the set top box receives the browser history
file from the router in step 770. In step 775, the operator of the set top box is
provided the option of seeing of all of the browser activity of the personal computer:
If the operator decides not to see all of the browser activity, a filtering program may
be applied to eliminate the listing of medla objects or websites that are determined
not to be interesting to the operator, in step 780. For example, a filter is configured
to only show websites and media objects that are related to violence and sexual
content, while content geared towards news and education are filtered out. Step
785 has the set top box displaying the browser history file either in a filtered or
unfiltered form. |

Step 789 is an optional step where the operator of the first set top box may Kkill
the feed currently being received by a personal computer. Specifically, the operator
issues a "kill" command that is transmitted from the set top box to the router. The
router, in term, issues a "leave" command to a host that is multicasting a media
object to the second set top box. Hence, the personal computer is un-joined from
multicast media object. Alternatively, the first set top box can request that the
channel table that is used to map and deliver a multicast media object to the
personal computer map io a second channel corresponding to a different
multicasting address and port from the media object currently being obtained.

The present invention may be embodied in the form of computer-implemented
processes and apparatus for practicing those processes. The present invention may
also be embodied in the form of computer program code embodied in tangible
media, such as floppy diskettes, read only memories (ROMs), CD-ROMs, hard
drives, high density disk, or any other computer-readable storage medium, wherein,
when the computer program code is loaded into and executed by a computer, the
computer becomes an apparatus for practicing the invention. The present invention
may also be embodied in the form of computer program code, for example, whether
stored in a storage medium, loaded into and/or executed by a computer, or
transmitted over some transmission medium, such as over electrical wiring or
cabling, through fiber optics, or via electromagnetic radiation, wherein, when the
computer program code is loaded into and executed by a computer, the computer
becomes an apparatus for practicing the invention. When implemented on a
general-purpose processor, the computer program code segments configure the
processor to create specific logic circuits.
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CLAIMS

1. A method for issuing a parental monitoring query command for'determining a
media object being rendered on a remote device, Comprising the steps of:

transmitting a query (615) requesting identification information for a media
object being received on a remote device; |

receiving information (660) in response to said query, wherein said
information indicates a multicast address and port which is used to mdlticast said
media object; and

resolving said multicast address and port information (675, 680) to identify
attributes of said media object.

2. The method of Claim 1, wherein said query is issued by a monitoring device, and

said media object is rendered on said monitoring device.

3. The method of Claim 2, wherein said monitoring device joins a muiticast group
using said received multicast address and port information to receive said media
object. t

4. The method of Claim 3, wherein said monitoring device issues a command to kill
the receipt of said media object by said remote device.

5. The method of Claim 2, wherein said monitoring device is an Internet Protocol
(IP) enabled set top box.

6. The method of Claim 2, wherein said monitoring device uses a channel list that
maps said multicast address and port to a channel.

7. The method of Claim 8, wherein a program guide is used to select media objects
transmitted via a multicast media object corresponding to said channel.

8. The method of Claim 1, wherein said media object is transmitted as part of an
Internet Group Management (IGMP) compatible protocol multicasting service and
program identification information is available for said media object as part of a
Session Description (SDP) compatible protocol. ‘ |
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9. The method of Claim 8, wherein said resolving step uses IGMP data obtained

1

from a middleware server.

10. The method of Claim 1, where séid query additional comprises:
requesting a browser history log file, wherein said log file comprises the IP
addresses of media objects accessed by said remote device.

11. The method of Claim 10, wherein said remote device is a personal computer.

12. An apparatus for issuing a parental monitoring query command for determining,

a media object being rendered on a remote device, comprising: ‘
a network interface (79) that issues a query requesting identification

information for a media object being received on a remote device;

a transport decoder (13) that processes information in response to said query,
wherein said information indicaies a multicast address and port which is used to
multicast said media object; and

a data transport decoder (22) that resolves said multicast address and port

information to identify attributes of said media object.

13. The apparatus of Claim 12 said media object is rendered on said apparatus.
14. The apparétus of Claim 13, wherein said apparatus joins a multicast group
using said received multicast address and port information to receive said media

object.

15. The apparatus of Claim 14, wherein said apparatus issues a command to kill the
receipt of said media object by said remote device.

17. The apparatus of Claim 13, wherein said apparatus uses a channel list that

maps said multicast address and port io a channel.

18. The apparatus of Claim 17, wherein a program guide is used to select media

objects transmitted via a multicast media object corresponding to said channel.
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19. The apparatus of Claim 12, wherein said media object is transmitted as part of
an Internet Group Management (IGMP) compatible protoéol multicasting service and
program identification information is available for said media object as part of a
Session Description (SDP) compatible protocol.

20. The apparatus of Claim 12, where said query additional comprises:
requesting a browser history log file, wherein said log file comprises the IP

addresses of media objects accessed by said remote device.



PCT/US2004/020635
1/5

WO 2005/002180

C FomtTooomoo oo g
| V9~ BTOENGY | aoooo|  INITOMNDD
| £ ! J0HLLN oaen| o
Y O A S | ooooolL 0L
R S| OSSO | o) noooo
v 1| Jong ooy |99 -
A | b | las
3994018 & B ALY
7 T R T o] MHOML3N
0 “ —
SN iR R ) B DN i S
! 3018 T | Rgm |t (]I T 6
ool {1 JHOGSNYEL | ad !
v G o8 — ||
i LY | TINaoN
66 05 1 S oy il niattey _
L SOHAH |, | HOSS3008d || <> SN 57 Hg0
i < € i
. ! N 0 [lavnmieans || L0000 > S80 1TRIYS
| w0 | . 111 It
A (< XN i pl Ll
_ WdOSIN /S — Al
S < < | NGO | 3 OHaF L
/ | ) I e » o3y _\g
O yossaonkd | eI =
0000~ 0301 S0 THNY Nl ks




WO 2005/002180

PCT/US2004/020635
2/5
Y
= 20
(‘ co. — };J\O . } =,
SO
) B } —L
HPNA
—_— —Ej—“i"————l DSL Modem . -——l - Set-Top Box 1 t————1 " Set-Top Box 2 \
}H(;der';\n ! | i[ : L’:M} {L:—*H’&'Wi;
C Lo Twn - /
LYOR .
S0P~ ~ 76
DSk !
- Modem - - Switch |
/UE Twerh — l : J
, 2/ n i
Connectivn S10 |

L | \
| I
‘ Set-Top Box 1 !
H | ﬂ/,j
207

-

Set-Top Box 2 r/’ = Yo

|

Bt

. YL
3 R }

o) ' IP Head-End
M'gcilfvv;?re E—Tm Router

Video Server

<
Yqo

PYbo G — el
A SU——| Modem ———— Set-Top Box 1 tl
psLam | ’ '
: - c
_.-_‘-—— ; Modam ——————1 Set-Top Box 2
— /
" Y 2 ¢ Lo



WO 2005/002180

bob s

( “start )
608 —_ G~

~,

S _Box?

6/(}(\\ YES

",

Want

/\>‘ >NO
- ne > pone )
Q\_Ls watching?,~

o know what

%s

Send Parental Control
Command to Set-Top Box

(20 /ﬁ:;\
%ux sat to usi//
ccess Code
‘\\

YES

Gir—

NG

Enter Access Code
|

Send MiB tb Router

Does
Router ascept
MiB?

Router sends Currenti
Multicast/Port for Second
Set-Top Box

|

for\

. Sei-Top Box receives
Multicast/Port

{0~

Thick

Thick/Thin
Client?

‘ Jp—
viewing Second N
/ Set-Top \.\_N.Q.(M Done }

3/5

PCT/US2004/020635

O,

Set-Top Rox

- compares Multicast/

Port to Internai
Channel File

!

[Set-Top Box displays
Current Channel

Router sends
Error Message °

P

|

Set-Top Box
displays Errov
Message

SN

( Done )

FIG. . [

Q

Set-Top Box sends
JavaSeript to
Middleware Server to
get Channel
Associated with
Current Multicast/
FPort

i

Middleware Server
Extracts Channel

Cerrasponds to the
Currert Multicast/
Port

from Database wh%ctf\’j

N
p

Middieware Server
sends Channel 1o
Set-Top Box

Set-Top Box displays
Channel viewed by
Secondary Set-Top

Box

ek

o D




WO 2005/002180 PCT/US2004/020635
4/5

- SO

) . ~§/ r s 5
—————— el S \ : ¢ {».}» (&
' { Middlewars __é___________l ) . / : Mej |
7 internet Server ~ i T-—-—-—-h— tlodem }-———i Set-Top Box |
Proxy of i | Head-End ) i ’
lnter{mr ; Ra::uter | DSLAM oo Mo I o |
Router | [ eeem = c i

7

L]

i
\
!: _.____lzi: Illh!é i“‘,..)
[ — ] iMayBesmaseonaingeunj g\p\j‘/ g‘AO

; i‘ " T
F?D Yideo 5:’5“ o

E NTLRNST Erzﬁ 9 l
LGo -

f*’j@ S

s

Sv‘arvar il §




WO 2005/002180 PCT/US2004/020635
5/5

7()0 j
~/ =

ST
Starnt ) : {2
e | e
- : v

~. NO

// - .
TN e ~ — Sat-Top Box receives PC's browser ~
7(1 r <« Childon PC? \>——*‘( Done ) history file (from latest item viewed - as| —— 7 7[//’

e T ~ —— much as Set-Top Box can hold in

T~ 7 memory) .

YES { ' ‘
7/0 /\\ /wampsa troer;lnow\ NO - N YES - Dc)te\rsva t N\ |

S _ parent wan ~
\ whatchildis -7 _«Done /) 1o see all bro S

" wser
\browsmg? e ~. actlvny; /

Yes\,; : 7

Parant initates command to Set-Top |
Box to get browssr history file from PC | t Fiter program fs run ‘ '
| L7t

A

- Amount of data for inquiry sent in over browser history

7 [ j/ ragquest file to rerove

1

‘ i

> ‘ unwantsd avents
§

Set-Top Box sends JavaScript SNMP
L MIB to router 1o allow forwarding to
: O 7 PC's IP Address

1 Browser history file is
PN | displayed via pop-up f——= .
e window . ) I

, " Router -~ o .
7738 Gt > oy o]
\\// N (I / 1{\

YES ) . Ay
¥ L Progranen
Router forwards JavaScript routes 10 . - -

L el
/ r d PC, PC repiies with down load of
browser history file

T 7 70

9

/'/F!outer N NO e 8 _
" allows torwarding ., Set-Top Box Ve -
\\ of data backto .~ | displays error }= AN Done

\ STB'? //; message




	Abstract
	Bibliographic
	Description
	Claims
	Drawings

