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(57) ABSTRACT 

Systems and methods for automatically determining if the 
recipient of electronic mail that is unknown at the receiving 
server has left a “forwarding address” with a forwarding 
address Server, thereby allowing either the receiving Server, 
the Sending Server, or the sending user (computer System), or 
any other party to the communication, to automatically Send 
the electronic mail content to the correct new address. In 
addition to this automatic "forwarding, the Sending user is 
notified as to the new electronic mail address So as to allow 
the Sending user to update manually, or automatically, the 
user's individual database of electronic mail addresses. 
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SYSTEMS AND METHODS FOR 
AUTOMATICALLY FORWARDING ELECTRONIC 
MAIL WHEN THE RECIPIENT IS OTHERWISE 

UNKNOWN 

BACKGROUND OF THE INVENTION 

0001. The present invention relates generally to the field 
of electronic mail management Systems, and more specifi 
cally to new and useful methods, apparatus and computer 
programs for automatically forwarding electronic mail to an 
intended recipient when the recipient is otherwise unknown 
to the receiving entity. 
0002 The national and international packet switched 
public network, generically referred to as “the Internet” has 
existed for Some time. Although often referred to as a Single 
technological entity, the Internet is represented by a Sub 
Stantial complex of communication Systems ranging from 
conventional analog and digital telephone lines through fiber 
optic, microwave and Satellite communications links. The 
physical Structure of the Internet is logically unified through 
the establishment of common information transport proto 
cols, and addressing and resource referencing Schemes that 
allow quite disparate computer Systems to communicate 
both locally and internationally with one another. 
0.003 Electronic mail over the Internet provides a quick 
and convenient way for computer users to communicate. 
This communication is typically initiated by a message 
Sender who composes a message using a text editing pro 
gram, provides the electronic mail address of the intended 
recipient, and often provides an indication of the content 
(Subject matter) of the message by providing text in a 
“Subject” field. Using well-understood technology, this com 
posed message is then Sent to the recipient's computer 
address. The recipient's computer receives the message and 
Stores it in the recipient's inbox. The recipient eventually 
reads, deletes, responds to, or otherwise processes the mes 
Sage Stored within the inbox by using any of a number of 
electronic mail programs well known in the art. 
0004. Because such electronic mail messages travel 
acroSS networks, they generally are constructed according to 
the Standard for the Format of ARPA Internet Text Messages 
specification (RFC822). This specification can be found on 
the world wide web of the Internet at address “http:// 
www.cis.ohio-state.edu/htbin/rfc/rfc822.html. Messages 
formatted to the RFC822 standard have a header portion and 
an optional body portion that contains the text of the 
message. The header portion includes a number of fields that 
address and classify the message. For example, the header 
portion of a message contains fields composed of character 
Strings comprising a field-name followed by a colon, fol 
lowed by a field-body terminated with a carriage return/line 
feed. An example header field is: 

0005. “To: John Doe”. {cr}{lf} 
0006 In this example, the {cr} represents the ASCII 
carriage return character and the {lf represents the ASCII 
line feed character. The header field-names are not case 
sensitive, thus, “to:” is equivalent to “TO:”, “To:" or “to:”. 
0007 Today electronic mail service is typically provided 
by an electronic mail Server connected to the Internet. 
Another dynamic information Source is provided by inde 
pendently operating list Servers residing on computer SyS 
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tems that are, in general, connected to the Internet. A list 
Server is typically an automated Service that functions 
autonomously to repeat electronic mail messages received 
by a publicly-known list Server electronic mail account to an 
established list of subscribers known to the list server by 
explicit or fully qualified electronic mail addresses. The list 
Server is thus an automated electronic/relectronic mailer that 
allows a one-to-many distribution of electronic mail mes 
Sages through the operation of the list Server. The relectronic 
mailing of electronic mail messages is typically dynamic 
and, therefore, persistent messages are maintained, if at all, 
Selectively by the Subscribers of a particular mailing list. 
Furthermore, the list servers are themselves subject to 
extreme variability in location and operation Since only a 
publicly available dedicated electronic mail address is 
required in Substance to operate a list Server. 

0008 Currently, when electronic mail is sent, it is pack 
aged in various formats and Sent from the Sending user's 
computer System to an electronic mail server (Sending 
Server), via various means of electronic transmission, and a 
copy is generally retained on the Sending machine. The 
Sending Server then packages the message into Simple mail 
transfer protocol (SMTP) format, or Interim Mail Access 
Protocol (IMAP) format, or other electronic mail protocol 
formats, using Multipurpose Internet Mail Extensions 
(MIME) or Hypertext Markup Language (HTML) or other 
formatting protocols, and a connection is attempted with the 
recipient. 

0009. During this connection, the electronic mail mes 
Sage is Sent from the Sending Server to a receiving Server 
asSociated with the recipient of the message. In order to 
accept the electronic mail content from the Sending Server, 
the receiving Server must generally be able to validate that 
there is indeed a user name corresponding exactly with the 
electronic mail recipient's name. The receiving Server thus 
checks its database of electronic mail users and validates the 
electronic mail recipient's name (the part of the electronic 
mail address before the G sign). If the recipient's name is 
not validated, the receiving Server generally refuses the 
electronic mail content and returns an error message indi 
cating that the recipient is “unknown'. One general excep 
tion to the foregoing is a receiving Server which accepts all 
the mail for a domain (“mail-bagging”), in which case only 
the domain name is checked and all recipient mail content is 
accepted, to be validated at a later time (usually) by another 
SCWC. 

0010 When the sending server receives the error mes 
Sage Stating that the recipient is “unknown', it generally 
Sends a message back to the Sending user that the recipient 
is unknown. This is typically the end of any automatic 
electronic mail Service Session. The Sending user must 
interpret the error message (sent in various text and formats) 
and decide how to proceed. 

0011. The ability to change electronic mail addresses 
expediently has not kept pace with the rapid expansion of the 
Internet. As a result, many electronic mail users feel that 
they cannot leave their existing Internet Service Provider 
(ISP) because when and if they do, the ISP will erase their 
electronic mail name from the electronic mail Server. All the 
mail that would be sent to them at that address would 
therefore be returned “user unknown”. It would take many 
hours to change all manual and automatic electronic mail 
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addresses from the old address to the new address. Many of 
the users who do indeed change ISPs are forced to retain the 
old ISP service for several months until they are sure that all 
of their electronic mail is being Sent to the correct address. 

SUMMARY OF THE INVENTION 

0012. The present invention provides systems and meth 
ods for automatically determining if the recipient of elec 
tronic mail that is unknown at the receiving Server has left 
a “forwarding address” with another server (the “forwarding 
listserver”), thereby allowing either the receiving server, the 
Sending server, or the Sending user (e.g., computer System), 
or any other party to the communication, to automatically 
Send the electronic mail content to the (new) correct address. 
In addition to this automatic "forwarding”, the Sending user 
is notified as to the new electronic mail address So as to 
allow the Sending user to update manually, or automatically 
Via Specialized Software, the users individual database of 
electronic mail addresses. No attempt is made to resolve an 
unknown user name to any of the existing user names that 
might be close in Spelling. This would be a major Security 
breach and go against most of the philosophy in the elec 
tronic mail concept. 

0013 The present invention provides that some or all 
participants in the electronic mail process (the sending user, 
the Sending Server, the receiving Server, the receiving user, 
and any other participant) are aware that there is an entity, 
the “forwarding listserver”, which may have on file and 
available to an electronic mail participant, the new address 
for a particular username which is unknown to a receiving 
Server. This new address is Supplied by the electronic mail 
user who is changing their electronic mail address (or their 
employer, or any other concerned party) and is organized in 
a commercially available database on the "forwarding list 
Server'. Alternately, the new address can be Supplied by any 
other entity, such as the user's new ISP after it receives from 
the user their previous e-mail address(es). 
0.014. The “forwarding listserver” includes the forward 
ing information (old electronic mail name and new elec 
tronic mail name). The “forwarding listserver” stores each 
set of data for a period of time, at the end of which the data 
is either renewed or purged (manually or automatically). 
Additionally, other forwarding data can be Stored, Such as a 
new postal mail address, new phone number, and other items 
of data. This data could be promulgated based on a variety 
of criteria, or be available to the Internet at large. 
0.015 The manipulations performed by a computer, such 
as a Server or a home or office computer System, in executing 
computer instructions are often referred to in terms, Such as 
adding or comparing, that are commonly associated with 
mental operations performed by a human operator. No Such 
capability of a human operator is necessary in any of the 
operations described herein that form part of the present 
invention; the operations are machine operations. Useful 
machines for performing the operations of the invention 
include programmed general purpose digital computers or 
Similar devices. In all cases the method of computation is 
distinguished from the method of operation in operating a 
computer. The present invention relates, in part, to method 
Steps for operating a computer in processing electrical or 
other (e.g., mechanical, chemical, optical) physical signals 
to generate other desired physical Signals. These StepS are 
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those requiring physical manipulation of physical quantities. 
Usually these quantities take the form of electrical or 
magnetic signals capable of being Stored, transferred, com 
bined, compared, and otherwise manipulated. These signals 
are referred to as bits, values, elements, Symbols characters, 
terms, numbers, or the like. It will be understood by those 
skilled in the art that all of these and similar terms are 
asSociated with the appropriate physical quantities and are 
merely convenient labels applied to these quantities. 

0016. The invention also relates to apparatus for perform 
ing these operations. This apparatus may be specially con 
Structed for the required purposes or it may comprise a 
general purpose computer as Selectively activated or recon 
figured by a computer program Stored in a memory. The 
procedures presented herein are not inherently related to a 
particular computer or other apparatus. In particular, various 
general purpose machines may be used with programs 
written in accordance with the teachings herein, or it may 
prove more convenient to construct more specialized appa 
ratus to perform the operations. The general required Struc 
ture for a variety of these machines will appear from the 
description below. Additionally, the invention may be 
embodied in a computer readable medium encoded with an 
electronic mail application program or other application 
program. 

0017 According to an aspect of the invention, a method 
is provided for automatically resending an electronic mes 
Sage originally Sent to a receiving user at a first address that 
is now invalid to a Second address for the receiving user, 
wherein the Second address has been registered with a 
forwarding Server. The method typically comprises the Steps 
of Sending an electronic message from a first electronic mail 
domain to the first address at a Second electronic mail 
domain, determining in the Second domain that the first 
address is no longer valid, and automatically Sending a query 
from the Second domain to the forwarding Server to deter 
mine a new address associated with the first address, 
wherein the forwarding Server Stores the first address in 
asSociation with the Second address. The method also typi 
cally includes the Steps of returning the Second address to the 
Second domain, and thereafter automatically Sending the 
electronic message to the Second address. 

0018. According to another aspect of the invention, a 
method is provided for automatically resending an electronic 
message originally Sent to a receiving user at a first address 
that is now invalid to a Second address for the receiving user, 
wherein the Second address has been registered with a 
forwarding Server. The method typically comprises the Steps 
of Sending an electronic message from a first electronic mail 
domain to the first address at a Second electronic mail 
domain, returning a message to the first domain indicating 
that the first address is no longer valid, and automatically 
Sending a query from the first domain to the forwarding 
Server to determine a new address associated with the first 
address, wherein the forwarding Server Stores the first 
address in association with the Second address. The method 
also typically includes the Steps of returning the Second 
address to the first domain, and thereafter automatically 
Sending the electronic message to the Second address. 
0019. According to yet another aspect of the present 
invention, a method is provided for automatically resending 
an electronic message originally Sent to a receiving user at 
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a destination address that is now invalid to a new address for 
the receiving user, wherein the new address has been reg 
istered with an address Server. The method typically com 
prises the Steps of creating an electronic message on a 
computer System, the electronic message having a first 
destination address, Sending the electronic message to a first 
Server, Sending the electronic message from the first Server 
to a Second Server associated with the destination address, 
determining in the Second Server that the destination address 
is not valid, and thereafter automatically Sending a query to 
the address Server to determine a new address associated 
with the destination address, wherein the address Server 
Stores the destination address in association with the new 
address. The method also typically includes the Steps of 
returning the new address, and thereafter automatically 
Sending the electronic message to the new address. 
0020. According to a further aspect of the present inven 
tion, an address Server is provided. The address Server 
typically includes an address database for Storing old e-mail 
addresses in association with new e-mail addresses for 
registered users. When the address Server receives a query 
from an e-mail Server requesting a new e-mail address 
asSociated with an old e-mail address for a first user, if the 
first user is registered with the address Server, the Server 
Searches the database for the old address and returns the new 
address for the first user to the e-mail server. 

0021 According to yet a further aspect of the invention, 
an e-mail Server for receiving and Sending electronic mes 
Sages is provided. The e-mail Server is configured to auto 
matically send a request to an address server, which stores 
old e-mail addresses in association with new e-mail 
addresses for registered users, when the e-mail Server 
receives a first electronic message from a first computer for 
a destination address that is no longer valid, and wherein the 
request requests a new address associated with the destina 
tion address. 

0022 Reference to the remaining portions of the speci 
fication, including the drawings and claims, will realize 
other features and advantages of the present invention. 
Further features and advantages of the present invention, as 
well as the Structure and operation of various embodiments 
of the present invention, are described in detail below with 
respect to the accompanying drawings. In the drawings, like 
reference numbers indicate identical or functionally similar 
elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0023 These and other advantages and features of the 
present invention will become better understood upon con 
sideration of the following detailed description of the inven 
tion when considered in connection of the accompanying 
drawings, in which like reference numerals designate like 
parts throughout the figures thereof, and wherein: 
0024 FIG. 1 illustrates an exemplary computer system 
for executing electronic mail programs that embody the 
invention; and 
0.025 FIG. 2 illustrates an exemplary network structure 
according, to the present invention. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

0.026 FIG. 1 illustrates an exemplary computer system 
10 for executing electronic mail (e-mail) programs and other 
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programs that embody the invention. Computer System 10 
includes an Input/Output (“I/O”) bus 20, a central process 
ing unit (“CPU”) 25 and a memory section 30. I/O bus 20 
provides a connection to a keyboard 35, a display unit 40, a 
disk storage unit 45, a network interface 50, a removable 
storage 55, a CD-ROM drive unit 60 and numerous other 
peripheral devices 65, Such as a mouse, a modem, a Scanner, 
etc. CD-ROM unit 60 reads a CD-ROM medium that 
typically contains programs and data. 
0027 FIG. 2 illustrates an exemplary network structure 
according to the present invention. Local domain 100 
(domain 1) is communicably coupled to multiple domains, 
including domain 200 (domain 2), over the Internet. Local 
domain 100 includes a computer system 110 (similar to 
computer system 10 of FIG. 1) coupled to a modem 120. 
Modem 120 provides a communication connection to gate 
way/router 130. Alternately, computer system 110 is directly 
connected to gateway/router 130 over a network, Such as a 
local area network (LAN), wide area network (WAN) or the 
like. Gateway/router 130 provides an Internet connection, 
and is connected to local e-mail server 140 (domain1.com) 
and to local domain name server 150. Second domain 200 
(domain 2) includes a computer System 210 connected to 
second gateway/router 230 and second e-mail server 240 
(domain2.com) over LAN 220. Gateway router 230 is 
connected to second domain name server 250. 

0028. Forwarding address server 300 is communicably 
coupled to domain 1 and domain 2 over the Internet as 
shown in FIG. 2. Gateway/router 310 and domain name 
server 320 are optionally provided to add functionality to 
forwarding server 300. As shown, forwarding server 300 is 
preferably located in an Internet domain remote from 
domain 1 and domain 2, however, forwarding server 300 
may be located in domain 1 or domain 2. Forwarding Server 
300 preferably includes a database of new Internet addresses 
asSociated with old addresses for users that have registered 
these addresses with forwarding server 300 either directly or 
indirectly, for example, through a new ISP. To register with 
forwarding server 300, all that is required is that a new 
address and an old address be provided to forwarding Server 
300. Forwarding server 300 preferably stores new e-mail 
addresses in a table in association with old addresses, 
although any data Structure as is well known can be used. 
0029. It be apparent to one skilled in the art that FIG. 2 
is merely an illustrative example of a network Structure for 
Sending, receiving and resending e-mail messages according 
to the present invention. Any other network Structure can be 
used without departing from the Spirit of the invention. 
Additionally, it will be apparent to one skilled in the art that 
the present invention is not limited to implementation with 
any particular e-mail Server Software or client Software to 
perform the functions disclosed herein. 
0030 Suppose now that a typical user (e.g., 
user1(adomain1.com) using computer System 110 in local 
domain 100 desires to Send an e-mail message to another 
user (e.g., user2Odomain2.com) at Second domain 200. 
Using one of many various e-mail Software clients, the first 
user composes a message and addresses the message to the 
intended recipient, user2G domain2.com (as per RFC 821 
and RFC 822, as amended). 
0031. In a preferred embodiment of the present invention, 
the RFC822 protocol is used to construct electronic mail 
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messages. The RFC822 specification can be found on the 
world wide web of the Internet at address “http://www.ci 
s.ohiostate.edu/htbin/rfc/rfc822.html”, and is incorporated 
by reference for all purposes. However, the present inven 
tion does not require the use of the RFC822 standard, so long 
as there exists a method to identify essential addressing 
information and associated data. This essential information 
includes, for example, identification of the message recipi 
ent(s) and a Subject field for the message. 
0.032 The client e-mail software resident on computer 
System 110 packages the message text and/or attachments in 
proper e-mail format and Sends the e-mail message through 
modem 120 and router/gateway 130 to the e-mail server 140 
for local domain 100 (domain1). Alternately, the e-mail 
message is Sent over a network to e-mail Server 140. E-mail 
server 140 for domain1 queries an Internet Name Service 
(local hosts table, Internet Domain Name Server 150, or 
various directory Services) to resolve the destination domain 
name into an IP address, for example domain2.com for 
second domain 200 (domain2). When this is successfully 
accomplished, e-mail Server 140 sends the message to the 
Internet, addressed to the IP address for second domain 200 
(e.g., domain2.com), asking for a connection. At this point 
the message address can be generally represented as follows: 
Destination Username(ODomainName. 
0033. This message goes first to gateway/router 130, 
which sends the message to Second gateway/router 230 
associated with second domain 200 through the various 
connections on the Internet. When Second gateway/router 
230 receives the message, it ascertains whether the IP 
address is associated with Second domain 200, e.g., whether 
the destination e-mail Server is located on local area network 
220. If so, gateway/router 230 sends the message to e-mail 
server 240 for second domain 200. Generally, e-mail server 
240 checks its internal table of domain names (the data after 
the G sign) to see if it is the proper destination for that 
e-mail message. If this is true, e-mail Server 240 checks the 
destination username (the data before the G sign) to deter 
mine whether the destination username is included in the 
internal table of names (and aliases). If so, e-mail server 240 
accepts the connection from e-mail Server 140 and the entire 
e-mail message (text and/or attachments) is sent from e-mail 
server 140 and received by e-mail server 240. E-mail server 
140 then typically changes the message status (internally) 
from an “outgoing Status to a “sent Status, and e-mail 
Server 240 typically moves the incoming message (inter 
nally) from a temporary Storage area to an area ("local 
mailbox”) for the second user's (user2G domain2.com) local 
retrieval and disposition. The Second user connects at Vari 
ous times to e-mail Server 240 from a computer, Such as 
computer System 210, using one of many e-mail Software 
clients, and retrieves the e-mail message. The message may 
or may not be copied to the computer System 210, and may 
or may not be deleted from the e-mail server 240. 
0034. According to one embodiment, if the destination 
username is not found in the internal table of names (and 
aliases), e-mail Server 240 sends a message to the Sending 
e-mail server 140 indicating that the address is invalid (e.g., 
the user does not exist). This message is generally referred 
to as a “non-delivery report” (NDR). Sending e-mail server 
140 then generally places this NDR message in User1's 
mailbox area as a new message, possibly adding an expla 
nation of the problem and other text, informing User1 that 
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the e-mail could not be delivered due to the non-existence of 
the username on the destination e-mail Server. At this point, 
User1 knows only that the e-mail message has not been 
delivered. The username for User2 may have been deleted 
from the list of users on the Domain2 e-mail server 240 for 
any one of many reasons. An example of an NDR is an 
Undeliverable Mail Notification Message (From RFC 821) 
as follows: 

0035) S: MAIL FROM 
0.036 R: 250 ok 
0037) S: RCPT TO 
<GHOSTX.ARPA:JOEGHOSTW.ARPA> 

0038) R: 250 ok 
0039) S: DATA 
0040 R: 354 send the mail data, end with. 
0041) S: Date: 23 Oct 81 11:22:33 
0042 S: From: SMTP(a)HOSTYARPA 
0043. S: To: JOEGHOSTWARPA 
0044 S: Subject: Mail System Problem 
0045 S 

S 0046) S: Sorry JOE, your message to SAM 
(HOSTZ.ARPA lost. 

0047 S: HOSTZ.ARPA said this: 
0.048 S: “550 No Such User" 
0049 S: 
0050 R: 250 ok 

0051. There are some cases where the destination infor 
mation is incorrect, but the receiving Server knows the 
correct destination. In Such cases, one of the following 
replies can be used to allow the Sending Server to contact the 
correct destination. 

0052) 251 User not local; will forward to <forward 
path> 

0053. This reply indicates that the receiving server knows 
the user's mailbox is on another host Server and indicates the 
correct forward-path to use in the future. Note that either the 
host or user or both may be different. The receiving server 
generally takes responsibility for delivering the message. 

0054 551 User not local; please try <forward-pathd 
0055. This reply indicates that the receiving server knows 
the user's mailbox is on another host Server and indicates the 
correct forward-path to use. Note that either the host or user 
or both may be different. The receiving server generally 
refuses to accept mail for this user, and the Sending Server 
must either redirect the mail according to the information 
provided or return an error response to the originating user. 
0056 According to one embodiment, if the destination 
username is not found, receiving e-mail Server 240 sends an 
NDR to sending e-mail server 140. Upon receipt of the 
NDR, sending e-mail server 140 automatically sends a 
request to the IP address for the Forwarding server 300, 
asking for a new e-mail address that corresponds to the old 
e-mail address. According to this embodiment, e-mail Server 
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140 is preferably configured with the address for forwarding 
server 300. Forwarding server 300 receives the request, 
which preferably includes the old e-mail address, and checks 
its database for any new address associated with the old 
e-mail address. If User2's new e-mail address has been 
registered with the forwarding server 300, directly by User2 
or through a new ISP, for example, forwarding server 300 
looks up and returns the new address to Sending e-mail 
Server 140. 

0057 Sending e-mail server 140 then automatically 
resends the e-mail message destined for user2 to the new 
address. Alternately, Sending e-mail Server 140 causes the 
e-mail message to be resent, for example by communicating 
the new address to receiving e-mail Server 240 or computer 
system 110 with an instruction to resend to the new address. 
In this example, upon receipt of the instruction and new 
address, receiving e-mail server 240 or computer system 110 
automatically resends the message to the new address. 

0.058 To register with forwarding server 300, all that is 
required is that a new address and an old address be 
submitted. Forwarding server 300 preferably stores new 
e-mail addresses in a table in association with old addresses, 
although any data Structure as is well known can be used. 
Additionally, any directory databases including X.500, 
LDAP, or the like can be used. Thereafter, when a request is 
received to locate a new address associated with a user's old 
address, forwarding server 300 searches for the old address 
and returns the associated new address. 

0059 According to another embodiment, when receiving 
e-mail server 240 identifies that the recipient's username 
(e.g., old address) is unknown, rather than Send an NDR, 
receiving e-mail Server 240 itself automatically Sends a 
request to the IP address for the forwarding server 300 
asking for a new e-mail address for the recipient that 
corresponds to the old e-mail address. Forwarding Server 
300 receives the request, which preferably includes the old 
e-mail address, and checks for any new address in its 
database associated with the old e-mail address. If User2's 
new e-mail address has been registered with forwarding 
server 300, directly or through a new ISP, for example, 
forwarding server 300 returns the new address to receiving 
e-mail server 240. Receiving e-mail server 240 then auto 
matically resends the e-mail message destined for user2 to 
the new address. Alternately, receiving e-mail Server 240 
causes the e-mail message to be resent, for example by 
communicating the new address to Sending e-mail Server 
140 or computer system 110 with an instruction to resend to 
the new address. In this example, upon receipt of the 
instruction and new address, Sending e-mail Server 140 or 
computer System 110 automatically resends the message to 
the new address. If no new address is found, forwarding 
server 300 returns a message to receiving e-mail server 240 
indicating this fact. Receiving e-mail Server 240 then sends 
an NDR to sending e-mail server 140. Additionally, in one 
embodiment, receiving e-mail Server 240 notifies Sending 
e-mail server 140 that forwarding server 300 was queried. 

0060 According to another embodiment, if the destina 
tion username is not found, receiving e-mail Server 240 
sends an NDR to sending e-mail server 140. Sending e-mail 
server 140 then forwards the NDR to computer system 110. 
Upon receipt of the NDR, computer system 110 automati 
cally sends a request to the IP address for forwarding Server 
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300, asking for a new e-mail address that corresponds to the 
old e-mail address. Forwarding server 300 receives the 
request, which preferably includes the old e-mail address, 
and checks for any new address in its database associated 
with the old e-mail address. If User2's new e-mail address 
has been registered with forwarding server 300, directly or 
through a new ISP, for example, forwarding server 300 
returns the new address to computer system 110. Computer 
System 110 then automatically resends the e-mail message 
destined for user2 to the new address. Alternately, computer 
System 110 causes the e-mail message to be resent, for 
example by communicating the new address to Sending 
e-mail server 140 or receiving e-mail server 240 with an 
instruction to resend to the new address. In this example, 
upon receipt of the instruction and new address, receiving 
e-mail server 240 or sending e-mail server 140 automatically 
resends the message to the new address. 

0061 According to another embodiment, if the destina 
tion username is not found, receiving e-mail Server 240 
Sends an NDR, and any other computer or networking entity 
on the network that detects the NDR automatically sends a 
query to the IP address for forwarding server 300, asking for 
a new e-mail address that corresponds to the old e-mail 
address. When forwarding server 300 receives the request, 
which preferably includes the old e-mail address, it checks 
its database for any new address associated with the old 
e-mail address. If User2's new e-mail address has been 
registered with forwarding server 300, directly or through a 
new ISP, for example, forwarding server 300 returns the new 
address to the requesting entity. The requesting entity then 
automatically resends the message to the new address, or 
causes the message to be sent to the new address. 

0062 According to another embodiment, in addition to 
the automatic resending the e-mail message to the new 
address, the Sending user is notified by a new e-mail 
message or other various means as to the new e-mail address 
for the recipient. The Sending user is then able to manually 
update their address book with the new address. Alternately, 
the Sending user's e-mail Software (or address book, or other 
reference table) resident on computer system 110 receives 
the new address and automatically updates the address book 
with the new e-mail address for the intended recipient (i.e., 
user2). 
0063) While the invention has been described by way of 
example and in terms of the Specific embodiments, it is to be 
understood that the invention is not limited to the disclosed 
embodiments. To the contrary, it is intended to cover various 
modifications and Similar arrangements as would be appar 
ent to those skilled in the art. For example, although the 
original e-mail message is Sent to a different Internet 
domain, the original message can be sent to a destination 
user in the same domain. Further, although it is preferred that 
server 140 or server 240 automatically resends the original 
message, forwarding address Server 300 can automatically 
Send the original electronic message to the intended recipi 
ent's new address. Additionally, the invention can be inte 
grated into the e-mail client Software on the Sender's System, 
into the e-mail Servers Software, or a separate Software 
application, which detects the NDR, queries the forwarding 
listServer, resends the mail, etc., can reside on the Sender's 
system or any other entity in the network. Therefore, the 
Scope of the appended claims should be accorded the 
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broadest interpretation So as to encompass all Such modifi 
cations and Similar arrangements. 
What is claimed is: 

1. A method of automatically resending an electronic 
message originally Sent to a receiving user at a first address 
that is now invalid to a Second address for the receiving user, 
wherein the Second address has been registered with a 
forwarding address Server, the method comprising the Steps 
of: 

Sending an electronic message from a first electronic mail 
domain to the first address at a Second electronic mail 
domain; 

determining in the Second domain that the first address is 
no longer valid; 

automatically Sending a query from the Second domain to 
the forwarding address Server to determine a new 
address associated with the first address, and wherein 
the forwarding address Server Stores the first address in 
asSociation with the Second address, 

returning the Second address to the Second domain; and 
thereafter 

automatically Sending the electronic message to the Sec 
ond address. 

2. The method of claim 1, the method further including 
the step of: 

creating the electronic message by a Sending user using an 
electronic mail program having an address book, the 
address book including the first address for the receiv 
ing user; and 

automatically Sending a message to the Sending user, the 
message including the Second address for the receiving 
user, So that the Sending user is able to manually update 
the address book with the second address. 

3. The method of claim 1, the method further including 
the step of: 

creating the electronic message on a computer System 
using an electronic mail program having an address 
book, the address book including the first address for 
the receiving user; 

automatically Sending the Second address for the receiv 
ing user to the computer System; and 

automatically updating the address book with the Second 
address. 

4. The method of claim 1, wherein the forwarding address 
Server is located in a third domain. 

5. The method of claim 1, wherein the second domain 
includes an e-mail Server, and wherein the e-mail Server 
performs the Step of automatically Sending the electronic 
message to the Second address. 

6. The method of claim 1, wherein the first domain 
includes a first e-mail Server, wherein the Second domain 
includes a Second e-mail Server, the method further includ 
ing the Step of: 

Sending a message from the Second e-mail Server to the 
first e-mail Server, the message including the Second 
address, wherein the first e-mail Server thereafter per 
forms the Step of automatically Sending the electronic 
message to the Second address. 
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7. A method of automatically resending an electronic 
message originally Sent to a user at a first address that is now 
invalid to a Second address for the user, wherein the Second 
address has been registered with a forwarding address 
Server, the method comprising the Steps of: 

Sending an electronic message from a first electronic mail 
domain to the first address at a Second electronic mail 
domain; 

returning a message to the first domain indicating that the 
first address is no longer valid; 

automatically Sending a query from the first domain to the 
forwarding address Server to determine a new address 
asSociated with the first address, and wherein the for 
warding address Server Stores the first address in asso 
ciation with the Second address, 

returning the Second address to the first domain; and 
thereafter 

automatically Sending the electronic message to the Sec 
ond address. 

8. The method of claim 7, the method further including 
the step of: 

creating the electronic message by a Sending user using an 
electronic mail program having an address book, the 
address book including the first address for the receiv 
ing user; and 

automatically Sending a message to the Sending user, the 
message including the Second address for the receiving 
user, So that the Sending user is able to manually update 
the address book with the second address. 

9. The method of claim 7, the method further including 
the step of: 

creating the electronic message on a computer System 
using an electronic mail program having an address 
book, the address book including the first address for 
the receiving user; 

automatically Sending the Second address for the receiv 
ing user to the computer System; and 

automatically updating the address book with the Second 
address. 

10. The method of claim 7, wherein the forwarding 
address Server is located in a third domain. 

11. The method of claim 7, wherein the first domain 
includes an e-mail Server, and wherein the e-mail Server 
performs the Step of automatically Sending the electronic 
message to the Second address. 

12. A method of automatically resending an electronic 
message originally Sent to a receiving user at a destination 
address that is now invalid to a new address for the receiving 
user, wherein the new address has been registered with an 
address Server, the method comprising the Steps of: 

a) creating an electronic message on a computer System, 
the electronic message having a first destination 
address, 

b) sending the electronic message to a first server; 
c) sending the electronic message from the first server to 

a Second Server associated with the destination address, 
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d) determining in the Second server that the destination 
address is not valid; and thereafter 

e) automatically sending a query to the address server to 
determine a new address associated with the destination 
address, wherein the address Server Stores the destina 
tion address in association with the new address, 

f) returning the new address, and thereafter 
g) automatically sending the electronic message to the 
new address. 

13. The method of claim 12, further including the step of 
Sending a first message from the Second Server to the first 
Server indicating that the destination address is not valid. 

14. The method of claim 13, wherein the first server 
performs steps e) and g). 

15. The method of claim 13, wherein the first server 
forwards the first message to the computer System. 

16. The method of claim 12, wherein the second server 
performs steps e) and g). 

17. The method of claim 12, wherein the step of creating 
the electronic message includes using a mail program on the 
computer System, the mail program having an address book 
including the destination address for the receiving user, the 
method further including the Step of Sending the new address 
for the receiving user to the computer System. 
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18. The method of claim 17, further including the step of 
automatically updating the address book with the new 
address for the receiving user. 

19. The method of claim 12, wherein the address server is 
located in a first domain different from said first and second 
SCWCS. 

20. An address Server having an address database for 
Storing old e-mail addresses in association with new e-mail 
addresses for registered users, wherein when the address 
Server receives a query from an e-mail Server requesting a 
new e-mail address associated with an old e-mail address for 
a first user, if the first user is registered with the address 
Server, the Server Searches the database for the old address 
and returns the new address for the first user to the e-mail 
SCWC. 

21. An e-mail Server for receiving and Sending electronic 
messages, wherein the e-mail Server is configured to auto 
matically Send a request to an address Server, which Stores 
old e-mail addresses in association with new e-mail 
addresses for registered users, when the e-mail Server 
receives a first electronic message from a first computer for 
a destination address that is no longer valid, and wherein the 
request requests a new address associated with the destina 
tion address. 


